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Abstract (no more than 200 words)

This is roughly an eight-hundred-word research report, to compare the various Encryption standards, e.g AES, SHA, DES, RSA
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Main chapters

1. Introduction

Encryption is a method applied to a message, to hide its meaning.  Decryption is a method applied to an encrypted message, to restore it to a readable state.  Cryptography is the science of Encryption and decryption information. [1]
2. Pre computers

Cryptography has been in use for thousands of years, to hide secrets in messages.  The first known example is claimed to be from 1900 BC, but it’s purpose is not fully understood.  Clearer examples of its use comes from Julius Caesar Rome, 100BC, and is referred to as a Cipher.  In it’s simplest form, each character was replaced by a characters shifted 3 spaces.  For example S is replaced by V, V is replaced by Z. 

So Caesar’s Cipher would change

“Hello world” to be
“Khoor zruog”

3. Key

Although very effective for its time, it is easy to understand how Caesars Cipher became decryptable, as the secret to unlock all of messages created by it was easily explained and passed to others.  So over time, it is no surprise that new systems were created.
An important step in encryption history, was the Vigenere design in the 16th century.  This is supposedly the first time an encryption key is used which deals with part of the problem from above.  This process is where the alphabet is drawn out in a chart, A to Z along the top, and A to Z down one side.  The empty cells of the chart are then filled in in a specific way.[2]
[image: ]Figure 1 [3]
A plain text message which someone wishes to send is then created, for example
“MerryChristmas”
A key is then created, which will be shared with the recipient of the message which is the same length as the plain text message, for example
“hohohohohohoho”
To encrypt the message the letter in cell M + H are combined in figure 1, to form “T”, E + O are combined to form “S”, R + H are combined to form “Y” and so on for each letter.
This improved the method of encryption and decryption by allowing the process to be shared widely but the protected part, the key, being able to be changed.
The Vigenere design was eventually broken, thus allowing someone who the sender did not intend to read the original messaging being able to do so.  So further methods were introduced through the years, with large improvements coming in the 19th century, when everything became electric, with the Hebern electro-mechanic contraption, the Hebern rotor machine, eventually broken using frequency letters.  The Enigma machine which was created in Germany at the end of World War One, heavily used in World War Two until it was eventually broken.[2]
4. DES

Post the world war era, cryptography attracted the attention of war of a different kind, that of the commercial space, and protecting business data.  At the beginning of the 1970’s IBM realised this demand and setup a “crypto group” which designed a cipher called “Lucifer”.  The US government at the time put out requests for proposals for a block cipher to form a national standard which Lucifer eventually for filled.  It was renamed DES, Data Encryption Standard in 1977. [2] 

5. Modern encryption

As computing power increased, the problem with DES was exposed, which was the small size of its encryption key.  Modern processers were able to calculate the key by using a brute force attack, which is continually trying combinations until the one needed is discovered.  Eventually DES was broken in 1997.[2] 

Once again the US government was looking for a new standard, and as it did in the 1970’s, in 1997 it invited submissions for a new block cipher.  In the year 2000 it accepted Rijndael as the winner from 50 submissions which become the Advanced Encryption Standard, AES.[2]

5.1 AES

AES breaks data into blocks of 128 bits.  It then encrypted or decrypted using either a 128, 192 or 256 bit key depending on the level of security required.  This gives the key a possible value of 2128 combinations.  Compared to the fall of DES, a brute force attack, it would take the world fastest super computer 100 trillion years to repeat with AES.  AES is a symmetric algorithm, which means its key is used for both encryption and decryption.[4]

5.2 RSA

RSA (Rivest-Shamir-Adleman) named after its inventors was created in 1977.  It is a cryptosystem that is an asymmetric algorithm.  This means it uses different keys for encryption, the public key, and decryption, the private key known only to the intended recipient.
The public key is created by taking two huge prime numbers and multiplying them together (which is a very difficult thing to brute force, and is also CPU intensive so the process takes a long time, therefore slow compared to AES) and then applying other mathematical steps to create the public and private key.  The prime numbers are kept secret, the public key is shared, and the private key is kept by the creator.  The two computers then use the public and private keys to encrypt and decrypt traffic between them.[5]
5.3 SHA

SHA, secure hash algorithm, is a process of encrypting data using a hash function.  The encryption carried out by SHA is different to AES and RSA because it is one way.  Meaning that the data encrypted is not meant to be transferred back to its original form by viewing by humans.  Of interest is SHA-1, SHA-2 and SHA-3 which successively improve upon each other.  SHA-0 is now obsolete because of flaws found in the system.
The common application of SHA is to encrypt passwords, the reason for this is two fold.  Firstly only the server needs to be aware of the hash, so if the database is compromised only those values will be seen.  Secondly the hash function suffers from “avalanche” which means small changes to the password, will mean the hash function will radically change the output, therefore drastically changing the encrypted value.  So if a user changes their password slightly, the encrypted value changes radically.[6]
6. Conclusion

Encryption is a complicated topic, which lies at the heart of data security.  By scratching the surface of this area I have expanded my knowledge on the subject.  From my research I understand that none of the encryption protocols covered in this assignment are perfect, and that a variety of modern encryption techniques are used in combination to provide the security we take for granted.  Also history shows us that it is only a matter of time until any of these techniques become obsolete. 
7. Future work

I would like to revisit the math behind RSA encryption, and research the impact on quantum computing on the current set of encryption standards, to better understand the chicken and egg connection between the new CPU class and at what stage new cryptography solutions will be created in that timeline.
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A small tweakin the original data produces a drastically different encrypted output. This is called the avalanche effect 1
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2 Description of the ciphers.
2.1 High-level description of the algorithm
22 The SubBytes step
23 The ShifiRows step
2.4 The MixColumns step
25 The AddRoundKey step
2.6 Optimization of the cipher
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Here is an example of RSA encryption and decryption. The parameters used here are artificially small, but you can also use OpenSSL to generate and examine a real keypair
1. Choose two random pfime numbers.
2. 'p =61 and g = 53;Compute n = pg
3. = 61%53 =23233
4. Compute the totient ¢(n)
5 i ¢(n)= (61 1)(53 L
6. Choose € > 1 coprime to 3120
7.
8
9
0.

(r—1)(a-1)
3120

e=17

Choose d to satisty de mod ¢(;
d=2753
17 % 2753 = 46801 = 1 + 15 + 3120.

The public key is (n. = 3233, e = 17). For a padded message m the encryption function ¢ = m® mod n becomes:

=m'" mod 3233

The private key is (n = 3233, d < mod n becomes:

m = ¢*™ mod 3233

2753). The decryption function m.

For example, to encrypt m = 123, we calculate

¢ =123"" mod 3233 = 855

To decrypt ¢
m = 855" mod 3233 = 123

855, we calculate

Both of these calculations can be computed efficiently using the square-and-multiply algorithm for modular exponentiation (en).




