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[bookmark: _Toc535942729]1. Introduction
This report will look at the lost and found app my team and I have developed to help family members find missing people and missing people to report where they are, so they can be found. Risk management, code of practice and quality assurance issues will be discussed.
[bookmark: _Toc535942730]2. Risk Management
The following are risks I have identified for the project:

R1. Tasks not being completed by deadlines
R2. Hardware/software not working or being unavailable
R3. Database, software or UI design including the wrong functions
R4. Data being lost
R5. Requirements being changed later
R6. Project may require skills we do not have
R7. Team member(s) being absent during scheduled meet up times

A risk evaluation matrix evaluates the risks based on their impact and consequences [1]. Below is one I have made for the risks I identified. 
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The red line shows the line of tolerance. Risk 4 and Risk 6 need to be heavily managed as they go past the line of tolerance. Risk 4 which is loss of data can be managed by creating a backup plan for all our data which we will use consistently whenever we meet and do any work on our project. One strategy that has worked successfully for us in the past with other assignments is the 3-2-1 backup strategy which entails making 3 copies of any data with the original file being the first copy, making 2 local copies using different storage types e.g. USB stick and cloud software and finally having 1 backup which is off-site [2].

Risk 6 which is that the project may require skills we do not have can be managed by building on the knowledge we have built together from other assignments and using online resources and tutorials for help when needed. When we design the software, it should be manageable for us, so we will not have to be stuck in production and be behind in our deadlines. Although the other risks do not go past the line of tolerance, strategies should be put in place to manage them. 

Risk 1 can be managed by finding a critical path for our project and giving priority to those tasks. Risk 2 can be managed by us downloading the programs we need onto our personal laptops should they not be on university computers. Risk 3 should be easily managed by always checking our requirements and specifications for our database, software and user interface (UI) when they are being designed. To manage Risk 5, the database, software and UI will be developed in increments so that any changes we want to make to requirements should not slow down production too significantly as we could add them in while we make it. For Risk 7, we will set up an online collaborative source so that any member who cannot attend can be caught up on what has been done and share input.
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[bookmark: _Toc535942732]3.1 Sustainability Issues
Like with any I.T project, there will be sustainability issues with this project. These can be sectored into first, second and third order issues. First order issues are direct results of the project. Listed below are the first order sustainability issues of the project:

· E-waste and production for network infrastructure and servers
· Travelling to meet up at a designated destination for the project
· Power usage

Second order issues are the indirect results of the project which will reduce other impacts. There can also be negative impacts. The following are these for the project:

· Saves paper which may otherwise be used to store missing people’s information
· Less electronics such as desktops used
· Can lower transport of people searching for missing people if they are reported found on the app
· The more people that use the app, the more GHG emissions there will be

Third order impacts are systemic results of the projects which are the structural and behavioural changes in society once the project is implemented. Third order impacts for the project are:

· Missing people in disasters found quicker
· Less people watching news for reports on disasters as the app gives notifications earlier
· Increased availability of information
· Improved morale after natural disasters

[bookmark: _Toc535942733]3.2 Ethical and Legal Issues

Our project faces ethical and legal issues, some of which can be taken from the British Computer Society code of conduct which lays out professional standards and directs the conduct of the individual [3]. The first section is public interest, with 1.a. being to have due regard for security, privacy, wellbeing of others, public health and the environment. With regards to our project, we will need to ensure the data shared on the app is secure and monitored so nothing false or defamatory is written on the app by users when reporting if they have seen a missing person. Ultimately this app has been made with the wellbeing of others in mind, so they have a sense of reassurance should any family members go missing. As the app will save paper that may be used in missing people’s cases we are helping the environment in that sense. 

1.b. states that you need to have due interest in Third Parties legitimate rights and so we need to ensure we comply with the Data Protection Act such as processing data lawfully and fairly, keeping data up to date and accurate, as well as not excessive and relevant and not kept longer than needed [4]. So, any missing person(s) data needs to be only kept for as long as that person is missing and kept precise and to the point. 

Section 2.a. says to only take on work with which you are professionally competent and 2.b states to not say you have a higher level of competence than you do. We have planned a project that will build on skills we have learnt from other assignments and also for anything we are not sure of we will continue to learn using online resources, so we can create the app to the best of our abilities. This also goes into 2.c. which states to continue to develop your skills and professional knowledge continually which we will do as we go on to develop the app. 2.e. which says you shall value and respect alternative viewpoints and pursue and accept constructive criticism which can be looked for by our Relevant Authority Sue once we demo our project and share updates of our project plan. 

Section 3.a. which is you will always perform your professional duties with regard for your Relevant Authority’s requirements whilst displaying your own qualified judgement will be followed as we will each take on our roles and meet up to review our progress and continue to be professional as we will treat this as a real-world project and want to achieve the best outcome. 3.b. which says you shall avoid situations which may create conflict of interest with your Relevant Authority and you, will be followed as we will confer with Sue on any changes or updates to our project and will keep to a professional standard. 3.c. states to “accept professional responsibility for your work” [5] so any tasks we are assigned will be followed and taken as our own responsibility, as well as any shortcomings we face or any mistakes we make ourselves. 3.e. which says to not misrepresent or keep information on how a product or service performs or take advantage of people’s lack of knowledge or inexperience can be met as we will not falsely claim anything our app will do, although we will not provide training or documentation once the app has been made. 

Section 4 goes into the duty we have to the profession, which in this case is towards the university as students. 4.a. says to accept our personal duty to maintain our reputation of the profession and so we will conduct ourselves in a reputable manner and be professional. 4.d. states to respect all BCS members and members of all other professions which we work with and therefore we will show respect to each other as a team and show respect to our Relevant Authority which is Sue. 4.f. says we need to encourage fellow associates in their professional development, so we will help each other build our professional skills throughout the project. 

The IEEE code of conduct discusses the IEEE members’ commitment to the highest level of integrity, ethical conduct and responsible behaviour [6]. Section 1 [7] says to show respect to others and of their privacy and protection of personal data which again goes into the Data Protection Act, so we will develop the app to be secure to protect the data. Section 2 is about treating people fairly which involves no harassment to any persons in any manner and no discrimination based on law protecting characteristics e.g. age, gender, race and so we will ensure the app has its information monitored to prevent users from doing this. 

Brexit or the “British Exit” of the UK from the EU may create legal and ethical issues for our project. The British Computer Society have written a Digital Brexit Report [8] on what can be done to create a successful future for the UK outside the EU by focusing on data. As we are planning for our app to be UK based only we may not need to worry about this, but if we plan to expand to the US and internationally the new data laws may affect this. We also need to make it clear about how their data is being used so they can make an informed decision of whether to use the app. Also, the UK needs to build a strong security industry to keep up with the constant threat of online criminality but will still need access to international cooperation which may become difficult after Brexit and could make the project more susceptible to threats.  
[bookmark: _Toc535942734]4. Quality Assurance Issues
Quality Assurance verifies whether a product or service meets its required performance specifications [9]. We will need to implement well-defined standard methods and practices [10] such as ISO standards. ISO 25010 looks at software product quality [11] including its external qualities which the user can see from the deliverable and its internal qualities which are visible with any intermediate products and developers of the deliverables [12]. To ensure our project meets its quality requirements, we will use the ISO 25010 framework. We will plan for testing for the app to check the quality in use looking for effectiveness, productivity, safety and satisfaction. In order to do so we need to do user testing as well as developer testing to see if the app meets user requirements and does not use excessive resources in reaching the goals. 

ISO 25010 defines six software qualities: functionality, reliability, usability, efficiency, maintainability and portability [12]. To test functionality, we will need to look at completeness, correctness and appropriateness of functions [13] e.g. whether the app allows the user to report a missing person, query missing persons, report themselves as missing and give updates on disasters. For reliability, maturity, availability, fault tolerance and recoverability [14] will need to be looked at. This is to test for if the app is accessible when required and whether it works despite any software or hardware faults and how quickly data can be recovered in the event of a failure. 
Usability can be tested by checking error messages, taking user surveys about the UI, whether it is easy to learn and easy to use. We will plan tests for efficiency such as response time, the resources used during processes and whether it complies to relevant standards. Maintenance can be tested by checking to see how quickly the source of a problem can be found and how easy it is to change the software. Portability can be tested by seeing how well the app adapts to different hardware such as a desktop, tablet and phone. It can also be tested by seeing how easy it is to install or uninstall in different environments. 

Using the ISO 25010 quality standards, our app can check its efficiency as it is a real-time system using the response time as a quality metric. An example of this which we can use is ISO 9126 response time ratings [15]:

	Response (secs)
	Rating

	<2
	Exceeds requirement

	2-5
	Target rating

	6-10
	Minimally acceptable

	10>
	Unacceptable



These could be tested with the intermediate product i.e. the demo and also the final product. We can predict the reaction times during software development and if they do not perform as expected during the intermediate product then we can work on re-assessing the process and try and improve the response time which can be re-tested with the final product. 

Another quality metric is customer satisfaction [16] which can be done by doing user testing and surveys to see if their requirements are being met and they are happy with the product.
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Project demo:
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This is part of the admin section: 
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Project plan update:
As one of our team members left the university, we had to carry on without him and not let it hinder our project progress. 
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