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· WBA – Web based Application
· Pen Testing – Penetration Testing 
· OWASP - The Open Worldwide Application Security Project
· OS – operating system 
· DOS – Denial of Service 
· CIA – Confidentiality, Integrity, Availability
· ZAP – ZED ATTACK PROXY
· SAST – Static Application Security Testing 
· TP – True Positive 
· DAST – Dynamic application security testing 
· TTD – Time to detect 
· TTR – Time to rectify 
· WSL - (Windows Subsystem for Linux) 
· CSP – Content Security Policy
· CORS – Cross-origin resource sharing 
· SSL – Secure Socket Layer
· WAF – Web Application Firewall 
· HSTS - HTTP Strict Transport Security
· VS – Visual Studio
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1. [bookmark: _Toc196580022]Abstract 


The overall aim of this project is to conduct an in-depth investigation into the security quality of a web-based application (website) for the express purpose of producing a new security framework/guideline, whilst also analysing the performance of each tool used. The security testing tools used in this project belong to a variety of different groups of tools, which server different purposes in the testing process. To carry out this experiment a sample application has been created and shared to the author to run using VS Code. A second application has also been provided for this experiment, a live application for the purpose of diversifying the results and to gain the knowledge of which method of testing is better, live or local. Each tool is installed onto the local device, some the traditional way but other Linux-based tools are installed using WSL (Windows Subsystem for Linux), which allows Linux environments to be run on a Windows machine allowing for the use of the Linux based tools in this experiment. Several tests have been conducted on each application with 2/4 of the tools used in this experiment being found to be unfit for the purpose they were supposed to complete. The major example of this being white box source code testing. The results from all the tests have been used to compose a list of recommendations to improve security on both the live and local hosted apps. The results from the successfully implemented tools also helped make recommendations for tools to make part of a regular testing routine (WFUZZ + OWASP ZAP). 
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2. [bookmark: _Toc196580023]Introduction

This project intends to address the large number of cases related to data security breaches of numerous WBA’s leading to the exposition of sensitive user data and sensitive data of organizations leading to the exploitation of user data for nefarious purposes and the loss of profits/work progress of many organizations. This will be done through security testing of sample online shopping WBA. The results from such tests will lead to this projects evaluation and the formation of a detailed updated security architecture and plan with the purpose of reducing the likelihood of security breaches in future. 

Project Aim: 
To investigate, evaluate and test data security quality on sample a WBA, For the purpose of designing and supplying a new improved security architecture/plan. 
Objectives:
1. Critically analyse Literature Related to WBA’s:
Conduct literature review/research into sources related to WBA architectures, threats, attack vectors, improved security architectures, testing and implementation methodologies. 
2. Conduct Security Testing on Sample WBA:
Conduct security tests of a supplied WBA’s architecture and record and evaluate the given results. 
3. Evaluation and Analyses of Tools for The Purpose of a New Securities Framework:
Conduct analysis of results gained from security tests of each tool and propose a new securities framework based on each tools performance, as well as critically analysing the overall security quality of the application. 

The following report will be composed of a literature review relating to research surrounding WBA architectures, security testing techniques, attack vectors, testing tools, regulation requirements and common vulnerabilities/attacks. This will then be followed by the documentation of this projects research and experiment methodology. This will then be followed by the documentation of designs for improved architecture and plans for implementation. This section will then be followed by the documentation and analysis of the data received from the experiments/tests of the original WBA’s architecture/security quality. The results from this test will influence design choices in the design/implementation section. These sections will be followed by an overall evaluation of this project’s findings and progress, as well as a conclusion of all that has been gained from the process of completing this project. 

3. [bookmark: _Toc196580024]Research and Review of Literature


3.1 [bookmark: _Toc196580025]Security Testing Techniques 

When it comes to conducting security testing for a WBA, there are multiple options that suit the needs of multiple different types of threats a WBA may face. However, penetration testing is one of the most widely used methods associated with a large majority of potential threats [1, p. 82]. Penetration testing can be explained as the simulation of what a real attack on a WBA’s security architecture would be like for the purpose of testing and analysing the quality/effectiveness of said architectures security tools [2]. Pen Testing can be performed using hardware or software via the use of available pen testing tools available for download [2]. Potential use cases of penetration testing include locating and identifying security vulnerabilities, creating third-party risk assessments, improving automation strategies in the case of automated penetration testing tools and finally ensuring that network or web application meets compliance and regulatory requirements [3]. Penetration testing is a common example of Dynamic Application Security Testing (DAST) [4, p. 1]. 

Dynamic Application Security Testing (DAST) can be defined as “an application security technique used to identify vulnerabilities and security risks in web applications while they are running” [5]. As previously mentioned, penetration testing is a DAST method, others include Fuzz testing or Fuzzing [4, p. 1] which will be mentioned in more detail in the following paragraphs. DAST is crucial for the purpose of simulating how a real-time attack on a network or application will act and strengthen defences for when a real malicious attack takes place [5]. A common use case for DAST is that it is integrated into CI/CD (Continuous integration/Continuous deployment) pipelines to ensure security during a development lifecycle [6, p. 145].

One of the next most mentioned security testing techniques mentioned is Static analysis security testing [1, p. 82]. ChatGPT defines static analysis application testing as “Static Analysis Security Testing (SAST) is a technique used in cybersecurity to analyse application source code, bytecode, or binaries for security vulnerabilities without executing the application. It is a type of white box testing, meaning it evaluates the internal workings of the application.”[1, p. 82], [7]. This definition is agreed upon by the authors of the web page dedicated to SAST testing “Static application security testing (SAST), or static analysis, is a testing methodology that analyses source code to find security vulnerabilities that make your organization's applications susceptible to attack. SAST scans an application before the code is compiled” [8]. The main use cases of SAST tools are for scanning source code for potential vulnerabilities whilst offering real-time scenario vulnerability reporting [9].


Other highly commonly used techniques include vulnerability assessments and fuzz testing methods [1, p. 82]. Fuzz testing can be described as an automated testing method that encompasses numerous boundary cases that makes use of invalid data. This is then used in application inputs to verify the lack of exploitable vulnerabilities within a system [10, p. 1199].  ChatGPT defines vulnerability assessments in relation to WBA’s as “is the process of identifying, analysing, and assessing security flaws within a web application. These flaws, or vulnerabilities, may include misconfigurations, insecure code, or known software weaknesses that could be exploited by attackers to compromise the application’s confidentiality, integrity, or availability.” [7]. This definition is agreed upon by the OWASP organisation “A vulnerability assessment is a systematic review of security weaknesses in an information system. It evaluates if the system is susceptible to any known vulnerabilities, assigns severity levels to those vulnerabilities, and recommends remediation or mitigation, if and whenever needed.”  [11]

3.2 [bookmark: _Toc196580026]Potential Threats/Vulnerabilities 

This section of the literature review is dedicated to looking into potential threats to a WBA and potential vulnerabilities that WBA’s may contain. 


vulnerabilities

First, let’s look into OWASP’s top 10 vulnerabilities. Every few years OWASP releases a report om their website outlining the current top 10 vulnerabilities WBA’s face. The most recent publication was released in 2021, and I will be comparing that to the previously published one released during 2017. The vulnerabilities are ranked from most prevalent to least. 


The top 10 OWASP vulnerabilities of 2021 were:
1. Broken access controls 
2. Cryptographic failures 
3. Injection 
4. Insecure design 
5. Security misconfiguration 
6. Vulnerable and outdated components 
7. Identification and authentication failures 
8. Software and data integrity failures 
9. Security logging and monitoring failures
10. Server-side request forgery (SSRF)
[12].

When compared to the rankings from 2017,key changes can be identified. The list from 2017 is arranged as follows:
1. Injection 
2. Broken authentication
3. Sensitive data exposure
4. XML External Entities 
5. Broken Access controls 
6. Security Misconfigurations 
7. Cross-site scripting (XSS)
8. Insecure deserialization 
9. Using components with known variables 
10. Insufficient logging & monitoring 
[12]

As seen above, between the years of 2017 and 2021 the top 10 vulnerabilities according to OWASP have gone through many changes. Vulnerabilities such broken access controls moving from the number 5 ranked vulnerability to the top-rated vulnerability. And injection going from the number 1 ranked vulnerability in 2017 to being the number 3 ranked vulnerability in 2021. Other interesting information provided by the OWASP website includes that apparently 94% of applications were tested for some type of broken access controls [12]. Another point to note is that sensitive data exposure and cryptographic failures are the same vulnerability that has gone through a change a name and has moved to the number 2 ranked from the number 3 ranked vulnerability. 

It can now be seen what the top 10 ranked WBA vulnerabilities were in the most recent OWASP report. But what are the definitions of these vulnerabilities. 

1. Broken access controls - “Broken access control vulnerabilities exist when a user can access resources or perform actions that they are not supposed to be able to.” [13]
2. Cryptographic failures – “previously known as Sensitive Data Exposure, which is more of a broad symptom rather than a root cause, the focus is on failures related to cryptography (or lack thereof). Which often lead to exposure of sensitive data.”
3. Injection – “An application is vulnerable to attack when:
a. User-supplied data is not validated, filtered, or sanitized by the application.
b. Dynamic queries or non-parameterized calls without context-aware escaping are used directly in the interpreter.
c. Hostile data is used within object-relational mapping (ORM) search parameters to extract additional, sensitive records.
d. Hostile data is directly used or concatenated. The SQL or command contains the structure and malicious data in dynamic queries, commands, or stored procedures.”

4. Insecure design – “A new category for 2021 focuses on risks related to design and architectural flaws, with a call for more use of threat modelling, secure design patterns, and reference architectures.”
5. Security misconfiguration – (can be defined as mistakes made in configuration of a WBA)
6. Vulnerable and outdated components – (Old outdated components) 
7. Identification and authentication failures – “Previously known as Broken Authentication, this category slid down from the second position and now includes Common Weakness Enumerations (CWEs) related to identification failures.”
8. Software and data integrity failures – “A new category for 2021 focuses on making assumptions related to software updates, critical data, and CI/CD pipelines without verifying integrity.”
9. Security logging and monitoring failures – “Returning to the OWASP Top 10 2021, this category is to help detect, escalate, and respond to active breaches.”
10. Server-side request forgery (SSRF) – “SSRF flaws occur whenever a web application is fetching a remote resource without validating the user-supplied URL.”

[14]

Threats

WBA threats can fall into categories displayed by the diagram below taken from an article that will be listed below.
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[15, p. 42]    	Figure 1

Computer Viruses:

A virus is a program that changes aspects of how a system works without the knowledge of those who own or run the systems. Viruses actively hides within other files stored on systems and viruses are required to be ‘run’ to have any effect [15, p. 42]. Viruses originally were only present in program files such as ‘.exe’ files, but with advancements in OS technology other files have executable elements that can contain viruses such as ‘.doc’ and ‘.gif’ files [15, p. 42]. 

Computer Worms:

Worms are more complex malicious software which are spread via email attachments, files and web sites that are broadcast over a network [15, p. 42]. The goal of a worm is to take control of a computer system and spread itself to other systems via data such as email addresses saved to a user’s machine, the user of said machine is not required to execute any actions to continue the spread of the malicious worm [15, p. 42]. If a worm has infected your machine or your network it can cause crashing, slowed internet speeds and it can overload required email servers due to the worm stealing a networks bandwidth and recourses [15, p. 42]. It is best practice to have the most up-to-date OS and have a high-quality firewall active to protect against worms [15, p. 42].

Trojan Horses:

A trojan horse can be defined as a program that presents itself as a trusted program so that it can be downloaded by a user onto their system [15, p. 42]. A trojan becomes active after a user runs the file which contains the trojan, this file is then spread from user to user [15, p. 42].  A trojan horse typically contains two files, file one is sent to the user allowing an attacker access to their system via opening a port on the system, the attacker then access the desktop by running the second file [15, p. 42]. Trojan horses allow am attacker to access a user’s information such as passwords, payment information and other sensitive personal information stored on a system [15, p. 42]. Trojan horses also contain backdoor mechanisms that allow attackers to install malware to a user’s system [15, p. 42]. The best practice to defend against trojan horses is to have a highly detailed security strategy to be followed by all on your network and to stay up to date with system updates [15, p. 42]. 

Root Kits:

A Root Kit can be defined as a type of malware that can allow unauthorized actors to access a system, which can affect hardware and software targets [15, p. 42]. Rootkits remain hidden the whole time they are active, and they allow malicious actors to steal sensitive personal information that is stored on a system, install malware to a system and to make use of a device within an attacker’s botnet for the purpose of spam and DOS attacks [15, p. 42]. The most suitable method to protect against rootkits is to regularly monitor rootkit access points on your network [15, p. 42]. 

Hackers:

Hackers are the malicious actors that attempt to gain access to systems/networks. Hackers are users that attack systems and networks to steal, modify or delete data stored on their targets [15, p. 42]. Hackers make use of all the above-mentioned threats and methods such as phishing scams and spam to attack targets [15, p. 42]. Attacks that hackers carry out are called cyber-attacks. It is important to have highly trained and knowledgeable employees/users and security devices such as firewalls to defend against a hacker’s cyber-attack [15, p. 42]. 


3.3 [bookmark: _Toc196580027]Security Triangle 

What is CIA? CIA stands for Confidentiality, Integrity and Availability [16]. CIA are integral components of online infrastructure security but often can conflict with each other if a certain component is deemed as more of a priority over others. 

[image: What Is the CIA Triad?]
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The need for CIA triangle model rises from the increasing development of online data sharing and the widespread use of networks in every aspect of modern-day life, this has intern lead to security issues regarding protecting crucial data required to keep important services running [16]. The CIA triangle is a concept framework that groups the most integral parts of network security together. 

First Confidentiality is the component which relates to ensuring that sensitive data is only made available to those who are permitted to view it [16]. Confidentiality refers to using tools to protect data from unauthorised access, requiring the limitation of access to data to be exclusively for authorised personnel [16]. From this it can be seen that increasing confidentiality in some aspect’s effects availability of data. This shows that when designing a network or WBA highly prioritising one aspect of the CIA will cause the other aspects to be lower in quality, which highlights the importance of balance. An example of a type of data that should fall under high confidentiality is financial information of the business or customers interacting with the WBA [16]. Common effects on organisations with poor data confidentiality include loss of profits, a dip in the organisation’s reputation with users and legal ramifications due to poor confidentiality [16]. To maintain high data confidentiality, it is recommended that data is encrypted and to implement access controls. An encryption algorithm that is recommended is AES [16].  

Secondly, Integrity acts as a safeguard with the purpose of ensuring data remains uniform and precise which intern reduces the likelihood that an attack relating to manipulating or modification of sensitive data occurs [16]. To maintain a high quality of integrity data should only be modified if authorised and that all changes to data are properly recorded and shown in documentation [16]. Integrity also refers to maintaining data’s precision, consistency and reliability throughout a systems lifecycle [16]. Methods to detect modifications in data are hash functions and digital signatures. Using these methods will result in detectable changes in the hash values of data allowing for the crackdown of unauthorized manipulation of data [16]. Integrity is a requirement to combat the spreading of false information throughout a network which could have disastrous consequences in sectors such as healthcare and financial services [16]. 

Finally, Availability refers to network tools and services being made readily accessible and limiting times where services are unavailable allowing for an uninterrupted flow of data and required activities [16]. This points towards a requirement to protect systems and services from interruptions that could negatively affect a user’s experience with the service [16]. Unexpected interruptions to a service, either from technical malfunctions or malicious action made by a group or person can interrupt an organisations business process, create financial deficits and cause reputational damage to the organisation running the service [16]. To maintain a sense of constant availability high-availability architectures must be put in place and failover contingencies must be implemented within the network [16]. 

The CIA triad is important into relation to this project because understanding the elements that create a secure network will help with understanding a network or web applications vulnerabilities and risk. Threats to a network directly impact sections of the CIA triad, for example a ransomware attack would directly affect the availability section of the triangle as a ransom attack would leave resources unavailable to be accessed. 



3.4 [bookmark: _Toc196580028]White, Black and Grey Box Security testing 

When using terms such as white, black or grey box security testing we are referring to three different methods of software testing which are used for identifying errors or defects in software code and assessing the completeness/quality of an applications code [18, p. 15]. In this section of this report, a detailed analysis of each of the three types of software testing will be carried out. 

Black Box: 

Firstly, Black Box Testing refers to software testing where the tester has no knowledge of the internal working systems of the application [18, p. 15]. Black Box testing only assesses the fundamental aspects of an application and interacts either very little or not at all with the internal components of a system [18, p. 15]. When using black box techniques, the tester must have in depth knowledge of system architecture and they will not be granted access to a systems source code [18, p. 15]. 

Advantages to Black box testing techniques include the following:
· High efficiency for testing 
· Tester perception is simple 
· User and developer perspectives are clearly distinguished 
· Fast test case development

Disadvantages to Black box testing techniques include the following:
· Limited coverage from tests
· Test cases are difficult to design 
· Inefficient testing method 
[18, p. 15]

White Box:

White box testing refers to a detailed investigation into the internal mechanisms and logic of a systems source code. It is essential for white box testers to have full knowledge of a systems source code [18, p. 15]. White box methods testing is useful for detecting errors in implementation including insufficient key management [18, p. 15]. This is achieved by detailed analysis of a systems internal structure and workings [18, p. 15]. White box testing involves an analysis of a systems internal code to uncover what segment of code is behaving unexpectedly [18, p. 15]. 

Advantages of White Box Testing Include:
· Revealing errors by removing extra code 
· Provides positive effects 
· “Maximum coverage is attained during test scenario” - [18, p. 15]

Disadvantages of White Box Testing Include:
· It is an expensive method
· Requires highly skilled tester
· Difficult to test every part of a system
· Some code omitted as extra or unimportant code could hold significance
[18, p. 15]


Grey Box:

Grey box testing refers to a technique where an application is tested with a combination of has knowledge of the primary aspects of a system whilst also having a narrow understanding of the internal workings of a WBA [18, p. 15]. It is essential for grey box testers to be highly knowledgeable of algorithms and internal structures of data to aid them in designing test cases [18, p. 15]. Common examples of grey box testing include architectural models, unified modelling language (UML) and the State Model (Finite State Machine) [18, p. 15]. During the application of grey box testing two modules’ codes are analysed (White Method) actual tests that then performed within revealed interfaces (Black Method) [18, p. 15].

Advantages of Grey Box Testing Techniques Include the Following:

· Provides benefits from both white and black box testing.
· Tester relies on interface definition and functional specifications rather than source code 
· Opportunity to produce higher quality testing scenarios 
· Test is completed from the user’s perspective rather than a designer’s perspective. 
· Provides unbiased results


Disadvantages of Grey Box Testing Techniques Include the Following:

· Test knowledge is restricted without access to source code 
· High amount of program paths remains un-tested 
· If a software-based test has already been conducted test results could be seen as redundant. 
· Identifying defects is in distributed applications is difficult.


[18, p. 15].


3.5 [bookmark: _Toc196580029]Specific Security Tools 


OWASP ZAP, Arachni and Black Widow 

What is OWASP ZAP:

OWASP ZAP or (ZED ATTACK PROXY) is a web vulnerability scanner tool used for the purpose of finding vulnerabilities within a WBA to allow system administrators to correct found vulnerabilities within their systems [19]. Vulnerability scanners such as ZAP work by locating input fields where harmful data can be injected into a system and attacks can be mimicked automatically to give security engineers a better understanding of where vulnerabilities can be found, what attacks systems are vulnerable to and how correct the causing issue [19].  OWASP ZAP is a open-source vulnerability scanner which differs from other similar options [19].

Vulnerability scanners in the modern day have the challenge of having to identify vulnerabilities with in dynamically changing WBA’s. this means that vulnerability scanners need to adapt to finding vulnerabilities within applications that constantly updating and changing [19]. 

ZAP Performance:

This section is based around a study from the above referenced article looking into how OWASP ZAP operates and how it compares to similar tools, those being Arachni and Black Widow. The article investigates how ZAP techniques differ from the alternative tools. This experiment found that ZAP and the alternative tools detect XSS vulnerabilities differently regarding when the vulnerability is found and how it is found [19]. The alternative tools inject scripts and searching for the injected scripts at the same time during a stage called the crawling stage [19]. This differs to ZAP which is found to inject scripts after the crawling stage in a stage called the attack stage, where ZAP only analyses already discovered pages for the injection, which differs from the alternative tools which can search for scripts and simultaneously discover new pages [19]. Key features the other two options include that are missing from ZAP include injecting scripts with tags to report where and when it was injected and analyses of error messages based on databases used for the WBA [19]. 

The conclusion drawn from the experiment discussed above is that to get the best results from automatic security testing it is ideal to use multiple tools that use various methods [19]. What can be gathered from this research is that it may be important to investigate combining ZAP with Black Widow and Arachni if possible. These tools mentioned will be the choices for open-source Pen Testing tools. 

SAST Tools 

In this section we will be looking into a variety of SAST tools in order to choose an appropriate option for this project. The knowledge displayed in this section is sourced from the article represented via [20, No. 18]. This article compares and discusses aspects of different SAST tools, and the results displayed within this article will help in the decision process of selecting a final SAST tool. 

SAST Tools Mentioned in Article:

	Tool
	Version 

	Bearer CLI
	1.5.1

	Floe phpcs-security-audit
	2.0.1

	Graudit
	3.5

	InsiderSec Insider CLI
	3.0.0

	OWASP FindSecBugs
	1.12.0

	Progpilot
	1.0.2

	PyCQA Bandit
	1.7.5

	Semgrep
	1.20.0

	ShiftLeft Inc. Scan
	2.1.2

	SourceCode.AI Aura
	2.1

	Zup Horusec
	2.8.0



[20, No. 18]

In the experiment displayed within the article the 11 tools shown above were used to scan for vulnerabilities within 16 unsecure applications that were written using 4 unique technologies [20, No. 18]. The article includes results for each of the applications tested and for each of the tools and these will be used to determine the best tool overall. 

First the results from the application EasyBuggy show that the tool Semgrep was the most effective tool used to find vulnerabilities within the EasyBuggy application, with Semgrep having the highest amount of TP (True Positives), finding 8 different vulnerabilities within the application. This shows it is the best at finding actual vulnerabilities within the EasyBuggy application [20, No. 18]. The study also makes it apparent that the tool FindSecBugs had the highest sensitivity, meaning it had the highest capability to find TP’s but notably found less than Semgrep, meaning it could still be a solid option [20, No. 18].

Secondly, let’s look at the results of tests carried out on the Java Vulnerable web application. The tool with the highest recorded amount of TP’s was FindSecBugs with 32 vulnerabilities found [20, No. 18]. It also achieved the highest sensitivity with 96.97%, which I believe solidifies it as a stronger option than the other tools[20, No. 18]. 

Next, an analyses of the results from the tests carried out on the Security Shepherd application. The tool with the highest TP’s was FindSecBugs with 196 vulnerabilities discovered [20, No. 18].  FindSecBugs also had the highest sensitivity, with a sensitivity of 96.08% leading me to believe again that FindSecBugs is the strongest tool option for this application [20, No. 18].


Finally, the results of tests conducted on “The Vulnerable App”. The highest TPs were again found by FindSecBugs and it again had the highest sensitivity with 89% [20, No. 18]. From all the tests ran on all the applications FindSecBugs consistently is seen as a top performer, which is why I believe it is the best SAST tool from the 11 options given in this study. 


Fuzz Testing Tools

In this section a deeper analysis into Fuzz testing and specific Fuzz tools that could be deployed within this project shall be conducted. First a deeper analysis of fuzz testing than what was mentioned previously in the security testing techniques section. According to [21, No. 1], “Fuzzing (Sutton et al. 2007) is currently the most popular vulnerability discovery technique”.  The fuzz testing process is composed of 4 main sections, those being testcase generation, testcase running, program execution and monitoring/analysis stage [21, No. 1].

This article mentions 4 different techniques in its discussion. The article compares fuzzing tools to SAST, DAST and symbolic execution techniques. Comparisons of these techniques are shown in a table taken from the article. Note that tools can have aspects of different techniques as we will discuss later some tools have combinations of Fuzz and DAST techniques.
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[bookmark: _Toc196651819]Figure 3 [21, No. 1]
Fuzz tools can be classified into 2 categories, those being generation based, and mutation based [21, No. 1]. If you are going to make use of a generational based fuzz tool then you are going to require knowledge of program inputs and testcases are created according to the configuration file [21, No. 1]. With file format knowledge testcases that are generated via generation fuzz tools can easily pass through program validation checks, which allows for the ability to test deeper covered code within a system, although this method makes the analysis of file formats more difficult [21, No. 1]. Due to the information above the opinion can be reached that mutation-based tools are better [21, No. 1]. This because they are easier to start and are more commonly used by testers, they work by having a set of inputs provided already then testcases are generated from these initial inputs [21, No. 1]. 





Below is a table taken from the article that displays comparisons of generation and mutation-based fuzz tools:
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Table of tools and what categories they fall into (Tools found through my own research):

	Tool Name 
	Technique 
	Generation/Mutation (G/M)

	OWASP ZAP
	DAST + FUZZ 
	G 

	RADASMA
	FUZZ
	G

	AFL (American Fuzzy Lop)
	FUZZ
	G

	Boofuzz 
	DAST + FUZZ 
	G

	WFUZZ 
	DAST + FUZZ 
	M

	Peach Fuzzer (Community)
	DAST + FUZZ 
	G

	Lib Fuzzer 
	DAST + FUZZ 
	M 



[bookmark: _Toc196651821]Figure 5

4. [bookmark: _Toc196580030]Research and Experiment Methodology 

[bookmark: _Toc196580031]4.1 Research Philosophy 

What are the initial beliefs regarding this project before the testing phase begins?
Firstly, regarding tools to use it is the belief that accurate results of a systems vulnerabilities cannot be achieved via the use of a single tool or technique. From my research I believe that a combination of SAST, DAST, Fuzz and Pen testing techniques should be implemented to cover the full spectrum of possible outcomes and comply with Grey Box testing parameters. Also, from the research above it will be best practice to use a combination of different tools for certain techniques should be implemented in the experiment phase of this project, for example as mentioned in the research section above tools such as ZAP, Arachni and Black widow can give unique results on the same target, so based on this combinations of multiple tools for the same technique is required to identify all vulnerabilities. This project will also be making use of open-source tools only to keep the cost of the experiment to a minimum and to make the experiment easily reproduceable. 


[bookmark: _Toc196580032]4.2 Research Theory

What theory is this project working towards? – 
The theory for this project is that during the initial testing of the supplied WBA through methods such as pen-testing, DAST/SAST testing and fuzz testing we will find several major holes/vulnerabilities within the systems security architecture. IT is highly likely that most of these vulnerabilities will be made up of broken access controls, cryptographic failures and injection-based vulnerabilities due to those being the most found according to the above mentioned OWASP top 10 Vulnerabilities of 2021. 

[bookmark: _Toc196580033]4.3 Experiment Metrics 

The results of this experiment will be recorded using multiple metrics to go into deep details about the quality of the applications security. The first of these metrics will be the total number of overall vulnerabilities identified to convey in an easy-to-understand way of how vulnerable a system is. Another useful metric to implement into this experiment is vulnerability severity. This metric will be used to rank the severity of each vulnerability from least to most server to help identify which vulnerabilities should be prioritized in rectifying first. Other useful metrics that should be implemented in this experiment include Time to Detect (TTD) for the purpose of finding out how long it takes to identify risks, Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be controlled by end users of the application.

[bookmark: _Toc196580034]4.4 Hosted Locally or on a Server

For the experiment the decision needs to be made whether to host the sample test application on local devices or to host it using a web server or similar tool for the purpose of the tests. Both options have their benefits and drawbacks. To gain insight into the benefits of local security testing the article titled “Security Evaluation of Companion Android Applications in IoT: The Case of Smart Security Devices” [22, No. 17].  This study investigates comparing local testing tools and cloud-based testing tools by comparing MobSF for local testing and Ostorlab for cloud-based application testing. The results from this study show that local testing tools provide benefits such as, flexibility for automation within DevSecOps pipelines, it keeps sensitive code safe via keeping the code within the testers local environment and it provides less FP (False positive) results due to the addition of manual test verification [22, No. 17]. This method is also more cost efficient as no money needs to be spent on infrastructure to host the application live whilst conducting security testing. 

However, there are also benefits to conducting security tests on an application whilst it is being hosted live (cloud based). The main benefit to live application security testing is that testing an application live gives the tester a better understanding of how an application needs to function and it helps testers ensure that application meet compliance regulations [23, p. 5]. Other benefits that live testing methods can offer include automated live testing and thorough security tests without disrupting user experiences [24].

After deep analysis of the information above for this experiment the WBA will be tested whilst being hosted on the local testing device. This will be done to make the initial tests easier to conduct. After the initial tests that will fall into more white box testing techniques are completed if required the application will be hosted live and black box testing techniques will be conducted. 

Whilst the Yedalla application (application designed for project/stored locally) will be stored and run on the local testing hardware, an opportunity has presented to this project to allow for testing to be conducted against a live hosted (server hosted) application Getfit.wales. This opportunity allows for a comparison of testing on both categories of applications and will deepen knowledge and understanding of how vulnerabilities are located with different techniques and allow for a more detailed securities framework to be recommended based on results from both sets of tests. 


[bookmark: _Toc196580035]4.5 Tools 

This section of the report document is dedicated to documenting the exact tools that will be employed for use in the security testing process. Each tool choice is influenced by the research gathered within the literature review. These tools will fall into the wide variety of categories mentioned above including SAST, DAST tools and white, black and grey box techniques. This section will also document the process of installing and optimizing each tool to run on the appropriate software. Earlier in this document the tool Findsecbugs was mentioned as being part of the pool of tools to be used. This has changed as it was discovered that Spotbugs and its plugin FindSecBugs are not compatible with the programming language the Yedalla app is written with. As a result of this a new tool/plugin has been chosen for the purpose of white box testing the source code for the application, which will be mentioned below. 

FUZZ Tools:

· WFUZZ 
Installation Process:

For this experiment a machine running Windows 11 was used to conduct all tests run on the sample application. This means that for tools such as WFUZZ that are based on Linux principles, alternative methods for installation were required rather than simply clicking an install button.

To install WFUZZ first it was a requirement to enable WSL (Windows Subsystem for Linux). WSL is a Windows feature that allows you mimic/run a Linux environment from a Windows run machine without the requirement of using a virtual machine or dual booting [25].

To enable WSL on a Windows machine simply enter the command below into Windows Power Shell opened as administrator. 
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[bookmark: _Toc196651822]Figure 6
After enabling WSL, the next step was to install Ubuntu from the Microsoft store. Ubuntu is open-source Linux-based operating system, where WFUZZ can be installed. Once installed the Ubuntu terminal is used to install WFUZZ as shown below. 
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OWASP ZAP/ Black Widow 

· OWASP ZAP (Zed Attack Proxy) 2.16.0 
Installation Process:

The installation process for OWASP ZAP is simpler than the majority of tools listed in this document. This is because OWASP ZAP is able to run on Windows based environments without modification. Once installation is complete running the app is as simple as clicking the application icon. 
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· Black Widow
Installation Process:

As mentioned in this document the experiment will be conducted using devices running Windows operating systems. This means that to use Linux based tools such as Black Widow it is a requirement to run WSL through Windows Power shell. Then like WFUZZ Ubuntu is required to be installed so that the Black Widow tool can be used. 
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· Vulnerability Scanner Extension
Installation Process

Vulnerability Scanner is an extension that is available in the VS Code. This means installing the scanner is as simple as clicking the install button on the extension’s installation page. 
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5. [bookmark: _Toc196580036]Experiment/Implementation 

This section of this report is dedicated to documenting the processes undertaken during testing of 2 WBA’s using the variety of tools mentioned earlier in this report. The 2 applications consist of the previously mentioned E-commerce site that has been designed for the purpose of this project and is being stored and run off the local testing device and a live site that permission for live testing has been granted called getfit.wales. A variety of techniques will be used and documented in this section of the report and the results gained from each of the tests will be analysed further into this document, in the analyses section. 

[bookmark: _Toc196580037]5.1 Running Web Application

The process of running the WBA that is run off the local testing hardware requires opening the application file within Visual Studio Code. Once in visual studio code it a requirement to open 2 separate bash terminals for the purpose of “Cding” each of the terminals into one of the sites directories, one terminal for the frontend and one terminal for the backend. 
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Once each terminal is CD’D into the respective front and backend directories a series of NPM commands is required to be entered to begin running the application in a browser of choice. In both the front and back-end terminal the command “npm install” is required to be entered. After this in the frontend terminal the command “ng serve -o” is required to be entered to begin running the frontend of the application and the “-o” to open the application a browser straight away. In the backend terminal the command “npm start” needs to be entered to activate the backend and establish a connection to “MongoDB” which is used to run the backend. 
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After all this is done the working application will then open and begin running in a browser of your choice out of port 4200 as shown below. 
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[bookmark: _Toc196580038]5.2 OWASP ZAP Tests:

This section is dedicated to the process of carrying out tests with OWASP ZAP. ZAP is a DAST (Dynamic application security testing) software that carries out “black box” testing as it focusses more on testing application features as its running, rather than what “white box” testing is, which is tests focused on finding faults within source code. 

Yelledaapp

First to begin the automated security test on the Yelledaapp (app designed for this project and run locally) it is a requirement to change port that ZAP attacks out of from port 8008 (default testing port) to port 4200, as this is the port the locally run app is operating out of. This change is made in the tool’s local servers/proxies settings page, shown below:
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Once this is done select the automated scan option and paste the URL of the application into the address bar and click attack. After the scanning process is complete a list of vulnerabilities will be displayed at the bottom of the screen with the option to look deeper into each vulnerability listed. 
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Each vulnerability found is categorised with a coloured flag signifying severity, along with a counter of each instance the vulnerability was found and a window where a deeper analysis of the vulnerability is displayed. 

Getfit.wales:

To begin testing on Getfit.wales application the settings that were altered for testing the locally run application need to be reset to defaults, meaning the port needs to be reset to port 8080. Once this is done the testing process is identical to the one displayed previously as shown below. 
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[bookmark: _Toc196580039]5.3 WFUZZ Tests 

To begin security testing with WFUZZ you need to understand how the commands and their parts work, as it is a tool that operates exclusively inside the Ubuntu command line interface terminal. For example, the command below,
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Has the purpose of fuzzing/fuzz testing the site GetFit.Wales specifically in this case for finding files or directories that are not shown or are hidden for certain purposes. The results from this test and others will be discussed in the analyses section further into this document. 

[bookmark: _Toc196580040]5.4 Black Widow Tests 

Running the BlackWidow tool proved to be a long difficult process. Firstly, BlackWidow is a Linux based tool, this means similarly to WFUZZ it must be run in WSL. In WSL to run BlackWidow efficiently a virtual environment must be run. This is because to get BlackWidow running packages mainly ‘beautifulsoup4’ need to be installed and WSL dosetn allow users to install unknown or irregular packages to the main environment to reduce the risk of damaging how the python systems will work. 

Running BlackWidow begins with downloading BlackWidow from ‘gitHub’ onto the WSL environment using the command below. 
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Then once installed cd into the tool using the command “cd BlackWidow”. Next to run the tool smoothly and avoid permission issues install required packages to the WSL virtual environment using the commands shown below.
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After this run the command shown below to initiate an attack on the given target in this case getfit.wales. 
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[bookmark: _Toc196580041]5.4 Vulnerability Scanner Extension

Running a Vulnerability Scanner test involves selecting a specific file that is intended to be tested and entering the keys ‘ctrl’ + ‘shift’ + ‘P’. This opens a drop-down menu where the option run scan can be selected. The results of the scan are then shown around the parts of the code that are vulnerable. The example from the extension installation page is displayed below.


[bookmark: _Toc196651841]Figure 25
It is not ideal that this extension only tests certain pages of vulnerabilities at a time. This makes testing the whole applications source code time consuming, so certain files need to be selected over others. This was not the original intention of this project as options such as HCL Code Sweep were selected to give a full vulnerability report on the application. however, after extensive time troubleshooting no results were gained and no error messages were provided making it impossible to figure out what the issue was. 

This experiment will focus on testing 1 file from the front and back-end folders. From the front-end the file main.ts will be tested as this is an entry point for the angular application and if left exposed it can lead to data leakage or data manipulation [26]. For the Back end the file route.js will be tested as it is highly likely to handle API end-point operations, routing requests and database controller operations. A vulnerability in this file could lead the application open to injection attacks [27].
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6. [bookmark: _Toc196580042]Analysis

This section of this document is dedicated to analysing the results gained from the testing techniques mentioned previously. In this section not only will the results of each individual testing tool/technique be analysed but also a comparison of the vulnerabilities found within the 2 separate applications will be conducted, as well as a comparison/analysis of the performance and quality of each tool for the purpose of recommending/designing and effective security testing framework. 


[bookmark: _Toc196580043]6.1 OWASP ZAP Tests:

Yedallaapp:
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· Red – High severity
· Orange - medium severity
· Yellow – low severity
· Blue – informational alert 

Total Vulnerabilities: 43
	Vulnerability
	Severity
	TTD (Time to Detect)

	Failure to define directive with no fallback (3)
	Medium
	>1 minutes 
(Near instant auto scan) 

	CSP Header not set 
	Medium
	>1 minutes 
(Near instant auto scan)

	Cross-domain misconfiguration 
(12)
	Medium
	>1 minutes 
(Near instant auto scan)

	Missing anti-clicking header
	Medium
	>1 minutes 
(Near instant auto scan)

	Server leaks information
(12)
	Low 
	>1 minutes 
(Near instant auto scan)

	X-content type options header missing 
(9)
	Low 
	>1 minutes 
(Near instant auto scan)

	Suspicious comments 
(4)
	Informational
	>1 minutes 
(Near instant auto scan)

	Modern web application alert
	informational
	>1 minutes 
(Near instant auto scan)



Analyses: 
As seen above ZAP was able to detect 43 total vulnerabilities spread across 8 different categories. ZAP has not classified any of the vulnerabilities as being of high severity, with most found being either low or medium severity.  To keep this report concise only the vulnerabilities with the highest severity will have a deeper analysis shown below. 
The first vulnerability listed “Failure to define directive with no fallback” refers to content security policy (CSP) do not set to the default-src directive if they are not defined [28]. If the directives mentioned in the scan are not defined in the CSP then in theory, they allow content from any source malicious or not. This leaves the application vulnerable Cross-site scripting and injection attacks [29]. Official sources related to ZAP operations recommend “Ensure that your web server, application server, load balancer, etc. is properly configured to set the Content-Security-Policy header.” [29] as a solution to rectify this vulnerability.
The next vulnerability displayed is “CSP Header not set”. This refers to the content security policy header not being configured. As previously mentioned, the CSP is a feature of applications that has the purpose of identifying and defending against attacks like the ones mentioned in the previous vulnerabilities analysis [30]. To mitigate this problem, it is recommended that you “Ensure that your web server, application server, load balancer, etc. is configured to set the Content-Security-Policy header.” [30].
The next vulnerability displayed is “Cross-domain misconfiguration”. This refers usually to issues faced with Cross-origin resource sharing (CORS) configurations within the given web application. CORS is a web application security function that allows the server to specify origins other than the servers itself to allow loading of resources [31]. This vulnerability can lead to risks such as unauthorized data access, XSS attacks and the possibility of malicious actors stealing important credentials [32]. Solutions to rectify this issue are to “Ensure that sensitive data is not available in an unauthenticated manner (using IP address white-listing, for instance). Configure the "Access-Control-Allow-Origin" HTTP header to a more restrictive set of domains, or remove all CORS headers entirely, to allow the web browser to enforce the Same Origin Policy (SOP) in a more restrictive manner.” -[33].
The final vulnerability that will be discussed from this pool of results is “Missing anti-clicking header”. This refers to the lack of HTTP headers within the web application that prevent clickjacking attacks [34]. Clickjacking is a technique where a malicious actor tricks a legitimate user into clicking on something they believe to have an innocent purpose but instead is used to the malicious actor’s gain, for example links that install malware to a person’s device advertised as something else [35]. One solution to rectify this issue is mentioned in the quote “Modern Web browsers support the Content-Security-Policy and X-Frame-Options HTTP headers. Ensure one of them is set on all web pages returned by your site/app. If you expect the page to be framed only by pages on your server (e.g. it's part of a FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you never expect the page to be framed, you should use DENY. Alternatively consider implementing Content Security Policy's "frame-ancestors" directive.”  [36].


Getfit.wales:
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Total Vulnerabilities: 63
	Vulnerability
	Severity
	TTD (Time to Detect)

	CSP Failure to define Directive with no fallback (3)*
	Medium
	>1 minutes 
(Near instant auto scan) 

	Content Security Policy (CSP) header not set*
	Medium
	>1 minutes 
(Near instant auto scan)

	Cross-domain misconfiguration (12)*
	Medium
	>1 minutes 
(Near instant auto scan)

	Hidden File Found (4) 
	Medium
	>1 minutes 
(Near instant auto scan)

	Missing Anticlickjacking Header (4)*
	Medium
	>1 minutes 
(Near instant auto scan)

	Cross-Domain Javascript soyrce file inclusion (3)
	low
	>1 minutes 
(Near instant auto scan)

	Server leaks information via “X-powred-by” HTTP response header fields (12)
	low
	>1 minutes 
(Near instant auto scan)

	X-Content Type-Options Header Missing (9)
	low
	>1 minutes 
(Near instant auto scan)

	Information Disclosure -Suspicous comments (9)
	Informational
	>1 minutes 
(Near instant auto scan)

	Modern Web application (4)
	Informational
	>1 minutes 
(Near instant auto scan)

	Re-Examine Cache-control directives (3)
	Informational
	>1 minutes 
(Near instant auto scan)



Analyses:
For this analyses section there will be no coverage of repeating vulnerabilities covered in the previous results analyse for the sake of covering new information and minimising reputation. As seen above 63 total vulnerabilities, the most sever of these only being ranked at medium severity. 
The first vulnerability to analyse here is “Hidden File found”. Hidden file found refers to a file containing sensitive information is accessible by users it shouldn’t be [37]. This vulnerability can lead to risks such as data leaks, the compromission of applications security systems and social engineering attacks [38]. The solution to solve this is seen in the quote “Consider whether or not the component is actually required in production, if it isn't then disable it. If it is then ensure access to it requires appropriate authentication and authorization, or limit exposure to internal systems or specific source IPs, etc.” [37].
The next vulnerability to analyse is “Cross-Domain Javascript source file inclusion”. This refers to the applications web page or pages containing one or multiple script files which originate from a third-party source [39]. Risks associated with this vulnerability may include data leaks via the third-party scripts accessing restricted or sensitive data, these scripts can become malicious and can begin exporting user credentials or personal information and Supply chain attacks, which are attacks that originate from the third-party sources themselves that the scripts originate from. If these sources are compromised the malicious actors can use them as leverage against your application for the purpose of gaining sensitive information [40]. Zaproxy offers a solution to this vulnerability in the quote “Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be controlled by end users of the application.” [39].
The final vulnerability that will be analysed from this pool of results is “Server leaks information via “X-powered-by” HTTP response header fields”. This refers to the web application server is leaking information via X-Powered-By HTTP response headers [41].  This leads to the risk of attacker being able to identify other components within an applications framework, which they can use to design more efficient attacks against an application [41]. Zaproxy offers a solution to this vulnerability in the quote “Ensure that your web server, application server, load balancer, etc. is configured to suppress "X-Powered-By" headers.” [41].

[bookmark: _Toc196580044]6.2 WFUZZ Tests 

GetFit.Wales:
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Above displays a snippet of the output of results gained from the test mentioned in the WFUZZ testing section. The purpose of the test was to locate and expose any hidden files or directories associated with the web application GetFit.Wales. In the screenshot above most of the requests sent by WFUZZ are met with a 200 ok output. This indicates that the web server has successfully returned the requested data from each of the WFUZZ payloads.  The files exposed by this scan are files that are linked to the application through the web server but can’t be directly linked to from the application itself. Some of the files found by the tool include, .git directory, .env and .bash_history files. 

The first of these file types .git directory. If .git directory files are left accessible to unauthorised members of the public the web application can be left open to risks including giving malicious actors, the opportunity to download parts or the entire applications source code. Information contained in this code includes, user credentials, configuration files and internal documentation [42]. Data such as this in the hands of malicious actors helps them design methods to penetrate an applications security and conduct attacks such as malware attacks after gaining access to the application. 

The next of these file types found is .env files. .env files are known to contain environment variables such as API keys and database credentials [43]. If this information is exposed to attackers, they can use it to gain unauthorised access to systems to conduct a variety of different attacks. 
The final of these file types I am going to discuss is .bash_history files. This type of file is used to record commands that have been executed in the shell. These commands can contain information such as passwords and API keys [44]. If this information is left to be accessible to people who are untrusted it could be used to exploit a system or networks security features. 

Note:
When attempting these tests on the Yedalla application several error messages were encountered. Test were unsuccessful as the application is running on local host port 4200 and the fuzz tool is attempting to test for an application running on the local host port 4200. This means that WFUZZ cannot test the locally run app without re-configuring the application to run in the WSL environment, which is a time-consuming process. For this reason, fuzz testing will only be carried out on GetFit.Wales. 

[bookmark: _Toc196580045]6.3 Black Widow Tests 

GetFit.Wales: 
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Shown above are the results from a BlackWidow test on GetFit.wales application. The test conducted in this experiment was unsuccessful and this could be due to several reasons. These reasons include User Agent/IP Blocking, which refers to Web Application Firewalls (WAF) or strict security policies that block user generated content or IP addresses that originate from a suspicious source [45, p. 1053]. Another reason could be that SSL Certificate Issues, which refers to misconfigured SSL (Secure Socket Layer) or HSTS (HTTP Strict Transport Security) Policies interfering with automated tool operations [46, p. 1407]. The final reason that will be discussed is Robots.txt Restrictions, which refers to application designers implementing robots.txt files to block crawling tools from accessing directories/endpoints [47]. 





Yedella App:
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Shown above are the results from running the same test on the locally run Yedalla application. The results from this test mirror the results from the previous one exactly which either implies that both applications have the same security measures preventing the crawling tools from accessing data or that there is an issue in the configuration of the BlackWidow tool or it is operating ineffectively. Discussion on ways the use of this tool could be improved upon or if it is worth using will be discussed in the evaluation section of this report. 

[bookmark: _Toc196580047]6.4 Vulnerability Scanner Tests

For this project the tester has only got access to the source code for the Yedalla App, so this tool will only be used on said application. The results from the scan will be outputted in the text editor screen and can be identified by looking out for ‘// green txt’.

Front-End Test:
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As seen above after running a vulnerability scan on the main.ts file no vulnerabilities were located. This could mean one of two things, either this file is completely vulnerability free, or the vulnerability scanner has failed to locate the vulnerabilities. To know for sure an analysis of the second scans results must be conducted. 



Back-End Test:
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Above are the results from the second scan. The green text above however is not vulnerability results but is commented out pieces of code from when it was being written. This either means the code is vulnerability free or more likely the tool is unable to detect vulnerabilities for unknown reasons as no error messages are given during the scanning process. The performance of this tool will be discussed further in the evaluation section of this document. 




7. [bookmark: _Toc196580048]Evaluation

This section of the document is dedicated to evaluating all the results gathered and displayed above. This section will contain separate evaluations of the performance of each tool and discussions of testing live and locally hosted applications. This section will also cover how the vulnerabilities found differ depending on the application. 

[bookmark: _Toc196580049]7.1 Tools That Underperformed 

The first tool that will be discussed is Black Widow. Black Widow first mentioned in the literature review in the study “Study of the techniques used by OWASP ZAP for analysis of vul-nerabilities in web applications”[19]. This result gained from the tests essentially stated that vulnerabilities were either not present or unable to be detected due to high security measures preventing the ’Crawling tool’ from working. From looking at the 2 applications, one of which the source code is available, it can be drawn that it is neither of the 2 reasons previously stated reason and more likely that the tool itself is either faulty or not optimized for the applications in this project. Due to this it will not be a part of this report’s recommended security testing framework. [19] recommends Black Widow as a useful companion tool to use with ZAP to find vulnerabilities ZAP may miss. In this case this was seen to be un-true and Black Widow is seen to be the less reliable tool. 

The next tool that underperformed in this experiment was WFUZZ. WFUZZ performed perfectly when testing live hosted applications but was unable to run a test on the locally hosted application. This is possibly due to how WFUZZ was run during the experiment as it is supposed to be able to test applications that are locally hosted, however when testing on the local port 4200 the tool encountered an error. This however will not exclude WFUZZ from the proposed security framework as it performed well on live applications a point that will return to this discussion again in this document. 

The final tool or set of tools that underperformed was Vulnerability Scanner extension for VS Code and the alternate options that were used before that but not previously mentioned in this document as they too did not yield any results ‘HCL CodeSweep’ and ‘Semperge’ both are also extensions for VS code. All these tools did not provide any results when running scans of the code, meaning no white box testing results were gained. Some would think this is because there are no vulnerabilities present, but it is of the authors belief that it is due to the tool’s underperformance as the Yedella app was built to contain certain vulnerabilities for the purpose of these tests. 

[bookmark: _Toc196580050]7.2 Local vs Live Testing 

This project revolved around security testing 2 applications, one being locally hosted ‘Yedella app’ and one being hosted live ‘GetFit.Wales’. From the findings in this project, it can be drawn that live testing in cases excluding white-box source code testing is the preferred method of security testing. This is because tools such as WFUZZ work more effectively and return less errors when testing live applications compared to locally hosted ones. Also, in the case of ZAP tests, tests run on ‘GetFit.Wales’ returned more results than tests run on ‘Yedalla App’. It is of the opinion of the author of this document that more results were found on the live hosted application because it more accurately represents how an actual application will act and the vulnerabilities that come with that. This explains why an application that is supposed to be secure returns more results than the one that was intentionally designed as less secure ‘Yedella app’. It is also of the authors opinion that these tools used were explicitly designed for live application testing as the tools default configurations work with live applications and the process to make them compatible with local applications is either long and convoluted or faces many errors once completed. 

[bookmark: _Toc196580051]7.3 Security Testing Framework 

The aim of this project was to design a security testing Framework from the results of the security tests carried out. From these tests it can be drawn that the security testing framework should include the following tools:

1. OWASP ZAP:
ZAP proved to be one of the most reliable and simple to use tools in the lineup of tools in this project, which mirrors its performance documented in the study [19]. It provides a comprehensive breakdown of each vulnerability found and provides a useful severity ranking that will help administrators prioritize resources and time spent fixing issues. It’s the best DAST penetration testing tool option.

2. WFUZZ:
WFUZZ was the most successful of the WSL environment tools. It is useful for locating specific hidden files that can leave an application vulnerable, that tools such as ZAP will miss. 


Changes/solutions 
This section of the report is to look at the results from all the tests for each application and provide the solutions for the vulnerability. This will be done with a bullet point list with each point being a change or solution to consider.

Yedella App:
· Ensure servers in use are properly configured to set content security policy headers.
· Restrict unauthorized access to sensitive data possibly using ‘IP address whitelisting’.
· Configure ‘Access Control’ headers to be more restrictive or remove ‘CORS’ headers.
· Ensure that either ‘content-security-policy’ or ‘X Frame Content’ HTTP headers are set to one or all the web pages.

GetFit.Wales:
· Take into consideration whether components that compose hidden files are essential.
· If hidden files are essential then make sure strict authorization is required to access it, if not disable the feature.
· Make sure that all Javascript source files are sourced from exclusively trusted sources.
· Ensure that Javascript sources cannot be influenced via end point users (Consumers).
· Ensure that all application software and hardware devices are configured to suppress ‘X-Powered By’ headers. 
· Restrict public/unauthorized access to files such as ‘. Git directory’, ‘.env’ and ‘.history’ files to reduce the likelihood that malicious actors can discover the mechanisms that make up a given application. 



[bookmark: _Toc196580052]7.4 Were Aims and Objectives Met?

Objectives

1. Critically analyse Literature Related to WBA’s:
This objective was successfully met with the literature review in the beginning on this document giving insight into useful information regarding WBA operations, securing applications, potential threats to applications, methods for conducting security tests and specific tools to use within the experiment portion of this project.

2. Conduct Security Testing on Sample WBA:
This objective was completed partially. Yes, several security tests were conducted on the two sample applications, however, only 2 of the 4 tools used in this experiment yielded any results (WFUZZ + ZAP). Tools such as Black Widow and Vulnerability Scanner left gaps in the results of this experiment which would have been useful in meeting the final objective and the overall aim. 

3. Evaluation and Analyses of Tools for The Purpose of a New Securities Framework:
This objective was again partially met. Yes, a securities framework containing recommendations regarding application security has been composed using the analysis of the results gained from the chosen security testing tools. However as seen with the above objective the fact that there are potential results missing from tools like black widow and vulnerability scanner leaves the framework missing guidelines on important security features such as recommendations for source code security. 

Aim
· To investigate, evaluate and test data security quality on sample a WBA, For the purpose of designing and supplying a new improved security architecture/plan:
Overall, it is the authors belief that the aim of this project was met, however the way the project was conducted could have been tweaked in ways to produce a higher quality result. These changes are discussed in the next section of this document. 

[bookmark: _Toc196580053]7.5 Changes if Experiment is Repeated 

If this experiment was repeated several changes would be made to make sure the results are more reliable. Firstly, in a repeat of this experiment more applications should be tested ideally 4 2 of which being local hosted and the other 2 being live hosted for the purpose of definitively concluding which method provides the most accurate vulnerability information. The next change would be to employ the use of more tools than the 4 in this experiment and the use of more reliable tools in this case referring to not using tools such as Black Widow. Next if this experiment was repeated, instead of selecting extension/plugin tools to conduct Whitebox testing it would be better to find a dedicated application for this purpose as all extensions used within this experiment were unreliable at yielding results. Finally in a repeated experiment it would be ideal to test different types of applications (e.g. Shopping, social media and video hosting platforms) to document the different classifications of vulnerabilities unique to each type of application. This would help with composing a securities framework that could be better applied to the scope of numerous different applications,  



8. [bookmark: _Toc196580054]Conclusion & Recommendations 

To conclude, the results of this project are the result of a combination of a highly detailed literature review consisting of analysis of research papers that discuss WBA operations, Threats, Vulnerabilities, Testing techniques and testing tools. All this knowledge has then been used to design a experiment plan that was used to test two WBA’s, one being live hosted and one being local hosted. Testing both types of application then gave a deeper understanding of the best practices for application testing as comparing the results shows that live testing is the better option. The experiment section of this project also revealed that certain tools such as extensions for VS code are not suitable for professionally testing source code as they are prone to failures that a dedicated tool may not be, this leaves further room for this experiment to be expanded to confirm this theory. The experiment section of this report also leaves questions to be answered relating to the performance of tools such as WFUZZ on local hosted apps and Black Widow on both types of apps, which possibly could’ve performed better under different circumstances or lengthy re-configuration which was unable to be performed within the timeframe of this project. Finally, this experiment resulted in the composition of a securities framework which recommended the two successfully implemented tools and a list of recommendations to rectify the discovered vulnerabilities. However, this framework could of benefited from recommendations related to source coding practices which were absent due to the poor performance of all the used white box testing tools. 







9. [bookmark: _Toc196580055]Reflection 

Whilst working on this project I the author have learned many useful things regarding the field of securities testing. Firstly, from the white box testing in the experiment section of document I have learned that extensions in VS Code are not suitable for testing all types of web application source code and it would be better to make use of a dedicated separate application for this purpose. I have also gained an extensive knowledge on how to conduct tests using tools in a variety of environments including Linux environments thanks to WSL. From this project I have learned how to analyse results from different tools such as ZAP and use resources available to me to gauge they’re severity within a system. At the beginning of this project I had a limited understanding of different security testing techniques and how to classify them but thanks to the research I conducted in the literature review I have gained a deep understanding of these concepts such as the difference between white, black and grey box techniques and for example the difference between techniques like penetration testing and Fuzzing a system/network. 
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|7 Missing Anti-clickjacking Header
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|7 X-Content-Type-Options Header Missing (9)
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[R8 Modern Web Application

A Active Scan

+

Cross-Domain Misconfiguration

URL: hitp:/localhost:4200ffavicon.ico
Risk [ Medium
Confidence: Medium
Parameter:
Attack
Evidence:  Access-Control-Allow-Origin: *
CWEID: 264
WASCID: 14
Source:  Passive (10098 - Cross-Domain Misconfiguration)
Input Vector:
Description:

Web browser data loading may be possible, due to a Cross Origin Resource Sharing (CORS) misconfiguration on the web server.

Oher Info:
The CORS misconfiguration on the web server permits cross-domain read requests from arbitrary third party domains, using unauthenticated APIs on
this domain. Web browser implementations do not permit arbitrary third parties to read the response from authenticated APIs, however. This reduces the
risk somewhat. This misconfiguration could be used by an attacker to access data that is available in an unauthenticated manner, but which uses some
Solution:

Ensure that sensitive data is not available in an unauthenticated manner (using IP address white-listing, for instance).

Configure the "Access-Control-Alow-Origin" HTTP header to a more restrictive set of domains, or remove all CORS headers entirely, to allow the web
browser to enforce the Same Origin Policy (SOP) in a more restrictive manner.

Reference:
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* Wfuzz 3.1.0 - The Web Fuzzer *
Sk ek ok ok ks ok ks ks ke ke ko

Target: https://getfit.wales/FUZZ
Total requests: 4746

ID Response  Lines Word Chars Payload

000000047 : 200 21 L 1143 W 24615 Ch ".well-known/autoconfig/mail"
000000046 : 200 21 L 1143 W 24615 Ch ".well-known/assetlinks.json"
000000001 : 200 21 L 1143 W 2u615 Ch .bash_history"

000000003 : 200 21 L 1143 W 2u615 Ch cache"

000000015: 200 21 L 1143 W 2u615 Ch git_release"

000000031 : 200 21 L 1143 W 2u615 Ch .perf"
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Total time: 12.70902
Processed Requests: 4746
Filtered Requests: 9
Requests/sec.: 373.4354
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blackwidow v1.3 by @xer@dayz

[+] URL's Discovered:
/usr/share/blackwidow/getfit.wales_80/getfit.wales_80-urls-sorted.txt

cat: /usr/share/blackw1dow/getf1t wales_80/getfit.wales_80-urls-sorted.txt: No such file or directory

[+] Dynamic URL's Discovered:
/usr/share/blackwidow/getfit.wales_80/getfit.wales_80-dynamic-sorted.txt

cat: /usr/share/blackwidow/getfit.wales_80/getfit.wales_80-dynamic-sorted.txt: No such file or directory

[+] Form URL's Discovered:
/usr/share/blackwidow/getfit.wales_80/getfit.wales_80-forms-sorted.txt

[+] Unique Dynamic Parameters Discovered:
/usr/share/blackwidow/getfit.wales_80/getfit.wales_80-dynamic-unique.txt

cat: /usr/share/blackwidow/getfit.wales_80/getfit. wales_80- dynamic-unique.txt: No such file or directory

[+] Sub-domains Discovered:
/usr/share/blackwidow/getfit.wales_80/getfit.wales_80-subdomains-sorted.txt

cat: /usr/share/blackwidow/getfit.wales_80/getfit.wales_80-subdomains-sorted.txt: No such file or directory

[+] Emails Discovered:
/usr/share/blackwidow/getfit.wales_80/getfit.wales_80-emails-sorted.txt

cat: /usr/share/blackw1dow/getf1t wales_80/getfit.wales_80-emails-sorted.txt: No such file or directory

[+] Phones Discovered:
/usr/share/blackwidow/getfit.wales_80/getfit.wales_80-phones-sorted.txt
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/usr/share/blackwidow/localhost_u4200/localhost_U4200-urls-sorted.txt

cat: /usr/share/blackwidow/localhost_4200/localhost_U200-urls-sorted.txt: No such file or directory

[+] Dynamic URL's Discovered:
/usr/share/blackwidow/localhost_4200/localhost_U200-dynamic-sorted.txt

cat: /usr/share/blackwidow/localhost_4200/localhost_U200-dynamic-sorted.txt: No such file or directory

[+] Form URL's Discovered:
/usr/share/blackwidow/localhost_u200/localhost_u200-forms-sorted.txt

[+] Unique Dynamic Parameters Discovered:
/usr/share/blackwidow/localhost_4200/localhost_u4200-dynamic-unique.txt

cat: /usr/share/blackwidow/localhost_4200/localhost_U200-dynamic-unique.txt: No such file or directory

[+] Sub-domains Discovered:
/usr/share/blackwidow/localhost_u200/localhost_U4200-subdomains-sorted.txt

irectory

o sucl

[+] Emails Discovered:
/usr/share/blackwidow/localhost_u4200/localhost_4200-emails-sorted.txt

cat: /usr/share/blackwidow/localhost_4200/localhost_U200-emails-sorted.txt: No such file or directory

[+] Phones Discovered:
/usr/share/blackwidow/localhost_4200/localhost_U200-phones-sorted.txt

cat: /usr/share/blackwidow/localhost_4200/localhost_U200-phones-sorted.txt: No such file or directory

[+] Loot Saved To:
/usr/share/blackwidow/localhost_4200/

(venv) kian@Kian:~/BlackWidow/BlackWidow$ find /usr/share/blackwidow -type f —name "xlocalhostx"
find: ¢/usr/share/blackwidow’: No such file or directory
(venv) kian@Kian:~/BlackWidow/BlackWidow$




image33.png
frontend > src > TS main.ts > ...

1 import { platformBrowserDynamic } from ‘@angular/platform-browser-dynamic ';

import { AppModule } from *./app/app.module’;

platformBrowserDynamic() .bootstrapModule (AppHodule)
.catch(err => console.error(err));
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module.exports = app => {
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i

101
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router.get("/subdepartments/:slug’, async (req, res) => {
const subdepartment = await SubDepartments.findone( req.params );
console.log( 'SUBDEPT', subdepartment );
res.status( 200 ).send( { data: subdepartment } );

b

router.get("/subdepartments/:slug/items’, async (req, res) => {
const subdepartment = await SubDepartments.findone(req.params);
const items = await Items.find( { subdept: subdepartment. id } );
console.log( Tten’, items);

res.status( 200 ).send( { data: items } );

// subDepartments. find(req.params)
// .then( data => {
/I console.log(data);
/I res.status(200).send({data})
//'} ).catch( err => {
/I res.status(404).send({"message”: "I dont know"
/I ,error”: err})
/7'3)
3

// router.get('/items', (req, res) => {
// Ttems.find()
// .then(data =>
11 {
// console.log(data);
// res.status(200).send({data})
/1 }).catch((err) =>
/1A
| | 7/ res.status(4ea).send({"message": "I dont know"
/I ,“error”: err})
/]
/7' 1);
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