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[bookmark: _Toc478373739][bookmark: _Toc31340638]Introduction
The focal point of this assignment is to write and discuss a report. The report is for an assessment on the project initiated by the team, FIRNN. The first section will discuss the risk management of the project, explaining the risks that the group thought of when creating the project to decide what risks there were. This will explain the risks that were thought of, show the calculated risk matrix and then explain the results of the matrix. The next section will then discuss the code of practice, which will explain; the sustainability issues, the ethical and legal issues, discussing the Data Protection Act and the GDPR as they have the most effect on the planned project. Then it will finally discuss the quality assurance of the project. 


[bookmark: _Toc31340639] Risk Management 
The first section of the report will discuss the risk management of the project, this section will firstly explain the risks that were thought of that were in the project, then show the risk matrix and then explain that. 
The first of the risks that was identified was time management, this was one of the potentially big risks in the project, this was because the project was over a course of the year, so there would be many potential dates over that period of time where the team may not be able to meet up. This could be due to illness or other commitments. Secondly, there is the possibility of a software crash. This is a definite risk that as a team, they had to think about because the project is based around a software application. The risk could be very high. This would require regular software checks, making sure the software the team is using is up to date and correcting any errors when they occur. Software failures can occur for other reasons too, for example, if the developers don’t prepare for particular inputs from users and it gives the system bugs when the software is in use [1] Luckily, the project in question doesn’t require any physical inputs from the end-user so this shouldn’t be an issue. The next risk that the team considered, was the idea of the project becoming costly, the project isn’t expected to occur any costs, however there are ways in which they can do should costs occur. However, the probability is very low. This is also a definite risk to consider where the probability is of a reasonably high risk. The issue is that hardware is on constant use, so anything from the hardware being used to utilise software to build the project or the camera being used to scan the faces. So, any of this crashing could cause a big issue as it could lead to potential loss of work or progress made. Another risk that was considered is that of data loss, data loss would be a huge risk especially when the project is running, as you are dealing with customer data you don’t want this deleted. There are also many ways to ensure this doesn’t happen and will be discussed once the risk matrix has been inserted. The next one that the group thought about is identification failure, this was in terms of if the camera fails to identify and store new data. This has a moderate probability but could have a potentially bad impact as it could stop from registering a student effecting statistics and statistics so it’s important that the group takes steps to ensure this doesn’t happen. Lack of knowledge for the project was another risk that was thought of, this was because the project was a new learning experience to all of the group, so some of them had no prior knowledge, so there was high probability there would be a lot of learning involved which could add more time to the completion of the project however this would have low impact on the project. The last concern that was thought about was the concerns of the stakeholders in the project, this was thought more so in the context of the students as there may be a small majority of students who would not want their face data on the system. 
Each risk was assigned one of these labels so they could be easily inserted into the risk matrix, these were as follows:
· R1 – Time Management
· R2 – Software Crash
· R3 – Costs
· R4 – Hardware Crash
· R5 - Data Loss
· R6 - Identification Failure
· R7 – Lack of Knowledge for the Project 
· R8 – Stakeholder Concerns



	Probability level of risk
	Range of risk

	High risk
	>= 50% chance of risk occurring

	Significant risk
	>= 30-50% chance of risk occurring

	Moderate risk
	>= 10-29% chance of risk occurring

	Low risk
	< 10% chance of risk occurring
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The next part of this section will be to explain how the group could plan to avoid these risks or prepare themselves should they arise. The first that will be spoken about is time management, the team are careful with how they scheduled the project, so the project manager would try and choose a time where they could all have a meeting together. This is usually during class as there was more guarantee to not have conflicting schedules. They would also communicate regularly over email and using the platform of Microsoft Teams to communicate and share files with each other. Another way to manage the time carefully was to assign fair tasks to everyone that they were happy to do in a sensible given time scale. R2 on the matrix table was for the risk of a software crash, this risk would have a high impact on the project as for this project, it relies on software, so a failure could “interrupt processes” [1]. Which in terms of the future, it could cause a loss for the project team/business. There are many ways in which the group can minimise the risk, these include; scheduling regular software checks, where the group could run tests so the software is maintained and doesn’t have glitches, another one would be too update the software, so in the project case, the code is run using MATLAB, this may have an available update so it would be updated as soon as is possible. Another one would be to update the code of the project if it needs any updating. Also, the final one would be to build good quality code with plenty of comments so there’s a minimal amount to run and so it is easily understandable should there be a bug. Costs were the next risk that needed to be avoided. On the risk matrix, this was at a moderate probability and a significant impact, should this happen to them it could have an effect on the project going forward, however they can prepare for this by should this arise, they could apply for sponsors to fund the project. Hardware crash was the next possible risk, on the matrix table this has a moderate probability with a high impact, there are ways to ensure the hardware is kept safe, so it lessens the risk of a crash. One of these would be keeping the hardware in a suitable environment, so in a well air vented room with clean air to avoid any of the components getting dirty or so it also stops the hardware over-heating. This would also require good quality hardware. Another one is to try to avoid any power surges, this would adopt the one plug per machine, so to ensure this, they would have no extension plugs to have many in one socket. All data would be backed up in any case of natural disaster such as flooding or lightning. The last potential risk that will be explained for this section will be the concerns for the stakeholders, this was explained in the context of the first initially intended users, which was students. Students may not feel comfortable with the idea of their face being stored in the neural network. The way to accommodate all students with the new system would be to send an email/letter out to them all asking for permission and should the permission return a form with any student not wanting this then there could be a paper register in the classroom for them to register their attendance. 
  



[bookmark: _Toc31340640]Code of Practice
This section will split into two sections, the sustainability analysis of 1st, 2nd and 3rd order and then the Ethical and Legal Issues
[bookmark: _Toc31340641]Sustainability Issues
This section covers that of the sustainability issues that have been potentially identified within the project. The reason that these measures are taken because if a project is sustainable it will be eco-friendly meaning safety towards the environment. Many organisations push for the sustainability of a project, this includes; BCS GreenIT Specialist Group, EU Code of Conduct for Data Centres and the Carbon Trust to name a few.

The group sorted their sustainability issues into three sections, these are; 1st Order, 2nd Order and 3rd Order. 1st Order means it has direct impact, 2nd Order means indirect impact and the 3rd order means it is for the long term. The 1st order had some issues to consider. So, when the project goes forward and clients will require the new system to be integrated within their company, whether this was a company wanting the FIRNN system or whether it was another university wanting the implementation of FIRNN for their register systems. The sustainable issue with this would be that if there was a need for new hardware requirements then the old hardware would have to be disposed of which could cause GHG emissions. 
The 2nd order (indirect impact). Had a potential positive impact, so the positive indirect impacts that the project could have, so the first one is that by having the implementation of FIRNN, the company/university that are utilising it will naturally have less paper waste, which indirectly helps decrease the amount of trees that are being cut down resulting in a greener environment . Finally, the 3rd order, which is in the long term what will it do, something the project/business would aim for in the long term, is to turn off the system if the classroom is not being used so its decreasing electricity usage, causing for less electricity to be used and because one of the main sources of electricity generation has been fossil fuels [2] it will result in less fossil fuels being burned to produce these.



[bookmark: _Toc31340642]Ethical and Legal Issues
The next section of the report covers the ethical and legal aspect to the project. By choosing to go forward with the project the group/business would also be members of the BCS, thus, having to follow the BCS Code of Conduct. This comes with responsibility but the group, would follow with the upmost profession.

For the group in question, the main law that they need to be aware of is the Data Protection Act. This means they follow “strict rules called ‘data protection principles’” [2] This law has been adapted from the GDPR so it helps “increasing the levels of protection for the individuals” [3] The GDPR also helps protect and ensure the safety of any potential European data. This gives customers the right many things, including access to their data, request it to be removed or to update it. Any sort of data and it would mean a project/business would need to comply with this. This would include informing the customer of what information is being held and why the business is holding that information. There are stronger rules regarding personal information, so it is crucial that this is being protected. Through this project, all data will be stored and looked after carefully. This could be done by the server room being physically locked with a key with only two key holders. All data backups would be kept in a safe that is resistant to disasters such as fires along with it being kept in another building. Then more ways to ensure the safety of data would be to protect all applicable hardware/software against malware, which means that they would “apply the firewall” [3] this gives the hardware/software their first initial protection from major threats, also have the necessary software to protect the hardware/software, and to also have software to protect the emails “against unwanted emails” [3]. The data would also have a several step authentication process for whoever, looks after the data which would be a limited number of people as limited access keeps it safe. This also ensures the projects complies with the BCS code of conduct as well, by doing this, the project is following the code “have due regard for public health, privacy, security and wellbeing of others and the environment” [4]. The work that is being carried out is also following the code of conduct due to that it is within the team’s profession and it is providing a service to those who require it. This follows the code “only undertake to do work or provide a service that is within your professional competence” [4] With compliance with the BCS, the business will also “accept professional responsibility for your work and for the work of colleagues who are defined in a given context as working under your supervision” [5]. This is applicable to whether something is perfect or goes horribly wrong. 
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This section will detail the objectives that the group plan to achieve in the future, these will be analysed through the SMART objectives, SMART is an acronym for, the words; Specific, measurable, achievable, realistic and timely [7]. 

[bookmark: _GoBack]The following objectives will be explained using the SMART analysis. The group came up with three different objectives for FIRNN to aim for in the future, these are as follows. The first objective was to “Expand FIRNN into other business/workplaces, specifically the idea is that FIRNN will be implemented within other universities and workplaces. The way that the group/business can measure this would be to use the system within universities for around a year after implementation, making initial fixes to it if required and making sure it is successful, this could be measured through how successful and accurate the registers and statistics are. It is achievable once it is successful in the one university, then it can be presented to other universities and workplaces specifying the results it has achieved to help the product branch out to these places. This is realistic because the group/business will have a year of testing and ensuring that it is a successful product to be used. The time this would take is between a year and a year and a half. The objective would be aimed to be achieved, at the latest, by half-way through the year of 2021. The second objective was to “Expand FIRNN into security detection”, so specifically they are looking to expand into implementing security measures in workplaces using FIRNN, this could be unlocking a door using FIRNN which would only allow those access that have been set with access rights. The way the project group/business would measured by seeing the popularity that FIRNN  builds in it’s first year, this could be measured by sending a survey to all stakeholders to ask what they would think of it being expanded into security detection, set a threshold of 75% and if it exceeds this then the business would expand into security. This would be easily achievable as the first product of FIRNN would already be completed so expanding it to be able to read and open doors would be achievable but to learn this would require time. It is a realistic objective as the system foundations would have already been there to expand it and the business could recruit more members based on this. This objective is set for three years after its release, so a year after expansion of the original system into other universities/workplaces, the year to achieve this by is between the years of 2022 - 2023. The third objective was to “Make FIRNN more environmentally friendly”. The idea was to implement a system within the place where it could detect movement and light, the plan is that it will switch when it can’t detect movement or light within a time of 5 minutes of inactivity. This would be measurable by a week of testing, checking that it is turning off during the intended time. This would be achievable in the set timescale because it would require new hardware changes which is a cost to the business along with the time to install. This is realistic due to the timescale and in that time new members could be recruited to help implement these systems. The set timescale would be for 2023.
 

[bookmark: _Toc31340644]Conclusion
In conclusion, this report has shown the group many things, it has firstly taught them of the level of risks that they need to think about is very high and that it is of vital importance that they prepare for any of these risks to happen. They have also learnt that in order to improve the planet and help the environment it is important to consider how a project may be good or potentially bad for the environment, short or long term. They have also learnt that when using customer data, they must comply with laws to ensure this is safe and well looked after. The other thing that they learnt is how to set realistic objectives and how to analyse these to set achievable objectives.
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