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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Managing Site-to-Site Connectivity, which is an essential factor in successfully operating a network. Apply your understanding and knowledge from what you learnt in the lecture about the topic and the previous lectures to do the following tasks: 



Use your lecture notes and/or the Internet to answer the questions.


1. What are the Benefits of VPNs


2. Name and discuss the types of VPN


3. Discuss two types of tunneling include their function and characteristics.
	


4. What is the purpose of these commands issued on R1?
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5. Explain the following encryption algorithms:
a. Symmetric Encryption
b. Asymmetric Encryption


6. Describe the process of Diffie-Hellman (DH) key exchange.



7. What are the two common HMAC algorithms?



8. What is the differene between Pre-shared Key (PSK) and Rivest, Shamir and Adleman (RSA) signatures?


9. With the aid of a diagram explain the four basic building block of the IPsec framework?



10. What does the figure below illustrating?
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11. Using a table format compare IPsec and SSL
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R1# show ip interface brief | include Tunnel

Tunnell 192.168.2.1 YES manual up up

R14# show interface Tunnel 0
Tunnell is up, line protocol is up
Eardware is Tunnel
Internet address is 192.168.2.1/24
MTU 173916 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 209.165.201.1, destination 209.165.201.2
Tunnel protocol/transport GRE/IP
<output omitted>

R14 show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
209.165.201.2 0 FULL/ - 00:00:37 192.168.2.2 TunnelO
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