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1. Key Functions of General Operating Systems

Process Management
The OS manages each process. A process is split into units of execution called threads/tasks and the OS is responsible for process scheduling where it decides in which order to perform each thread and schedules them based on priority determined by certain variables such as necessity and efficiency. 

Processes can be seen via the Task Manager:

[image: ]










Memory Management
Memory is a limited resource, so the OS keeps it organised to maintain a computer’s performance. The OS allocates and deallocates spaces in memory to processes while running and after they stop running. It also decides when to swap between running, runnable & waiting processes.

To keep track of memory usage of different processes, the task manager shown above can be used to gather a real-time view or the Resource Monitor can be used to schedule scans and keep track of resource utilisation:

[image: ]

The resource monitor can be used to track many different resources such as the hard disk, CPU and network resources.










File System Management
The OS organises and arranges how files are stored so that read/write processes are as efficient as possible. It also keeps track of where all data is written on the hard disk/RAM so that it can be accessed as needed.


Device Management
The OS manages all peripheral devices and uses the device driver to communicate with them. It handles all the device interrupts, allowing all input devices access to the CPU needed to provide a seamless experience for the user. These functions are fulfilled using certain components within the OS called the I/O Traffic Controller & the I/O scheduler that control the interactions between the device and the CPU.

Devices can be managed manually in the Windows OS via the Device Manager:

[image: ]
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Security
Modern operating systems provide firewalls and anti-viruses to protect against malicious programs and network threats. 
It also can provide capability to authenticate users to validate their access and protect against unwanted access to file systems using passwords etc.
Operating systems have built-in encryption capabilities that allow users to encrypt and decrypt their files based on a method of their choosing (password/PIN/biometrics etc.)
The operating system also protects the system against accidental damage, such as users deleting important system files. It does this by employing ‘protection rings’ which essentially gives differing access rights to different levels of files within the system. For example, users need elevated privileges to access critical system files.


Network Management
Networking is a critical component of computing so a modern OS will allow network communication as standard. It allows computers to connect and share resources over a network by facilitating network protocols such as IP v4 & v6, DNS, DHCP, WiFi, Bluetooth etc. It will auto-connect and auto-negotiate data transmission speeds.

Networks and other resources can be monitored via the Performance Monitor and it can be used to view real-time statistics:
[image: ]


Any issue that has occurred, such as a power failure or memory failure, is logged within the reliability monitor:

[image: ]

Any issue flagged in the reliability monitor can then be further investigated within the event viewer, which logs all events on the system: information, warnings, errors and critical errors.  All issues split into categories titled applications, security, setup and system:
[image: ]
Counters can be set to run within Event Viewer so you can gather data over specified time periods.
[6]






































2. Use of Windows OS CLI Commands

The command line of an operating system, while having a large learning curve, provides a very powerful and effective way of performing operations within it. 

The original Windows Command Prompt was updated (but not entirely replaced) by a more modern version called PowerShell. PowerShell includes all the capabilities of Command Prompt such as executing basic commands, batch files and system management tasks, but has also been developed further to allow for scripting and automation within the Windows operating system. [8]

Below are ten popular PowerShell commands.

Get-Command
This will list all Cmdlets, aliases and functions available within Powershell. This can be tailored to search for Cmdlets also. The Get-Help [Name] will explain the syntax and usage of each command.
[image: ]

Get-ChildItem [location]
The Get-ChildItem command will get all items in a specified location. It is the same as the ls command within Command Prompt.
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Copy-Item [source] [destination]
Will allow users to copy items from one destination to another. A name for the new destination can also be specified.
[image: ]
The above command copied “Test” to C:\ under the name “Destination”.


Move-Item [source] [destination]
Allows users to move an item from a source to a destination. If the destination doesn’t already exist it will be created.
[image: ]


Results for the above two commands:
[image: ]


Remove-Item [source]
Removes/Deletes an item. 
[image: ]

Results:
[image: ]

[26]
The following are some batch commands, running within the Command Prompt.
It is worth nothing that any command within CMD can be followed by “/?” which will display a list of all switches and sub commands, that can be used to filter by conditions. 

For example, the following is displayed when “dir /?” is typed in:
[image: ]















dir
The “dir” command displays a list of all contents within a directory. If you use “dir” with the “/p” switch after it, then it will display only a screenful of information at a time (note the CMD box has been made very small here to illustrate the point):
[image: ]

Then when hitting a key to continue:
[image: ]

And again:
[image: ]

And again:
[image: ]




rmdir
The rmdir command removes a directory. It will only delete an empty directory, but with the /s switch it will recursively go through each directory within the specified directory and delete everything in there:

[image: ]

Using rmdir /S Testing:
[image: ]

Now the ‘Testing’ directory has been deleted along with all its contents.
cd
Cd stands for “change directory” and can be given a specific location, such as “cd C:\Documents\Test” or can be entered as “cd..” to go back to the parent directory.

[image: ]


mkdir
Mkdir can be used to “make directory”. The syntax is mkdir [title]:

[image: ]
copy
The copy command can be used with the syntax “copy [file] [destination]”. 

The following copied everything within the Test folder to a new file called Test2. 

[image: ]




del
The del command will delete anything what is specified in the syntax “del [filepath]”:

[image: ]




whoami
The whoami command will display your username:

[image: ]

[9]
























3. Use of Linux OS CLI Commands

The Linux command prompt is usually referred to as the Shell or Terminal. Like the Command Prompt or PowerShell in the Windows operating system, it allows for very powerful navigation and control of the computer using the Linux operating system. [1]

Below are ten commonly used commands within the Linux Terminal.

ls
The ls command is common among many command lines of operating systems. It stands for “list” or “listing” and lists the contents of the current directory.
 [image: ]


pwd
pwd stands for “Print Working Directory” and prints to terminal the directory location you are currently in.
[image: ]


cd
cd will change the directory to wherever specified. If the user does not specify an absolute path (i.e. cd /home/Omar/Downloads) then it will search for the folder in the current directory. For example, if currently in the directory /usr, and cd bin is entered, the user will be moved to /usr/bin, providing that destination exists. 

[image: ]






echo
echo prints what you specify into a file. Below “Hello everybody!” was echoed in to a file titled “text.txt”:
[image: ]

cat
cat reads/outputs the contents of a file:
[image: ]

chmod
chmod amends permissions for files/directories. There are three permissions:
· Read – “r”
· Write – “w”
· Execute – “x”
· 
Below can be seen, initially the permissions for text.txt is –rw-r--r--. Using chmod +rwx text.txt changes the permissions to –rwxr--r--. The first three characters refer to the owner, the second three characters are for members within the same group as the file, and the last three are for everybody else.
[image: ]












These permissions can also be represented as numbers. The “r” can be represented as a 4, the “w” as 2, and the “x” as 1, so the command exampled above can be written as “7”. Using the above example as the initial condition, the permissions for text.txt is currently set as “644”. If it was to be changed to “777” then all users (the owner, the group and everybody else) will have read, write and execute permissions:
[image: ]
[image: ]


mkdir
mkdir stands for “Make directory” and is used to create a new directory. Below is an example of making a directory named “test”:
[image: ]


touch
touch creates a file:
[image: ]


useradd
To add a user, we must first have elevated privilages. We do this by entering “sudo” before the command. The command useradd can be used. It uses the syntax:
sudo useradd [username].
If this was to be used, the user would be added with no home directory. To add a directory to the user, we need to pass arguments to the command.  The “-m” argument is needed to create a directory:

[image: ]

passwd
A password can be added by using the passwd command. Elevated (sudo) privileges are required again. 
The syntax is as follows: sudo passwd [username], from which a password will be prompted.  
It can also be done all on one line/command: sudo passwd [username] [password]

[image: ]

[1]





















4. Use of Windows OS Batch Scripts


Batch (or PowerShell) files are text files within the Windows OS that contain Command Line (or PowerShell) commands that are run sequentially by the command line interpreter or PowerShell. Often known as “scripts”. 

[bookmark: _Int_FP2qAccR][bookmark: _Int_yITrm1w8]They are used to perform any function that could be done within the Command Prompt or PowerShell and are often used to automate repetitive tasks that users carry out by taking the many commands of those tasks and running them without user intervention.

Malicious files often come in the form of Batch scripts, as they will automate functions within the OS that are beneficial to the threat actor.

Some examples of common uses of Batch files are:
· To assist with setting up servers/operating systems and their settings/parameters
· File management such as deleting temp files
· Automating deployment of applications across machines in a network.
[2] [10]

Variables & input
Variables hold values within code, set using the “set” command. To specify it is coming from user input, the /P switch is used. [10]

Syntax: set /P [variable_name=[optional_output_message]. It will prompt for an input.

The example below takes input from a user and assigns it to a variable titled “name”. 

It then outputs “Hello” followed by the name entered:

[image: ]

Output:
[image: ]
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Functions, goto command and if statements
The goto command goes to declared functions within a script:

[image: ]

After greeting the user by name, there is a “goto Userwhile” command which jumps to the function with the label :Userwhile.

Within that Userwhile function, there is a variable set to a user input, called “userOption”. Using if statements, different functions will be called depending on the “userOption” value.

An if statement takes a condition, and compares it to a value. If the comparison is true, then the code within that if statement is run. 
Using the script above, if the “userOption” variable is equal to 1, then the script will goto function titled “Timestables”, where the user will be prompted to enter a number.



Output:
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For loops
For loops are a structure that will loop through either a list of a range or a set number.

[image: ]

The above takes a user input, “userNum”, the for loop then loops through a range of numbers, in this example beginning at 1, incrementing by 1 every time, for 12 cycles. It also assigns the number it is currently on to a variable titled “i”.

For each iteration of the loop, it multiplies [i] by [userNum], assigns it to a variable titles “multiple” and outputs “[i] x [userNum] = [multiple]”. So it will output the times tables of any number of the user’s choosing.

Output:
[image: ]





Arrays
Arrays within the Batch language are essentially lists with a structure. So each element within the list can have separate attributes. The example below has a list that has two attributes per element, first name and last name:

[image: ]

The array is created within the :CreateArray function, and the :PrintArray function is then called, which then loops through the array and prints out the entries in it.

Output:
[image: ]
For source code of the above script examples, see appendix code titled “Script A”.







































5. Use of Linux OS Scripts

The equivalent of a batch script above within the Linux operating system is called a shell script, or commonly bash script. It is a general-purpose programming language based on the C programming language so can be used as a programming language to create programs and as a scripting language to automate tasks within the operating system.

Variables & input

The following is an example of variables, which hold values within code. Using the ‘read’ command and the –p switch, which specifies that the input will be input from a user, the input is assigned to a variable called ‘userName’.  A welcome message is then output, using the echo command followed by the value of the variable ‘userName’:

[image: ]

Output:
[image: ]

















Functions & Case statements
Functions are a repeatable block of code, that can be called when needed. Once the above welcome message has been displayed, the Menu() function is declared and then called:
[image: ]
Output:
[image: ]

The Case statement in the code that makes up this menu, will take the user input in the form of a variable titled ‘userOption’, then compare it to conditions:
[image: ]

If the user enters numbers 1, 2 or 3 then a function is called and run. If the user enters 0 then the program will close. If, however, the user enters anything else – represented by * - then a message will be output stating an invalid option has been entered, and then the Menu function is called once again. 


Loops and If Statements

A loop will run until a certain condition is met. 

The below loop will prompt the user to guess a number between 1 and 10, and if it is 6 then output a “well done” message, otherwise output a message letting them know they have guessed incorrectly. 

Once the game has been played, the user is asked whether they wish to play again, and told to input “y” or “n”. If the user inputs “n” (or “N” or “No” or “no” or “NO” just for good measure) then the variable ‘loopSwitch’ is set to 1.

The until loop will loop until the variable ‘loopSwitch’ is equal to 1, which can only be the case when the user enters “n” when asked if they wish to play again. Once out of the loop, the user is taken back to the main menu.

[image: ]
Output:
[image: ]




Arrays
Arrays hold several values within one variable, and the elements of that variable can be chosen as is desired.

The below declares an array of name ‘myShoppingList’ and adds 7 ingredients to it. It then prints it out in its entirety, then adds another element to it (“Capers”). 

It then randomly generates a number between 0 and 7 and prints out that number element within the list.

It then returns to the main menu.
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Output:
[image: ]


For source code of the above script examples, see appendix code titled “Script B”.

[11][12]














6. Conclusion

Operating systems are an integral part of any computer and are essential for the management of all hardware and allow software to be translated into machine-readable code that can be executed within the CPU, ultimately allowing for control of the hardware. They can be thought of as an intermediary between the analogue and the digital, come in many different varieties suited for different roles and are present in almost all devices that run software.

Different operating systems contain their own versions of commands that can be used to manipulate every part of it and the hardware it communicates with. Within Windows, these are called Batch (or more recently, PowerShell) commands, while Linux has Bash commands. Each of which can be used to create scripts to automate processes within the operating system. 

These scripting languages contain all the general structures that most high-level programming languages (e.g. Python/Java) have, such as variables, functions and loops. They can be used as a general-purpose programming language but are not usually used as such. They are, however, very powerful and most computer virus files are written using these languages because they provide direct control of the operating system.
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Operating Systems
What is an operating system?
An operating system is a continuously running program that manages the resources within a computer and allocates those resources to fulfil the needs of software. It is the interface between the user and the software, and the software and the hardware. 
The resources of a computer include: the Central Processing Unit (CPU), memory (RAM) and storage (usually hard disk). [3]

What does an operating system do?
The operating system has several functions. It handles all hardware and allocates resources as necessary. It also takes input from any input hardware such as mice/keyboards etc. & controls any output such as the screen/speakers etc.
The operating system allows software to run as it schedules and allocates access to hardware, allowing the intended functions to be carried out. It allows many pieces of software to run simultaneously as it allows for multi-tasking; allocating the CPU’s time, different CPUs or separate CPU cores to individual software, allowing them to run concurrently.
Software written specifically to control hardware is referred to as that hardware’s “driver”. For example, when a word document is sent to print, the operating system reads the input, uses the printer’s device driver and sends the correct signals to that piece of hardware to print. [4][5]

Types of operating system
General-purpose OS: Linux, Windows, MacOS
Mobile Operating Systems: Android, Apple iOS
Network Operating system: Allow users to share resources on a network. Unix, FreeBSD, Windows NT/10/11, Windows Enterprise Server et
Internetwork OS: Cisco IOS, Junas OS. Used for routers and switches
Large Data Centres: Linux-based & some Windows Server
Embedded & Realtime OS: Highly specialised OS – ATMs, Airplane sytems, PoS terminals etc. Low footprint, reliable and fast. Embedded Linux, Windows IoT, freeRTOD, VxWorks. Drones & smartwatches.
IoT Edge operating systems: OSs made specifically for devices on the edge of our networks.  
AI & Quantum OS: Kaba AI OS, Riverlane’s Deltaflow Quantum OS

























Different types of OS’s used in today’s world
Different types of operating system have different benefits in different situations. They can be “categorised based on their structure and their working strategy” [14]
Batch Operating Systems schedules several jobs to run at the same time and can be automated so they run at a set time, persistently over time. Often used in banking/financial institutions to process large volumes of data & transactions at the end of a day, such as payroll. 
Mobile Operating Systems runs very much the same way as other operating systems but allow the software access the resources on mobile devices such as smartphones, tablets and watches. I.e. Android.
Time-Sharing Operating Systems allow many user computers to interact with the same system at once. It slices the CPU time and allocates a segment of it to each user at any one time. [21]
Distributed Operating Systems spread the resources of a system across a network of interconnected devices, allowing resources to be computed on many devices at once, essentially turning many systems into one “virtual” system. An example would be within universities or research centers where complex computations/algorithms could take years if performed on only one machine.
Real-Time Operating Systems are geared towards the processing of real-time data and provide a reliable and accurate response to inputs. Usually are bare-bones and focused on efficiency. A pertinent example would be within a heart-monitor (or any medical device) that requires real-time, reliable and accurate data.
Multitasking Operating Systems have multiple tasks assigned to a CPU, and each gets a certain slice of the CPUs time, giving the illusion of multitasking. If the CPU has several cores, then true multitasking can take place as each core can process and individual task. Any modern machine is technically a Multitasking Operating System, as it deals with many processes at once to keep all the software running.
Network Operating Systems facilitate the connection, communication and sharing of resources of many difference devices in a network. Network servers have Network Operating Systems running on them. A common function would be to provide a web service, such as Microsoft’s Windows Server.
[18] [22] [23]


1. Research and document a definition of the Linux OS and document several Linux distribution names?
Different Linux distributions
Linux is an operating system. It manages the communication between the software and hardware of a computer. Instead of being proprietary, it is an open-source operating system, and there are different distributions (called flavours or distros) that have been developed by different people, enthusiasts, developers and companies that incorporate different capabilities to cater to different tasks. 
The Linux operating system has flavours that cater to all manner of computing devices, from mobile devices, to personal computers, embedded devices, IoT edge devices, servers etc.
Several Linux distributions: 
· Debian – An early, very stable distribution. Many distributions have been built upon this. Can be used to run on any type of device or type of computer: mobiles/tablets, home workstations, servers, cloud hosting servers etc. As it is so popular there are a vast amount of software suites and packages available to provide functionality for a large number of requirements. 
· Ubuntu – Based on Debian, a beginner-friendly distribution with an easy-to-use GUI. Can be found on many devices including desktops and mobiles.
· Solus – A popular home workstation distribution, coming pre-packaged with much software to allow for out-of-the-box running.
· Kali Linux – a distribution that comes pre-loaded with many ethical hacking and penetration testing tools.
· SteamOS – A distribution developed by Valve. It is geared solely towards gaming efficiency. 
[19] [24] [25]








Linux Directories
/ - Root directory
Everything within the Os is located within this directory.

/bin - Binaries directory
Contains essential user binaries that are essential to the running of the OS, such as the shells (bash/csh) which are used to run commands.

/boot - Boot files
The kernels are stored here, along with the files necessary to boot the Linux OS.

/dev - Device files
Each device controlled by the Linux OS is represented as a file. Device connections such as SATA, USB etc. Are all controlled using these files. It also contains virtual devices, such as a random number generator, which is used by a wide variety of processes within the OS.

/home - Home folders
Contains a folder for each user. Contains user’s data and configuration files. A user by default has write access to this file, and requires elevated privileges to access or amend system files.

/mnt - Temporary mount points
Where administrators can mount files/devices to use them.

/sbin - System admin binaries
Similar to /bin but contains essential binaries that are run by the root user during system admin.

/usr - User binaries & read-only data
Contains applications and files used by users, instead of those used by the system. All applications that are not completely essential to the running of the system are stored in these files.
[20]
























Users and groups
Users are separate workspaces within the Linux operating system where individual people/users can separate their data and information relating to a wide range of operations from each other. They can be protected from unauthorised use primarily via the use of passwords. 
Users & passwords are stored in the /etc/passwd within the Linux operating system.
A group can be thought of as a collection of permissions and privileges to certain directories, files, processes or functions which can be applied to users to control their access throughout systems.
Groups and their associated permissions are stored in /etc/group within the Linux operating system.
For example, a user whose role is in HR does not require them to have access to financial information, therefore the company can create a group which allows them access to the information or systems they need and disallows them access to the systems or files that contain financial data. Doing this allows information and access to be tightly controlled so that data loss or data breaches/leaks do not occur. 




















Script A
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Script B
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On top of practicing batch and shell scripting, I have been slowly working through a course which introduces the foundations of Linux:

Course title: NDG Linux Unhatched

[image: ]

During this course I learned basic syntax to navigate the Linux operating system and to use different options and arguments with different commands to sort or find information such as permissions, owners and timestamps etc. about different parts of the system:

[image: ]



How to use Sudo (elevated privileges) and how to set permissions:
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:CreateArray
echo|

set /A arrayLer
set nameArray[@] . firstName-Omar
set nameArray[0].lastName-Qassem
set nameArray[1].firstName=Leigh
set nameArray[1].lastName-Riseley
set nameArray[2].firstName=6areth
set nameArray[2].lastName=Prichard
set nameArray[3].firsthame=Jay
set nameArray[3].1lastName-Ashton
set nameArray[4].firstName-Vicki
set nameArray[4].lastName=James
set nameArray[5].firstName-Ahnad
set nameArray[5].lastName-Rahimi
goto PrintArray

rintArrayl
if larraylen! LEQ 5 (

echo InameArray[%arrayLen%] . firstNane! !nameArray[%arraylen’].lastName!

set /A arraylens=1
goto PrintArray

)

goto Useruhile

rintArray
for /L i in (1, 1, 5) do (

echo InameArray[%%1] . firstNane
)
goto Useruhile

:Something3
echo|

echo something3
goto Useruhile

ameArray|%%i] . lastName!
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Each line corresponds to a file contained within the directory. The information can be broken down into fields separated by

spaces. The fields are as follows: sysadmin@localhost:~$ 1s -1 /var/log

total 824
File Type .
-r--r-- 1 root root 18047 Dec alternatives.log
druxr-x--- 2 root  adm 72 Dec apache2
druxr-xr-x 1 root  root 21 Dec apt
syslog adm 703 Mar auth.log
The first field actually contains ten characters, tes the type of file and the next nine specify root root 47816 Dec bootstrap.log
permissions. The file types are: root  utmp © Dec btmp
symbol  File Type Description syslog adm 334 Mar cron.log
root adm 85083 Dec dmesg
E directory Afile used to store other fles. root  root 325238 Dec dpkg. log
- regular file Includes readable fles, images files, binary files, and compressed files. root  root 32064 Dec faillog
root  root 38 Dec fsck
1 symbolic ik Points to another fle syslog adm 106 Mar kern. log
B socket Alloy een processes t root  utmp 292584 Mar lastlog
syslog adm 15468 Mar 13 09:23 syslog
s pipe Allows for communication between processes. druxr-xr-x 2 root . root 6 Apr 2014 upstart
5 block file Used to communicate with haraware -rw-rw-r-- 1 root utmp 384 Mar 13 08:23 wtmp
sysadmin@localhost:~$ 1s
< characterfie  Used to communicate with hardw

Desktop Documents Downloads Music Pictures Public Templates Videos
sysadmin@localhost:~$ cd /var/log

sysadmin@localhost:/var/log$ s

alternatives.log auth.log cron.log faillog lastlog wtmp
apache2 bootstrap.log dmesg  fsck syslog

The first file a1

ile the second file

is a regular file - 2 isa directory d

Permissions

Permissions indicate ho

rtain Users can access a file. Keep reading to learm more about permissions.
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#Guessing game function
Guessing Game() {
acho “Guessing Game!”
echo "
loopswitch=e # Controls if until loop continues
until [[ $loopSwitch == 1 ]];
do
read -p "Guess a number between 1 and 10:
if [[ $userGuess == 6 ]];
then
echo "Well done! You win.”
else
echo “Incorrect guess.”

userGuess

i

read -p "Would you like to play again? (y/n): " playAgain
if [[ $playAgain == "n" || $playAgain == "N" || $playagain
‘then
loopSwitch=1

done
Menu

No" || $playAgain —

"no” || $playAgain

"No" 115
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#Timestables function
Timestables() {
echo "Timestables!
read -p "What timestable do you want to see?
for 1 in $( seq 1 $userChoice )
do
let multiple-$i*Suserchoice
echo $i + $userchoice - $multiple
done
Henu

¥

userchoice

#Array function
Array_Fun() {
echo ™" # Print empty string for visual purposes
echo "Array fun!
echo ™"

# Declare shopping list
declare myShoppinglisi

nions” "Garlic” "Chilli” "Anchovies
“Tinned Tomatoes™ "Linguine” )

# Print shopping list
acho “Current shopping list:
${myShoppinglist[*]}"

echo ™"

echo "Uh oh! Looks like you forgot to add capers. Let me do that for you.”
myShoppinglist+=( "Capers” ) # Add to the array

echo "
# Print updated shopping list
acho "Updated shopping list:
${myShoppinglist[*]}"

echo ™"
# Print a random element of the array

randNum=$(shuf -n 1 -1 @-7) # Create a random number from @ to 7
echo "Random element:

${myShoppingList[$randiun]}" # Print random

Henu

¥

#Call the main menu
Menu
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[Localhost:/usr/test# echo "Hello everybody!™ > text.txt
[localhost: /usr/test# 1s

ext. txt

[localhost: /usr/test# cat text.txt

lello everybody!

Localhost: /usr/test#
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#Main menu function
Henu()

echo

echo
echo

3) See an array in action

ption Menu:"
) Guessing game
2) Timestables

) Exit”

echo

read -p "Please choose an option:

#Take user option and call corresponding function

case $useroption in

esac
B

2]
o
3)
@)

i

Guessing_Game
Timestables ;;
Array_Fun

exit @ ;3

#Print a new line, for visual purposes

useroption

echo "Invalid option. Please try again.”

Menu
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Enter your name: Omar
Hello ~Omar!

Option Men
1) Guessing game

2) Timestables

3) See an array in action
0) Exit

Please choose an option: |
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localhost:/usr/bin# pwd
usr/bin
localhost: /usr/bin#
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C:\Users\Public\Testodir
Voluse 1 drive C 15 Windows
Voluse Serdal Nusber is B2CS-5E59

Directory of C:\Users\Public\Test

2/12/2004 8356 P QIR
2/12/2004 8356 M IR

02/12/2004 83:55 P 0 Test.tut
02/12/2024 83:56 PH 1Test2
2 File(s) 1 bytes

20in(s) 118,713,208,832 bytes free
C:\Users\Public\Testodel Test.txt

C:\Users\Public\Testodir
Voluse 1 drive C 15 Windows
Voluse Serdal Nusber is B2CS-5859

Directory of C:\Users\Public\Test

o2/12/2000 o4:01 Y OTR>
o2/12/2004 04:61 PY <OIR>
/122028 3:56 PY 175502
1 File(s) 1 bytes
2Dir(s) 110,713,098,240 bytes free

C:\Users\Public\Testo,
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73 #Array function
74 Array_Fun() {

75 echo "" # Print empty string for visual purposes
76 echo "Array fun!
7

78 # Declare shopping list
72 declare myshoppingList
50

81  # Print shopping list
82 echo "Current shopping list:
82 ${myShoppinglist[*]}"

‘Garlic” "Chilli" "Anchovies

“Onions "0lives” "Tinned Tomatoes"

Linguine” )

8
85 echo ™"

ES

87 echo "Uh oh! Looks like you forgot to add capers. Let me do that for you
88 myshoppinglists=( "Capers” ) # Add to the array

8

% echo "

91  # Print updated shopping list
92 echo "Updated shopping list:

92 ${myShoppinglist[*]}"

o

95 # Print a random element of the array

96 randNum=$(shuf -n 1 -i 8-7) # Create a random number from @ to 7
97  echo "Random element:

98 ${myShoppingList[$randium]}"

%0 Menu

10}
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Enter your name: Omar
Hello ~Omar!

Option Menu:

1) Guessing game

2) Timestables

3) See an array in action
0) Exit

Please choose an option: 3

Array fun!

current shopping 1is
onions Garlic Chilli Anchovies Olives Tinned Tomatoes Linguine

Uh oh! Looks Tike you forgot to add capers. Let me do that for you.

Updated shopping Tist:
onions Garlic Chilli Anchovies Olives Tinned Tomatoes Linguine Capers

Random element:
Chilli

Option Menu:

1) Guessing game

2) Timestables

3) See an array in action
0) Exit

Please choose an option: |
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localhost:/usr/test# echo "Hello everybody!" > text.txt
localhost:/usr/test# 1s

ext.txt

localhost: /usr/test# ||
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localhost:~# cd /.
localhost:/# 1s
bin  etc  lib  mnt
dev  home media opt
localhost:/# mkdir test
localhost:/# 1s
bin  etc  lib  mnt
dev  home _media opt
localhost:/# |

proc
root

proc
root

run
sbin

run
sbin

srv
sys

srv
sys

tmp
usr

test

var

usr
var
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mmand Prompt

C: \Users\Qassem0\OneDrive - DVLA\Desktop>rmdir /S Testing
Testing, Are you sure (Y/N)? y

c:\Users\Qassem0\OneDrive - DVLA\Desktop>
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otal 4
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PS C:\Users\Qassen0> move
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#Gue:

ssing game function

Guessing Game() {
echo "Guessing Game!”
echo ™"

1oop:
unti.

done
Menu

Switch=a # Controls if until loop continues
1 [[ $loopSwitch == 1 ]];
do
read -p "Guess a number between 1 and 10: " userGuess
if [[ $userGuess == 6 ]];
then
echo "Well done! You win.”
else
echo “Incorrect guess.”

i

read -p "Would you like to play again? (y/n

" playAgain

if [[ $playagain — "n” || Splayagain — "N" || Splayagain
11 $playagain — "no” || $playagain — "N0" 11
‘then
loopSwitch=1
fi
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echol

set

set

/2 arrayien=o
nameArray(0] . firscNane=cmar
nameArray(0].lastNane-gassem
nameArray(1].firstNane-Leigh
nameArray(l].lastName=Rissley
nameArray(2] . firstName-Gareth
nameArray(2] .lastName=prichard
nameArray(3] . firstiane-Tay
nameArray(3] .lastNane-Ashton
nameArray(4].firstNane=vicki
nameArray(4].lastNane-Janes
nameArray(S).firstName-ahmad
nameArray(S].lastNane-Rahini

goto Printarray

for

JL%siAn (1, 1, 5) do (
echo InaneArray [331] . firstNane!

goto Userwhile

InaneArray [331] . 1astNane!
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c: \Users\Qassen0\OneDrive - DVLA\Desktop\Testingsdir
Volume in drive C has no label.
Volume Serial Number is B228-COE1

Directory of c:\Users\QassemO\OneDrive - DVLA\Desktop\Testing

102/64/2024 14:65  <DIR>

02/04/2024 14:05  <DIR> -
102/04/2024 14:05  <DIR> Test inside Testiong
® File(s) © bytes

3 Dir(s) 926,544,228,352 bytes free

c: \Users\Qassem0\OneDrive - DVLA\Desktop\Testing>
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Consider This

2§ sudo sl
[sudo] password for sysadmin:
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than five minutes apart
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command, t

ain as long as the user

VATSEN
1000

Password:
su: Authentication failure
:/var$ su
Password:
i~ su -1
i~ s
Desktop Documents Downloads Music Pictures Public
i~ exit
logout
e
i~ exit
exit
:/var$ 1s ~
Desktop Documents Downloads Music Pictures Public
:/var$ sl
-bash: /usr/bin/sl: Permission denied
:/var$ su -
Password:
i~ sl
i~ exit

logout

:/var$ sudo sl
[sudo] password for sysadmin:
:/var$

Templates

Templates

Videos

Videos
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Ps C:\Users\Qassem0> copy-item
Ps C:\Users\Qassen0>
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localhost:/usr/test# 1s -1
otal 4

rwxr--r-- 1 root root 17 Feb 19 15:42 text.txt
localhost: /usr/test# chmod 777 text.txt
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pwnp

#!/bin/bash

read -p "Enter your name
echo "Hello " $userName™

useriame
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PS C:\Users\Qassem0> 1s

Directory: C:\Users\Qassem0

LasthriteTime Length Name

3D Objects

21/11/2023
21/11/2023 Contacts

21/11/2023 Desktop

21/11/2023 Documents

08/62/2024 Downloads

21/11/2023 Favorites

21/11/2023 Links

21/11/2023 Music

21/11/2023 OneDrive

08/62/2024 OneDrive - DVLA
21/11/2023 Saved Games

21/11/2023 Searches

21/11/2023 Videos

29/11/2023 453 Shortcut to Downloads.lnk

PS C:\Users\Qassem0> get-childitem

Directory: C:\Users\Qassem0

LasthriteTime Length Name
21/11/2023 3D Objects
21/11/2023 Contacts
21/11/2023 Desktop
21/11/2023 Documents
08/62/2024 Downloads
21/11/2023 Favorites
21/11/2023 Links
21/11/2023 Music
21/11/2023 OneDrive
08/62/2024 OneDrive - DVLA
21/11/2023 Saved Games
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21/11/2023 Videos

29/11/2023 453 Shortcut to Downloads.lnk
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Content

_UbuntuPC  ~

Why Learn LinuX? * starting domain name ser‘vi(e....bindQ )
wWelcome to Ubuntu 14.04 LTS (GNU/Linux 4.4.0-101-generic x86_64)

The field of Information Technology (IT) is full of opportunities. For indivic 0 wish to pursue a career in IT, one of the

biggest challenges can be deciding how to get started. Often, people are motivated to leam new skills that will enable them to . . https: //help.ub
pursue bigger and better opportunities in both their personal and professional lives. Leaming a new skill takes time and Documentatiof ttps://help.ubuntu.com/
discipline, but with the right motivation, it doesn't have to be painful. In this section, we will discuss why the time and effort you
invest in leaming Linux will be beneficial to you; and remember, everyone working in IT had to start some

nere The programs included with the Ubuntu system are free software;
Learning Linux is Why is Linux an important skill to learn in today’s technology-driven world? the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

What is Linux?

Before we determine what makes Linux such a great asset to your skill-set, let's define it first. Linux is operating system Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
2 software that runs on a hardware computer system. An operating system is software that allows other programs like word applicable law
B processors and web browsers to be installed and run on a computer.

‘Your cell phone, tablet, Iaptop and deskiop all need an operating

tem to run the software (often called applications) you

2 want to use. This means that Linux is not limited to only desktops and laptops, and we will expand on that as we continue
our discussion This lab has two user accounts (username :: password )
The m: ning Linux is useful is that Linux is used aimost everywhere! Linux is used on desktop and laptop |

com mobile devices (Android), public cloud technoloy
networking (ie., Cisco Networks). Although you may not hay
are using other technology that runs on Linux such a
such as Facebook, Twitter, and A
pages on the intemet

(ie., Google, Amazon, etc), Chromebooks, and netlabi23
/e ever used Linux on a deskiop or laptop, it is likely that you
a mobile phone running Android, a tablet or popular websites
on. In fact, itis estimated that servers running Linux generate over haif of the web

netlab123

Press the [Enter] key to begin...

sysadmin@localhost:~$

Who can use Linux? sysadmin@localhost:~$

You may have heard of Linux and thought that only technologically advanced individuals are using it for programming.
developing, or maybe even hacking! Although it is true that many techies use Linux. that doesn't mean Linux is too difficult
toleam or isn't useful for beginners

In fact, understanding Linux, especially the Linux command line interface, will help you understand computing better while
giving you basic computing sKills that you can use in a future career
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windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6
PS C:\Users\Qassem0> get-command

CommandType ~ Name Version  Source

Alias Add-AppPackage 2.0.1.6  Appx

Alias Add-AppPackageVolume 2.0.1.6  Appx

Alias Add-AppProvisionedPackage 3.0 Dism

Alias Add-ProvisionedAppPackage 3.0 Dism

Alias Add-ProvisionedAppxPackage 3.0 Dism

Alias Add-ProvisioningPackage 3.0 Provisioning
Alias Add-TrustedProvisioningCertificate 3.0 Provisioning
Alias Apply-WindowsUnattend 3.0 Dism

Alias Disable-PhysicalDiskIndication 2.0.0.6  Storage
Alias Disable-StorageDiagnosticlog 2.0.0.6  Storage
Alias Dismount-AppPackageVolume 2.0.1.6  Appx

Alias Enable-PhysicalDiskIndication 2.0.0.6  Storage
Alias Enable-StorageDiagnosticlog 2.0.0.6  Storage
Alias Flush-Volume 2.0.0.6  Storage
Alias Get-AppPackage 2.6.1.6  Appx

Alias Get-AppPackageDefaultVolume 2.6.1.6  Appx

Alias Get-AppPackagelastError 2.6.1.6  Appx

Alias Get-AppPackagelog 2.6.1.6  Appx

Alias Get-AppPackageManifest 2.6.1.6  Appx

Alias Get-AppPackageVolume 2.0.1.6  Appx

Alias Get-AppProvisionedPackage 3.0 Dism

Alias Get-DiskSNV 2.0.0.6  Storage
Alias Get-Language 1.0 LanguagePackManageent
Alias Get-PhysicalDiskSNV 2.0.0.6  Storage
Alias Get-PreferredLanguage 1.0 LanguagePackManageent
Alias Get-ProvisionedAppPackage 3.0 Dism

Alias Get-ProvisionedAppxPackage 3.0 Dism

Alias Get-StorageEnclosureSNV 2.0.0.6  Storage
Alias Get-Systenlanguage 1.0 LanguagePackManageent
Alias Initialize-Volume 2.0.0.6  Storage
Alias Mount-AppPackageVolume 2.6.1.6  Appx

Alias Move-AppPackage 2.6.1.6  Appx

Alias Move-SmbClient 2.0.0.6  Smblitness
Alias Optimize-AppProvisionedPackages 3.0 Dism

Alias Optimize-ProvisionedAppPackages 3.0 Dism

Alias Optimize-ProvisionedAppxPackages 3.0 Dism
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C: \Users\Qassem0>dir /p
Volume in drive C has no label.
Volume Serial Number is B228-COE1

Directory of C:\Users\Qassem0

12/03/2024 10:16  <DIR>
12/03/2024 10:16  <DIR>
Press any key to continue .
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setlocal enabledelayedexpansion
Gecho off

echo Welcome!

set name—

set /P name— Enter your name:
echol

echo Hello Snamet.

goto Userwhile
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#1/bin/bash

read -p "Enter your name

echo

ello " SuserName™

#Main menu function
Menu() {

echo

echo "1) Guessing game

2) Timestables

3) See an array in action

) Exit”

echo

read -p "Please choose an option:

#Take user option and call corresponding function

case $useroption in

esac

1
2)
3)
o)

i

Guessing_Game
Timestables ;;
Array_Fun

exit @ ;3

useriame

#Print a new line, for visual purposes

useroption

echo "Invalid option. Please try again.”

Menu
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setlocal enabledelayedexpansion
Gecho off

echo Welcome!

set name:

set /P name— Enter your name:
echol

echo Hello Snamet.

goto Userwhile

echol

echol

Cho *HEERKKARKARR AR AR AR K
echo Please choose an option:
Timestables

Semething 2

Semething 3

exit, just hit enter.
echol

set useroption—
set /p useroptio:
if Suseroptiont:

Enter your option:
goto Timestables
if Suseroption: goto Semething2
if Suseroption: goto Semething3
echo Option not recognised...

goto Userwhile

echol
set /P userNum— Enter a number:
for /L ¥%i in (1, 1, 12) do (
set /A multiple=$%i*SuserNumt
echo $%i x SuserNum$ = Imultiple!
)

goto Userwhile
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/A
attributes

/8
/nc

/D
/L
N
/0
sortorder

/P
/Q
/R
/5
/T
timefield

/u
/X

/4

Displays files with specified attributes.

D Directories R Read-only files

H Hidden files A Files ready for archiving
S System files I Not content indexed files
L Reparse Points 0 Offline files

- Prefix meaning not

Uses bare format (no heading information or summary).
Display the thousand separator in file sizes. This is the
default. Use /-C to disable display of separator.

Same as wide but files are list sorted by column.

Uses lowercase.

New long list format where filenames are on the far right.
List by files in sorted order.

N By name (alphabetic) S By size (smallest first)
E By extension (alphabetic) D By date/time (oldest first)
G Group directories first - Prefix to reverse order

Pauses after each screenful of information.

Display the owner of the file.

Display alternate data streams of the file.

Displays files in specified directory and all subdirectories.
Controls which time field displayed or used for sorting

C Creation

A Last Access

W Last Written

Uses wide list format.

This displays the short names generated for non-8dot3 file
names. The format is that of /N with the short name inserted
before the long name. If no short name is present, blanks are
displayed in its place.

Displays four-digit years
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localhost:/# cd test
localhost:/test# touch test.txt
localhost:/test# 1s

test.txt

localhost:/test#





image42.png
() Resource Monitor

File Monitor Help

Overview CPU  Memory Disk

Network

Processes ™ 37% Used Physical Memory A > Views
[ image PID HardFa. Commit. Workin.. Shareab.. Private (. " Used Physical Memory  100% |
] msedge exe 22936 0 562032 565,284 81812 483472
D MsMpEng.exe 4640 0 580204 443032 45508 397,524
[ ouTLOOKEXE 25044 0 359644 494148 189,724 304424
] Memory Compression 3352 o 1128 266,120 0 266,120
a SupportAssistAgentexe 1552 0 279672 301,104 39092 262012
D mstsc.exe 17656 0 292196 277284 17,088 260,196
[ msedge.exe 3500 0 357836 312840 53560 259280 60 Seconds
] SearchApp.exe 3312 0 271088 329076 76800 252276 Commit Charge
a msedge exe 20612 0 271108  277.400 36460 240940
=
™ 12189 MB In Use ™ 20072 MB Available

Physical Memory

]

[ Hardware
Reserved
256 MB

Winuse
12189 M8

Il Modified
251MB

Available
Cached
Total
Installed

20072 MB
13122 M8
32512 M8
32768 MB.

[ standby
12871 M8

[Cfree

7201 MB

Hard Faults/sec





image3a.png
PR RPN

10
1
12
13
14
15
16
17
18
19
20
21
22
23
24
25
2
27
28
29
E
31
32
33
34
33
ES
37
38
E
20

setlocal enabledelayedexpansion
@echo off
: set /A arraylen-o
echo Welcome!
set name=
set /P name= Enter your name:
echo|
echo Hello %nameX.
goto Useruhile

‘Useruhile
echo|
echo|
acho *reRzERKKEEREKKERRERKRERS

echo Please choose an option:

echo 1: Timestables
echo 2: Print the name array
echo 3: Something 3

echo|

echo To exit, just hit enter.
echo|

set useroption

set /p userOption=Enter your option:
if ZuserOption¥-=1 goto Timestables
if ZuserOption¥-=2 goto CreateArray

if ZuserOption¥-=3 goto Something3
echo Option not recognised. ..
goto Useruhile

inestables
echo|

set /P userNum= Enter a number:
for /L i in (1, 1, 12) do (
set /A multiple=%%i*Xuserhun%
echo %%1 x XuserNumk

)
goto Useruhile

multiple!
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set /P userNum— Enter a number:
for /L ¥%i in (1, 1, 12) do (
set /A multiple=$%i*SuserNumt
echo $%i x SuserNum$ = !multiple!
)
goto Userwhile
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localhost:/usr/test# 1s -1
total 4

ru-ro-r 1 root root. 17 Feb 19 15:42 text.txt
localhost: /usr/test# chmod +rux text.txt

usr/test# 1s -1

1 root root 17 Feb 19 15:42 text.txt
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