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ENGAGEMENT WITH LITERATURE SKI
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Your work must focus on variety of scanning and defence technologies
available for you to choose for the given scenario. Your work must
include articles published by peer reviewed journals, conference
proceedings, books, and related website (e.g. IEEE, ACM, Science direct).
Information from website such as ehow, wiki, forums, etc. will not be
accepted. (10 marks)

KNOWLEDGE AND UNDERSTANDING SK

Your work must demonstrate understanding of concepts and
underlying principles. You should explain and analysis the chosen area
in a meaningful way. (10 marks)

COGNITIVE AND INTELLECTUAL SKI

Your work must demonstrate critical analysis and evaluation of the
proposal. Your work must also justify your research findings and
provide evidences. This will be assessed by the quality of your
explanations, discussions, conclusions and recommendation, from part
1 and part 2: • The proposed choices and security measures. • The
implementing the solution(s) cost. . • The three month project plan
timeline for the implementation. • Three attacks that plagues
organisations network infrastructure. • Three types of test to be

8

You have research on security threats facing 
modern network infrastructures and other areas 
to aid solutions to part 1 and 2. However, some 
aspect could have been summarised and others 
areas explained in part 1. More peer reviewed 
articles could have been consulted.

You have demonstrated understanding of the 
research and the assignment overall.
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conducted after the implementation. • Monitoring tools if considered. •
Invoice for the professional/consultancy service. (25 marks)

45

PRACTICAL SKILLS

You will use Cisco Packet Tracer for part 1 or any equivalent tools to
conduct the blueprint design for part 2. This will be assessed by: •
Working Cisco packet tracer file and clearly state or indicate the devices
the configuration files belong to. • Clearly labelled blueprint design
showing departments, manufacturing plant, types of connection
internal, external, remotely etc. • Application used and protocols
involved • Restricted access to the necessary site(s) (50 marks)

You have Use the knowledge gain from part 1 to 
propose and implementation solution for A2Z:
• You have explained your choices. 
• You have provided cost.
• You have done the timeline for the 
implementation
• You have explained to A2Z at least three attacks 
that will plagues the organisations network 
infrastructure. 
• You have explained three types of test to be 
conducted after the implementation to ensure the 
network infrastructure is secure.
• You have provided an invoice for the 
professional/consultancy service as a Network 
Security Engineer.

You have submitted Cisco Packet Tracer file.   
The knowledge and understanding gain from part 
1 packet tracer implementation was used to:
• Implement a working Cisco packet tracer design 
(instead a constructed and label the blueprint 



TRANSFERABLE SKILLS FOR LIFE A

You must submit a report which should be approximately 6,000 words
in length (remember diagrams/pictures worth a thousand words; these
can be used to enhance your report). The report should be presented in
an academic way and therefore must include an abstract, an
introduction, a conclusion and a list of references. The report must be
submitted via Turnitin and practical implementation along with
configuration files must be uploaded to the Moodle link that will be
provided. (5 marks)
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design) for the given case study explanation.  You 
could consider redundancy in your design.

Your report was professionally done; flowed and 
organised.


