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Introduction to Ransomware and Cryptowall

There are various ways and means computers and systems can be attacked by outside people/sources.
Other methods of attack are viruses, worms and trojans, all of which will cause significant damage to businesses and systems.
Malware known as ransomware prevents you from using your computer. It is possible for the computer to lock up or for the information on it to be destroyed, encrypted, or stolen. Additionally, certain ransomware, like the Wannacry malware that affected the NHS in May 2017, would attempt to spread to other computers connected to the network [1].
Cryptowall 3.0 is a particularly nasty piece of software that is delivered to the user through a spear-phishing attack through an email. “The attack is a simple yet effective use of the macro functionality within a Microsoft Word document. It is delivered through a spear-phishing e-mail attack that downloads and executes a payload. The payload performs a number of dropping tasks that eventually lead to a CryptoWall infection.” [2]

How Cryptowall works

A specific kind of malware called Cryptowall is intended to encrypt the victim's files and render them unavailable until the attackers are paid a ransom [3]. When Cryptowall is installed on a victim's computer, it will go through the system for specific file types, like documents, photos, and videos, and encrypt those items using a powerful encryption algorithm. Attackers may threaten to erase the victim's encrypted files or raise the ransom if the victim doesn't pay the ransom within the allotted time period. If the deadline is not met, higher demands could be made, examples made through the deletion of some files or even the total annihilation of all protected data.
 Cryptowall is usually distributed through emails or downloaded files and then exploits vulnerabilities in software systems.
There are variations on the Cryptowall malware, the 3.0 version for example used a massive RSA-2048 bit encryption. The latest version, 5.1, runs an AES-256 bit encryption.
All versions are similar and should be treated as such as the demands and outcome are the same [4].


How Cryptowall Affects Business

As a business it is not only your data at risk, but you are also responsible for the security of the data of your customers/clients and your employees, running the risk of being potentially cut off from everyone from cleaners right up to major suppliers.  Access to crucial business data may be lost if the ransomware is effective in encrypting the files on a company's computer. This situation may persist until the ransom is paid. This may result in severe business operations disruptions and a possible revenue loss.
Reputational harm: If a company is the target of ransomware, consumers and clients may begin to doubt the company's ability to protect critical data. Financial losses: Businesses may have additional expenditures in addition to the ransom requested by the attackers when recovering from a ransomware attack, such as the cost of engaging a cybersecurity firm to assist with the recovery process or the cost of obtaining new hardware or software to protect from future attacks.










How Potential Threats can be Spotted

There are many ways the “phishing”, “Phishing is when attackers attempt to trick users into doing 'the wrong thing', such as clicking a bad link that will download malware, or direct them to a dodgy website. Phishing can be conducted via a text message, social media, or by phone, but the term 'phishing' is mainly used to describe attacks that arrive by email. Phishing emails can reach millions of users directly and hide amongst the huge number of benign emails that busy users receive. Attacks can install malware (such as Cryptowall), sabotage systems, or steal intellectual property and money” [5]Threats come in many different forms such as an official pop-up for an update from one of your software, either phone or computer, suppliers. It could come in the form of a competition win or a free download. Emails could have ‘catch words’, designed to grab the targets attention and encourage the process. Be wary of everything you do not recognise or remember or that pops-ups claiming to official ie: Microsoft, that the logo on the pop-up itself is not as sharp or clear as it should be. Do not blame this on your eyes or the screen. It is best to be double sure than in trouble.














Ways to protect against threats

There are a number of ways to protect your business against ransomware such as Cryptowall.
Verify that your operating system and antivirus applications are up to date and running the most recent versions.
When opening emails from unknown senders, be wary of opening attachments and downloads.
Keep your passwords strong and unique passwords for each account/system you are responsible for and utilise the two-factor authentication wherever possible.
Use a firewall,” A firewall is a device that has a network protection application installed to safeguard the network from intentional or unintentional intrusion. A firewall sits at the junction point or gateway between the two networks, usually a private network and a public network such as the Internet. The term “firewall” is derived from the process in which, by segmenting a network into different physical subnetworks, the firewalls limit damage that could spread from one subnet to another, acting in the same manner as fire doors or firewalls in automobiles.” [6]
Make sure to back up all files regularly in/on multiple places ie: external hard drive, a cloud service or an internal but off-site server.
Try to avoid accessing or visiting suspicious websites. Ones without the padlock symbol in the link bar are usually thought of as not being entirely trustworthy.
There is a large choice of antiviral software available such as McAfee or Webroot or Bitfender and is worth researching depending on your exact needs.
The best thing you can do is to be wary of everything you do not immediately recognise and do not use company equipment for personal reasons.





Methods to back up youe data
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