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SECTION 1
Swansea Network Configuration
(Windows Server 2022 & Windows 10 Client)

1.1
Create The Active Directory Forest Domain ‘nick.acca’
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Using The Wizard Tool: ‘Active Directory Users and Computers’
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The Domain Within ‘Active Directory Users and Computers’


























1.2
Install Routing, Remote Access Service & Allow ICMP Traffic
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Using The Wizard Tool: ‘Add Roles and Features’ To Install The Tools
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Using The Wizard Tool: ‘Routing and Remote Access’

[image: A screenshot of a computer

AI-generated content may be incorrect.]
Configured Firewall Rule To Allow ICMP Traffic via ‘Windows Defender Firewall’































1.3
Create All Appropriate A Records
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Creating The A Record For Windows Server 2022
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Creating The A Record For Windows 10 Client
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Creating The A Record For Linux Debian Server
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All Configured A Records Within ‘DNS Manager’








1.4
Create Reverse Lookup Zone & PTR Records
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Configured 10.0.0 & 192.168.1 Reverse Lookup Zones
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10.0.0 Reverse Look Up Addresses Within ‘DNS Manager’
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192.168.1 Reverse Look Up Address Within ‘DNS Manager’






























1.5
Add Second Disk and Create D:\SwanseaFiles
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Configuring The Disk via ‘Disk Management’
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Configured Disk D:\SwanseaFiles via ‘Disk Management’
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Configured Disk D:\SwanseaFiles via ‘File Explorer’

























1.6
Configure DHCP Services
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Using The Wizard Tool: ‘DHCP Port-Install’ To Configure DHCP
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Configured “Active” DHCP Service





1.7
Create User Accounts via PowerShell Script For The Domain ‘nick.acca’


[image: A computer screen shot of a computer screen
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Script To Create User Accounts Using ‘users_list_updated’ CSV File via ‘PowerShell’
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Successfully Completed PowerShell Script
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The Created Accounts via ‘Active Directory Users and Computers’































1.8
Join The Windows 10 Client to Domain ‘nick.acca’
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Using The Wizard Tool: ‘Computer Name Domain Changes’


[image: A computer screen shot of a computer screen
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Domain ‘nick.acca’ Ping Confirmation via ‘Command Prompt’






1.9
Assign Windows 10 Client with DHCP IP Address

[image: A screenshot of a computer
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 Configuring ‘Internet Protocol IPv4’ To Automatically Obtain DHCP IP Address and DNS


[image: A screenshot of a computer

AI-generated content may be incorrect.]
Automatically Obtaining DHCP IP Address and DNS Server Success via ‘Command Prompt’






1.10
Configure Site-to-Site VPN & Set Persistent Connection
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1.11
Test & Troubleshoot Windows Server & Linux Server Connection via VPN
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Troubleshooting the vpn route via ‘Command Prompt’ as ping unsuccessful
Discovering that the route is incorrect, which is the cause of the unsuccessful ping
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Removing the incorrect route via ‘Command Prompt’
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Adding the correct route via ‘Command Prompt’
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Confirming that the route is now correct via ‘Command Prompt’

[image: A computer screen shot of a computer screen

AI-generated content may be incorrect.]
Successful ping from Windows Server to Linux Server via VPN































SECTION 2
Cardiff Network Configuration
(Linux Debian Server & Linux Debian Client)


2.1
Install Routing & Remote Access Service (StrongSwan IPsec VPN Service)

[image: A screen shot of a computer
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sudo apt install strongswan strongswan-pki -y


















2.2
Enable IP Forwarding
	
[image: A computer screen shot of a computer screen
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sudo nano /etc/sysctl.conf























2.3
Modify Firewall Rules to Allow ICMP Traffic

[image: A screenshot of a computer
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sudo iptables -L -v -n























2.4
Make the Firewall Rules Persistent

[image: A computer screen shot of a black screen
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sudo netfilter-persistent save























2.5
Join Devices in This Network to the Domain ‘nick.acca’

[image: A computer screen shot of a black screen
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Discover The Domain ‘nick.acca’
sudo /usr/sbin/realm discover nick.acca
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Join The Domain ‘nick.acca’
sudo /usr/sbin/realm join nick.acca
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Successful Check For The Administrator Domain User
getent passwd ‘nick.acca\administrator’


























2.6
Configure DHCP Services In Linux Debian Server
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Configuring The DHCP File
sudo nano /etc/dhcp/dhcpd.conf
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Setting The ‘isc-dhcp-server’ Interface
sudo nano /etc/default/isc-dhcp-server
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Confirming The DHCP Status
sudo systemctl status isc-dhcp-server
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IC: \Users\User>ping nick.acca
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Connection-specific DNS Suffix . : nick.acca

Link-local IPv6 Address . . . . . : fe8@::dca7:9alc:9dd:e4c%8
IPv4 Address. . . . . . . . . . . : 192.168.1.13

Subnet Mask . . . . . . . .. .. : 255.255.255.8

Default Gateway . . . . . . . . . : 192.168.1.66

C:\Users\User>_
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C: \Users\Administrator>route delete 192.168.2.0
oK!
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None

[c: \Users\Administrator>ping 192.168.2.3

Pinging 192.168.2.3 with 32 bytes of data:
Reply from 192.168.2.3: bytes=32 time=4ms
Reply from 192.168.2.3: bytes=32 time=2ms
Reply from 192.168.2.3: bytes=32 time=1ims
Reply from 192.168.2.3: bytes=32 time=2ms

Ping statistics for 192.168.2.3:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
pproximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 4ms, Average = 2ms

C: \Users\Administrator>
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Linux debianserver 6.1.0-34-amd6d #1 SMP PREEMPT_DYNAMIC Debian 6.1.135-1 (2025-04-25) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Fri May 9 13:50:30 BST 2025 on ttyl
user@debianserver:™$ sudo apt update &% sudo apt upgrade -y
[sudo] password for user:
Hit:1 http://deb.debian.org/debian bookworm InRelease
Hit:2 http://security.debian.org/debian-security bookworm-security InRelease
Get:3 http://deb.debian.org/debian bookworm-updates InRelease [SS5.4 kBl
Fetched 55.4 kB in 1s (39.7 kB/s)
Reading package lists... Done
Building dependency tree Done
Reading state information... Done
ALl packages are up to date.
Reading package lists... Done
Building dependency tree Done
Reading state information... Done
Calculating upgrade... Done
0 upgraded, @ newly installed, @ to remove and @ not upgraded.
user@debianserver:™$ sudo apt install strongswan strongswan-pki -y
Reading package lists... Done
Building dependency tree Done
Reading state information... Done
strongswan is already the newest version (5.9.8-S+debl2ul).
The following NEW packages will be installed:
libcharon-extra-plugins strongswan-pki
0 upgraded, 2 newly installed, @ to remove and @ not upgraded.
Need to get 417 kB of archives.
After this operation, 1,415 kB of additional disk space will be used.
Get:1 http://deb.debian.org/debian bookworm/main amdéd libcharon-extra-plugins amdéd 5.9.8-S+debi2ul [273 kB]
Get:2 http://deb.debian.org/debian bookworm/main amdéd strongswan-pki amdéd 5.9.8-S+debi2ul [144 KB
Fetched 417 kB in @s (3,135 kB/s)
selecting previously unselected package libcharon-extra-plugins.
(Reading database ... 4216@ files and directories currently installed.)
Preparing to unpack .../libcharon-extra-plugins_5.9.8-S+debl2ul_amded.deb ..
Unpacking libcharon-extra-plugins (5.9.8-S+debl2ul) ...
Selecting previously unselected package strongswan-pki.
Preparing to unpack .../strongswan-pki_5.9.8-S+debl2ul_amdéd.deb ...
Unpacking strongswan-pki (5.9.8-S+deblaul) ...
Setting up libcharon-extra-plugins (5.9.8-S+debi2ul)
Setting up strongswan-pki (5.9.8-5S+debi2ul)
Processing triggers for man-db (2.11.2-2) ..
user@debianserver:”$ _
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r /etc/sysctl.conf - Configuration file for setting system variables
# see setc/sysctl.d/ for additional system variables.

# see sysctl.conf (5) for information.

#

#kernel.domainname = example.com

# Uncomment the following to stop low-level messages on console
#kernel.printk =34 13

s S S L S S S S s S S s
# Functions previously found in netbase
#

# Uncomment the next two lines to enable Spoof protection (reverse-path filter)
[# Turn on Source Address Verification in all interfaces to

# prevent some spoofing attacks

#net. ipvd.conf.default.rp_filter=1

#net. ipvd.conf.all.rp_filter=1

# Uncomment the next line to enable TCP/IP SYN cookies
# See http://lun.net/Articles/277146/

# Note: This may impact IPv6 TCP sessions too

#net. ipv4. tcp_syncook ies=1

# Uncomment the next line to enable packet forwarding for IPv4
net. ipv4. ip_foruard=1

# Uncomment the next line to enable packet forwarding for IPve

# Enabling this option disables Stateless Address Autoconfiguration
# based on Router Advertisements for this host

#net. ipve.conf.all.foruarding=1

s S S S S L S s S S s s
Additional settings - these settings can improve the network
security of the host and prevent against some network attacks
including spoofing attacks and man in the middle attacks through
redirection. Some network environments, however, require that these
settings are disabled so review and enable them as needed.

#
#
#
#
#
#

# Do not accept ICMP redirects (prevent MITM attacks)
#net. ipvd.conf.all.accept_redirects
#net. ipve.conf.all.accept_redirects

Execute
Just if
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user@debianserver:~$ sudo iptables -A INPUT -p icmp --icmp-tupe 8 -j ACCEPT
user@debianserver:”$ sudo iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

user@debianserver:~$ sudo iptables -L -v -n
Chain INPUT (policy ACCEPT 87 packets, 481K bytes)
pkts bytes target prot opt in out source
ACCEPT 1 * * 0.0.0.0/0
ACCEPT 17
ACCEPT 17
ACCEPT 17
ACCEPT
ACCEPT
ACCEPT 0.0.0.0/0

Chain FORWARD (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source

Chain OUTPUT (policy ACCEPT 81 packets, 4878 butes)
pkts bytes target prot opt in out source

9 9 ACCEPT 1 R * 0.0.0.0/0
user@debianserver:”$ _

destination

destination
0.0.0.0/0

icmptype 8

udp dpt:see
udp dpt:4500
udp dpt:1701

icmptype 8
ctstate RELATED,ESTABLISHED

icmptype @
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user@debianserver:™$ sudo apt install iptables-persistent

Reading package lists... Done

Building dependency tree... Done

Reading state information Done

iptables-persistent is already the newest version (1..20).

© upgraded, @ newly installed, @ to remove and @ not upgraded.
user@debianserver:~$ sudn netfilter-persistent save

run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ipdtables save
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user@debianserver:$ sudo apt install realmd sssd samba-common-bin krbS-user packagekit
Reading package lists... Done
Building dependency tree... Done
Reading state information Done
realmd is already the newest version (0.17.1-1).
sssd is already the newest version (2.8.2-4+debl2ul).
samba-common-bin is already the newest version (2:4.17.12+dfsg-@+debi2ul).
krbS-user is already the newest version (1.20.1-2+debl2u2).
packagekit is already the newest version (1.2.6-5).
0 upgraded, @ newly installed, @ to remove and @ not upgraded.
user@debianserver:™$ sudo /usr/sbin/realm discover nick.acca
nick.acca

type: kerberos

realm-name: NICK.ACCA

domain-name: nick.acca

configured: no

server-software: active-directory

client-software: sssd

required-package: sssd-tools

reguired-package: sssd

required-package: libnss-sss

required-package: libpam-sss

required-package: adcli

required-package: samba-common-bin
user@debianserver:®$
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user@debianserver:~$ nslookup nick.acca
10.90.0.1
10.0.0.1#53

Name: nick.acca
Address: 10.0.0.1

Name: nick.acca
Address: 10.201.1394.214
Name: nick.acca
Address: 192.168.1.1

user@debianserver:~$ sudo realm join --user=Administrator nick.acca
realm: Already joined to this domain
user@debianserver:®$ sudo realm list
nick.acca
type: kerberos
realm-name: NICK.ACCA
domain-name: nick.acca
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
reguired-package: sssd
required-package: libnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin
login-formats: zU@nick.acca
login-policy: allow-realm-logins
user@debianserver:”$ _
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user@debianserver:™~$ sudo realm discover nick.acca
nick.acca

type: kerberos

realm-name: NICK.ACCA

domain-name: nick.acca

configured: kerberos-member

server-software: active-directory

client-software: sssd

required-package: sssd-tools

reguired-package: sssd

required-package: libnss-sss

required-package: libpam-sss

required-package: adcli

reguired-package: samba-common-bin

login-formats: zU@nick.acca

login-policy: allow-realm-logins
user@debianserver:~$ getent passud 'nick.acca\administrator’
administrator@nick.acca::1373000500: 1379000513:Administrator: /home/administrator@nick.acca:/bin/bash
user@debianserver:®$
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# dhcpd. conf
#
# sample configuration file for ISC dhcpd
#

# option definitions common to all supported networks. ..

default-lease-time 600;
max-lease-time 7200;

subnet 192.168.2.0 netmask 255.255.255.0 {
range 192.168.2.1 192.168.2.24;
option routers 132.168.2.3;
option domain-name “nick.acca";
option domain-name-servers 10.0.0.1;
H

# The ddns-updates-style parameter controls uhether or not the server will
# attempt to do a DNS update uhen a lease is confirmed. We default to the
# behavior of the version 2 packages ('none’, since DHCP v2 didn't

# have support for DDNS.)

ddns-update-style none;

# If this DHCP server is the official DHCP server for the local
# network, the authoritative directive should be uncommented.
#authoritative;

# Use this to send dhcp log messages to a different log file (you also
# have to hack syslog.conf to complete the redirection).
#log-facility local?;

# No service will be given on this subnet, but declaring it helps the
# DHCP server to understand the network topology.

#subnet 10.152.187.0 netmask 255.255.255.0 §
1

# This is a very basic subnet declaration.
#subnet 10.254.239.0 netmask 255.255.255.224 {
# range 10.254.239.10 10.254.239.20;

# option routers rtr-233-e-1.example.org, rtr-233-0-2.example.org;
1

# This declaration allows BOOTP clients to get dynamic addresses,
# uhich we don't really recommend.
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user@debianserver:™$ sudo systemctl status isc-dhep-server
e isc-dhcp-server.service - LSB: DHCP server
Loaded: loaded (/etc/init.d/isc-dhcp-server; generated)
Active: active (running) since Fri 2025-05-03 18:00:33 BST; 3min 7s ago
Docs: man:systemd-sysv-generator(8)
Tasks: 1 (limit: 9473)
Memory: 4.5M
CPU: 45ms
/system.slice/isc-dhcp-server.service
L1272 /usr/shinsdhcpd -4 -q -cf setc/dhcp/dhepd.conf enpess

37 debianserver sustemd[1]: Starting isc-dhcp-server.service - LSB: DHCP server.

37 debianserver isc-dhcp-server([1260]: Launching IPv4 server only.

37 debianserver dhcpd[1272]: Wrote @ leases to leases file.

37 debianserver dhcpd(1272]: Server starting service.

33 debianserver isc-dhcp-server[1260]: Starting ISC DHCPv4 server: dhcpd.

33 debianserver systemd[1]: Started isc-dhcp-server.service - LSB: DHCP server.
B
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user@debianserver:~$ ip addr show enp@ss
3: enp@s8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fo_codel state UP group default alen 1000
linksether 08:00:27:6e:cc:d2 brd ff:ff:ffiff:ff:ff
inet 192.168.2.1/24 brd 132.168.2.255 scope global dynamic enposg
valid_lft S88sec preferred_lft 588sec
inete feso::a00:27ff:fese:ccd2/64 scope link
valid_1ft forever preferred_lft forever
user@debianserver:”$ _
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user@debianserver:~$ ip addr show enposg

3: enp@s8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fo_codel state UP group default alen 1000

linksether 08:00:27:6e:cc:d2 brd ff:ff:ffiff:ff:ff
inet 192.168.2.1/24 brd 132.168.2.255 scope global dynamic enposg
valid_lft S88sec preferred_lft 588sec
inete feso::a00:27ff:fese:ccd2/64 scope link
valid_1ft forever preferred_lft forever
user@debianserver:™$ ip route
default via 10.0.2.2 dev enp@s3
10.0.0.0/8 dev enpds3 proto kernel scope link src 10.0.0.2
10.0.2.0/24 dev enpos3 proto kernel scope link src 10.0.2.15
169.254.0.0/16 dev enp@s3 scope link metric 1000
192.168.2.0/24 dev enp@s8 proto kernel scope link src 132.168.2.1
user@debianserver:”~$ _
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