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Task 1
In order to control high risk activities in a process environment, layers of protection (Safety Barriers) are put in place to prevent an accident from occurring or minimize the effects of an accident. Layers of protection are usually devices but also include human actions.
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The barrier-based approach is based on the Swiss cheese model. Multiple safety barriers prevent hazards causing incidents, but failures in the barriers may not prevent an incident.
These preventive devices can include SIS (Safety Instrumented Systems) which may automatically shut down a process where limits are exceeded, relief valves and rupture disks which offer a mechanical relief to pressure systems. To minimise incident effects protection layers can include spill containment areas around tanks, walls to help contain toxic releases and even windows to withstand pressure waves from explosions. 
[image: ]
Layers of protection concept to prevent accidents or reduce accident consequences.
Human error probability depends on many factors which can include:
· Procedure accuracy and clarity. It must be accurately written and convenient to use.
· Training, knowledge and skills. The employee must be selected with the skill level and be able to demonstrate knowledge once trained.
· Workload. Large workloads can increase human error while with a small workload the employee may become bored and looks for distraction.
· Communication / Miscommunication. This is a significant cause of human error in the work place as the instruction may not be passed on, or was not understood.
· [bookmark: _Hlk39588631]Fitness for Duty. This can be affected by fatigue, stress, illness, medications and substance abuse.
· [bookmark: _Hlk39587669]Human System Interface. The setup of system controls and their ease of use or display interpretation can influence human error.
· Task Complexity – Complexity of a task depends on the number of choices available for making a wrong selection, the number of other tasks that may distract the worker from the task at hand, the number of individuals involved in the task and any calculations or interpolations that need to be made. 
· Work environment. Employees may be affected by lighting, noise, temperature, humidity, ventilation, and distractions.
An example of where layers of protection failure and human factors can lead to process safety failure took place at the Hertfordshire Oil Storage Terminal (HOSL), Buncefield, on the 11th December 2005. The Buncefield Terminal was the fifth largest oil-products storage depot in the United Kingdom with a capacity of about 60,000,000 gallons of fuel. 
Investigators believe the first incident occurred at 05:20 as petrol was being transferred into storage tank 912. The safety system on the tank failed to alert the control operators, therefore they didn’t realise its capacity had been reached leading the tank to overflow.  
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The overflow from the tank led to the formation of a rich fuel and vapour cloud. It thickened to about 2m and started to spread in all directions.
[image: ]
Spread of vapour cloud at Buncefield
The largest and first explosion occurred at 06:01 near tank 912. This then led to further explosions that further overwhelmed 20 large storage tanks. 
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Several tanks ablaze at Buncefield
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The black smoke from the fire covered much of south-eastern England
Key technical Failures
The tank consisted of two different types of level control. One was a gauge that gives the control operator a reading of the constant level in the tank. The other is an independent high-level switch, which activates when the level of the tank gets too high (to close down operations automatically if the tank was overfilled).
· The level gauge became stuck before reaching any alarm condition. This was a known issue and had been happening intermittently since the tank was serviced in August 2005. This was a failing in response from the site management and maintenance team to maintain the system effectively. 
· The independent high-level switch needed a padlock to lock it into a working position. The installer of the switch was not informed of the importance of this padlock, nor was the maintenance contractor or the site operator. Due to this miscommunication the high-level switch was inoperable as the padlock was not in place. 
Therefore, there was nothing to alert the control room operators that Tank 912 had overfilled.
The overflowing petrol should had been contained inside the tank bund (primary containment). However, this also failed to hold both the fuel and firefighting liquids. Also, the system of drains and catchment areas (tertiary containment) failed to prevent the spillage from flowing offsite and entering the groundwater.
Human factors
Human System Interface
To control tank filling the operators relied heavily on an Automatic Tank Gauging (ATG) system. Only one computer was available to run the entire ATG system. The status of only one tank could be fully viewed at a time as there was only one screen to display the ATG data for a number of storage tanks. Operators had to flip between windows to view tank data. Tank 912 display window was stacked behind several other windows on the one available display during the filling, and so was not always visible to the supervisors.
Procedures
The given work procedure for the process of filling tanks lacked detail and had zero guidance on selection of tanks to be filled, or for any reporting actions when set levels were exceeded for management review. No system was put in place that would ensure all operators were filling storage tanks in a consistent and safe manner.
Fitness for Duty 
Operators generally worked five 12-hour shifts a row. There were no scheduled fixed breaks as operators took a break when operating conditions allowed. Also, operators worked large amounts of overtime which sometimes led to them working 84 hours in a seven-day period. This is not unusual in the oil industry despite these working arrangements often being unsuitable from a fatigue perspective. 

Workload
Due to the closure of the adjacent Shell terminal in 2002 there had been a four-fold increase in throughput of fuel at Buncefield. Also, the facility was now being supplied by three pipelines and not just one. They had no actual control over the flow rates of two of the pipelines. These changes put considerable pressure on the storage space available at the terminal and as a result ‘batches’ of fuel were diverted between several tanks to prevent overfilling. The increased activity clearly affected the workload of the operators. Shortly before the incident the Operations Manager had offered his resignation due to the increased pressurised environment.
Communication
The handover document did not robustly contain the full information on the three pipelines. It was found by the HSE investigation that the night of the explosion a large amount of unleaded fuel was received from two different pipelines, which led to the likelihood of the supervisors becoming confused as to which pipeline was filling which tank. This confusion arose because of the lack of information in the shift handover procedure. 
Warning signs 
An electronic defect log was created, but was not always used. The automatic tank gauge on tank 912 was sticking but was not recorded and the operations manager was unaware of the issue. This happened fourteen times during the three months before the incident.  Auditing and monitoring arrangements did not test the quality of the system or whether they were being used in practice. Management has not fully implemented systems within the Loss Control Manual. If they had the HSE suggested this incident may not have occurred. 
Conclusion
We can now see how the operators could be confused when they lacked control over fuel movements of two out of three pipelines, worked with inadequate procedures, possibly suffering from fatigue, were under increased workload and relied upon unsuitable display screens for key data. All of these factors would have an influence on their actions and decisions.


Task 2(a)
 Safe Working Practices
Generally, companies develop Safe Work Practices to address significant hazards or for dealing with circumstances that may present other significant risks. These will reflect the company's approach to controlling hazards.
At Valero Pembroke the management have developed 7 ‘Life Saving Rules’ which must be followed at all times. In addition to these rules, operating procedures, written methods outlining how to perform a task with minimum risk, have been developed for all operational and maintenance tasks. 
The 7 Life Saving Rules are:
1. Work with a valid work permit when required.
2. Verify energy isolation before beginning work.
3. Obtain authorisation before entering a confined space.
4. Obtain authorisation before overriding or bypassing a safety system
5. Use specific life protection equipment.
6. Protect yourself against a fall when working at heights
7. Smoke in designated areas only.
Details of each Life Saving Rule are detailed below.
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Operating Procedures.
At Valero all new operating procedures have been developed, or existing ones reviewed, following a Hazard Assessment of the task. These procedures outline a series of specific steps that guide a worker through a task, in a specified sequence, from start to finish. They are designed to reduce the risk by minimising potential exposure.
All procedures at Valero are stored electronically in the Pembroke Refinery Management System (PRMS). Filing hard copies has been discouraged so that only the latest version of a procedure is available. As a precaution, whenever a procedure is printed there is a warning at the top of the printed procedure stating “Do not use this hard copy without checking the issue status against that in the electronic file” (see example procedure below).
Where procedures are changed the Management of Change (MOC) procedure has to be followed. This makes sure the changes have completed a Hazard Assessment and all relevant personnel have been informed of the change, usually via a sign off document. All operators have access to the electronic system.  The following is an example of a procedure issued in the Blending and Shipping department for the ‘Direction, Control and Operation of Storage Tank Water Draw Off Valves and Floating Roof Drains’.
[image: ]
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Task 2(b)
Permit to Work System.
As defined by the HSE – “The permit-to-work is a documented procedure that authorises certain people to carry out specific work within a specified time frame. It sets out the precautions required to complete the work safely, based on a risk assessment. It describes what work will be done and how it will be done; the latter can be detailed in a ‘method statement'”.
At Valero Pembroke refinery no maintenance or non-operational work can be carried out until the correct work permit has been issued. It is a means by which the operations unit or area, gives written permission for the work to be completed in their unit or area. Valero refinery uses a computer-based Risk Assessed Permit (RAP) system called RAPNet. This Risk Assessed Process defines the job, task and hazards along with any potential risks that may be involved with the task. It uses a series of icons to identify the type of work to be done, the tools to use and the work site conditions. Each icon is colour coded to identify the type of work. 

[image: ]

The highest two hazard colours are displayed at the top of each permit. Also, at the top the Risk Level is identified as Permit Level. These are: 1-Low Hazard, 2-Meduim Hazard or 3-High Hazard, as below. Each permit has its own issue number which is also shown as a bar code. These features are shown below.
[image: ]
The next item on the permit is the location, equipment identification, the job, task and contract company carrying out the work.
[image: ]
When working on electrically powered equipment an Electrical Isolation must be completed to make the equipment safe to work on.
[image: ]
When the equipment to be worked on is part of a process it needs to be physically isolated from that process, then the General Isolation section is completed.
[image: ]
Where gas testing is required the authorised tester and results are recorded on the permit. This is carried out to ensure there are no explosive or toxic gasses in the work area. 
[image: ]
The permit then states the PPE required and identifies any additional risk assessed method statements (RAMS) or procedures to follow. Icons which identify work equipment and hazards are then listed. These also determine the Risk Level of the permit. Mandatory Actions, Controlling Actions, Current Conditions and Additional Requirements sections are then completed where needed. 
Both the Permit Issuer (Unit or area representative) and the Permit Accepter (Person to carry out the work) then electronically sign the permit. It is then printed and issued. The permit is only valid up to the date and time displayed on the bottom of the permit. All of the above features are shown in the completed permit below.
[image: ]
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The back page of the permit contains information such as emergency instructions and Muster Point locations. There is a section where additional workers also sign to accept the permit conditions, as shown below.
[image: ]
The signatures on the permit are a legal requirement, where the workers signing are agreeing that they understand and will obey the conditions of the permit. Work must commence within two hours of any gas test. At the end of the task, or working day, the permit must be ‘handed back’ electronically, and confirmed that the task is complete or if the permit needs to be issued again for the next working day.
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FROM 5TH JUNE 2017** :

MANDATORY ACTIONS
Process implications of any isolations must be fully ¢ s i
Svalaatad. Liase with Unit Control Operator.
Ensure TAG id corresponds with documentation. Caution: Hand tools can cause sparks.

Ensure area is clean and free from obstructions before

Note location of safety showers before commencing. starting

All equipment to be identified by operations. Ensure tools are in good condition before starting.

Do not leave equipment unattended in plant area.
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CONTROLLING ACTIONS

CAUTION : HOT SURFACES PRESENT. Test equipment to be intrinsically safe.

Ensure correct PPE worn at all times. Ensure positive ID of equipment to be worked on.
Ensure equipment is marked/tagged accordingly. Report to Issuing Authority before starting.
CAUTION : FOOT CONDITIONS HAZARDOUS. Continuous gas monitoring by Acceptor.

CURRENT CONDITIONS - NONE SELECTED

3

ADDITIONAL REQUIREMENTS
- I[E)GEN)/25

Fire Safety Observer

|Requirement [Name i
|Not Required | |
Issuer : Acceptor | Issued ’

MUNN, PETER [ JONES, HAYDN | 24/07/2017 08:21 I

VALERO ! VALERO ; |

2 workers have been allocated to this work.

THIS PERMIT IS VALID UNTIL 24/07/2017 17:21
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