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1. Introduction

This report examines the core functions of operating systems (0S) and the practical tools used
to manage them. It outlines key operating system functions, including resource management,
monitoring and security, before discussing the role of command-line interfaces in both
Windows and Linux. The report also considers the use of scripting in PowerShell and Bash to
demonstrate how operating system tasks can be automated and managed efficiently.
Screenshots and practical examples are included throughout to support the discussion.

2. Key Functions of General Operating Systems

2.1. The Kernel

The kernel is the central part of the operating system that manages CPU time, memory and
devices and controls the communication between software and hardware, running at the
highest level of privilege. The role of the kernel is to ensure that the system runs efficiently,
securely and reliably. The Ul is also provided by the GUI or shell, allowing users to interact
with the system [1].

2.2. Process Management

Process management manages the lifecycle processes, including creating, scheduling and
terminating processes ensuring that the systems resources are being allocated efficiently. One
application available to the user to manually manage various processes is Task Scheduler.

Fig. 1. Task Scheduler interface showing scheduled task management
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2.3. Event Viewer

Event Viewer is a built in Management tool that records detailed logs of significant events
such as errors, warnings and various other important information that can be used to find the
root cause of an issue with a PC.

Fig. 2. Event Viewer displaying system event logs.
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2.4.

Device Manager

Device Manager is a Windows tool that allows users to manage and configure hardware
devices on a PC. It allows you to view a list of installed hardware devices, view their properties
and then interact with them in a number of ways, such as updating drivers or configuring any
hardware settings [2].




Fig. 3. Device Manager showing installed hardware devices.
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2.5. Performance Monitor

Performance Monitor is a built-in tool used to track and display real-time or historical data,
including network activity, memory usage, and disk read/write speed.




Fig. 4. Performance Monitor displaying system performance data.
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2.6. Resource Monitor

Resource Monitor (resmon.exe) provides detailed, real-time monitoring of CPU, memory, disk,
and network activity, making it useful for troubleshooting performance issues.

Fig. 5. Resource Monitor showing real-time hardware usage.
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2.7. Reliability Monitor

Reliability Monitor (RelMon) is a built-in troubleshooting tool that provides a visual history of
a PC’s stability by tracking any hardware/software crashes, any failed installations and

Windows updates in order to detect a drop in system performance.
Fig. 6. Reliability Monitor displaying system stability history.
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2.8. RAMMap

RAMMap is a free tool that provides advanced physical memory (RAM) analysis for Windows
PCs. It allows users to view a detailed, real-time map of how RAM is allocated. Users can use
this to troubleshoot high memory usage, identify what programs and drivers are consuming
the RAM [4].




Fig. 7. RAMMap Application showing physical memory allocation.
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2.9. Windows Security

Windows Security is an application used to keep devices safe from various threats such as
viruses, ransomware and other pieces of malware. The software is free and provides firewall

protection, scans files, apps and software and provides account protection via sign-in options
such as Windows Hello.




Fig.8. Windows Security interface showing built-in protection features.
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2.10.  System File Checker

System File Checker is a built-in application that scans systems to help detect any corrupt,
missing or damaged system files and then repair them. This tool is often used to help resolve
system issues that may cause crashes, boot issues or any system instability by replacing the
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broken files with cached copies from the Windows component store [3].




Fig. 9. System File Checker command and scan output.
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2.11. Task Manager

Windows Task Manager is used to monitor and manage running applications, background
process and system services and can be used to troubleshoot computer performance issues
and unresponsive programs. It can also be used to monitor real-time resource usage such as
memory, disk, network and CPU.




Fig. 10. Windows Task Manager displaying active processes and resource usage.
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2.12.  Command Prompt

Command Prompt (CMD) is the Windows command-line interpreter and provides a text-based
method for monitoring and managing system activity. Commands such as ‘tasklist’ can be used
to view active processes, while switches such as /fi’ and ‘v’ provide a detailed process. This

tool is useful for system administrators who need quick access to process information.




Fig. 11. Command Prompt displaying process management commands.

Command Prompt

Microsoft Windows [Version 10.0.26200.8037]
(c) Microsoft Corporation. All rights reserved.

C:\Users\gafyn>tasklist
Image Name Session Name Session# Mem Usage

System Idle Process Services
System Services
Secure System Services
Registry Services
smss.exe Services
CSrss.exe Services
wininit.exe Services
services.exe Services
Lsalso.exe Services
lsass.exe Services
svchost.exe Services
fontdrvhost.exe Services
WUDFHost. exe Services
svchost.exe Services
svchost . exe Services
svchost.exe Services
svchost.exe Services
svchost ., exe Services
svchost.exe Services
svchost.exe Services
svchost.exe Services
svchost . exe Services
IntelCpHDCPSvc.exe Services
svchost.exe Services
svchost.exe Services
svchost.exe Services
svchost . exe Services
svchost.exe Services
svchost.exe Services
svchost.exe Services
svchost.exe Services
svchost.exe Services
WUDFHost . exe Services
svchost.exe Services
svchost ., exe Services
svchost.exe Services
svchost.exe Services
WSC_pProxy.exe Services
Memory Compression Services
svchost . exe Services
svchost.exe Services
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3. Use of Windows OS CLI Commands

3.1. Process Management

3.1.1. Get-Process -ld

Get-Process -Id is used to retrieve information about a specific running process using its
unique ID (PID) [5]. By identifying a single process, the user can view details such as its name,
ID and system resource usage. In Fig. 12, process ID 13104 is used to display further
information about Foundry Virtual Tabletop program.

Fig. 12. Get-Process -ld displaying information about a specific process.

Foundry Virtual Tabletop. 13104 Console
Foundry Virtual Tabletop. 17648 Console
Foundry Virtual Tabletop. 2520 Console
Foundry Virtual Tabletop. 8292 Console
svchost.exe 11516 Services
WindowsTerminal.exe 5024 Console
OpenConsole.exe 18900 Console
pwsh.exe 4200 Console
WmiPrvSE. exe 17780 Services
WmiPrvSE.exe 16812 Services

141,776
217,584
39,436
113,028
9,988
137,748
11,768
124,716
15,904
15,688
9,140
13,764
62,312
90,616
35,156
12,872

svchost.exe 5932 Services

svchost.exe 2832 Services
chrome . exe 10732 Console
chrome.exe 13280 Console
chrome.exe 17816 Console
tasklist.exe 19768 Console
PS C:\Users\gafyn> Get-Process 13164

HHEHEFFEFODOOOHKFHFFEFOKRERRER
XX XXXXXXXXXXXXXX

T4 103.69 138.45 o 13104 1 Foundry Virtual Tabletop

3.1.2. Stop-Process -Id

Stop-Process -Id is used to stop a running process by using its unique process ID (PID) [5]. It
can be used to terminate a specific application accurately, which can be useful when there are
multiple processes with the same name. Fig. 13 shows PID 13104 which is used to stop the
Foundry Virtual Tabletop process.

Fig. 13. Stop-Process -Id terminating a selected process.
PS C:\Users\gafyn> Get-Process

74 103.69 138.45 4.38 13104 1 Foundry Virtual Tabletop

PS C:\Users\gafyn> Stop-Process 13104
PS C:\Users\gafyn> |




3.2. File and Directory Management

3.2.1. cd

In PowerShell, cd is an alias of the set-location command and is used to change the current
working directory, allowing users to navigate between folders in the file system after
identifying the available locations with commands such as Get-Childltem [5] and [6]. As shown
in Fig. 14, the command cd Desktop is used to move from the user profile directory into the
Desktop folder.

Fig. 14. cd changing the current working directory in PowerShell.
PS C:\Users\gafyn> Get-Childitem

Directory: C:\Users\gafyn

05/06/2024 : .dotnet

13/08/2024 : .km-vm-store

07/12/2023 ; .ms-ad

05/06/2024 : .nuget

01/08/2025 : .templateengine

23/03/2026 : .VirtualBox

13/03/2024 : .vscode

07/05/2025 : Cisco Packet Tracer 8.2.2

03/01/2025 : Contacts

29/09/2024 : Creative Cloud Files

30/03/2026 : Desktop

22/02/2026 3 Documents

30/03/2026 : Downloads

03/01/2025 : Favorites

03/01/2025 : Links

29/10/2025 : Microsoft

03/01/2025 : Music

18/11/2023 21: OneDrive

22/02/2026 : Pictures

03/01/2025 : Saved Games

03/01/2025 H Y. Searches

05/06/2024 : source

01/08/2025 2 Videos

11/03/2026 : VirtualBox VMs

1le/ed/2024 : 95 .accessibility.properties
-a--- 07/05/2025 : 176 .packettracer

PS C:\Users\gafyn> cd Desktop
PS C:\Users\gafyn\Desktop>

3.2.2. Mkdir

In PowerShell, mkdir creates a new directory within the current working location. Fig. 15
below shows how the command mkdir NewFolder.test is used to create a new folder named
NewFolder.test.




Fig. 15. mkdir creating a new directory in PowerShell.

PS C:\Users\gafyn> cd Desktop
PS C:\Users\gafyn\Desktop> Mkdir NewFolder.test

Directory: C:\Users\gafyn\Desktop

=== 30/03/2026 11:15

NewFolder.test

PS C:\Users\gafyn\Desktop>

3.3. Network Testing/Monitoring

3.3.1. IPConfig /All

IPConfig /All displays detailed network adapter configuration, including the IPv4 address,

subnet mask and adapter information. Fig. 16 is used to show the current settings of the active

network connection.

Fig. 16. IPConfig /All displaying detailed network configuration.

C:\Users\gafyn>ipconfig /all
Windows IP Configuration

Host Name . 5 o
Primary Dns Suffix
Node Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List.

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. 5 6 0 o -
Autoconfiguration Enabled .
Link-local IPv6é Address .

IPvd Address.

Subnet Mask . . .

Default Gateway .

DHCPv6 IAID . . .

DHCPv6 Client DUID.
9-8C

NetBIOS over Tcpip.

: LAPTOP-80D10A5E

: Hybrid

: No

: No

: users.uwtsd.ac.uk

: VirtualBox Host-Only Ethernet Adapter
: QA-00-27-00-00-0D

: No

: Yes

: fe80::2el:8Ub7:7203:dcbb%13(Preferred

: 192.168.56.1(Preferred)
20525502550

: 805961767
: 00-01-00-01-2B-7A-9U4-D7-64-6E-EO-C2-C

: Enabled




3.3.2. Get-NetTCPConnection

Get-NetTCPConnection displays current TCP connections on the system, including local and
remote addresses and port numbers. This makes it useful for monitoring active network
connections [7].

Fig. 17. Get-NetTCPConnection showing active TCP connections.

PS C:\Users\gafyn\Desktop> Get-netTCPConnection

PRRERRERRRRPPRRP

3.4. User Management

3.4.1. Get-LocalUser

Get-LocalUser is a PowerShell cmndlet that displays the local user accounts configured on the
computer, along with basic account details.

Fig. 18. Get-LocalUser displaying local user accounts.

PS C:\Users\gafyn> get-localuser

Administrator False Built-in account for administering the computer..

DefaultAccount False A user account managed by the system.

diane True

gafyn True

Guest False Built-in account for guest access to the comput..
WDAGUtilityAccount False A user account managed and used by the system f..




3.4.2. New-LocalUser

New-LocalUser is a PowerShell cmdlet used to create a new local user account. Once executed,

the user is required to enter a name and password for the account.

Fig. 19. New-LocalUser creating a new local user account.

PS C:\Users\gafyn> New-LocalUser

cmdlet New-LocalUser at command pipeline position 1
Supply values for the following parameters:

Name: Test
Password: %%k k%% k%%

Test True

3.5. Task Scheduling

3.5.1. Get-ScheduledTask | Format-List TaskName, TaskPath, State

Get-ScheduledTask | Format-List TaskName, TaskPath, State is a PowerShell command used to
display scheduled tasks in a clearer list format. Fig. 20 highlights the command showing the

task name, its location in Task Scheduled and its current state.




Fig. 20. Get-ScheduledTask | Format-List TaskName, TaskPath, State displaying task details.
PS C:\Users\gafyn> Get-ScheduledTask | Format-List TaskName, TaskPath,State

ACC
\
Ready

ACCAgent
\
Ready

ACCBackgroundApplication
\

Running

AcerCMUpdateTask2.9.25180

\
REELLY

Adobe Acrobat Update Task
\
Ready

Adobe Uninstaller

\
Ready

3.5.2. Register-ScheduledTask -TaskName

Register-ScheduledTask -TaskName is a PowerShell cmdlet used to schedule a new task in
Windows Task Scheduler. The output in Fig. 21 shows a task created called Finish Assignment

1, which is configured to run at a specific time and day.

Fig. 21. Register-ScheduledTask -TaskName creating a scheduled task.

PS C:\Users\gafyn> Register-ScheduledTask
(New-ScheduledTaskAction "WI - U )
1\Desktop iversi Con - ; acture ) (New-Schedule
dTaskTrigger Monday 10:00AM)

Finish Assignment 1




4. Use of Linux OS CLI Commands

4.1. Process Management

4.1.1. top

The ‘top’ command is used to display running processes based on how much CPU time,
memory use, load information and process status they are currently consuming. In addition,
processes can also be managed or terminated from within the top interface [8].

Fig. 22. top displaying active processes and system resource usage.

E Hsoac@IMGWLAAZurE: ~

ef

4.1.2. ps

Whilst the ps command shows active processes, ps -ef is used to display a full list of active
processes running on the system. It provides detailed information such as user ID, Process ID

and start time and command, making it useful for process monitoring and troubleshooting

[9].




Fig. 23. ps -ef 1 showing the first part of the full process list.

4.2. File & Directory Management

4.2.1.rm-r

The rm -r command is used to permanently remove a directory and all of its contents from
the Linux file system [20]. In the Fig. 25 below, Is command is first used to show the testdir
directory exists. The command rm -r testdir is then used to delete the directory.

Fig 25. rm -r removing a directory and its contents.

%] 4soac@IMGWLAAzUre: ~




4.2.2. touch
The touch command is used in Linux to create an empty file [20]. Fig. 26 highlights navigating

to the document’s directory, followed by the use of touch my_assignment.txt to create a new
text file.

Fig. 26. touch creating anew file in the current directory.

m Msoac@IMGWL4Azure: ~/Documents

gnments.

e
$
b

h

4.3. Network Testing/Monitoring

4.3.1. ping -c

The ping -c command is used in Linux to test whether a remote host or domain is reachable
over the network [20]. This is done by sending an ICMP echo request and waiting for replies,
allowing the user to measure the response time in milliseconds. The -c option stands for count
and specifies how many ping requests should be sent before the command stops.

Fig. 27. ping -c testing network connectivity to a remote host.

[&] 4soac@IMGWLAAZure: ~

4.3.2. ip addr show

The ip address show command is used in Linux to display information about network
interfaces, including assigned IP addresses, interface status and MAC addresses [8].




Fig. 28. ip addr show displaying network interface and IP address information.

4.4. User Management

4.4.1. whoami

The whoami command is used to display the username of the currently logged-in user [10]. In
fig. 29, it confirms the active user is l4soac.

Fig. 29. whoami displaying the current logged-in user.

[#] 14s02c@IMGWLAAZUre: ~

4.4.2. sudo adduser

The sudo adduser command is used to create a new user account on a Linux system. Along
with the prefix, something that is required for user management, the user will the command
to be run with elevated privileges. Once the command has finished, the user returns to their
normal permission level. As shown in Fig. 30, the command has been used to create the user

account test_user.




Fig. 30. sudo adduser creating a new user account.

& gafyn@LAPTOP-80D10ASE: ~ X + | v

:~$ sudo adduser test_user
info: Adding user ‘test_user' ...
info: Selecting UID/GID from range 1000 to 59999
info: Adding new group 'test_user' (1001)

info: Adding new user ‘test_user' (1001) with group "test_user (1001)°'

info: Creating home directory /home/test_user’
info: Copying files from " /etc/skel'
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for test_user
Enter the new value, or press ENTER for the default
Full Name []: Test User
Room Number []: Home
Work Phone []: test
Home Phone []: test
Other []: test
Is the information correct? [Y/n] y
info: Adding new user ‘test_user' to supplemental / extra groups
info: Adding user 'test_user' to group 'users'

$

4.5. Task Scheduling

4.5.1. crontab -l

‘users'

The crontab -l command is used to display the scheduled cron jobs for the currently logged-in

user. This allows the user to review existing task entries and confirm whether the cron job has

been created successfully.




Fig. 31. crontab -1 displaying scheduled cron jobs.
$ crontab -1

Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
and day of week (dow) or use '*' in these fields (for 'any').

Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
0 5 % » 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

m h dom mon dow command

452 . * ¥ * * * Jusr/binfecho “Cron job ran successfully” >>
/home/gafyn/cron-test-file.txt
The cron entry “* * * * * Jusr/bin/echo “Cron job ran successfully” >> /fhome/gafyn/cron-test-
file.txt’ command creates a scheduled task that runs every minute. Each time it runs, it uses
the echo command to append the message “Cron job ran successfully” to the file cron-test-
file.txt. The cat command is then used to display the contents of the file and to confirm that
the cron job has run successfully.

Fig. 32. cron job entry appending a success message to a text file.




:~§ crontab -e
crontab: installing new crontab
$ crontab -l

"Cron job ran s >> /home/gafy n-test-file.txt

Edit this file to introduce tasks to be run

= 3

h task to run

* s

To define the time u can p
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including er
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#
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# 3
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Cron job




5. Use of Windows OS Scripts

5.1. Batch Script Screenshots

Fig. 33. Batch character creator script code, part 1.

1 fecho off]

2 cls

3

4 :Character Name

5 REM Label used with GOTO to control the flow of the script
6

¥ set /p CharName=Enter character name:

] REM Uses the /p switch to collect user input and store it in the CharName variable
10 echo so &Ch med is your character's name?

11 set /p Answer= Enter ¥ or M:

12 REM Stores the confirmation response in the answer variable
13

14 werd"=="Y" goto Character_Race

15 eri"=="N" goto Character Name

16 REM If statement checks the user's input and uses GOTO to the correct section
goto Character_Name

18

19 :Character Race

20 cls

21

22 REM Array used to store the users character race option

set Race[l]=Human
set Race[2]=ELlf

set Race[3]=Dwarf
set Race[4]=Halfling
set Race[5]=Tiefling
set Race [€]=Cnome

echo Choose your character race:

2 REM FOR /L locp used to display the race options from the array
a3 for /L %%i in (1,1,€) do call echo %&i. 23Race[s&i]tk

REM Stores the chosen race number in the RaceChoice variable
set /p RaceChoicesEnter a number between 1 and €:

REM IF statement assigns the selected race from the array to the CharRace variable
- set CharRaces=iiRace[1]1%

set ace [2]3%
set Race[3]%%
set CharRaces=&&Race[4]%%

ace[5]%%
ace [€]%%

set
set

REM Valid menu choices move the script to ch confirmation section
i oices™ Confirm Race

48 Confirm Race
LE] goto Confirm Race

50 goto Confirm Race

s1 goto Confirm Race

52 goto Confirm Race

53

54 echo Invalid choice.Please try again.

55 pause

s& goto Character_Race

57

58 :Confirm Race

58 irms the chosen race before continuing
€0

31 echo So rRace® 1s your character's race?
€2 set /p Answer=Enter Y or N:

€3 Air /I ™% eri"=="Y" goto Character_Class

&4 if /I "tAnswer:®=="N" goto Character_Race

€5 goto Confirm Race

:Character_Class
cls

REM Displays the class menu o
echo Choose your character Class:
echo 1. Artificer

echo 2. Barbarian

echo 3. Bard

15 echo 4. Cleric

7 echo 5. Druid

echo €. Fighter

echo 7. Monk




Fig. 34. Batch character creator script code, part 2.

7 echo 8. Paladin

20 echo 9. Ranger

81 eche 10. Rogue

82 echo 1l. Sorcerer

83 eche 12. Warlock

84 echo 13. Wizard

85 set /p ClassChoice=Enter a number between 1 and 13:
86 REM Stores the chosen class number in the ClassChoice variable
87

88 REM IF statements assign the selected class to the CharClass variable
8% ir "=="1" set CharClass=Artificer
80 if #"=="2" set CharClass=Barbarian
91 ir "=="3" set CharClaas=Bard

82 ir wiced"=="4" set CharClass=Cleric
93 ir ="5" set CharClass=Druid

94 ir assCh =="¢" set CharClass=Fighter
85 ir "=="7" set CharClass=Monk

13 if 3 "g" set CharClass=Paladin
97 if &"=="9" get CharClass=Ranger

48 if a"w="10" set CharClass=Rogue

99 "=="11" set CharClass=Sorcerer
100 "=="12" set CharClass=Warlock
101 ce"=="13" set CharClass=Wizard
102

103 REM Moves to the class confirmation section if a valid option is chosen
104 Al "#ClassC #"=="1" goto Confirm Class

105 if "#ClassC "=="2" goto Confirm Class

10€ ar = "=="3" goto Confirm Class

107 Al "% =#"=="4" goto Confirm Class

108 " "5" goto Confirm Claas

109 &"=="¢" goto Confirm Class

110 E"=="T7" goto Confirm Clasas

111 “=="§" goto Confirm_Class

112 "=="%" goto Confirm Class

113 "=="10" goto Confirm Class

114 ced "11" goto Confirm Class

115 "=="12" goto Confirm Class

116 gk"=="13" goto Confirm Class

117

118 echo Invalid choice. Please try again.

119 pause

120 goto Character_Class

121

22 :Confirm Class

123 cls

124

125 BEM Confirms chosen class before continuing

126 echo So ass® is your character's class?
127 set /p Answer=Enter ¥ or N:

128 if /I "sAnswer:"=="Y" goto Character_Level

129 if /I "kAnswerd"™. " goto Character_Class

130 goto Confirm Class

131

133 :Character_Level

133 REM Collects the character level as user input
134 cls

135

136 set /p Charlevel=Enter character's Level:

137 echo so /eld is your character's level?
138 set /p Answer= Encer Y or N:

139 if /I "tAnswerk"=="Y" goto Base_Stats

140 if /I "sAnswer®"=="N" goto Character_Level

141 goto Character_Level

142

143 :Base_Stats

144 REM Calls the GetStat function for each of the six base stats
145 cls

146 echo Please enter your character's stats below
147

142 call :GetStat Strength BaseStr

145 call :GetStat Dexterity BassDex

150 call :GetStat Constitution BaseCon

151 call :GetStat Intelligence Baselnt

152 call :GetStat Wisdom BaseWis

153 call :GetStat Charisma BaseCha

154

155 goto Character Summary




Fig. 35. Batch character creator script code, part 3.

157 :GetStat

158 REM Function used to collect and validate one stat value

158 set "StatName=&-1"

1€0 set "VarName=&-2"

161 REM %~1 stores the stat name, %-~2 stores the variable the result will be saved into
le2

163 :StatLoop

164 set /p StatValue=Enter #StatName® (1-20):

1€5

166 REM IF statements validate that the stat is between 1 and 20
167 for /f "delims=0123456784%" %%A in ("&StatValue&™) do (

168 echo Invalid input. Please enter a value betweeen 1 and 20.
169 pause

170 goto StatLoop

171 )

172

173 if &aStatValue® 1ss 1 (

174 echo Invalid input. Please enter a value between 1 and 20.
175 pause

176 goto StatLoop

177 )

178

175 if sStatValue® gtr 20 (

180 echo Invalid input. Please enter a value between 1 and 20.
181 pause

182 goto StatLoop

183 )

124

185 set "&VarName®=2StatValues"

186 REM Saves the entered stat into the correct variable, for example BaseStr or the BaseDex
187 exit /b

188 REM Exits the function and returns to the main script

185

190 :Character_Summary

191 REM Displays the completed character sheet using the stored variables
162 cls

153

194 echo Character Summary

195 echo

196 echo Name:

197 echo Race:

198 echo Class:

199 echo Level: &Ch

200 echo Strength:

201 echo Dexterity:

202 echo Constitution: onk

203 echo Intelligence: #Baselnt®

204 echo Wisdom: 2BaseWis®

205 echo Charisma: %BaseCha®

206 pause

207 exit




5.2. Batch Scripts Working

Fig. 36. Batch script prompting for the character name.

Enter character name:l

Fig. 37. Batch script confirming the entered character name.

Enter character name:Gafyn
so Gafyn is your character's name?
Enter Y or N:

Fig. 38. Batch script displaying the race selection menu.

Choose your character race:
Human
ELf
Dwarf
Halfling
Tiefling
6. Gnome
Enter a number between 1 and 6: I

Fig. 39. Batch script confirming the selected character race.

So Human is your character's race?
Enter Y or N: I

Fig. 40. Batch script displaying the class selection menu.

Choose your character Class:
1. Artificer
Barbarian
Bard
Cleric
Druid
Fighter
Monk
Paladin

. Ranger

2. Rogue

. Sorcerer

2. Warlock

3. Wizard
Enter a number between 1 and 13: I

N OV R WwN

8.




Fig. 41. Batch script confirming the selected character class.

So Artificer is your character's class?

Enter Y or N: I

Fig. 42. Batch script prompting for the character level.

Enter character's Level:20}

Fig. 43. Batch script collecting base stat values.

Enter character's Level:20
so 20 is your character's level?
Enter Y or N: I

Fig. 44. Batch script displaying the completed character summary.

Please enter your character's stats below
Enter Strength (1-20): 12

Enter Dexterity (1-20): 14

Enter Constitution (1-20): 16

Enter Intelligence (1-20): 9

Enter Wisdom (1-20): 10

Enter Charisma (1-20): 18'

Fig. 45. Batch script displaying successful execution of the final output.

Character Summary

Name: Gafyn
Race: Human
Class: Artificer
Level: 20
Strength: 12

Dexterity: 14

Constitution: 16
Intelligence: 9

Wisdom: 10

Charisma: 18

Press any key to continue .




5.3. Code Syntax Explanation

This Batch script uses Dungeons & Dragons character creation as a theme to demonstrate key
features of the Windows Command Shell scripting language. The script begins with ‘@echo
off” and ‘cls’, where ‘@echo off’ prevents commands from being displayed in the console and
‘cls’ clears the screen to improve readability [11]. User input is then collected with the ‘set /p’
command, which allows values such as the character name, race, class, level and base
statistics to be entered and stored in variables [12]. Variables such as ‘CharName’, ‘CharRace’,
‘CharClass’ and ‘BaseStr’ are then reused throughout the script to hold and display the
character data.

Labels such as ":Character_Name’ and ":Character_Race’ are used with the ‘goto’ command to
control program flow and move between sections of the script [13]. Conditional logic is
handled with ‘if’ statements, which are used to validate menu choices and confirm whether
the user wishes to keep a selected value [15]. The /I’ option is used in some ‘if’ commands to
make comparisons case-insensitive [15]. This improves usability by allowing the script to
accept either uppercase or lowercase input without requiring separate conditions.

The script also demonstrates the use of an indexed array by storing character race options in
variables such as ‘Race[1])’ and ‘Race[2]’. These values are displayed using a ‘for /U loop, which
repeats through a numerical range and prints each race option in the menu [14]. This reduces
repetition and makes race-selection section more efficient. A function is demonstrated
through the “:GetStat’ section, which is called repeatedly with ‘call’ to collect and validate each
base stat before storing it in a variable [16]. The function uses ‘exit /b’ to return control to the
main script once the value has been processed [17]. Overall, the script shows how Batch
syntax can be used to create an interactive, menu-driven program.

6. Use of Linux OS Scripts

6.1. Bash Script Screenshot

Fig. 46. Bash dice roller script code.




1 #!/bin/bash
3 # Array storing menu cptions
4 dice_options-t":é" "DEe" "D8" "D1O"™ "D12" "D20"™ "D10OO"
5
[ # Variable used by the select menu prompt
i) PS3="Select a dice option: "
9 #Function to generate and display a random dice roll
10 Hroll_dice() {
18] | local sides=51
12 local results=$ ((RANDOM % sides + 1))
13 | eacho "You rolled: Sresults"
14 o |
15
16 echo "Welcome to the D&D Dice Reoller"
17
18 # Loop that leeps the menu runnung until the user quits
19 while true
20 do
21 select opt in "S{dice tions([@]}"
22 do
2 —] case "Sopt" in
24 sides=4 ;;
25 sides=6 ;;
26 sides=8 ;;
2 sides=10 ;;
28 sides=12 ;;
29 sides=20 ;;
30 sides=100 ;;
31
32 "Goodbye. "
33 exit 0
34 HH
35 *)
36 echo "Sorry, that choice invalid. Plea
37 break
38 HH
39 = esac
40
41 read -p "F to roll the Sopt..."
42 roll _dice "3
43
44 I read -p "Would you like to roll again? (y/n):
46 [—] if [[ "Sagain" == "y" || "Sagain" == "Y" ]11]1;
47 break
8 elif [[ " " |1 "Sa " == "N" 1]
49 echo "G
50 exit 0
51 else
52 eche "Invalid not recognise Returning tc
93 break
54 - : £ 8
55 - done
56 | Ldone

6.2.

Bash Script Working




Fig. 47. Bash dice roller displaying the menu options.

elcome to the D&D Dice Roller
D4

D6

D8

D10

D12

D20

D100

Quit

lect a dice option: l

=
—

3
4
S

~

3]
mvvvvvvv

[73]

Fig. 48. Bash dice roller prompting the user to select a dice type.

Welcome to the D&D Dice Roller
1) D4

2) De

3) D8

) D10

) D12

)} D20

) D100

) Quit

Select a dice option: ©

Press Enter to roll the D20...

O ~J o N b

Fig. 49. Bash dice roller prompting the user to press enter to roll.
the D&D Dice Roller

D8

D10
D12
D20

D100
Quit
Select a dice option: 6
Press Enter to roll the D20...
You rolled: 6
Would you like to roll again? (y/n):




Fig. 50. Bash dice roller displaying the generated random result.

d you like to roll again? (y/n): y
D4
Dé
D8
D10

o roll again? (y/n):

D10
D12
D20
D100

roll the D1
You rolled: 79

Would you like to roll again? (y/n): n

Go

...Program finished with exit code 0
Press ENTER to exit console.

6.3. Code Syntax Explanation

The Bash script uses a Dungeons & Dragons dice roller theme to demonstrate key features of
Linux shell scripting. The script begins with the shebang line “#!/bin/bash’, which tells the
operating system to execute the file using the Bash shell interpreter [8]. The menu options are
then stored in an array called ‘dice_options’, which groups the available dice typesinto a single
indexed structure rather than requiring separate variables for each option [18]. This helps
improve organisation and demonstrates Bash array syntax. Variables such as ‘PS3’, ‘sides’,
‘results’ and ‘again’ are then used to store the prompt text, the selected dice size, the random
roll, and the user’s decision to continue [18]. Bash variables are created throughout the script

with ‘=" and accessed using the ‘S’ symbol.




User interaction is handled with the ‘read -p’ command, which allows the user to enter input
on the same line as the prompt [19]. A ‘while true’ loop is also used to keep the menu running
until the user chooses to quit [19]. Inside the loop, the ‘select’ statement works with the array
to display a numbered menu [18], while a ‘case’ statement tests the selected option and
assigns the correct dice value to the ‘sides’ variable [18].

A function named ‘roll_dice()’ is used to group the rolling logic into one reusable block of code,
which avoids having to repeat the same code for each menu option [18]. Inside the function,
the Bash variable ‘'SRANDOM’ is used to generate a random number based on the sides the
selected die has [19]. Finally, an ‘if’, ‘elif’ and ‘else’ structure checks whether the user wants

to roll again or exit the code [8].

7. Conclusion

In conclusion, this report shows that operating systems perform a wide range of essential
functions beyond simply providing a user interface. Key functions such process management,
memory management, hardware control, monitoring and security are central to ensuring that
computer systems operate efficiently, reliably and securely. The report provides practical
examples throughout, demonstrating that these functions can be monitored and managed
through in-built tools in Windows as well as through command-line environments in both
Windows and Linux.

The report alsc highlights how important a role the command-line and scripting skills in
modern operating system administration, with both Windows and Linux CLI both providing
methods for managing a variety of aspects. These include managing processes, files,
networks, users, and scheduled tasks, whilst noting the differences in syntax and structure. In
addition, the Batch and Bash scripting tasks demonstrate how automation can be achieved
through scripting features such as variables, input handling, conditions, loops and arrays as

well as functions.

Overall, the findings of this report show that understanding both graphical tools and
command-line scripting are both important for effective system management,
troubleshooting and automation.
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9. Appendices

9.1. Tutorial Activity

Fig. 52. Screenshot 1 of tutorial activity discussing computer operating systems (OS).

Log 1:

1. What is an operating system?

An operating system (OS) is a collection of software that manages a computer's hardware
and applications by allocating resources, including memory, CPU, input/output devices and
file storage [1]

2. What does an operating system do?

An operating system (OS) manages and coordinates hardware and software, providing an
environment where users can interact effectively [1].

3. What are the five most commonly used 0S?

- Windows
- MAC]

- Linux

- Android

- Ubuntu

Operating Systems

General Purpose OS

General-purpose operating systems (0OS) manages computer hardware and software
resources, allowing a machine to perform a wide range of tasks. After being booted, , the
operating system then manages all other application programs through an API, while users
interact directly with the operating system through a user interface (Ul) [1]. Windows is
known for its high compatibility, with a vast range of hardware on offer that supports it, from
laptops to software applications. MacOS is an OS based on the Unix proprietary OS
designed by Apple and is known for its polished, user-friendly interface, high security and
seamless integration with other Apple products such as iPhone's, iPad's and iCloud [2].

Mobile OS

Mobile OSs optimise hardware for portable devices such as smartphones and tablets [3]
Android, based on the Linux kernel, is the most prevalent OS globally [4], due to its
modularity and flexibility. This allows developers to deploy applications across a variety of
hardware, from smartwatches and home appliances to cars and healthcare devices [5].

Network OS

Networks Operating Systems (NOS) are designed primarily to support workstations, PCs
and even older terminals that are connected to a LAN, allowing for multiple devices to
communicate and share resources within a network [6]. Ubuntu Server is an example of an
NOS, built on the Linux kernel, that provides a platform for hosting websites, running
applications and managing network services [7].




Fig. 53. Screenshot 2 of tutorial activity discussing computer operating systems (0S)

Real-time OS

Real-time operating systems (RTOS) are specialised in that they handle time-sensitive tasks
with precision such as automation, probiotics and medical devices. RTOS are designed for
real-time applications and guarantee that tasks meet strict deadlines, with tasks being
managed using deterministic scheduling to ensure high-priority tasks are completed under
load [8].

Embedded OS

An embedded OS is designed to perform a specific task for a device that is not a
computer, with the main task being to run code that allows the said device to do its
job. These systems include systems in cars, traffic lights, digital televisions and
ATMs. The OS would allow the device to do its job within a larger system [9]. Due to
their dedicated function, embedded systems have increased reliability, lower power
consumption and have the ability to perform tasks in real-time, making them suitable
for time-sensitive applications [10].
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Fig. 54. Screenshot 3 of tutorial activity discussing computer operating systems (0S)
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9.2. Lecture Activities
Fig. 55. Screenshot 1 of lecture activity answer/log showing notes on system monitoring
tools and screenshot of Event Viewer
16th February 2026 - AM w. James Williams

“Briefly define the tool and then include a screenshot to show you're aware of the tool and
what it's used for.”

System Monitoring Tools
- Physical Memory e.g. RAM and memory chips on the motherboard.
Document these tools under System Management/Monitoring Tools for Task 17
- The tools are generally used by a super user or System Admin.

Computer Management > Event Viewer
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Fig. 56. Screenshot 2 of lecture activity answer/log showing screenshot taken in lecture of
the Performance Monitor tool.

Performance Monitor

v o b s

Computer Management > Performance > Data Collector Sets > System > System
Diagnostic > Right Click > Start




Fig. 57. Screenshot 3 of lecture activity answer/log showing testdir command, testdir | more
and the creation of a test file using echo “hello world”>newfile.txt

For task 2 you can use only BATCH or Powershell or both e.g. 6 of each

BATCH/BAT Commands




Fig. 58. Screenshot 4 of lecture activity answer/log showing assignment notes and various
PowerShell verbs and commands.

23rd March 2026 - AM w. James Williams

Assignment notes:
- Fortask 2, you can either use Batch or Powershell or a mixture of both
- You can do 6 batch and 6 powershell if you want
- You can include the OS activity log for extra marks

Powershell commands are called ‘cmdlets’ pronounced ‘command-lets’ and are .Nef classes
that perform specific actions

New version of PS called PowerShell Core/PowerShell 7 or just PowerShell (7.5.5 as of
March 12, 2026)

PowerShell Verbs:

Get — To Get something

Start — To Run something

Out — To Output something

Stop — To Stop something that is running
Set — To Set/define something

New — To Create something

Powershell Key Commands: (ctrl + ¢ to quit)
- Get-Process (gps) or (ps)

This shows a list of all processes
- Get-Process | more

Limits the output to one screen

If you know the process ID or process name, you can focus on one. This can be found in the
‘ID’ column

- Stop-Process
This is used to stop process




Fig. 59. Screenshot 5 of lecture activity answer/log showing screenshot of the Get-Process

command.
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- Get-Process | where-object {$_.WorkingSet -gt 60000000}
This can be used to find which process is using the most memory

- Get-Process | Format-List

- Get-Process | Format-Table

- Get-Process | Export-CSV Grocess.csv

- Get-Process | ConvertTo-HTML > GProcess html
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Fig. 60. Screenshot 6 of lecture activity answer/log showing screenshot of Invoke History 5
command.

PowerShell Echo Command:
Write-Host “Hello World™

‘Get-Childitem? or ‘gei' or even 'Is’
This lists folders and files in a current working directory

‘Invoke History & - This would allow you to choose from the previous commands
used and then use the same command e.g. from the list below, jpconfig is 1D 5 from
the ‘Get-History' or ‘h' command, which shows what commands you've used

CommandLine

5 ipconfig

Redirection Operators
“Hello world!" > hello.txt
To create or overwrite a file

“More text >> hello.txt
To add or append text to an existing file

- ‘Get Content’ or 'gc’
This is used to view the content of a file

- ‘Clear-Content’ or ‘cic’
This is used to clear content of a file

- Get-NetlPAddress
Used to get the devices IP address

- Test-Connection
Used to check network connectivity

- Get-NetAdapter
This gets information about network adapters on the system

Read-Host "Name”
This allows us to request user input




Fig. 61. Screenshot 7 of lecture activity answer/log showing screenshot the read-host
command.

B Windows PoworShell

» read-host

Write-Host -ForegroundColor Yellow -BackgroundColor Red

Read-Host | Write-Host

Copy-item

Used to copy and backup files and folders

‘ is used fo type in multiple lines in Powershell

- Get-LocalUser
Used to view users
New-LocalUser

This 1s used to create a new user account




Fig. 62. Screenshot 8 of lecture activity answer/log showing a screenshot of the resource

monitor.

Search ‘resmon’ for resource monitor
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Fig. 63. Screenshot 9 of lecture activity answer/log showing a screenshot of the reliability
monitor.

Reliability Monitor

> perfmon/ rel OR Control Panel\System and Security\Security and
Maintenance\Reliability Monitor

™ s v o

RAMMap can be used to analyse Memory usage (RAM)
Screenshot of this can be used in assignment
Group Policy Editor can be used to manage users and computer settings
- Use a screenshot of this
Windows Server OS
- We will be using this later
System File Checker
Open ¢cmb >
Task Manager

Right Click on the Windows Logo > Task Manager




9.3. Evidence of Engagement with 1 Online Certified Course

Fig. 64. Screenshot 1 of Cisco Linux Course showing the Is command.

Linux Unhatched

I Toggle anscroen keyboard

Fig. 65. Screenshot 2 of Cisco Linux Course showing the Is command followed by an

argument (Documents).
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Fig. 66. Screenshot 3 of Cisco Linux Course showing various variations on the Is command (Is
-1-r s -Ir).

Linux Unhatched

B Toggle anscroen keyboard

Fig. 67. Screenshot 4 of Cisco Linux Course looking at the su and sudo as a way of executing a
command with administrative privileges.
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Fig. 68. Screenshot 5 of Cisco Linux Course focusing on changing file permission using the
chmod command.
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Fig. 69. Screenshot 6 of Cisco Linux Course which looks at the shutdown command.
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Fig. 70. Screenshot 7 of Cisco Linux Course which looks at the ifconfig command along with
the ping command using -c to limit the number of pings.

F' B Linux Unhatched

f the command is successful, you will see cutput like the fallowing:
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Fig. 71. Screenshot 8 of the certificate of the Cisco Linux Unhatched course, given upon
completion of assessment.
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