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This report aims to identify what Ransomware, specifically the CryptoWall Trojan is, and the threats associated with it. This report will provide the reader with relevant information on how to mitigate the risk of this threat within their company, and the steps required to protect vulnerable computer systems from becoming infected.
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1. Introduction.
As defined by the online Oxford Dictionary, [1], the definition of ransomware is a type of malicious software designed to block access to a computer system until a sum of money is paid.
 It has been found that as the use of digital technology increases, so too does the risk of hacking, and in recent times the number of ransomware attacks has spiked as hackers now have a wide range of skills, improving their skills and forming large organisations which makes their attacks more effective and targets larger companies as well as individuals, and the sums of money to unblock the systems and return the files has increased greatly [2].
The aim of this report is describe the risks of these attacks, and the impact this will have on a company.



2. Background research.
In order to protect ones company, it is important to have a basic understanding of the various different types of malware. In this section, the author sets out to describe some of the types of malware. 

2.1 What are Trojans and Viruses?

According to Cisco, [3], Viruses and Trojans are all classes as “Malware”. This code or software is created to cause damage and disruption to computers, networks and data. On their website, [3], Cisco explain the differences between the different types of malware, and describe a Trojan horse as software that tricks the user into loading and executing the software onto their system and is spread by opening an email attachment, as an example. A computer virus differs at this type of malware will infiltrate a computer system by attaching itself as an executable file, and waits for the user to unknowingly execute. Once this happens, the virus will multiply and spread, infecting programs, computers and networks as it travels.

2.2 What is ransomware?
Cisco describe ransomware as a malicious software that threatens to publish the victim’s data, or block access to the users files or system until ransom is paid, [3]. This is not a new threat. According to Malwarebytes this type of attack was developed back in the 1980’s, [4]. These attacks are on the rise worldwide, as shown in the Symantec 2017 Internet Security Threat report by Norton, [5]. 
Malwarebytes describe some of the more recent ransomware attacks, which target the NHS and Telefonica, highlighting that any company is vulnerable to a ransomware attack. [6]




2.3 What is CryptoWall?
A type of ransomware, known as Cryptowall, is presented as a Trojan horse which the user unknowingly opens via email attachment (as an example). This malware will then encrypt all the files and the user will be unable to access their files. The user will then be asked to pay money in order to obtain a key to decrypt their files, [7]. According to spyware, this was first detected in 2013 and was at its peak in 2014 [8]. CryptoWall has also been linked to some ad sites, further spreading its infection to a wide range of users [9]. There are signs to look out for which will indicate CryptoWall has compromised a host computer, [9]. When the user attempts to open a file such as .doc, .xls, .pdf, and the data may be not be properly displayed and will seem to be jumbled. Error messages will also be displayed, and there will also be three files in the directories that were encrypted called:
· DECRYPT_INSTRUCTION.txt
· DECRYPT_INSTRUCTION.html
· DECRYPT_INSTRUCTION.url
Clicking in these files will gives the user instructions on how to pay the ransom. Generally, if the payment is not received the files will be automatically deleted.





3. Mitigation of the Risk and Good Practice.

The National Cyber Security Centre recommends the following protection to reduce the risk of threats against companies being damaged and held to ransom by this malicious software [10].
The steps to take are explained below, [10].
(a) Ensure the devices and software are kept updated. Malware will exploit known security issues. Most operating systems come with automatic updates, and so ensuring these updates are scheduled to take place will reduce the risk of damage. The National Cyber Security agency recommends that companies do not use unsupported operating systems and check the lifecycle of security updates.
(b) Make sure the company has an anti-malware product installed which is turned on and up to date. Remember to run automated scans on your computer to ensure it is free of all known malware. 
(c) Protect mobile devices by only downloading apps from official stores.
(d) Ensure you keep a backup of important files that you can easily recover. Make sure that the backup is kept separately from your computer. If the backup is on an USB stick or a hard drive do not leave it connected. Another option to consider is to use cloud services to back up your files.
It is important to protect the company by developing a defence in depth strategy in your organisation, as recommended by the National Cyber Security Centre [10].
This means that there will be multiple layers of defence with mitigations in each layer:
1 – Prevent malicious codes being delivered to devices by blacklisting websites and actively inspecting content, using mail filtering and intercepting proxies.
2- Prevent malicious code from being executed on devices by only permitting applications form trusted sources, installing anti-malware products and providing user education and awareness training. The Company must also install security updates and enable automatic updates for operating systems.
3- Limit the impact of infection by ensuring the company can respond quickly and recover quickly by ensuring obsolete operating systems are separated from the rest of the network. User permissions should be reviewed regularly and remove access that is no longer required by the user. Backing up data should be done regularly and the company must test the backup process regularly and ensure good asset management to keep track of which versions of software are installed and where they are on the network. Important to remember to keep the infrastructure patched, and develop an incident response plan for incident responders to follow in case of any incident occurring. 

The National Cyber Security Centre also gives advice to companies on steps to take if you have been infected with Malware, [10].
1- Disconnect the infected computers from the network.
2- Turn off your Wi-Fi and unplug your Ethernet.
3- Replace your disk drives and reinstall the operating systems.
4- Connect the device to a clean network to download install ad update the operating system and software.
5- Install, update and run the antivirus software.
6- Reconnect to your network.
7- Monitor network traffic and run antivirus scans to check if any infection remains.



4. Conclusion.
The author of this report has identified the following key issues as being the most effective deterrent to ransomware:
· Regularly back up your company’s operating system.
· Store backups on a separate system.
· Update systems regularly.
·  Educate Employees.
· Restrict administration and system access.
· Block email attachments and ensure there is robust email filtering.
· Have a contingency plan in place and ensure your staff are aware of the strategy of what to do in a malware attack.

Employing best Practice can help organisations protect against and mitigate ransomware attacks, [11].
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