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[bookmark: _Toc77594301]Introduction
The purpose of this assignment is to create a virtual network which will consist of 2 servers and 2 clients.


[bookmark: _Toc77594302]Task 1
For task 1 the author was tasked with creating virtual machines and installing the relevant operating systems. The author created 2 servers and 2 clients. Screenshots can be found in annex A to evidence the work undertaken.


[bookmark: _Toc77594303]Task 2
For this task the author was tasked with configuring the virtual network for the virtual machines created in task 1. Screenshots evidencing the work undertaken can be found in annex B.


[bookmark: _Toc77594304]Task 3

[bookmark: _Toc77594305]3a
The main difference between a type 1 and type 2 hypervisor is how they are run. A type 1 runs on the hosts hardware directly whilst a type 2 runs on the operating system.
A type 1 hypervisor replaces the host operating system making it efficient as they have direct access to the hardware. Drawbacks include a higher susceptibility to a denial of service attack.
Type 2 hypervisors are easily managed and set up as they use the underlying operating system. Another benefit is that they do not require a dedicated administrator and are compatible with a large range of hardware. Unfortunately, there set up leaves them open to more points of failure.
Examples of type 1 hypervisors are:
Microsoft Hyper V, Xen and XCP-ng.
Examples of type 2 hypervisors are:
VMWare Player, VirtualBox and VMWare Workstation. 

[bookmark: _Toc77594306]3b
Subnet masks are used to differentiate between the host and network sections of the IPv4 address.
[bookmark: _Toc77594307]3c
Cloud computing provide companies the opportunity to host their network in the cloud. This means that the company is not required to have large server rooms as this is stored in the cloud. A major advantage of utilising cloud computing is that it gives the company flexibility to increase or decrease their size as and when they need without requiring to build large server rooms to run the larger network. Some drawbacks include access, as this is in the cloud individuals need internet connection in order to be able to connect. Additionally as the Cloud is hosted by another company there are several security concerns, including that the company will be reliant on the hosting company and the added risk of the cloud making the network more available.
Some examples of vendors include Azure, AWS, Salesforce and Rackspace.
[bookmark: _Toc77594308]3d
Some terminologies:
Ping – this is a query that is sent from a computer to verify connection to another on the network
Server management – this is where an administrator can manage the servers on a network
Firewall – this is security tool that allows administrators to manage and control the traffic that can enter and leave their network.
Oobe – this stands for out-of-box experience and refers to the initial set up wizard that Windows uses to create the first user account.
PAE/NX – the NX in this stands for No eXecute. This enables the processor to defend against malicious software attacking the PC. A prerequisite for NX is PAE, Physical Address Extension as PAE allows 32-bit processors to access more than 4GB of physical memory.
Network adapters – this is a component of the hardware of a computer and allows for the communication over a network with another computer.
CUI/GUI – these stand for character user interface and graphical user interface. CUI is used to allow a user to interact with a computer with just a keyboard. It is a precursor for GUI, most computers will utilise a GUI not a CUI. A GUI interface provides a visual depiction of the communication displayed to the user and allows ease of interaction with the computer. 


[bookmark: _Toc77594309]Annex A
After downloading Oracle VirtualBox and the relevant operating systems (server 2w019 and windows 10), the author created the virtual machines.
[image: Graphical user interface, text, application, Word

Description automatically generated]
The servers were created as per worksheet instructions, however the author could not find an option for Windows Server 2019 (64-bit) in the dropdown menu for version. The author completed a google search and identified the option to select is other Windows (64-bit).

[image: Graphical user interface, application

Description automatically generated]
The author then installed the relevant Operating Systems for each VM (steps recorded below were repeated for the 2nd server and 2nd client).
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Description automatically generated]
The author then optimised the type 2 hypervisor program. The author ensured the enable PAE/NX was checked and that the video memory was set to maximum (128mb), The author also increased the CPU for each VM to 2. These steps were repeated on each VM.
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Client installation:
[image: Graphical user interface, application
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[bookmark: _Toc77594310]Annex B
In task 2 the author created the connections between the clients and servers. This included assigning names and IP addresses tonthe network adaptors and completing connection tests.
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Adapter name changed:
[image: Graphical user interface, text, application

Description automatically generated]
Then assigned the IP 
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Description automatically generated]
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Description automatically generated with medium confidence]
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Description automatically generated]
Then the author configured the second adapter. The author started by enabling this adaptor and attaching it to the internal network.
[image: Graphical user interface
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The author then renamed the network connection and assigned the IP addresses:
[image: Graphical user interface
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The author then completed the network connections for Client 1.
[image: Graphical user interface, text, application
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Description automatically generated]
The author then completed the same action on server 2 and client 2 with the relevant IP addresses.




Server 2 adapter 1 – PublicNet
[image: Graphical user interface, application

Description automatically generated]
Server 2 adaptor 2 – PrivateNet2
[image: Graphical user interface, text, application
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Client 2 adaptor – PrivateNet2
[image: Graphical user interface

Description automatically generated]

The author then turned off the firewalls on Server 1 and Client 1
[image: Graphical user interface, text, application, email
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Then Pinged Client 1 from Server 1 to confirm connection:
[image: Text

Description automatically generated]
This was repeated for Server 2/Client 2
[image: Text

Description automatically generated]
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