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Cyber security threats are rapidly increasing in both their prevalence and effectiveness posing a major threat to businesses and companies worldwide. Our company, Finsecure Ltd, has recently fallen victim to these malicious attacks and it has been brought upon me to provide an airtight contingency plan covering what to do in the case of another attempted attack. This report will cover the likes of; Identifying a cyber attack attempt, what we should do in the event of an attempted attack and how to avoid/prevent an attack on our company. 

[bookmark: _Toc198627897]Identification of Threats
[bookmark: _Toc198627898]Internal Threats
Unfortunately, a cyber-attack could stem from within our company. There are a few potential threats under this category, some intentional, and some unintentional. 

We will start with the intentional threat from within our company. Unfortunately, it can be common for disgruntled employees to ‘take revenge’ against any grievances that they may have, by intentionally leaking or sabotaging vital data that we hold. In most cases, is preventable by ensuring that the sensitive data we hold, is kept under tight supervision and only accessible to employees that have signed NDA’s and need it to complete their work. 

[bookmark: _Toc198627899]Human Error
This can be as simple as one of our employees misspelling an email address causing sensitive data to be sent to an outside party. Whilst in most cases this is unintentional, it can wreak havoc within the company should our valuable information make it into the wrong hands.

It could also include overlooked network settings. Should our network misconfigured, it could allow a third party to gain unauthorised access to our network and servers ultimately giving them access to our key infrastructure. 

[bookmark: _Toc198627900]BYOD Devices
Similarly, with the increase in remote-working and employees bringing their own devices into work such as their mobile phone, tablets, and laptops, while having their advantages, it can pose a major risk to us. This is because the device may become compromised from regular day-to-day use by the user outside of the workplace, but once brought into the office and connected to our network, it can spread and lead to the infection of our entire infrastructure unless a rigorous policy is outlined and enforced. 

[bookmark: _Toc198627901]External Threats
[bookmark: _Toc198627902]Phising
This is where a malicious third party will pose as a trusted entity (client, contractor, service provider, sometimes even posing as another employee). The goal of this is to attain sensitive information from the victim, this can include their company log in details, private log in information, bank details, etc. The National Cyber Security Centre defines the aim of phishing as ‘The aim is often to make you visit a website, which may download a virus onto your computer, or steal bank details or other personal information.’ [1]

[bookmark: _Toc198627903]Ransomware
This is a malicious piece of software that is typically spread via illegitimate downloads or trojan horses. Its goal is to infiltrate your device and/or network. Once a system or network is infected, it will proceed to encrypt all of the files on said device until a ransom is paid, else the files will be deleted or remail inaccessible to the user. ‘Ransomware is a type of malware which prevents you from accessing your device and the data stored on it, usually by encrypting your files.’ [2]

[bookmark: _Toc198627904]DDoS Attacks
The DDoS attack (Distributed Denial-of-Service) is where a server is inundated with requests from a large number of hosts. Upon receiving this vast number of requests, the target host is unable to process their requests leading to the target decvice crashing and rendering it unable to function for genuine users until the attack is either terminated, stopped, or blocked. ‘DDoS attacks are typically more effective than attacks from a single source because they usually generate more attacking traffic.’ [3]

[bookmark: _Toc198627905]Zero-day Exploits
Whilst rare, they’re not unheard of. A zero day exploit is when a new piece of malware is deployed and infects systems leaving developers unable to immediately patch the flaw. These zero day exploits can be incredibly effective as it leaves the world scrambling to come up with a solution whilst the malware has free roam to cause damage. ‘A similar but separate concept, zero-day malware, is a virus or malware for which the signature is unknown or as yet unavailable, and therefore undetectable by many antivirus software solutions or other signature-based threat detection technologies.’ [4]

[bookmark: _Toc198627906]Security Policies
[bookmark: _Toc198627907]Acceptable Use Policy;
The first policy that I shall be implementing is the ‘Acceptable Use Policy’. Employees who have access to company devices and/or the network shall only be permitted to access business essential software and webpages. Downloading content from unapproved sources is not permitted unless authorisation has been given from myself. 

[bookmark: _Toc198627908]Access Control Policy
Access to certain data will be determined and permitted based on your job role. Employees who don’t require access to our essential data, shall not be given access to it. This mitigates the risk of accidental leakage.

[bookmark: _Toc198627909]Incident Response Policy
In the event of an attack or vulnerability, employees will be trained on how to respond and act. This will include isolating the device from the network, informing the IT Manager (myself) at the first opportunity, and keeping track of the events that led up to the event.

[bookmark: _Toc198627910]BYOD and Mobile Device Policy
All employees who wish to use their own device in the workplace will be required to complete specialised training on cyber security. This is due to the possibility of an infiltration outside of the office, being brought into the office. 

[bookmark: _Toc198627911]Patch Management Policy
This policy will ensure that all users are completing every security patch and update that their device is eligible for. By doing this it will minimise the risk of an avoidable attack. 

[bookmark: _Toc198627912]Remote Work Policy
Employees who work from outside of the office will be required to use a VPN at all times in order to encrypt and data travelling between the central server and the users device. This prevents any sensitive data from being intercepted by a bad actor. 

[bookmark: _Toc198627913]Mitigation Measures
[bookmark: _Toc198627914]Phishing
I aim to avoid phishing attempts by implementing three measures. Firstly, a spam filter will be added to the companies email system, this should filter out 90% of all phishing attempts however some may be able to slip through. For this eventuality, all employees will have to attend mandatory training every quarter on what to look out for and to limit the chance of them falling victim to an attempt. Lastly, a ‘false’ phishing email will be sent out company wide from myself. Should the user fall victim to my faux phishing attempt, they will be required to complete additional training on what to look out for. 

[bookmark: _Toc198627915]Insider Threats
As mentioned above, Users will only be permitted access to information that they require to complete their jobs. For example, a low-level sales representative will only be permitted to access customer logs and limited financial records whereas a managing director would be able to access the companies financial records and possibly the source code to our companies products. 
[bookmark: _Toc198627916]Ransomware
To combat a ransomware attack on the company, the best method is to stop it from becoming a problem rather than waiting for it to become a problem. For this, regular company wide data backups will be made mandatory and stored using the 3-2-1 method. 3 copies of the data in 2 different locations and 1 of those being kept isolate from any sort of network. This is ideal as it means that the chance of all backups becoming infected or unusable is very slim. An antivirus will also be put into action as many of these are able to recognise a threat before it attacks and isolate the file from the rest of the computer in a quarantine, allowing the user (myself) to decide on whether to allow the file to run or not.
[bookmark: _Toc198627917]Unauthorised Access
To combat an unauthorised third party from gaining access to our systems or network, a simple two factor authentication layer will be added, this entails that the user will still sign into our network as they normally would however they will also be required to enter a self destructing password which changed every 20 seconds. This means that even if a bad actor got a hold of this one time password, they most likely would not have enough time to use it before it got changed to a different one.
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The plan of response will follow 4 simple steps, this will be included in the training program that all employees will have to partake in.

[bookmark: _Toc198627919]Detection
The first step is detection, hopefully, this will be done automatically and any software that we have installed for this purpose will automatically flag any piece of malware or phishing attempt. Once flagged it will be sent for review by the IT team and we will have the final say on whether it should be allowed.

[bookmark: _Toc198627920]Containment
Once the threat is detected and is deemed to be malicious, it will be stored in a quarantine, and we will add the malicious software to the blacklist. This means that any other piece of software that shares characteristics will also be sent for review and contained within the quarantine until further investigation.

[bookmark: _Toc198627921]Analysis
Once contained, we will begin to analyse the malicious file within a safe environment, typically on a device which does not hold any information other than items for test purposes, it will also have no connection to the network, even going as far as removing any wifi-enabled devices that may give it the chance to even see a wifi network. No chances will be given for this file to spread from this device and that is vital.

[bookmark: _Toc198627922]Eradication
Once all of our tests are complete and we have learnt everything that we need to from this malicious file, it will be put through a data destroyer where the hdd is bombarded with data, wiped, then bombarded with data again. This process will take place as many times as it has to in order to ensure that the file is no longer recoverable just for in the scenario a disgruntled employee manages to get a hold of it and wreak havoc upon our network.

[bookmark: _Toc198627923]Training and Awareness program
[bookmark: _Toc198627924]Purpose
As touched on earlier, the awareness programs purpose will be to prevent a problem from occurring right at the first point of contact. This will involve teaching all employees what to do and not to do, whilst also touching on what to look out for when using their devices in order to prevent an attack. 

It is also worth implementing a strict policy rule. All employees must follow the policy guidelines and any employee who has been found to have breached said policies shall be reprimanded. As unfortunate as this is, it is vital to the company that we are not an easy target.

[bookmark: _Toc198627925]Key Activities
[bookmark: _Toc198627926]Induction Training
When a new member of staff is brought onto the team, it is vital that they under-go mandatory new hire training. This will include everything that has been mentioned in this report to get them onto the same level of awareness as the rest of the team. 

[bookmark: _Toc198627927]Annual Refreshers
As important as the induction training, all employees must undertake regular refresher courses. This is due to the fact that cyber criminals are always changing their methods in order to stay undetected and most effective. By doing this all employees will have the most up to date information on what to look out for giving them the best chance of keeping our system safe.

[bookmark: _Toc198627928]Phishing Simulations
As mentioned earlier, all employees will be sent a fake phishing email from the IT team in order to test their skills at recognising a threat. This is good as if they do fall for it, no harm is actually done and it will indicate to the IT team who needs further training.

[bookmark: _Toc198627929]Recognition Programs
Employees who are able to recognise these threats shall be rewarded, this will help to not only in keeping our network safe but it will also boost morale within the company.

[bookmark: _Toc198627930]Newsletters
A monthly newsletter will also be sent company wide in order to keep all of the employees up to date with any new methods. It can also be good for keeping them up to date with the news surrounding the area of cybersecurity as it may cause them to become more vigilant.
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