%€ Applications : P Terminal - client@Client... Q0B A 0559 dent

>. | Terminal - client@ClientCl: ~

File Edit View Terminal Tabs Help

client@ClientCl:~$ ping 210.103.5.2

PING 210.103.5.2 (21@.103.5.2) 56(84) bytes of data.

64 bytes from 210.103.5.2: icmp_seq=1 ttl=64 time=@.197
bytes from 210.183.5.2: icmp_seq=2 ttl=64 tim 205
bytes from 210.103 : icmp_seq=3 ttl=64 time=@.193
bytes from 210.103 : icmp_seq=4 ttl=64 time=@.196

--- 219.1@3.5.2 ping statistics ---

4 packets transmitted, 4 received, @% packet loss, time 3@49ms
rtt min/avg/max/mdev = ©.193/0.197/0.205/0.004 ms
client@ClientCl:~$ ping 210.103.5.1

PING 210.103.5.1 (21@.1@03.5.1) 56(84) bytes of data.

AC

--- 210.1@03.5.1 ping statistics ---

8 packets transmitted, @ received, 100% packet loss, time 7154ms

client@ClientCl:~$ nslookup ben.acca
il s (% T
18.1.1.1#53

ben.acca
1 210.103.5.1

Figure 2: DHCP configuration of Debian



L
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Figure 3: Debian DHCP interface

-t, --terse Omit contents of sets.

-5, --serwvice Translate ports to service names as described in Jetc/services.
-N, --reversedns Translate IP addresses to names.

-u, --guid Print UID/GID as defined in setc/passwd end /etcr/group.

-n, --numeric Print fully numerical output.

-y, --numeric-priority Print chain priority numerically.

-p, --numeric-protocol Print layer 4 protocols numerically.

-T, --numeric-time Print time values numerically.

0ptions (command output formatting):
-g, --echo Echo what has been added, inserted or replaced.
-j, --Jjson Format output in JS0N

set Mark
Cop

-d, --dehug <lewel [,lewel...]> Specifu debugging level (scanner, parser, eval, netlink, mnl, proto-ctx, segtree, all)

l=ysadmin@C-Server: ™% nft -e

nft: no command specified

lsysadmingC-Server: ™% nft add table inet filter

Error: Could not process rule: Operation not permitted
o teble inet filter

lsysadmings - Servel % cudo nft add table inet filter

lsysadmings - Servel % sudo nft add chain inet filter input {tupe filter hook input priority @ ;i
lsysadmingC-Server:™% sudo nft add rule inet filter input counter accept

lsysadmings - Servel % nft list

Operation not permitted fyou must be root)

Error: syntax error, unexpected newline

list

lsysadmin@C-Server:™% sudo nft list
©osyntax error, unexpected newline

sysadmingC-Server:™% sudo nft list table inet filter
ftable inet filter §
chain input §
type filter hook input priority filter; policy accept;
counter packets @ bytes @ accept

H

chain forward §
type filter hook forward priority filter; policy accept;
H

chain output {
type filter hook output priority filter; policy accept;
H

lzysadmingC-Server: ™% date

gl To Bracket

Previous
ME =t

Figure 4: Debian DNS file




1, netlink, mnl, p

filter hook

Figure 5: Debian firewall configuration
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:‘ i) a webs.ben.acca * +
~ O (i) webs.ben.acca/ Ay gy = - M

Windows Security X

Sign in to access this site

Authorisation required by http://webs.ben.acca

‘ Password ‘

Domain: BEN

0K Cancel

Figure 6: Windows Server IIS login screen



Create Self-Signed Certificate ?

| Lol

—

Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

| selfsignedl

Select a certificate store for the new certificate:

Web Hosting ~

Figure 7: 1IS generating self-signed SSL certificate
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i} @ Welcome to Swansea Website! b -+ = a X

< O A Notsecure | webs.ben.acca/ A = .. My

Welcome to Swansea Website!

o

ﬂ A Type here to search PN ; ~NBD 14‘:_:‘_'11;12"1 -
Figure 8: Screenshot of the webpage dfter successful authentication




T Server Manager — m]

]
P
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Disl nagement = a x

File Action View Help
@ @ Eml =B
Volume. [Layout [ Type [ File System | Status | Capacity Free Spa... | % Free | s

New Simple Volume Wizard X | 4694GB  79%
= S24MBE 100%
=1 Fomat Patition 6TMB  67%

To store data on this parttion, you must fomat & first 5

ispascivte s yomtmeont | Fogn ok thy2 wokaneNoexlu: a0 riict actiu yontwred Ksiac nanage

() Do not format this volume:

(®) Format this volume with the following settings
| cloud services

File system: NTFS v
Hide
Alocation unit size: | Defautt v ’
B:
o Perfomn a quick famat
Or [ Enable file and folder compression
I 1]
cq <Back Next > Cancel
No Media
v
M Unallocated Bl Primary partition
DFA TESUIT: DFA TESUIS
& Dns . File and Storage i
- B Services
(® Manageability ® Manageability
=
£ Type here to search =| -

Figure 9: Formatting a blank 20GB partition as NTFS to use as an SMB share



B administrator. Windows Powershell ISE
Fie Edit View Tools Debug Add-ons Help
R = 8 » | JRE
| addusersipst X
4 Import-Module ActiveDirectory

#) || commands X x

5 Add-Type -AssemblyName System.Windows.Forms Modules: | Al v
6

7 # Create a file browser object, then open it Name:

& SFileBrowser = New-Object System.Windows.Forms.OpenFileDialog

3 SFileBrowser.ShowDialog()

10 SusersFile = $FileBrowser.FileName A

11

12 # uhen that's done, impart the Csv AdG-ADCentralAccessPolicyMember

13 SusersToAdd - Import-Csv SUsersFile AGo-ADComputerServiceAccount

12 Add-ADDomainController?asswordReplication®:
15 # Tterate through users and try to add all of them < cmencentrolierrassuorcReplicationtolicy
16 foreach (Suser in SusersToadd) { Ada-ADDSReadOnlyDomainControllerAccount
7 B $Apuserparameters = @ Add-ADFineGrainedPasswordPalicySubject
18 GivenName - Suser.first_name

19 Surname = SUser.last_name ‘Add-ADGroupMember

20 Name = SUser.first_name - ' ' = SUser.last_name AGG-ADPrinciza GroupMembership

21 Company = SUser. company

22 City = Suser.city AGG-ADResourcePropertyListMember

23 Department - SUser.department Aga-AppuClientConnectionGroup

22 Title - SUser.job \

25 EmailAddress = SUser.email Add-AppuClentackage

26 Description = 'User added from CSV via PowerShell script’ AGa-AppvPublishingServer

27 SamaccountName = ($User.first_name[0] = '.' + $User.last_name).ToLower () Add ApprPacksge

28

29 # Default password for demonstration. Ideally users should pick something more secure! Add-AppxProvisionedPackage

30 AccountPassword = (ConvertTo-SecureString 'Pa8sWOrd!’ -AsPlainText —Force) AGa-ApoNValume

31 Enabled = Strue N

32 ChangePasswordAtLogon = $True ‘Add-BCDataCacheExtension

33 ] Add-BgpCustomRoute

32 oo

35 New-ADUser GADUserParameters Add-BgpPee

36 |} AGo-BgpRouteAggregate

Add-BgpRouter
‘Add-BapRoutingPolicy
Add-BgpRoutingPalicyFerPeer
Add-BitsFile
Agd-CertificateEnrolimentPolicyServer
Ad-ClusteriSCSITargetServerRole
Agd-Computer

Add-Content

Agd-DAAppSrver

Add-DAClient
Add-DAClientDnsConfiguration
Add-DAEntryRoint
Add-DAMgmtServer

Completed Ln 13219 Col 25 100%

H £ Type here to search

Figure 10: PowerShell script which adds users




] Active Directory Users and Computers

File Action View Help

e« @ alBc=H

] Active Directory Users and Com|| Name Tpe Description N A

| Saved Queries &, Aaron Conley User User added from CSV via PowerShell script

v & benacea 1, Aaron Ferguson User User added from CSV via Powershell script

= :"r:;ums 1 Aaron Khan User User added from CSV via PowerShell script

5] Doma Coantroflrs 2, Adam Phillips User User added from CSV via PowerShell script

. ForeignSccurityPrincipal]| & Adam Ramirez User User added from CSV via PowerShell script

5 Mansged Senvice Accoui | 1 Adrian Davis User User added from CSV via PowerShell script

T 2, Aimee Nichols User User added from CSV via PowerShell script

B &, Alan Stephenson User User added from CSV via PowerShell script

2 Alex Cunningham User User added from CSV via PowerShell seript

2, Alexander Johnson User User added from CSV via PowerShell script

2, Alexander Richard User User added from CSV via PowerShell script

2 Mlexandra Coleman User User added from CSV via PowerShell seript

2, Alexandra Dixon User User added from CSV via PowerShell script

2, Alexis Mcdaniel User User added from CSV via PowerShell script

2, Alexis Owens User User added from CSV via PowerShell seript

2, Alfred Cantu User User added from CSV via PowerShell script

2, Alfred Wallace User User added from CSV via PowerShell script

2, Alicia Brooks User User added from CSV via PowerShell seript

2, Alicis Moore User User added from CSV via PowerShell script

2, Alicia Summers User User added from CSV via PowerShell script

2, Alisha Moreno User User added from CSV via Powershell script

2, Alison Mshoney User User added from CSV via PowerShell script

2, Allen Duren User User added from CSV via PowerShell script

2 Allen Rocha User User added from CSV via PowerShell script

2, Allison Alvarado User User added from CSV via PowerShell script

2, Allison Anderson User User added from CSV via PowerShell script

2, Alison Little User User added from CSV via PowerShell script

2, Alyssa Bush User User added from CSV via PowerShell script

2, Amanda Baird User User added from CSV via PowerShell script

2, Amanda Berry User User added from CSV via PowerShell script

2 Amanda Cortez User User added from CSV via PowerShell seript

2, Amenda Garcia User User added from CSV via PowerShell script

2, Amanda Jefferson User User added from CSV via PowerShell script

2 Amanda Smith User User added from CSV via PowerShell seript

2, Amanda Vargas User User added from CSV via PowerShell script

2, Amber Harris User User added from CSV via PowerShell script

2 Amber Martin User User added from CSV via PowerShell seript

2, Amber Meyer User User added from CSV via PowerShell script
i 2L B s e lear Vlzar arren fram SV via DrwearShall crrint v

H L Type here to search
Figure 11: Users added in bulk by the above script
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Figure 12: Active Directory user logged into Debian Server
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System Shared Folders

_ Mame Path Access  Auto Mount At
Display Machine Folders
T {23 Add Share 2 ot

Storage

Audio Folder Path: | Ci\ . tsWirtualbox Sync Folder |

Network Folder Mame: |'Iu’|rmalbux_5ync_Fulder |

Mount point: || |

Serial Ports
[ ] Read-only

USB [] Auto-mount

Shared Folders [ ] Make Permanent

User Interface

Figure 13: Configuring the VirtualBox Sync Folder



ﬁ Client51 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Your info

| Find a setting

Accounts

= Your info

Email & accounts

€4 sign-in options BEN BR. ROBERTS

BEMN\broberts

Access work or school

> Sync your settings Create your picture

@ Camera
|]| Browse for one

Ch Get help
& Give feedback

Figure 14: Windows client with added Active Directory user



| f' Maonage  Tools

Server Manager * Dashboard

m File Action View Help New Scope Wizard
e 2 E G HE D |P Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

DHCP ~ | Actions
v F sded Add

B srdi:jn acca smp.l —

v b PV Configuration settings for DHCP Server

3 Sever More Actions
N A scope s arange Enterthe range of addresses that the scope distributes
< Policiel| - of 1p addresses

| Filters || assigned to Start IP address: [ 172. 16 . 1 . 10

B IPw computers
2P
requesting a End IP address: | 172. 16 . 1 . 20
dynamic IP address.
Vou must create B
and configure a Configuration settings that propagate to DHCP Client
scope before
dynamic IP _ R
addresses can be Length b=

assigned. Subnetmask: | 285 255 . 255 . 224 e

To add 2 new scope,
< > on the Action w

Cancel
pemises 1| !
Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

1400
& & g5

Figure 15: Windows DHCP range configuration



| i Diivmetomems llemer amel S mpemey b

| Mew Object - User *
3
E & Createin:  ben.acca/lsers ~
| a
14
1 When vou click Finish, the following object will be created: .
Full name: Ben BR. Roberts =
5
User logon name: broberts@ben acca .
The password never expires. m
-
e
a4
3
o
#
e
= ==l
5

” mﬂ-.—....—. Ml Cmrmiiridb Mrmm L

Figure 16: Adding user to Windows Server



P Windows Defender Firewall with Advanced Security

File Acion View Help
«|zm =B

E53 Inbound Rules
Outbound Rules.
i Connection Security Rules
3 B, Monitoring

Name

Core Networking - Router Advertisement...

Core Networking - Router Solicitation (C...

Core Networking - Teredo (UDP-In)

Core Networking - Time Exceeded (ICHP...
Core Networking Diagnostics - ICMP Ech...
Core Networking Diagnostics - ICMP Ech...
Core Networking Diagnostics - ICMP Ech...
Core Networking Diagnostics - ICMP Ech.

Delivery Optimization (TCP-In)

Delivery Optimization (UDP-In)

Desktop App Web Viewer

DHCPvA Relay Agent [Client] (UDP-In)

DHCP6 Relay Agent [Server] (UDP-In)

DIAL protocol server (HTTP-In)

DIAL protocol server (HTTP-In)

Distributed Transaction Coordinator (RPC)
Distributed Transaction Coordinator (RPC.
Distributed Transaction Coordinator (TCP.

Group
Core Networking

Core Networking

Core Networking

Core Networking

Core Networking Diagnostics
Core Networking Diagnostics
Core Networking Diagnostics
Core Networking Diagnostics
Delivery Optimization
Delivery Optimization
Desktop App Web Viewer
DHCP Relay Agent

DHCPv6 Relay Agent

DIAL protocol server

DIAL protocol server
Distributed Transaction Coo.
Distributed Transaction Coo.
Distributed Transaction Coo.

Profile

Private.
Domain
Private.
Domain
Al
Al

Enabled

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Override

Program
System
System
SESystem,
System

Local Address
Any

Remote Address  Protocol

Local Port

547
10247
10247
RPC Dyna.
RPC Endp.

Remote Port

Authorized Users

Auth A

File and Printer Sharing (Echo Request - |
File and Printer Sharing (LLMNR-UDP-In)
File and Printer Sharing (NB-Datagram-In)
File and Printer Sharing (NE-Name-ln)

File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing

Fileand g Fileand a
File and Printer Sharing (SMB-In) File and Printer Sharing
Fileand g (Spe ... Fileand a
Fileand 9 ... Fileand

-
File and Printer Sharing (SMB-QUIC-In)
File and Printer Sharing over SMBDirect (i...
iSCSI Service (TCP-In)

Key Management Service (TCP-In)

mDNS (UDP-In)

NS (UDP-In)

mDNS (UDP-In)

Microsoft Edge (mDNS-n)

Microsoft Media Foundation Network So.

Microsoft Media Foundation Network So.
Netlogen Service (NP-In)

Netlogon Service Authz (RPC)
Network Discovery (LLMNR-UDP-In)

File and Printer Sharing over.
File and Printer Sharing over.
iSCSl Sevice

Key Management Service
mDNS

mDNS

mDNS

Microsoft Edge

Microsoft Media Foundatio.
Microsoft Media Foundiatio.
Netlogon Service

Netlogon Service

Network Discovery

feB0: /64 IcMPvs
Any IcMPvs
Any uop
Any IcMPvs
Local subnet ICMPu
ICMPu
Local subnet ICMPYS
Any 1CMPYG
Any L
Any uop
Any Any
Any uop
Any upp
Ar T
Local subnet T
Any L
Any L
Any TP
Any 1CMPvs
Local subnet uop
ny UDP
Any uop
Any L
Any L
Any L
Any L
Any upp
Any T
Any TP
Any L
Local subnet uop
Any uop
Local subnet uop
Any uop
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Any T
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Local subnet uop

RPC Dyna.
RPC Endp.

Figure 17: Allowing ICMP traffic on Windows Firewall
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I Fﬁ Add Roles and Features Wizard

Installation progress

View installation progress

0 Feature installation

Installation started on WIN-84HOKLCESIV

- O

DESTINATICON SERVER
WIN-64HOKLCES IV

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access
DirectAccess and VPN (RAS)
Routing
Remote Server Administration Tools
Role Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Export configuration settings

< Previous Mext =

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

Close Cancel

X

Figure 18: Installing Windows Server Routing & Remote Access
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Figure 19: Windows Client accessing host via Remote Desktop Services
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4 5-DC [Running] - Oracle VM VirtualBox - O X

File Machine View Input Devices Help

A Manage Tools View

Tunnels Log

= TASKS ~
ﬁ = Create new tunnel X
ii Name: |SwanseaTunneI |
i Public key: | NBD9S Y FeCROKIGZ 3qxuliMUhSIN AN YNNG 3RSqDY = |
{i [Interface]
- PrivateKey = 417Us/2joVzoudLHEBLYw9BLX51RQU3LQ sAKKKZ4+mE=
- ListenPort = 65000
i Address = 10.1.2.1/24]
[l
- atio
[@_) Time zone
=l Product ID
n  Processors
nstalled memory (
|

Windows IP Co

Subn
Defa

; 11:32
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) i {5 @ (3] right ctrl

s

Figure 20: Configuring Wireguard on Windows Server



A Clients1 Running] - Oracle VM VirtualBox

Fle Machine View Input Devices Help

Applications [ Vbox GAs - Thunar Terminal - client@Client. [ @ A 20230504 dient
opl A iz

Terminal - client@ClientC1: ~
8 Command Prompt File Edit View Terminal Tabs Help

client@ClientC1:~$ ping 172.16.1

PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data.
64 bytes from 172

64 bytes from 172

64 bytes from 172

es from 1

16.1.1 ping statistics

s transmitt 4 received, 0% packet loss, time 30@3ms
avg/max/mdev = 1.059/2.345/4.051/1.126 ms

lientC1:~$ ping 172.16.1.2

.16.1.2

from 1

from 17

from 172 .1.2: icmp_seq=3 ttl=126 time:

from .1.2: icmp_seq

4 packets transmitted, i . , time 3003ms
rtt min/avg/m
clientaclientct:~s [

Windows 10 Enterprise Evaluation

L Type here to search

& 5B G @ @RGT siFT

L Type here to search

Figure 21: Windows & Debian clients pinging each other via Wireguard VPN
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Fie Machine View Devices

Input

Help

2

TASKS v

W& File and Storage Services b
L f
2]

g
Tunnels Log

(G| % Edittunne
e [z
i hey: [ NO3BYCRORDOZ3am INUFHTANG RS DY ]
[Interface] -
PrivateKey = 417Us/2jovzoudLHEBLYWOBLXS1RQUILQSAKKKZ4 +mE=
ListenPort = 55820
|ddress = 10.1.2.1/24
(peer] . S
€BNGHR+T7/KIOWbNuY3eUIF2ZIAqLiSOAImy3rQk= Vark= JIBSKS
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Persistentkeepalive = 32
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Figure 22: Both completed Wireguard configuration files



