Task 2 Report
Querying System: 10.0.2.15 (Kali Linux)
Target System: 10.0.2.9 (Windows Server 2016)
	Vulnerability 
	Severity
	Possible Solution

	SSL Medium Strength Cipher Suites Supported (SWEET32)
	High
	Reconfigure the host to avoid using medium-strength ciphers

	SSL Certificate cannot be trusted
	Medium
	Get/Purchase a proper SSL certificate for this service

	SSL Self-Signed Certificate
	Medium
	Get/Purchase a proper SSL certificate for this service

	SSL RC4 Cipher Suites Supported (Bar Mitzvah)
	Medium
	Reconfigure Client to avoid using RC4 ciphers.
(Use TLS 1.2 with AES-GCM suites subject to browser and web server support)

	TLS Version 1.0 Protocol use detected
	Medium
	Keep support for TLS v1.2 and 1.3, disable V1.0 support

	SMB Signing not required
	Medium
	Enforce message signing in host config. (On windows, go to policy setting Microsoft network server: Digitally sign communications(use always))



First Listed Vulnerability
The first listed vulnerability involves the host supporting SSL ciphers with medium strength encryption. This is shown as a high risk vulnerability, as it means that the SSL ciphger still uses key lengths between 64 and 112 bits.[1]
The actual application affected uses 3DES encryption, which is also counted as medium security. The path to stopping this would be to prevent the use of Ciphers with less that 112 bits, or 3DES, as they are always seen as less secure than newer versions. This is used for SWEET32 attacks, or Birthday attacks.[2]
Disabling 3DES and low bit encryption is key to solving this: for Windows, go into the command line and change these values made from the registry[3]:
    [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\Triple DES 168]
        "Enabled"=dword:00000000
Mitigation Plans for these Vulnerabilities
As mentioned before, some less secure encryption methods are supported.
To disable RC4, go to the registry in the server, and set these keys[3]: [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 128/128]
        "Enabled"=dword:00000000 [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 40/128]
        "Enabled"=dword:00000000 [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 56/128]
        "Enabled"=dword:00000000
To resolve the issues with improper SSL certificates, it was recommended to purchased or otherwise obtain a real SSL certificate. This would be done by using Certificate authorities, outside sources that generate these certificates to prove their security. Cloudflare is a good recommendation.[4]
To stop TLS v1.0 from being used by a Windows server, it’s easiest to use Internet Properties, in which TLSv1.0 appears as a checkbox. Uncheck it and ensure its more secure counterparts are enabled.[5]
SMB signatures will need to be enabled to ensure authentication occurs, preventing some possible MITM attack vectors. On windows, go to the policy setting “Microsoft network server” then configure “Digitally sign communications” to always.
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