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[bookmark: _Toc235780118]Abstract
Modern fintech organisations operate in environments where traditional network perimeters are no longer reliable. Cloud computing, AI, hybrid work, SaaS platforms, APIs, and third-party providers create a distributed operating model where sensitive data moves across numerous systems. This report critically analyses Zero Trust Architecture as a response to modern data security and compliance challenges. It argues that Zero Trust is not a single product, but a security and governance model based on continuous verification, least privilege, monitoring, encryption, and risk-based control. The research is then applied to Aegis FinTech Innovations Ltd through a CISO proposal covering organisational design, policy, GDPR and DORA compliance, technical architecture, risk assessment, ransomware response, and governance. The report then concludes that Zero Trust can help Aegis improve security maturity, resilience, and investor confidence.


[bookmark: _Toc235780119]Task 1 – Research Paper: Implementing Zero Trust Architecture
1. [bookmark: _Toc235780120]Introduction
Modern data security landscapes are defined by complexity, interconnection, and constant change. Organisations no longer operate within a single corporate network protected primarily by firewalls, instead relying on cloud platforms, remote workers, mobile devices, SaaS applications, APIs, third-party ICT suppliers, and automated machine identities. This weakens the older assumption that anything inside a corporate network may be treated as trustworthy, while anything outside is untrusted. In a fintech context, this assumption is especially dangerous, as staff, contractors, cloud workloads, AI models, and supplier integrations may all require access to sensitive systems.
Zero Trust Architecture responds to this problem by removing implicit trust. NIST describes Zero Trust as a set of cybersecurity ideas that move defences away from static, network-based perimeters and towards users, assets, and resources [1]. NIST also states that Zero Trust assumes there is no automatic trust based only on physical or network location, and authentication and authorisation must occur before access to enterprise resources is granted [1]. This makes Zero Trust relevant to Aegis FinTech Innovations Ltd, a London-based AI-powered financial analytics startup preparing for EU expansion. Aegis must protect customer data, financial analytics, AI models, cloud workloads, source code, APIs, and third-party connections, while proving to investors and regulators that its security program is mature.
This report argues that Zero Trust is best understood as a phased transformation program, not as a single technology purchase. It requires identity controls, cloud security, monitoring, encryption and automation, but technology alone is not sufficient. Zero Trust also requires strong leadership, policies, culture, supplier assurance, risk-based decision making, staff training, and board accountability.


2. [bookmark: _Toc235780121]The Modern Threat and Compliance Landscape
Modern cyber threats frequently exploit identity weaknesses, exposed applications, cloud misconfiguration, human behaviour, and supplier dependency. Financial technology organisations are attractive targets because they process valuable personal and financial data. They also rely heavily on availability, as if a customer portal, analytics engine, or API service is unavailable customer trust and business continuity can be affected immediately.
Academic literature supports the argument that cyber risk is broad and multilayered. Li and Liu [2] explain that cyber attacks are a major challenge because economic, social, commercial, and governmental activities increasingly take place in cyberspace. Aslan and Samet [3] also show that malware detection remains difficult because attackers constantly adapt methods to evade defensive tools. This means that Aegis cannot depend only on perimeter controls or anti-malware products, and will need a security model that assumes some controls will fail and that compromise may occur.
Ransomware is a particularly serious threat. Oz, Aris, Levi, and Uluagac [4] describe ransomware as a profitable criminal business model and a serious threat to organisations because it can cause operational disruption, financial loss, and data exposure. For Aegis, ransomware would not simply be an IT incident, as it could cause customer facing outages, unauthorized disclosure of personal or financial data, and reputational damage. Modern ransomware also often combines encryption with data theft and extortion, meaning backups alone are not enough if sensitive data has already been exfiltrated.
Cloud computing adds another layer of risk. Cloud platforms allow companies like Aegis to scale quickly, however they also create shared responsibility issues. The cloud provider may secure the physical infrastructure and core platform, while Aegis would be responsible for identities, access permissions, application security, data protection, configuration, and monitoring. Cloud misconfiguration, excessive privileges, and unmanaged APIs can therefore create major breach risks. Due to this, Zero Trust must be implemented alongside cloud posture management, infrastructure-as-code scanning and identity governance.
The regulatory landscape strengthens the case for a risk-based model. GDPR Article 32 requires appropriate technical and organisational measures, including pseudonymisation, encryption, confidentiality, integrity, availability, resilience, restoration capability, and regular testing [5]. GDPR Article 33 requires notification of a personal data breach without undue delay, and within 72 hours where feasible, unless the breach is unlikely to result in risk to individuals [5]. DORA applies from 17 January 2025 and requires financial entities to maintain a documented ICT risk management framework, manage ICT incidents, test digital operational resilience, and control ICT third party risk [6]. Therefore, Aegis must treat cybersecurity as a governance and resilience issue, rather than a purely technical function.


3. [bookmark: _Toc235780122]Zero Trust Principles and Access Governance
Zero Trust is often summarised as “never trust, always verify”, however this phrase can be misleading if it makes organisations believe that Zero Trust is only about multi-factor authentication. A more suitable interpretation is that the trust must be temporary, contextual, evidence-base, and continually assessed. In practical terms, Zero Trust means that all access requests must be evaluated using identity, device health, location, behaviour, sensitivity or the resource, and business context.
The main principles are:
	Zero Trust Principle
	Meaning for Aegis
	Example Control

	Verify explicitly
	All access requests must be authenticated and authorised
	MFA, device checks, conditional access

	Use least privilege
	Users and systems only receive required access
	RBAC, ABAC, just-in-time access

	Assume breach
	Controls should limit damage in event of compromise
	Segmentation, SIEM, immutable backups

	Protect resources directly
	Apps, APIs, data and workloads need direct protection
	Encryption, API gateway, workload identity

	Continuously monitor
	Access and behaviour must be logged and analysed
	SIEM, EDR, XDR, cloud logs

	Govern through policy
	Access decisions must reflect business risk
	Access reviews, data classification, policy exceptions


The strongest argument in favour of Zero Trust is that it reduces the potential damage of a compromise. If an attacker steals a password, then conditional access and MFA should still make access difficult. If a developer endpoint is compromised, least privilege and privileged access management would prevent immediate access to systems. 
Access control models also matter. Role-Based Access Control is useful because permissions can be linked to job roles, such as developer or finance analyst. However, Zero Trust also requires Attribute-Based Access Control because access decisions should consider context, such as device compliance, risk score, or data sensitivity. As an example, an Aegis developer may be allowed to access source code from a managed device, but not from and unknown device in a high-risk location.
MFA is important but insufficient on its own. Attackers increasingly use MFA fatigue, adversary-in-the-middle phishing, session hijacking, and token theft. Therefore, companies should combine MFA with phishing-resistant authentication for privileged users, device compliance, behaviour monitoring, and session controls. 


4. [bookmark: _Toc235780123]Critical Evaluation of Zero Trust and Cyber Resilience
Zero Trust has several advantages for modern organisations. First, it directly addresses the limitations of perimeter-based security. In a traditional VPN model, a remote user may receive broad network access once authenticated. If that user’s account is compromised the attacker may move laterally through the organisation. Zero Trust Network Access is more precise as it grants access to specific applications rather than the whole network. This is more suitable for hybrid work, SaaS platforms, and cloud-based operations.
Second, Zero Trust supports compliance. GDPR and DORA both require organisations to show that security is documented, tested, and continuously improved. Zero Trust makes it possible to generate useful evidence through identity logs, access reviews, device compliance reports, privileged access records, SIEM alerts, and backup tests. This is important as compliance is not just about having policies, but demonstrating that controls operate effectively.
Third, Zero Trust supports cyber resilience. Cybersecurity is about both preventing attacks and ensuring that the organisation is able to continue operations when an attack succeeds. Zero Trust architecture cannot guarantee that ransomware or phishing attacks will never occur, but it can reduce the impact by limiting privileges, segmenting access, and improving monitoring.
This supports the “assume breach” mindset. If organisations assume that breaches are possible, then its security design should focus on limiting spread and restoring services. DORA strengthens this logic as it requires financial entities to manage IT risk, incidents, operational resilience, and third-party dependencies [5]. Therefore, Zero Trust and resilience should be combined, as Zero Trust will reduce the chance and impact of compromise, while cyber resilience will ensure the business can continue and recover.
However, Zero Trust also has its limitations, one of which being complexity. Legacy applications may not support modern identity federation or conditional access. Another limitation is user experience. If security controls are overly intrusive, staff may look for workarounds. A third limitation is cost. Smaller organisations may not have the budget to build strong internal security operations centre immediately. There is also a risk of vendor-driven misunderstanding, where a supplier may present a single product as a complete Zero Trust solution. This is misleading as Zero Trust is an operating model requiring people, processes and technology.
Therefore, organisations like Aegis should implement Zero Trust in phases. The first phase should focus on high-risk areas, such as privileged accounts, cloud administration, customer data, production workloads, AI systems, and third-party integrations. This prioritisation reflects the practical reality of organisations being unable to secure everything immediately, and must focus on areas with the greatest business impact.


5. [bookmark: _Toc235780124]Technological Enablers
Zero Trust depends on multiple technologies working together, as no single tool can deliver it alone. The most important enablers for organisations like Aegis are identity and access management, privileged access management, CSPM, SIEM/SOAR, EDR/XDR, DevSecOps, encryption, data loss prevention, and immutable backups.
SIEM is especially important as it centralises visibility across a distributed environment. González-Granadillo and others [7] explain that SIEM systems support prevention, detection, and reaction by collecting and analysing security events. In a company like Aegis, SIEM should collect logs from the identity provider, cloud platform, endpoints, API gateway, privileged access system, SaaS tools, and AI platform. SOAR can automate low-risk response actions, such as disabling suspicious sessions or raising incident tickets.
EDR and XDR are also important. EDR monitors endpoint behaviour, including suspicious PowerShell activity, malware execution, and ransomware-like encryption patterns. XDR connects telemetry from endpoints, email, identities, cloud systems, and applications. This helps analysts understand the full attack chain, such as a phishing email leading to credential theft, cloud login and data access.
DevSecOps is essential as Aegis develops a financial analytics platform. Rajapakse and others [8] found that DevSecOps adoption involves people, practice, tool, and infrastructure challenges, but that shift-left security and continuous security assessment are important practices. Aegis should embed security into continuous deployment pipelines using dependency scanning, secrets detection, static analysis, container scanning, and infrastructure-as-code checks.
Another important aspect is encryption and cryptographic governance. Encryption protects confidentiality, while hashing supports integrity and verification. Public Key Infrastructure supports trusted communication, digital certificates, and authentication. This matters as financial services depend on digital trust. However, encryption must be governed carefully, as poor key management, expired certificates, and uncontrolled secrets may undermine otherwise strong security.
Organisations like Aegis also require digital forensic readiness and threat intelligence. Digital forensic readiness means preparing systems, people, and processes to preserve evidence before an incident through audit logs, clock synchronisation, secure log retention, evidence-handling procedures, and trained staff. Threat intelligence uses sources such as government advisories, vendor updates, MITRE ATT&CK, sector groups, and SOC/SIEM alerts to improve preparation and response.


	Enabler
	Purpose
	Priority

	Identity provider and MFA
	Verify users and enforce access policy
	Immediate

	Privileged Access Management
	Control administrator access
	High

	ZTNA/SASE
	Replace broad VPN access with app-specific access
	High

	CSPM
	Detect cloud misconfiguration and compliance drift
	High

	SIEM/SOAR
	Centralise detection and automate response
	High

	EDR/XDR
	Detect endpoint and cross-domain attacks
	High

	DevSecOps scanning
	Reduce insecure releases
	Medium/High

	Encryption and key management
	Protect regulated data
	High

	Immutable backups
	Support ransomware recovery
	High

	AI governance controls
	Protect models, prompts, and training data
	Medium

	Digital forensics readiness
	Preserve evidence and support investigations
	High

	Threat intelligence
	Anticipate current and emerging threats
	Medium/High



6. [bookmark: _Toc235780125]AI Governance, Data Protection, and Human Risk
Organisations that use AI frequently create risks beyond regular infrastructure security. AI systems depend on data pipelines, model training, prompts, APIs, outputs, and human interpretation. NIST’s AI risk management framework is intended to assist organisations in managing AI risks to individuals, organisations, and society and to incorporate trustworthiness into AI design, development, and use [9]. The EU AI Act also creates a wider compliance environment for AI systems used in the EU [10].
The main AI related risks for modern organisations include data leakage into unapproved AI tools, prompt injection, model poisoning, unauthorised access to model outputs, insecure APIs, and weak accountability for AI assisted decisions. These risks are important to consider as an AI incident could decrease customer trust, even if no traditional malware attack occurred.
A Zero Trust approach to AI should treat models, prompts, training data, and AI APIs as protected assets. Staff should be prohibited from uploading customer data, source code, credentials, security logs, or financial models into unapproved AI tools. Production AI systems should have access to logs, API rate limiting, model inventories, testing, human review, and monitoring for abnormal queries.


Human risk should also be addressed. Technical controls will fail if people are overworked, misled, or poorly supported. Social engineering attacks exploit trust rather than technology. Phishing, pretexting, MFA fatigue, and deepfake fraud can bypass technical systems by persuading people to make insecure decisions. Therefore, Zero Trust should not be interpreted as distrust of employees, but as a way of protecting employees from being forced into unsafe decision-making situations.
It is essential to have a strong security culture in modern organisations. Companies should encourage a culture where staff report suspicious emails, admit mistakes early, challenge unknown visitors, follow access policies, and understand why controls exist. Cultures of blame would be counterproductive as employees may hide mistakes, whereas a positive reporting culture helps organisations detect incidents earlier.
7. [bookmark: _Toc235780126]Research Findings
The research conducted in this section suggests that Aegis should not treat Zero Trust as a purely technical project. It should instead be used as the foundation for a wider security operating model that brings together identity, cloud security, monitoring, resilience, and AI governance.
The first major finding is that identity is the main point of control in modern organisations. Because Aegis will rely on cloud services, remote access, SaaS, and third-party integrations, it can’t rely on network location as proof of trust. The use of MFA, conditional access, and privileged identity management should be treated as priorities for all staff who have access to customer or production data.
The second finding is that visibility holds the same importance as protection. Aegis will not be able to secure assets, data flows, or suppliers that it can’t identify. This means that the company will need an inventory of users, devices, APIs, data stores, AI systems, and vendors. This is also important for DORA as operational resilience depends on understanding which ICT assets and third-party services support critical business functions.
The research also shows that cloud misconfigurations and weak monitoring are realistic risks for Aegis. A growing organisation may deploy new services quickly, but fast deployment can create security gaps if cloud permissions or storage settings are not reviewed. CSPM, DevSecOps scanning, SIEM, EDR/XDR, and cloud loggings should therefore be used together rather than as separate tools, in order to detect suspicious behaviour before an incident occurs.
Another important finding is that ransomware preparation must go further than just backup storage. While immutable backups are essential, they don’t prove resilience unless they are tested and linked to business continuity plans. Aegis should define recovery priorities, agree recovery time and recovery point objectives, keep crisis communication plans, and rehearse ransomware scenarios. Digital forensic readiness is also needed so that logs, evidence, and decision records are available after an incident.
Finally, the research highlights that Zero Trust must extend to AI and third parties. Aegis’ AI analytics platform creates additional risks around training data, model access, prompt security, API misuse, and unapproved AI tools. At the same time, EU expansion and DORA make third-party ICT risk a board-level issue. Due to this, AI governance and supplier assurance should be built into the security unit from the start rather than added later down the line for compliance’s sake.
[bookmark: _Toc235780127]Task 2 – CISO Proposal and Implementation Plan for Aegis FinTech Innovations Ltd
[bookmark: _Toc235780128]Executive Summary
As Chief Information Security Officer of Aegis FinTech Innovations Ltd, I recommend establishing a dedicated Information Security Unit based on Zero Trust principles and NIST Cybersecurity Framework 2.0. NIST is appropriate because it helps organisations reduce cybersecurity risks and provides a structure connecting governance and practical controls [11]. This is important for Aegis as the board requires assurance that cybersecurity supports business growth, EU expansion, and Series B investor confidence. 
This proposal is directly informed by the research in Task 1, which showed that the highest priority risks for Aegis are identity compromise, cloud misconfiguration, ransomware, weak monitoring, insecure AI usage, human error, and third-party dependency. Therefore, the implementation plan prioritises identity-first Zero Trust controls, cloud visibility, DevSecOps, SIEM/XDR monitoring, AI governance, supplier risk management, and tested recovery.
[bookmark: _Toc235780129]Work-Stream 1: Organisational Design and Resourcing
Aegis requires a security unit that is realistic for a startup but comprehensive enough to satisfy regulators and customers. A fully internal security operation may be too expensive in the first year, so the recommended model combines internal leadership with selective managed services.
[image: Figure 1. Proposed organisational chart]

The CISO owns security strategy, board reporting, and risk prioritisation. The DPO manages GDPR, DORA, policies, risk registers, DPIAs, records of processing, and audit evidence. The Cloud Security Architect designs secure cloud baselines, CSPM rules, segmentation, and encryption patterns. The DevSecOps Engineer embeds security into deployment pipelines. The IAM Lead manages MFA, conditional access, privileged access, and the joiner/leaver/mover processes. The SOC and Incident Response Lead manages SIEM, XDR, MDR, incident playbooks, and tabletop exercises. The AI Security and Governance Specialist governs AI tools, model access, training data, and monitoring. The Vendor Risk Manager manages ICT third-party due diligence, contractual controls, exit plans, and reassessments. The Security Awareness Coordinator supports culture, training, and reporting behaviour.
[bookmark: _Toc235780130]Work-Stream 2: Policy Framework Development
[bookmark: _Toc235780131]Policy 1: Acceptable Use Policy for AI and Cloud Services
This policy will define approved and prohibited use of AI, SaaS, and cloud platforms. Employees must not upload personal data, customer financial data, confidential business information, source code, credentials, security logs, or financial models into unapproved AI tools. Approved AI tools must have access control, audit logging, data handling reviews, contractual protection, and clear ownership.
Cloud services must be purchased through approved procurement and reviewed for data residency, encryption, access control, logging, resilience, and supplier risk. Shadow IT must be prohibited because unapproved services can process regulated data without governance.
The policy should include four mandatory rules. First, all AI systems used for customer or product work must be recorded in an AI system inventory. Second, all cloud services must have an accountable business owner and technical owner. Third, regulated or confidential data may only be processed in approved environments. Fourth, exceptions must be risk assessed and approved by the CISO and DPO.
This reflects Task 1’s finding that unmanaged AI and cloud use can create uncontrolled data movement and compliance risk.


[bookmark: _Toc235780132]Policy 2: Hybrid Work and Remote Access Security Policy
This policy will replace broad network trust with application-level access. Remote access must use MFA, managed devices, device health checks, and conditional access. Users should only access applications required for their role, production access must use privileged access management, and contractors should receive time-limited access and be reviewed when their time is up.
Personal devices should not access production systems or store customer data locally. If bring-your-own-device access is allowed for low-risk services, it should be browser based and restricted by data loss prevention controls. Unmanaged devices should be blocked from administrative, development, and data environments.
This policy is justified by Task 1 as network location is no longer a reliable trust signal. Cloud, SaaS, and hybrid work mean that identity and device behaviour are more useful indicators or risk than whether someone is inside the network.
[bookmark: _Toc235780133]Policy 3: Third-Party and Cloud Vendor Risk Management Policy
This policy will require security due diligence before onboarding SaaS, cloud, AI, development, and ICT vendors. Assessments should consider the data processed, access required, business criticality, resilience, encryption, breach notification, subcontractors, data location, audit rights, exit support, and evidence of independent assurance.
Critical vendors must be reviewed at least annually. Contracts must include minimum security obligations, right to audit, incident notification timescales, data return or deletion, subcontractor transparency, business continuity expectations, and exit plans. Vendors supporting critical or important functions should be mapped to Aegis’ DORA supplier register.
This policy links directly to Task 1 as Zero Trust must extend to the supply chain. Aegis should not assume that a supplier remains trustworthy after onboarding, and supplier trust should be evidenced, monitored, and regularly reassessed.


[bookmark: _Toc235780134]Work-Stream 3: Regulatory Compliance Strategy
Aegis’ compliance strategy should focus on GDPR and DORA, as the company is planning to expand into the EU and operates in a financial technology context. GDPR protects personal data, while DORA strengthens digital operational resilience in financial services.
	Timeline
	GDPR activities
	DORA activities
	Evidence produced

	0-90 days
	Data mapping, Records of Processing Activities (ROPA), lawful basis review, DPO confirmation, Data Protection Impact Assessment (DPIA) screening
	DORA gap assessment, ICT asset inventory, critical service mapping
	Data register, risk register, board baseline report

	3-6 months
	Access control review, encryption review, retention schedule, breach workflow
	ICT risk framework, incident classification process, resilience strategy
	Policy pack, control test evidence, incident procedures

	6-9 months
	Supplier Data Processing Agreements (DPA), privacy notices, DPIAs for AI analytics
	ICT third-party register, vendor due diligence, exit planning
	Contract register, supplier risk ratings

	9-12 months
	Privacy audit, Data Subject Access Request (DSAR) testing, breach simulation
	Ransomware exercise, backup restore test, resilience report
	Audit report, tabletop report, board dashboard


The first 90 days should focus on visibility. Aegis needs to know what data it processes, where it is stored, who has access to it, which vendors support it, and which services are critical. The next phase should implement core controls: encryption, access reviews, incident classification, supplier due diligence, and documented recovery processes. The final phase should test the programme through breach simulation, backup restoration, and internal audit.
This roadmap is directly linked to Task 1. GDPR Article 32 supports encryption, resilience, restoration, and regular testing [5]. DORA supports ICT risk management, incident handling, asset classification, dependency mapping, and supplier risk management [6]. Therefore, compliance must not be treated as a paper exercise, and should instead connect to architecture, monitoring, access control, recovery, and governance.


[bookmark: _Toc235780135] Work-Stream 4: Technical Standards and Architecture
[bookmark: _Toc235780136]Selected Framework: NIST CSF 2.0
I recommend NIST CSF 2.0 as the primary framework for year one. It is suitable as it connects board governance with practical cybersecurity controls. It’s functions (govern, identify, protect, detect, respond, and recover) all align well with Aegis’ needs;
· Govern supports board accountability,
· Identify supports asset and data visibility,
· Protect supports identity, encryption, and cloud controls,
· Detect supports SIEM, XDR, and threat hunting,
· Respond supports incident playbooks,
· Recover supports ransomware resilience and backup testing
ISO/IEC 27001:2022 should be considered in year two as a certification route, especially if enterprise customers or investors request formal assurance. However, NIST CSF 2.0 is better for the first 12 months as Aegis needs to first build foundations, such as governance, asset inventory, control ownership, monitoring, supplier risk, incident response, and evidence.
[bookmark: _Toc235780137]High-Level Zero Trust Architecture
[image: Figure 2. High-Level Zero Trust Architecture Technical Diagram for Aegis]


The architecture above implements the task 1 findings. In this architecture, identity becomes the primary control point, ZTNA reduces broad network access, and CSPM identifies cloud misconfigurations. Additionally, SIEM and XDR improve detection, encryption and key management protect regulated data, immutable backups support recovery, and AI and governance controls protect the company’s core product.
Aegis should implement this architecture in phases. Phase one should cover MFA, identity governance, device management, cloud asset inventory, and backup review. Phase two should add CSPM, SIEM/MDR, and DevSecOps scanning. Phase three should expand PAM, ZTNA, and supplier monitoring. Finally, phase four should mature automation, evidence dashboards, and resilience testing.
[bookmark: _Toc235780138]
Work-Stream 5: Strategic Risk Assessment
	Risk
	Impact
	Likelihood
	Recommended Mitigation
	Owner

	Cloud misconfiguration exposes customer or financial data
	Very high
	High
	CSPM, IaC scanning, encryption, least privilege, monthly cloud control review
	Cloud Security Architect

	Ransomware causes outage and data extortion
	Very high
	Medium/High
	MFA, PAM, EDR/XDR, segmentation, immutable backups, tabletop exercises
	SOC/IR Lead

	Privileged account compromise
	Very high
	Medium
	PAM, just-in-time access, admin MFA, session logging, quarterly access review
	IAM Lead

	AI data leakage or model manipulation
	High
	Medium
	AI inventory, approved tools, DLP, model access controls, AI testing
	AI Security Specialist

	Critical supplier or SaaS compromise
	High
	Medium
	Due diligence, contract controls, monitoring, exit plans, annual supplier review
	Vendor Risk Manager





These risks are prioritised as they combine high business impact with realistic attack paths. Cloud misconfiguration, ransomware, and privileged account compromise could directly affect customer data, service availability, and regulatory compliance. AI risk is included as Aegis’ core product depends on trusted analytics, while supplier compromise is included because DORA treats ICT dependency as a resilience concern.
[bookmark: _Toc235780139]Work-Stream 6: Ransomware Response and Business Continuity Playbook
Aegis should adopt a ransomware and cyber resilience playbook that covers preparation, detection, containment, eradication, recovery, communication, evidence preservation, and lessons learned. The organization should not improvise during major cyber incidents. A documented and practised incident response plan enables faster decision making, clearer responsibilities, and reduced business disruption.
	Phase
	Action

	Prepare
	Maintain asset inventory, EDR/XDR, MFA, PAM, immutable backups, cyber insurance contacts, legal contacts, communication templates, and incident roles

	Detect
	Use SIEM, EDR, cloud logs, and identity logs to identify encryption activity, suspicious logins, unusual data transfer, and malware indicators

	Triage
	Confirm affected systems, business impact, data exposure, customer impact, and whether personal data may be involved

	Contain
	Disable compromised accounts, revoke tokens, isolate endpoints, block malicious infrastructure, and pause affected integrations

	Eradicate
	Remove malware, patch exploited weaknesses, rotate secrets, and validate clean systems

	Recover
	Restore priority systems from immutable backups and verify integrity before reconnecting services

	Communicate
	Brief CEO, Board, legal, DPO, insurer, regulators, customers, and suppliers where required

	Preserve evidence
	Retain logs, document decisions, preserve affected systems where possible, and maintain chain of custody

	Improve
	Complete post-incident review, update controls, revise the risk register, and report lessons to the committee





Aegis should establish a Cyber Incident Response Team before any major incidents occurs. The team should include an Incident Manager, Technical Lead, Communications Lead, Legal/DPO Lead, Business Recovery Manager, and Executive Sponsor. This ensures that technical containment, regulatory assessment, stakeholder communication, and business recovery are coordinated rather than improvised during a crisis.
Recovery priorities should be agreed before an incident. Identity and privileged access systems should be restored first, followed by customer-facing APIs and portals, the AI analytics platform, the data warehouse, and internal collaboration systems. Backups must be encrypted, immutable and tested quarterly, because an untested backup is not reliable evidence of resilience.
This playbook links to Task 1 as ransomware resilience depends on preparation, monitoring, and recovery, not only prevention. Aegis must assume breach and be ready to contain, investigate, and recover quickly.
[bookmark: _Toc235780140]Work-Stream 7: Governance and Strategic Roadmap
[bookmark: _Toc235780141]Cyber Security Steering Committee
Aegis should create a Cyber Security Steering Committee that meets regularly during the first year. Members should include:
· CEO: Owns business risk, customer trust, and investor confidence
· CISO: Presents security strategy, risks, incidents, and metrics
· CTO: Owns secure technology delivery and architecture alignment
· CFO: Oversees budget, financial exposure, and cyber insurance
· Legal Counsel / DPO: Oversees GDPR, contracts, and breach obligations
· Head of Product, AI: Ensures AI product risk is governed
· Head of HR: Supports training, acceptable use, and employee lifecycle controls
· Risk and Compliance Lead: Aligns cyber risk with enterprise risk
· Vendor/Procurement Lead: Supports supplier due diligence and contract control
The CISO should provide a monthly dashboard containing high risks, incidents, roadmap progress, vulnerability trends, supplier risk, policy exceptions, awareness completion, backup test status, and audit findings. The dashboard should use plain language so that non-technical directors can make informed decisions.


[bookmark: _Toc235780142]12-Month Roadmap
	Quarter
	Initiatives
	Deliverables
	Metrics

	Q1
	Launch security unit, asset inventory, data mapping, MFA, NIST/DORA/GDPR gap assessment, initial business impact analysis
	Security charter, data register, risk register, BIA, baseline board report
	95% critical assets inventoried, 100% staff MFA, critical services ranked

	Q2
	Deploy CSPM, onboard MDR/SIEM, approve core policies, implement DevSecOps scanning, define incident response roles
	Policy pack, cloud baseline, SIEM use cases, CI/CD controls, incident response plan
	90% cloud assets monitored, incident roles assigned, critical alerts triages within SLA

	Q3
	Roll out PAM, vendor risk programme, immutable backup testing, AI governance controls, digital forensics readiness
	PAM coverage, supplier register, restore test report, AI inventory, evidence handling procedure
	100% privileged accounts in PAM, successful restore test, log retention standard approved

	Q4
	Ransomware tabletop, crisis communication exercise, internal audit, board dashboard, DORA evidence pack, year-two plan
	Exercise report, communication review, audit report, compliance evidence, maturity roadmap
	Reduction in high risks, board dashboard approved, lessons learned action plan completed


The roadmap prioritises the highest-risk areas first. Q1 focuses on visibility and governance. Q2 implements monitoring and secure development. Q3 strengthens privileged access, supplier risk, and recovery. Q4 tests resilience and prepares evidence for the board. This order reflects the Task 1 conclusion that Zero Trust implementation should be an ongoing process rather than a one-time purchase.
[bookmark: _Toc235780143]Overall Conclusion
Aegis FinTech requires a security strategy that supports innovation without creating unmanaged risk. Zero Trust Architecture is appropriate as is addresses the weaknesses of perimeter-based security in cloud, AI, SaaS, API, and hybrid working environments. It also supports GDPR and DORA by producing evidence of risk management, access control, monitoring, incident response, resilience testing, and supplier oversight. However, Zero Trust must be treated as a business transformation programme, not a single technical product. The proposed Information Security Unit, policy framework, compliance roadmap, technical architecture, risk register, ransomware playbook, and 12-month roadmap provide Aegis with a practical route to protect customer data, satisfy investors, prepare for EU expansion, and build long-term digital operational resilience.
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