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[bookmark: _Toc234189079]Essential Academic & Employment Skills for a Cybersecurity Career

Cybersecurity refers to the practices, technologies, and processes designed to protect digital systems, sensitive information, and networks from unauthorized access, attacks, or damage. [1]	1 
Essential skills for study and employment in cybersecurity encompass both technical and non-technical competencies that align with the diverse demands of the field. Technical skills frequently include knowledge of programming languages, industry certifications such as CISSP, and prior professional experience in technical domains. These skills vary by sub-field, with programming being particularly important in architecture, software security and penetration testing roles.[2]
Beyond technical expertise, the development of confidence in one’s ability to perform tasks is highlighted as a critical factor in fostering motivation, self-directed learning, and resilience. Additionally, educational approaches cultivate self-efficacy through interactive, reflective, and self-assessment activities which enhance key attributes such as curiosity, attention to detail, and a growth mindset, which are essential for adapting to the evolving cybersecurity landscape. [3] This skill’s first approach supports continuous upskilling and reskilling, which are necessary given the rapid digital transformation and the complexity of cybersecurity challenges. [3]
Non-technical skills, including interpersonal communication, context awareness and customer service orientation are also important particularly for roles such as cybersecurity advocates who promote security best practices within organizations. However, these skills are often underemphasized in traditional cybersecurity training, which may limit career progression and workforce diversity. [4]
The alignment of educational curricula with job market requirements is another key aspect. Frameworks and tools that map cybersecurity work roles to required skills help institutions design programs that better prepare students for employment. This alignment addresses both the quantitative shortage of qualified professionals and the qualitative gap in relevant skills thereby supporting graduates in meeting industry expectations and facilitating smoother transitions into the workforce. [5][6] 

[image: All you Need to Know About Cyber Security Analyst]
Figure 1: Skills Essential for Cyber Security

In conclusion, building a well-rounded skill set that combines technical expertise, confidence in one’s abilities, and strong interpersonal skills is crucial for success in both cybersecurity education and employment. When supported by curricula that reflect current industry demands, these competencies equip graduates to manage the challenges of the profession effectively and foster continued career development beyond graduation.
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Upon running my summary through Turnitin, it generated a similarity score of 32%. While this indicates that majority of my work is original, it also highlights minor areas for improvement, specifically in paraphrasing and ensuring all references are precisely cited. Moving forward, I will dedicate more time to editing my wording and checking source citations prior to final submission.
After evaluating my work against the Generic Assessment Criteria, I would assign myself 60-69% (very good). I believe this mark accurately reflects my understanding of the topic, the clarity of my communication, and my commitment in structuring the work, though I acknowledge there is still room to develop my academic writing and analytical skills.
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Figure 2: Presents a Mind Map of the Properties required for Effective Teamwork (Created using MindMeister)

Below is a link where my Mind Map can be accessed:	
https://www.mindmeister.com/app/map/4034190147?t=Pc0yDkkYHJ
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Figure 3: Shows my Professional Academic Poster 
Here’s a link to my poster above: TransferNow-20260705goRRDb4y.zip






[bookmark: _Toc234189085]Automatic Referencing Tool: “Virtual Collaboration”

Virtual collaboration involves the use of digital technologies to enable teamwork among geographically dispersed members, presenting both opportunities and challenges for organizations. Effective virtual teams rely heavily on leadership, structured communication, trust, and the appropriate use of digital collaboration tools to enhance performance and productivity. Challenges such as cultural diversity and technological limitations also influence virtual team effectiveness, requiring strategic management approaches to optimize engagement and sustainability. [7]
A key theoretical development in understanding virtual collaboration is the Virtual Team Efficacy Theory (VTET), which addresses the unique nature of collective efficacy in technology mediated teamwork. Unlike traditional teams, virtual teams depend on digital technologies not merely as passive tools but as active components shaping interactions and collective cognition. VTET explains how virtual team efficacy emerges through a multifaceted cognitive process influenced by media synchronicity and collective cognition, impacting downstream outcomes such as collaboration quality and team performance. [8]
Social virtual reality (SVR) using head-mounted displays has been explored as an emerging technology to facilitate remote teamwork. SVR shows potential in enhancing collaboration dynamics and team learning, particularly in collaborative design and simulation tasks. However, SVR currently complements rather than replaces traditional 2D communication tools, indicating its role as an additional resource for virtual teamwork. [9]
Knowledge sharing in global virtual teams is another critical aspect, where collaboration engineering and thinkLets can help structure predictable knowledge sharing behaviors and improve coordination among culturally diverse and dispersed members. These approaches provide frameworks to manage the complexities of virtual collaboration and leverage diverse knowledge effectively. [10]
Finally, individual competencies required for virtual teamwork include specific knowledge, skills, abilities, and other characteristics that address the challenges posed by virtuality. These range from personality traits and experience to motivation and technical skills, which are essential for effective participation and performance in virtual teams. [11]
Ultimately, virtual collaboration depends on a combination of effective leadership, technology use, team efficacy, structured knowledge sharing, and individual competencies, all of which contribute to the overall success of virtual teams in various organizational contexts.

To see screenshots of an Automatic Referencing Management Tool. Please see Figure 3&4
[image: ]
Figure 4: Demonstrates information being inputted into RefWorks to create a reference
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Figure 5: Shows RefWorks being used as an Automatic Referencing Management Tool
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Figure 6: Shows the Welcome Page of my E-Portfolio
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Figure 7: Shows Task 1 of the E-Portfolio (Essential Academic & Employment Skills for a Cyber security Career)
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Figure 8: Shows a mind map included in my E-Portfolio (Key Considerations of Effective Teamwork)
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Figure 9: Shows Task 3 of my E-Portfolio (Automatic Referencing Tool “Virtual Collaboration”)
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Figure 10: Shows the Review Page of my E-Portfolio

Here’s a link the access the webpage of my E-Portfolio: https://sites.google.com/view/kjs-e-portfolio/home
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ABSTRACT

CYBERSECURITY CHALLENGES ARE COMPLEX AND REQUIRE COLLECTIVE
EFFORTS FROM INDIVIDUALS WITH DIVERSE KNOWLEDGE, SKILLS, AND
ABILITIES. TEACHING STUDENTS TO IDENTIFY AND LEVERAGE THEIR TEAM
MEMBER’S EXPERTISE ENHANCES THEIR ABILITY TO DELEGATE ROLES
EFFECTIVELY AND CAPITALIZE ON SHARED KNOWLEDGE RESOURCES, WHICH SO S RV MIND A

IMPROVES TEAM PERFORMANCE AND LEARNING OUTCOMES. [1] FIGURE 3
THE DEVELOPMENT OF STRUCTURED TEAM COLLABORATION PROCESSES,
SUCH AS THOSE INFORMED BY TRANSACTIVE MEMORY SYSTEMS THEQRY,

SUPPORTS STUDENTS IN UNDERSTANDING WHD KNOWS WHAT WITHIN A WORKFO RCE IN
GROUP AND ORGANIZING TASKS ACCORDINGLY. [1] HIGHER EDUCATION (HE)

HE CYBERSECURITY WORKFORCE IN HIGHER EDUCATION INSTITUTIONS DEMONSTRATES A WILLINGNESS
T0 COLLABORATE, BUT FACES BARRIERS SUCH AS MANAGEMENT CONSTRAINTS, REPUTATIONAL

GONGERNS, AND FRAGMENTED NETWORKS. OVERCOMING THESE CHALLENGES THROUGH IMPROVED

COLLABORATION IN CYBERSECURITY EXTENDS MECHANISMS AND TRUSTED RELATIONSHIPS IS NECESSARY TO ENHANCE SECTOR-WIDE COLLABORATION,
BEYOND ACADEMIC SETTINGS INTO PROFESSIONAL WHICH IS VITAL FOR NATIONAL CYBERSECURITY INTERESTS AND CAREER DEVELOPMENT WITHIN THE
ALLIANGES, WHERE TRUST AMONG MEMBERS IS FIELD. 13]

INCORPORATING CYBERSECURITY CONCEPTS ACROSS CURRICULA AND FOSTERING PARTNERSHIPS WITH

BASED ON COMPETENCE, BENEVOLENCE, AND EXTERNAL ORGANIZATIONS PROVIDE STUDENTS WITH REAL WORLD EXPERIENCES AND REINFORCE THE

INTEGRITY WHICH IS FUNDAMENTAL FOR EFFECTIVE IMPORTANCE OF TEAMWORK IN CYBER-PHYSICAL SYSTEMS SECURITY. SUCH INTERDISCIPLINARY AND
JOINT TASK PERFORMANCE. [2] COLLABORATIVE EDUCATIONAL APPROACHES CONTRIBUTE TO STUDENTS' MOTIVATION, KNOWLEDGE, AND
CAREER READINESS. [4]
SUMMARY

SUMMARY

ULTIMATELY, IN CYBERSECURITY, SUCCESS HINGES ON TEAMWORK, TRUST, AND STRUCTURED
PROCESSES. MASTERING THESE CORE SKILLS EMPQWERS INDIVIDUALS AND TEAMS TO TACKLE
COMPLEX SECURITY THREATS IN BOTH ACADEMIC AND PROFESSIONAL ENVIRONMENTS.
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My Portfolio

Name: Kasjuan Sullivan
Student 1D: 2535557

Module Code: ACCA4025

Welcome to my Portfolio!

This space chronicles my professional journey. highlighting my skills, projects
and presonal growth. Insdide you will find curated examples of my work and the
goals I am currently persuing,

E-PORTFOLIO ~ 1 hope this gives you a clear insight into my abiltes and aspirations.

Thank you for visiting!
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Essential Academic & Employment Skills for a Cybersecurity

Career

Cybersecurity refers to the practices, technologies, and processes designed to protect digital
systems, sensitive information, and networks from unauthorized access, attacks, or damage.

Essential skils for study and employment in cybersecurity encompass both technical and non-
technical competencies that align with the diverse demands of the field. Technical skills frequently.
include knowledge of programming languages, industry certfications such as CISSP, and prior
professional experience in technical domains. These skills vary by sub-field, with programming
being particularly important in architecture, software security and peneration testing roles.

Beyond technical expertise, the development of confidence in one's abilty to perform tasks is
highiighted as a critical factor in fostering motivation, seff-directed leaming, and resilience.
Addiionally, educational approaches cultivate self-efficacy through interactive, reflective, and self-
‘assessment activiies which enhance key atiributes such as curiosity, attention to detail, and a
growth mindset, which are essential for adapting to the evolving cybersecuriy landscape. This
skil's first approach supports continuous upskiling and reskilling, which are necessary given the
rapid digital transformation and the complexity of cybersecuriy challenges.

Non-technical skills, including interpersonal communication, context awareness and customer
service orientation are also important partculariy for roles such as cybersecurity advocates who
promote security best practices within organizations. However, these skills are often
underemphasized in traditional cybersecurity trining, which may fimit career progression and
workiorce diversity.

‘The alignment of educational curricula with job market requirements is another key aspect.
Frameworks and tools that map cybersecurity work roles to required skils help institutions design
programs that better prepare students for employment. This alignment addresses both the
quanitative shortage of qualfied professionals and the qualitative gap in relevant skills thereby
supporting graduates in meeting industry expectations and faciltating smoother transitions into the.
workforce.
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Automatic Referencing Tool: “Virtual

Collaboration”

Virtual collaboration involves the use of digital technologies to enable teamwork among geographically dispersed members, presenting both
opportunities and challenges for organizations. Effective virtual teams rely heavily on leadership, structured communication, trust, and the appropriat
use of digital collaboration tools to enhance performance and productivity. Challenges such as cultural diversity and technological limitations also
influence virtual team effectiveness, requiring strategic management approaches to optimize engagement and sustainabilty.

Akey theoretical development in understanding virtual collaboration is the Virtual Team Efficacy Theory (VTET), which addresses the unique nature of
collective efficacy in technology mediated teamwork. Unlike traditional teams, virtual teams depend on digital technologies not merely as passive tools
but as active components shaping interactions and collective cognition. VTET explains how virtual team efficacy emerges through a multifaceted
cognitive process influenced by media synchronicity and collective cognition, impacting downstream outcomes such as collaboration quality and team
performance.

Social virtual reality (SVR) using head-mounted displays has been explored as an emerging technology to facilitate remote teamwork. SVR shows
potential in enhancing collaboration dynamics and team learning, particularly in collaborative design and simulation tasks. However, SVR currently
complements rather than replaces traditional 2D communication tools, indicating its role as an additional resource for virtual teamwork.

Knowledge sharing in global virtual teams is another critical aspect, where collaboration engineering and thinkLets can help structure predictable
knowledge sharing behaviors and improve coordination among culturally diverse and dispersed members. These approaches provide frameworks to
manage the complexities of virtual collaboration and leverage diverse knowledge effectively.

Finally, individual competencies required for virtual teamwork include specific knowledge, skills, abilities, and other characteristics that address the
challenges posed by virtuality. These range from personality traits and experience to motivation and technical skills, which are essential for effective
participation and performance in virtual teams.

Ultimately, virtual collaboration depends on a combination of effective leadership, technology use, team efficacy, structured knowledge sharing, and
individual competencies, all of which contribute to the overall success of virtual teams in various organizational contexts.
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E-Portfolio Review

1 built my e-portfoio on Google Sites because it ffers a seamless, web-based platiorm accessible from any device. Its intuitive drag-and-drop interface lets me effortiessly
structure multi-page layouts and embed text, media, and hyperlinks. Additionall, its deep integration with Google Workspace makes organizing and uploading my coursework

incredioly efficient.[1]

This platform was selected as it allows the portfolio to be shared via a single URL, providing tutors with seamless access to all assignments without the hassle of
downloading individual fles. Furthermore, Google Sites provides a polished aesthetic, straightforward navigation, and automatic cloud backups, making it the
nal work. [2]

perfect tool for showcasing academic and profes:
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[21'S. Barrett, Balancing the Two Faces of eFortfolios. Educagio, Formagao & Tecnologias, vol. 3, n0. 1, pp. 6-14, 2010




image1.png




image2.png




