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[bookmark: _Toc222872611]Task 1
[bookmark: _Toc222872612]1.1 What is Virtualisation?
Virtualisation is a technology that allows multiple operating systems to run on one physical computer. This is done using a software layer called a hypervisor. The hypervisor controls hardware resources such as CPU, RAM and storage and distributes them between virtual machines (VMs).
According to the National Institute of Standards and Technology (NIST), virtualisation is a core technology used in cloud computing and modern data centres [1].
Virtualisation is widely used in enterprise IT because it improves hardware usage and reduces costs (IBM, 2023) [2].
[bookmark: _Toc222872613]1.2 Types of Hypervisors
There are two main types of hypervisors.
Type-1 Hypervisors (Bare-Metal)
Type-1 hypervisors run directly on physical hardware. They are commonly used in enterprise data centres because they provide better performance and security.
Examples include:
· VMware ESXi
· Microsoft Hyper-V
These platforms are suitable for production environments but require more complex setup.
Type-2 Hypervisors (Hosted)
Type-2 hypervisors run on top of a host operating system. They are commonly used for testing, education and development.
Examples include:
· Oracle VM VirtualBox
· VMware Workstation Pro
For this coursework, a Type-2 hypervisor is appropriate because it allows virtual network testing without dedicated server hardware.
[bookmark: _Toc222872614]1.3 Virtual Networking Concepts
Virtual networking allows virtual machines to communicate as if they were connected by physical switches and routers.
Common network modes include:
· Internal Network - VMs communicate only with each other.
· NAT (Network Address Translation) – VMs access the internet through the host.
· Bridged Mode - VM connects directly to the physical network.
· Host-Only Mode - Communication between host and VM only.
Private IP addressing is defined in RFC 1918 by the Internet Engineering Task Force [3].
Ranges such as 172.16.0.0/12 are reserved for internal networks and are not routable on the public internet. [1]
[bookmark: _Toc222872615]1.4 Windows Server in Enterprise Environments
Windows Server 2022 is designed for enterprise infrastructure services such as:
· Active Directory
· DNS
· DHCP
· File Services
According to Microsoft documentation , Windows Server provides centralised identity and access management for enterprise networks.
[bookmark: _Toc222872616]1.5 Debian Linux in Server Environments
Debian is a stable Linux distribution often used in server environments. It is maintained by the Debian Project.
Debian is widely used because of:
· Stability
· Security updates
· Strong package management system
· Large community support
Linux servers are commonly used for web hosting and network services (The Linux Foundation) [5].

[bookmark: _Toc222872617]Task 2
[bookmark: _Toc222872618]1.1 Hypervisor Selection: Oracle VirtualBox
After researching the main Type-2 hypervisor options available for desktop virtualisation - including VMware Workstation Pro, Microsoft Hyper-V, KVM/QEMU, and Oracle VirtualBox - VirtualBox was selected as the hypervisor for this coursework. The decision was based on a combination of technical capability, licensing, platform compatibility, and long-term suitability for continuing into Coursework 2.
Justification with Evidence
1. Free and Open-Source Licensing
VirtualBox is distributed under the GNU General Public License v2 (GPLv2) and is entirely free to use for personal and educational purposes. VMware Workstation Pro, by contrast, required a paid subscription until Broadcom's acquisition in 2023 introduced licensing uncertainty and restricted free-tier access for commercial use. For an educational environment requiring reproducible setup without cost constraints, VirtualBox presents a clear advantage.
2. Cross-Platform Support
VirtualBox runs on Windows, macOS, and Linux host operating systems. This is critical when lab environments may differ between students or change between courseworks. Both the Windows Server Standard Desktop and Debian CLI guests are fully supported as VirtualBox virtual machines, with downloadable Guest Additions for enhanced integration and display.
3. Network Adapter Flexibility
VirtualBox supports up to 8 virtual network adapters per VM, with modes including NAT, Bridged, Internal Network, Host-Only, and NAT Network. For this topology, the Internal Network mode is particularly important: it creates isolated virtual switches between VMs without exposing traffic to the host or external networks  - directly matching the requirement of testing both intra-network reachability and inter-network isolation. [3]
4. Suitability for Coursework 2 (Network Services)
Coursework 2 will likely involve DHCP, DNS, routing, and potentially Active Directory or Samba. VirtualBox snapshots allow safe checkpointing before major configuration changes, enabling rollback if a service misconfiguration corrupts the environment. This feature is available without a paid upgrade, unlike some VMware tiers. [4]
5. Community and Documentation
VirtualBox benefits from extensive community documentation, Oracle's official manual, and a large base of tutorials specifically covering Windows Server and Debian deployments. This reduces troubleshooting time during complex multi-VM setups.
In summary, VirtualBox was chosen because it is free, cross-platform, feature-rich for isolated virtual networking, snapshot-capable, and well-documented - all factors directly relevant to both the current and future coursework requirements. [5]
[bookmark: _Toc222872619]1.2 Download and Setup
[bookmark: _Toc222872620]1.2.1 Download Sources
All software was downloaded from official, authoritative sources to ensure integrity and authenticity.

	Component
	Source
	Version / Notes

	Oracle VirtualBox
	https://www.virtualbox.org/wiki/Downloads
	v7.0.x - Windows host installer

	Windows Server 2022
	https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2022
	180-day evaluation ISO

	Debian 12 (Bookworm)
	https://www.debian.org/distrib/netinst
	amd64 netinst ISO - CLI install



1.2.2 Network Topology Deployment
The virtual network was built in VirtualBox to match the required topology. Two Internal Networks were created - named 'NetAurora' and 'NetNebula' — to simulate isolated Layer 2 broadcast domains. Screenshots with timestamps were taken at each major configuration step to document the progression.
VM deployment summary:

	VM Name
	OS
	Role
	VirtualBox Network Adapter

	AURORA-WIN
	Windows Server 2022 (Desktop)
	Server
	Internal Network: NetAurora

	AURORA-DEB-CLI
	Debian 12 CLI
	Client in NetAurora
	Internal Network: NetAurora

	NEBULA-DEB01
	Debian 12 CLI
	Server / Client in NetNebula
	Internal Network: NetNebula



Each VM was configured with the relevant Internal Network adapter to restrict traffic to its respective segment. No VM has NAT enabled to ensure isolation matches the topology requirements. [6]
[image: ]
Figure 1 All 3 VMs visible in VirtualBox main window
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Figure 2 AURORA-WIN Network Settings - Internal Network: NetAurora
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Figure 3 AURORA-DEB-CLI Network Settings- Internal Network: NetAurora
[image: ]
Figure 4 NEBULA-DEB01 Network Settings - Internal Network: NetNebula
[bookmark: _Toc222872621]1.3 IP Addressing - Custom VLSM Scheme
Rather than using the IP addresses provided in the topology diagram, a custom IP addressing scheme was designed using Variable Length Subnet Masking (VLSM). The private address space 172.31.0.0/16 was chosen as the supernet, and subnets were calculated to match the number of required hosts per network, conserving address space and demonstrating professional network design practice.
Subnetting Design
Two networks are required. Network A (NetAurora) contains 2 hosts. Network B (NetNebula) contains 1 active host in this deployment. Both are allocated /30 subnets (2 usable host addresses each) carved from the 172.31.0.0/16 block.

	Network
	Network Address
	Subnet Mask
	CIDR
	Usable Range
	Broadcast
	GW

	NetAurora (A)
	172.31.10.0
	255.255.255.252
	/30
	172.31.10.1 – 172.31.10.2
	172.31.10.3
	172.31.10.1

	NetNebula (B)
	172.31.20.0
	255.255.255.252
	/30
	172.31.20.1 – 172.31.20.2
	172.31.20.3
	172.31.20.1



Host IP Assignment
	Hostname
	Role
	Network
	IP Address
	Subnet Mask

	AURORA-WIN
	Windows Server 2022
	NetAurora
	172.31.10.1
	255.255.255.252

	AURORA-DEB-CLI
	Debian 12 CLI Client
	NetAurora
	172.31.10.2
	255.255.255.252

	NEBULA-DEB01
	Debian 12 CLI Server
	NetNebula
	172.31.20.1
	255.255.255.252



Rationale for Custom Addressing
Using /30 subnets for point-to-point or small host networks is standard practice in professional network engineering. The 172.31.0.0/16 range was selected because it is a private address range (RFC 1918) not commonly used by default VirtualBox NAT or home routers (which typically use 192.168.x.x or 10.0.x.x), reducing the risk of address conflicts during testing. Separating the two networks into distinct third-octets (10.x and 20.x) provides clear visual and logical separation when reading configurations and log files.
[image: ]
Figure 5AURORA-WIN IPv4 settings -IP: 172.31.10.1, Mask: 255.255.255.252
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Figure 6AURORA-DEB-CLI  ip addr show enp0s3 showing 172.31.10.2/30

[bookmark: _Toc222872622]1.4 Test and Troubleshoot
1.4.1 Connectivity Tests
Connectivity was verified using ICMP ping tests. All tests were performed from within each VM's terminal/command prompt. Screenshots with timestamps were captured for each test. [7]
Outcome 1: Successful Connectivity Within NetAurora
From AURORA-WIN (172.31.10.1), a ping was issued to AURORA-DEB-CLI (172.31.10.2). The reply confirmed successful Layer 3 connectivity within NetAurora with 0% packet loss.
Windows Server — ping command used:
ping 172.31.10.2
[image: ]
Figure 7Figure 7NEBULA-DEB01  ip addr show enp0s3 showing 172.31.20.1/30
From AURORA-WIN (172.31.10.1), a ping was issued to NEBULA-DEB01 (172.31.20.1). The request failed with 'PING: transmit failed. General failure.' and 100% packet loss, confirming that the two Internal Networks are isolated and there is no routing between them. This is the expected and correct behaviour.
From NEBULA-DEB01 (172.31.20.1), a ping to 172.31.10.1 returned 'Network is unreachable', further confirming isolation.
ping 172.31.20.1
[image: ]
Figure 8NEBULA-DEB01 — ping 172.31.10.1  Network is unreachable (FAIL)
During initial configuration, AURORA-DEB-CLI did not respond to pings from AURORA-WIN. Investigation revealed that the static IP had not yet been applied. After running 'ip addr add 172.31.10.2/30 dev enp0s3' and bringing the interface up with 'ip link set enp0s3 up', connectivity was restored. The networking.service error related to the loopback interface was non-critical and did not affect enp0s3 functionality.

	Test
	Source
	Destination
	Expected
	Result

	Intra-network A
	AURORA-WIN 172.31.10.1
	AURORA-DEB-CLI 172.31.10.2
	Success
	SUCCESS ✓

	Inter-network A→B
	AURORA-WIN 172.31.10.1
	NEBULA-DEB01 172.31.20.1
	Fail (no route)
	FAIL ✓

	Inter-network B→A
	NEBULA-DEB01 172.31.20.1
	AURORA-WIN 172.31.10.1
	Fail (no route)
	FAIL ✓



[bookmark: _Toc222872623]Task 3
[bookmark: _Toc222872624]3.1 Evaluation of the Virtual Network
The virtual network was successfully deployed using internal networking to simulate isolated network segments. [8]
Testing confirmed:
· Successful communication inside NetAurora
· No communication between NetAurora and NetNebula
· Correct static IP addressing
· Proper subnet configuration
This shows that network isolation was implemented correctly.
[bookmark: _Toc222872625]3.2 Strengths
· Clear separation of network segments [9]
· Use of private IP addressing following RFC 1918
· Simple and controlled test environment
· Suitable base for adding services in future coursework
The design reflects basic enterprise segmentation principles.
[bookmark: _Toc222872626]3.3 Limitations
· No routing between networks
· No dynamic IP allocation (DHCP)
· No firewall rules configured [10] [4]
· Small scalability due to static addressing
Although functional, the network is minimal and would require additional services for enterprise-level deployment.
[bookmark: _Toc222872627]3.4 Future Improvements
To improve realism and technical depth, the following could be added:
· Routing between subnets
· DHCP and DNS services
· Active Directory domain setup [11]
· Firewall configuration
· Centralised user authentication
These improvements would simulate a more complete enterprise infrastructure.
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00t 0AURDRA-DEB-CLI:“# systemctl restart netuorking
Jjob for netuorking.service failed because the control process exited with error code.

fsee "sustemct] status netuorking.service” and "journalctl -xeu netuorking.service” for details

Iro0t @AURORA-DEB-CLI: “# rm /etc/network/interfaces

ro0t@AURORA-DEB-CLI:™# printf 'auro lo\niface lo inet loopback\n\nautoenpés3\niface enpos3 inet static\n
P cat /etc/network/interface

P systemctl restart networking

b i addr show enpes3

b0

rootaRURDRA-DEB-CLI: "% echo “auto lo" > /etc/netuork/interfaces

r00t@AURORA-DEB-CLI:“# echo “iface lo inet loopback" >> /etc/network/interfaces

ro0t@AURORA-DEB-CLI:“# echo " >> /etc/network/interfaces

o0t @RURDRA-DEB-CLI: "# echo “auto enposa” >> /etc/network/interfaces

ro0t@AURORA-DEB-CLI: “# echo "iface enp@s3 inet static" >> /etc/network/interfaces

00t aRURDRA-DEB-CLI:"# echo " address 172.31.10.2" »> etc/netuork/ interfaces

-bash: etc/network/interfaces: No such file or directory

oot GAURDRA-DEB-CLT:"# echo " netmask 255.255.255.252" »> /etc/netuork/interfaces

oot GAURDRA-DEB-CLT:# cat /etc/netuork/interfaces

auto 1o

iface lo inet loopback

Jauto enpos3
iface enpos3 inet static

netmask 255.255.255.252

address 172.31.10.2" >> /etc/netuork/interfaces

iface lo inet loopback

[auto enpes3
iface enpes3 inet static
netmask 255.255.255.252
address 172.31.10.2
oot GAURDRA-DEB-CLT: “# systemctl restart netuorking
o0t GAURDRA-DEB-CLT: “# ip addr show enpos3
o: enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1500 adisc fq_codel state UP group default glen 1000
Link/ether 08:00:27:0e:34:16 b ff:ff:ffffiffs
altname enxeB800270e341e
inet 172.31.10.2/30 brd 172.31.10.3 scope global enpos3
valid_lft forever preferred_lft forever
inet oo ooooooiiitencioiio/64 scope link proto kerne.
valid_lft forever preferred_lft forever
Iroot @AURORA-DEB-CLI: “#
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root@NEBULA-DEBO1:~# ip addr 172.31.26.1/30 dev enpes3
command "172.31.20.1¢30" is unknown, try "ip address help"
ooteNEBULA-DEBOL: “# ip link set enpos3 up
[ 322.668984] e1000: enpds3 NIC Link is Up 1090 Mbps Full Duplex, Flow Control: RX
oot@NEBULA-DEBO1:~# ip addr show enpes3
o: =nposa: CBROADCAST,MULTICAST,UP,LOHER_UP> mtu 1500 gdisc fo_codel state UF group default glen 1600
link/ether 08:00:27:20:63:35 brd ff:7f:ff:ff:ff:ff
altname enxoB00z72d5333
inete -0 oo0o/64 scope link proto kernel 1l
valid_Lft forever preferred_Lft forever
root@NEBULA-DEBO1:~# ip addr 172.31.26.1/30 dev enpes3
command "172.31.20.1¢30" is unknown, try "ip address help"
root@NEBULA-DEBO1: ~# ip addr add 172.31.20.1/36 dev enpos3
root@NEBULA-DEBE1:~# ip addr show enpes3
o: =nposa: CBROADCAST,MULTICAST,UP,LOHER_UP> mtu 1500 gdisc fo_codel state UF group default glen 1600
link/ether 08:00:27:20:63:35 brd ff:7f:ff:ff:ff:ff
altname enxoB00z72d5333
inet 172.31.20.1730 scope global enpes3
valid_Lft forever preferred_Lft forever
inete - oo . 764 scope link proto kernel 1l
valid_Lft forever preferred_Lft forever
o0t ONEBULA-DEBO1: %





image8.jpg
o

Recycle Bin

ommand Prompt - ping 172.31.1

iicrosoft Windows [Version 10.9.20348.587]
(c) Microsoft Corporation. All rights reserved.
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‘0Dt@NEBLLA-DEBOL:*# in addr 172.31.20.1/30 dev enpes3
ommand "172.31.20.1/30" is unknown, try "ip address help”
‘00t@NEBULA-DEBO1: “# ip link set enpes3 up
[ 322.668984] £1000: enps3 NIC Link is Up 1000 Mops Full Duplex, Flow Control: RX
‘00t@NEBULA-DEBOL:“# ip addr show enpos3
enpas3: (BROADCAST,MULTICAST,UP,LONER_UP> mtu 1500 gdisc fo_codel state UP group default glen 1800
link/ether 08:00:27:20:63:33 brd £f:7f:ff:ff:ff:ff
altname enxeso0z12d5333
inete - o /64 scope link proto kernel 1l
valid_Lft forever preferred_Lft forever
‘00t@NEBLLA-DEBOL:“# ip addr 172.31.20.1/30 dev enpes3
ommand "172.31.20.1/30" is unknown, try "ip address help”
‘00t @NEBULA-DEBO1: “# ip addr add 172.31.26.1/30 dev enpes3
‘00t@NEBULA-DEBOL:“# ip addr show enpos3
enpas3: (BROADCAST,MULTICAST,UP,LONER_UP> mtu 1500 gdisc fo_codel state UP group default glen 1800
link/ether 08:00:27:20:63:33 brd £f:7f:ff:ff:ff:ff
altname enxeB00z72d5333
inet 172.31.20.1/30 scope global enpes3
valid_Lft forever preferred_Lft forever
inete - . 764 scope link proto kernel 1l
valid_Lft forever preferred_Lft forever
‘00t@NEBULA-DEBAL:"# ping -c 4 172.31.18.1
ing: comnect: Network is unreachable
.00t @NEBULA-DEBOL: “#





image1.png




image2.png




