Design a Simple Network with 2 PC's connected to a Switch
Q
1. Determine the MAC address of a Windows computer on an Ethernet network using the ipconfig /all command.
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	Description
	Physical Address

	Realtek PCIe GbE Family Controller
	F4-30-B9-8D-E1-36

	Realtek RTL8723DE 802.11b/g/n PCIe Adapter
	F8-DA-0C-01-2A-59

	Microsoft Wi-Fi Direct Virtual Adapter
	FA-DA-0C-01-2A-59

	Microsoft Wi-Fi Direct Virtual Adapter #2
	F8-DA-0C-01-2A-59

	Bluetooth Device (Personal Area Network)
	F8-DA-0C-01-2A-5A


How many MAC Addresses did you discover in your PC?	5
2. Analyse a MAC address to determine the manufacturer.
	Manufacturer OUI
	Unique Identifier 
	Vendor Name

	F4:30:B9
	8D-E1-36
	Howlett Packard (HP)

	F8-DA-0C
	01-2A-59
	Hon Hai Precision Ind. Co.,Ltd (Foxconn)

	FA-DA-0C
	01-2A-59
	Hon Hai Precision Ind. Co.,Ltd (Foxconn)

	F8-DA-0C
	01-2A-59
	Hon Hai Precision Ind. Co.,Ltd (Foxconn)

	F8-DA-0C
	01-2A-5A
	Hon Hai Precision Ind. Co.,Ltd (Foxconn)


		How many different venders did you discover?	2
Record your Reflection 
· Why might a computer have more than one MAC address? 
a. A Mac address for each network interface
· Try connecting and disconnecting the network cable(s) to your network adapter(s) and use the ipconfig /all again. What changes do you see? Does the MAC address still display? Will the MAC address ever change? 
a. No changes. 
b. Still display. 
c. MAC addresses do not change unless done so manually.
· What are other names for the MAC address? 
a. Media Access Control address & Physical address

3. Analyse the Wired and Wireless Network connection.
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What is the Service Set Identifier (SSID) for the wireless router of your connection?
	Optify
What is the speed of your wireless connection? 
	57.8 Mbps
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What is the Mac address of your wireless NIC?
	F8-DA-0C-01-2A-59
Why would you activate more than one NIC on a PC? 
	
4. Analyse Address Resolution Protocol (ARP) – find MAC addresses of destination
Ping my IP address
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Looks for the MAC address associated with the IP address
Does the source MAC address match your PCs interface?
	no
What is the result of executing the arp –a command on your PC?
	[image: ]
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· Which option deletes an entry from the ARP cache? 
-d
· What would be the result of issuing the arp –d * command?
Delete all hosts

1. What is a benefit of keeping ARP cache entries in memory on the source computer? 
Keeping the APR cache speeds up the processes, therefore means you don’t needlessly send an APB broadcast to every node on the network because the information is already saved on the network
2. If the destination IPv4 address is not located on the same network as the source host, what MAC address will be used as the destination target MAC address in the frame?
The computer will use the same MAC address is the default gateway



192.168.129.87
F4-30-B9-8D-E1-36
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Command Prompt

ppproximate round trip times in milli-seconds:
Minimum - ems, Maximum - ems, Average = ems

:\Users\taylo>ping 192.168.129.87

Pinging 192.168.129.87 with 32 bytes of data:
Reply from 192.168.129.87: bytes=32 time<ims TTL-128
Reply from 192.168.129.87: bytes=32 time<ims TTL-128
Reply from 192.168.129. 2 timecins TTL-128
Reply from 192.168.129. 2 timecins TTL-128

ping statistics for 192.168.129.87:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

ppproximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\taylo>arp

Interface: 192.168.129.87 --- 0x10
Internet Address Physical Address Type
192.168.128.1 6c-3b-6b-1b-d4-9f  dynamic
192.168.143.255 FE-FF-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static
226.178.217.5 01-00-5e-32-d9-05  static
239.255.255.250 01-00-5e-7f-ff-fa  static
255.255.255.255 FE-FE-FE-FE-FE-FF static

:\Users\taylo>
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Command Prompt - o

:\Users\taylo>arp /2

isplays and modifies the IP-to-Physical address translation tables used by
address resolution protocol (ARP).

ARP -5 inet_addr eth_addr [if_addr]
ARP -d inet_addr [if addr]
ARP -a [inet_addr] [-N if_addr] [-v]

-a Displays current ARP entries by interrogating the current
protocol data. If inet_addr is specified, the Ip and Physical
addresses for only the specified computer are displayed. If
more than one network interface uses ARP, entries for each ARP
table are displayed.

£ Same as -a.

-v Displays current ARP entries in verbose mode. All invalid
entries and entries on the loop-back interface will be shown.

inet_addr  Specifies an internet address.

-N if_addr  Displays the ARP entries for the network interface specified
by if_addr.

-d Deletes the host specified by inet_addr. inet_addr may be
wildcarded with * to delete all hosts.

-s Adds the host and associates the Internet address inet_addr

with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
is permanent.

eth_addr Specifies a physical address.

if_addr If present, this specifies the Internet address of the
interface whose address translation table should be modified.
If not present, the first applicable interface will be used.

Example:
> arp -s 157.55.85.212  60-2a-06-62-6-09 .... Adds a static entry.
> arp -a . Displays the arp table.

C:\Users\taylo>
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Command Prompt
Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description . e
Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .

Autoconfiguration IPv4 Address.

Subnet Mask .
Default Gateway .
DHCPV6 TAID . .
DHCPv6 Client DUID.
DNS Servers .

NetBIOS over Tcpip.

: Realtek PCIe GbE Family Controller
F4-30-B9-8D-E1-36
Yes

bce: ce9: esbe%16(Preferred)
169.254.229.176(Preferred)
: 255.255.0.6

183775417
: ©0-01-00-01-27-07-67-00-F4-30-B9-8D-E1-36
12

fecB:0:0:FFFF::3%1
: Enabled

wireless LAN adapter Local Area Connection® 1:

Media State .
Connection-specific DS Suffix’
Description . e
Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .

Media disconnected

Microsoft Wi-Fi Direct Virtual Adapter
FA-DA-8C-01-2A-50

: Yes

Yes

wireless LAN adapter Local Area Connection* 2:

Media State .

Connection-specific DNS Suffix

Description .
Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .

wireless LAN adapter WiFi:

Connection-specific DNS Suffix
Description . e
Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .

Media disconnected

Microsoft Wi-Fi Direct Virtual Adapter #2
F8-DA-8C-01-2A-50

: Yes

Yes

: Realtek RTL8723DE 862.11b/g/n PCTe Adapter
F8-DA-6C-61-2A-59
Yes

171:8a07: cac1%11(Preferred)
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o Tme Source Destnation Protocol  Length Info

3712.066685  Routerbo_1b:d4:9f  Broadcast 60 Who has 192.168.128.252? Tell 192.168.128.1
3812.372594  Routerbo_1b:d4:9f  Broadcast 60 Who has 192.165.130.86? Tell 192.168.125.1
40 12.682361  HewlettP 8d:el:36  Routerbo_lb:dd:of 42 192.168.129.87 is at f4:30:b9:8d:e1:36

4113.012519  Routerbo_1b:d4:Sf  Broadcast 60 kho has 192.168.125.203? Tell 192.168.125.1

42 13.062556 Broadcast 60 kho has 192.168.128.252? Tell 192.168.128.1
4313.372479  Routerbo_1b:d4:of  Broadcast 60 Who has 192.165.130.86? Tell 192.168.128.1

EEEE

> Frame 39: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{B8CD249A-7692-490A-88CO-785F0498D191}, id ©
> Ethernet II, Src: Routerbo_1b:da:of (6c:3b:6b:1b:da:of), Dst: HewlettP 8d:el:36 (f4:30:bo: 36)
v Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (ex2300)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: Routerbo_lb:da:of (6c
Sender Ip address: 192.168.125.1
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target 1P address: 192.168.129.57
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