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[bookmark: _Toc224640099]Introduction
This report presents the research, design, and implementation of a virtualised enterprise network for the organisation University of Wales Trinity Saint David, which operates across two locations: Birmingham and London. The primary aim of this project is to critically analyse core networking technologies and apply this knowledge to develop a functional and scalable virtual network infrastructure using virtualisation techniques. The report begins by examining key theoretical concepts, including hypervisor architectures, IP addressing schemes, routing strategies, and essential network services such as Dynamic Host Configuration Protocol (DHCP), Virtual Private Networks (VPNs), Active Directory Domain Services (AD DS), and Certificate Authorities. Rather than providing purely descriptive explanations, the discussion focuses on evaluating how these technologies contribute to the performance, scalability, and security of enterprise network environments. Following the research component, the report documents the practical implementation of the proposed network using Oracle VirtualBox as the chosen hypervisor platform. The deployment involves the configuration of multiple virtual machines running Windows Server and Debian Linux operating systems, interconnected through logically segmented virtual networks. A structured IP addressing scheme is applied to ensure efficient communication within individual networks while maintaining controlled isolation between separate network segments. Finally, the report provides both a technical and personal reflection on the deployment process. This includes an evaluation of challenges encountered during configuration and testing, the troubleshooting methods applied to resolve these issues, and the key technical and professional skills developed throughout the project. Overall, the report demonstrates the integration of theoretical knowledge with practical implementation in designing a reliable virtualised network environment.

[bookmark: _Toc224640100]Task 1 Research
[bookmark: _Toc224640101]Research on Hypervisors
[bookmark: _Toc224640102]Virtualization is an essential technology in contemporary computing, enabling multiple operating systems to operate simultaneously on a single physical machine. This functionality is enabled by hypervisors, which serve as intermediaries between hardware and operating systems, handling resource distribution and maintaining isolation among virtual machines. Hypervisors are typically divided into two categories: Type 1 (bare-metal) and Type 2 (hosted), depending on their structure and the degree of direct hardware interaction they allow. Type 1 hypervisors function directly on the physical hardware without needing a host operating system. This direct access to CPU, memory, and storage allows high efficiency, minimal latency, and enhanced security. Examples include VMware ESXi and Microsoft Hyper-V. These hypervisors are commonly used in enterprise data centers, where extensive scalability, centralized administration, and strong reliability are critical (Stallings, 2020). Their design is optimized for production use, supporting large-scale virtual machine deployments with minimal overhead and robust isolation among systems. Conversely, Type 2 hypervisors operate on top of an existing host operating system. The host controls hardware resources while the hypervisor assigns CPU, memory, and storage to virtual machines. Popular Type 2 hypervisors include Oracle VM VirtualBox and VMware Workstation. Although Type 2 hypervisors incur some performance reduction because of the extra host layer, they are simpler to install and configure, providing flexibility suitable for development, learning, and testing environments (Nanda & Chueh, 2005). For this coursework, which requires a network topology containing Windows Server 2022 and Debian virtual machines within the BIRMINGHAM.ACCA domain, a Type 2 hypervisor such as VirtualBox is the most appropriate choice. Since the setup will likely run on a personal computer rather than enterprise hardware, VirtualBox offers a practical approach. It accommodates multiple guest operating systems, including Windows and Linux, which is necessary for integrating domain services alongside Linux-based network components. Capabilities like snapshots, virtual network setup, and secure isolation among virtual machines enable testing of various network services and configurations without affecting the host system. This versatility allows experimentation with domain controllers, DHCP, DNS, and other network services while maintaining isolated virtual machines and adjustable resource allocation. Considering hardware limitations, cross-platform compatibility, and configuration simplicity, VirtualBox provides an effective, manageable, and efficient platform for deploying and testing the required virtual network topology.
Research on IP Addressing

[bookmark: _Toc224640103]Communication between devices on the Internet depends on a structured system known as Internet Protocol (IP) addressing. Each device on a network requires a unique IP address to ensure data reaches the correct destination accurately. When data is transmitted across networks, it is divided into smaller units called packets. Each packet includes both the source and destination IP addresses, enabling network devices like routers to determine the best path for delivery across interconnected networks (Kurose & Ross, 2021). The most widely used IP scheme is Internet Protocol version 4 (IPv4). IPv4 addresses are 32 bits in length and are usually displayed in dotted-decimal notation, consisting of four segments separated by periods, such as 192.168.100.1. Each segment represents 8 bits, allowing for roughly 4.3 billion unique addresses. Despite this large number, the rapid increase in Internet-connected devices caused IPv4 address exhaustion. To address this, Internet Protocol version 6 (IPv6) was developed. IPv6 employs 128-bit addresses in hexadecimal format, significantly expanding the address space while improving routing efficiency, security, and overall network performance. An example of an IPv6 address is 2001:0db8:85a3:0000:0000:8a2e:0370:7334, providing a virtually limitless pool of addresses to support the Internet of Things (IoT) and modern networks. A fundamental aspect of IP addressing is subnetting, which partitions a larger network into smaller, logically defined subnetworks. Subnetting enhances network performance by limiting unnecessary broadcast traffic, optimizing bandwidth usage, and facilitating better address management. Subnet masks indicate which part of an IP address identifies the network and which part identifies hosts. Thoughtful subnet design allows administrators to isolate traffic between departments or services, improving both efficiency and security. Network devices such as switches and routers are crucial for data transmission. Switches operate within local area networks (LANs) and forward data frames using Media Access Control (MAC) addresses, ensuring effective communication at the data link layer. Routers function at the network layer, using IP addresses to direct packets between different networks. They are essential for connecting subnets and maintaining proper data paths, ensuring packets reach their intended destinations even across complex, multi-segment networks.
Effective IP addressing and subnetting directly affect network performance, scalability, and reliability. Proper address planning avoids conflicts, prevents address depletion, and ensures resources are assigned logically. In practical applications, such as the provided network topology, a well-structured IP scheme allows smooth communication across network segments while maintaining network boundaries. This method is critical for supporting services such as domain controllers, DHCP, DNS, and other key network functions. By combining careful IP planning with proper configuration of network devices, administrators can maintain a secure, scalable, and resilient network capable of meeting both current and future demands.
Research on Routing
Routing is a core process in computer networking that determines the paths data packets take to travel between different networks. Routers, the devices responsible for forwarding packets, use routing tables to decide the most appropriate route from a source device to a destination device. These tables store information about network addresses, associated metrics, and the next hop a packet should follow to reach its intended destination. Routing ensures that data traverses the network efficiently, even when multiple pathways exist, and that communication between devices across different networks remains reliable. Routing methods are generally classified into static and dynamic approaches. Static routing involves manually configuring each route within a router’s routing table. This method requires administrators to define paths explicitly and update them whenever network changes occur. While static routing can be labor-intensive in large or frequently changing networks, it provides several advantages, including predictable routing behaviour, minimal resource consumption, and simplified troubleshooting. For these reasons, static routing is often employed in smaller, stable networks where the topology does not change frequently. Dynamic routing, by contrast, leverages routing protocols to automatically exchange information between routers and update routing tables in real-time. Protocols such as the Routing Information Protocol (RIP), Open Shortest Path First (OSPF), and Border Gateway Protocol (BGP) allow routers to determine optimal paths based on metrics like hop count, link bandwidth, latency, and network congestion (Peterson & Davie, 2022). Dynamic routing is particularly useful in large-scale or highly variable networks, where manual route management would be impractical. However, the additional complexity and processing overhead introduced by these protocols can be unnecessary in smaller environments. In the context of the network topology used in this coursework, static routing is the most suitable choice. The network consists of a relatively simple structure, including a Windows Server environment and Debian machines, organized across separate network segments. Within this setup, the Debian server functions as a DHCP relay, forwarding DHCP requests between segments to ensure devices receive appropriate IP configuration. The Windows server provides domain services and general connectivity for client machines. Given the limited number of network paths and predictable traffic flows, manually defining static routes allows administrators to maintain full control over data movement between network segments. Implementing static routing in this environment ensures consistent and reliable communication between devices, while also simplifying monitoring and troubleshooting. Because each route is explicitly defined, any connectivity issues can be quickly traced to specific configurations. Additionally, the simplicity of static routing reduces the risk of misconfigurations or routing loops that may arise from dynamic protocols. Therefore, static routing offers an optimal balance of control, efficiency, and reliability for this coursework network, supporting essential services such as DHCP, domain control, and inter-segment communication without introducing unnecessary complexity.
[bookmark: _Toc224640104]Research on Network Services
Modern network infrastructures rely on several critical services to support secure communication, device management, and centralized administration. Among the most essential services are Virtual Private Networks (VPNs), Dynamic Host Configuration Protocol (DHCP), Active Directory Domain Services (AD DS), and Certificate Authorities. A Virtual Private Network (VPN) enables secure communication between remote users and a private network through encrypted connections over the Internet. VPN technologies such as IPsec and OpenVPN create secure tunnels that protect sensitive data from interception during transmission. VPNs are widely used by organizations to allow employees to access internal network resources remotely while maintaining security.The Dynamic Host Configuration Protocol (DHCP) simplifies network management by automatically assigning IP addresses and other network configuration parameters to devices. Instead of manually configuring each device, a DHCP server distributes addresses from a predefined pool, ensuring efficient address allocation and reducing configuration errors.Another critical service is Active Directory Domain Services (AD DS), which is a directory service provided by Windows Server 2022. AD DS manages user accounts, computers, and network resources within a centralized domain environment. Through domain controllers and Group Policy management, administrators can enforce security policies and control access to resources across the entire organization.Certificate Authorities (CAs) are responsible for issuing digital certificates that verify the identity of users, systems, and services. These certificates support secure communication protocols such as SSL/TLS and ensure that encrypted connections can be trusted.Together, these services create a robust and secure network environment. DHCP simplifies device configuration, VPNs provide secure remote access, Active Directory centralizes identity management, and certificate authorities strengthen authentication and encryption mechanisms. When integrated effectively, these services contribute significantly to the stability, security, and scalability of enterprise networks.
[bookmark: _Toc224640105]Task 2:Technical Documentation
[bookmark: _Toc224640106]Choice of Hypervisor 
The selected hypervisor for this project is Oracle VirtualBox (Type 2 hypervisor).
This choice is based on several practical and technical considerations. Firstly, VirtualBox is lightweight and does not require dedicated hardware, making it suitable for environments with limited resources. It supports multiple operating systems, including Windows Server 2022 and Debian Linux, ensuring compatibility with the given topology. Secondly, VirtualBox provides flexible networking options such as NAT, Host-Only, and Bridged networking. This is particularly important for creating isolated networks (NAT Network1 and NAT Network2) as required in the topology. From a security perspective, VirtualBox ensures isolation between virtual machines, which is sufficient for this domain-based setup. While Type 1 hypervisors offer better performance, they require more complex setup and hardware support, which is not necessary for this project. Additionally, VirtualBox is widely used in academic environments, making it easier to troubleshoot and manage. Therefore, VirtualBox is the most appropriate choice due to its ease of use, compatibility, flexibility, and suitability for small-scale enterprise simulations.
[bookmark: _Toc224640107]Download and Setup
Download VirtualBox from official website
https://www.virtualbox.org/
[image: ]
Download Windows Server 2019, Windows 10, Debian ISO files
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Create 4 Virtual Machines:
2 Windows Machines
[image: ]
2 Debian Machines
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Install all machines
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[image: ]
[image: ]
[image: ]
Creation of Network with NAT Network1 for windows
 [image: ]
Creation of Network with NAT Network 2 for Linux [image: ]
Evidence of 2 Windows PCs are connected with NAT Network1
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Evidence of 2 Linux PCs are connected with NAT Network2
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[bookmark: _Toc224640108]Configure IP Addressing
Custom IP addressing scheme:
	Machine
	OS
	IP Address
	Network

	WindowsServer
	Windows Server
	192.168.100.10
	Birmingham

	WindowsClient
	Windows 10
	192.168.100.20
	Birmingham

	DebianServer
	Debian
	192.168.200.10
	London

	DebianClient
	Debian
	192.168.200.20
	London


Testing and Troubleshooting
Successful:
Windows ↔ Windows (Ping successful)
[image: ]
[image: ]
Linux ↔ Linux (Ping successful)
[image: ]
[image: ]
[bookmark: _Toc224640109]Task 3: Reflection 
[bookmark: _Toc224640110]Technical Reflection
During deployment, several challenges were encountered. One major issue was incorrect IP configuration, which resulted in failed connectivity tests. This was resolved by verifying subnet masks and ensuring devices were within the same network range. Another issue involved firewall settings on Windows Server, which blocked ICMP requests. This was diagnosed using ping tests and resolved by enabling ICMP in firewall settings. DNS resolution was also initially misconfigured, preventing domain communication. This was fixed by correctly assigning DNS server addresses. The troubleshooting process involved systematic testing using ping, checking configurations, and isolating faults step by step.
[bookmark: _Toc224640111]Personal Reflection
This assignment enhanced my understanding of virtualisation and networking concepts. I developed practical skills in configuring virtual machines, assigning IP addresses, and troubleshooting network issues. I learned the importance of planning and testing configurations carefully. Time management was also crucial, as tasks required consistent effort rather than last-minute work. Overall, the project improved both my technical knowledge and problem-solving skills, preparing me for real-world networking scenarios.
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