Act 6
T1
This task revolves around gathering metadata to obtain significant information that will help in hacking a particular target. For testing purposes, I am going to use Metagoofil. 
From my own understanding, Metagoofil is a tool that uses the Google search engine to seek out relevant documents applying to a certain target company. It then downloads those documents, the metadata of which will be useful in discovering different details about the site, such as phone numbers, possible employees, and methods of operation. Using this info, certain trends or network details can ascertained.
There are many different websites that are made for cyber security training: some of which will be used in finding different types of data belonging to the dummy companies that “run” the vulnerable websites. These include:
· OWASP Juice Shop(https://juice-shop.herokuapp.com/)
· Zero Bank(http://zero.webappsecurity.com/)
Both sites are made to be vulnerable, and will serve to provide sufficient information, should fruitful documents be provided.
After using the program to scan various websites for relevant documents, a reported error from Google’s API mentions that there are too many requests coming from one destination, as shown. It was suggested to split the traffic or use tunnelling to make the traffic appear as normal to Google. The error was called because it has detected that a bot is responsible for the many requests
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After encountering this error, it was suggested to look at the Handbook in the provided link. [1]
It was suggested to use configurations of proxy chains, allowing the addresses to alternate between requests, to appear as if several different hosts are requesting. Using the configuration below after using “sudo apt-get proxychains4” and “sudo nano /etc/proxychains.conf”. This will allow the address to switch, and obtain the necessary data with Metagoofil.
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After setting the proxy switcher up, I also used more search threads, in order to increase the likely hood of success. Although the success of this may be due to the increased threads, there were attempts to use the proxy chains by placing it before initiating the command. The successful and attempted commands are seen below, respectiviely.
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The issue with the second attempt likely stems from too few proxies being assigned, so the number of requests may still exceed acceptable limits for each address that is sending requests on the Kali PC’s behalf. An SSH tunnel between this system and another may also work to allow other systems to send requests on this system’s behalf. This would be done by connecting to another system on a specific port, then connecting back into the original system, then
Since the data has been gathered by the successful command, the targetfiles folder that was created by the command should now be populated with the requested files. Viewing the metadata in the application should disclose some information about the network to which it is related, such as identifying possible users.
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Since Metagoofil no longer extracts the metadata for use, we can use exiftool to show the hidden details within the file. This will be done for every file in the targetfiles folder, to make out specific details.
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The above documents show some of the metadata belonging to some of the documents gathered can easily indicated some possible leads into analysing the company. For example, the “jonest1” may very well be a username under Apple. Another notable lead is the operating system mentioned, being one of Mac OS X’s earlier versions, increasing the chances of a vulnerability being found if it was still present. It can also be seen that, in the final screenshot, the email address shown in the hyperlink may provide an opportunity through emails.
Other similar tools may also be used to examine or extract this type of information, such as WebApp Information Gatherer(wig), which is made for websites and web applications specifically. A closer alternative to Metagoofil is peepdf, which is a program that makes all objects in a PDF document visible .
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metagoofil -d apple.com -t doc,pdf -1 200 -r 16 -n 5 -o targetfiles -

Adding -w for you

Downloaded files will be saved here: targetfiles

Searching for 200 .doc files and waiting 30.0 seconds between searches

Downloading file - [86528 bytes] https://opensource.apple.con/source/Security/Security-29774/doc/AppleTP_Spec.doc
Downloading file - [76288 bytes] http://store.apple.con/Catalog/China/Inages/rejection Letter.doc
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