OS 5 – Handout
WMIC
Windows Management Instrumentation Command‑line & Diagnostic Script example
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[bookmark: _Toc223457145]What is WMIC:
WMIC (Windows Management Instrumentation Command‑line) is a command line tool that lets you query hardware, OS, and system information from the Windows command prompt.
It provides fast, scriptable, admin‑level diagnostics without opening any GUI tools.
WMIC is useful for:
· Retrieving system details quickly
· Automate diagnostics and reporting
· Consistent output across Windows versions
· Works well in Batch scripts

[bookmark: _Toc223457146]Useful WMIC commands:
CPU Information:
wmic cpu get Name, NumberOfCores, NumberOfLogicalProcessors
Shows CPU model and core/thread count.
Operating System details:
wmic os get Caption, Version, BuildNumber, LastBootUpTime
Useful for version checks and uptime.
Memory (RAM) information:
wmic os get TotalVisibleMemorySize, FreePhysicalMemory
Displays total and available RAM.
Disk Capacity & Free space:
wmic logicaldisk get Caption, Size, FreeSpace
Lists disk size and remaining space.
BIOS information:
wmic bios get Manufacturer, SMBIOSBIOSVersion
Reports firmware version.
Network Adapters:
wmic nic where "NetEnabled=true" get Name, MACAddress
Shows all enabled network interfaces.
SMART Drive Health:
wmic diskdrive get Status, Model
Returns OK, Pred Fail, or warning statuses.
List installed software:
wmic product get name, version
(slow and sometimes incomplete—PowerShell is better here)
Check battery health (laptops):
wmic battery get BatteryStatus, EstimatedChargeRemaining

[bookmark: _Toc223457147]Example 1: Simple Diagnostic Batch Script using wmic:
Create a file: Batch_diagnostics.bat
Code:
	@echo off
setlocal enabledelayedexpansion

set REPORT=%USERPROFILE%\Desktop\Quick-System-Diagnostics.txt

echo Generating system diagnostics...
echo ============================================= > "%REPORT%"
echo QUICK SYSTEM DIAGNOSTICS - %DATE% %TIME% >> "%REPORT%"
echo ============================================= >> "%REPORT%"
echo. >> "%REPORT%"

echo [CPU INFO] >> "%REPORT%"
wmic cpu get Name,MaxClockSpeed,NumberOfCores,NumberOfLogicalProcessors >> "%REPORT%"
echo. >> "%REPORT%"

echo [OS INFO] >> "%REPORT%"
wmic os get Caption,Version,BuildNumber,LastBootUpTime >> "%REPORT%"
echo. >> "%REPORT%"

echo [MEMORY INFO] >> "%REPORT%"
wmic os get TotalVisibleMemorySize,FreePhysicalMemory >> "%REPORT%"
echo. >> "%REPORT%"

echo [DISK INFO] >> "%REPORT%"
wmic logicaldisk get Caption,Size,FreeSpace >> "%REPORT%"
echo. >> "%REPORT%"

echo [BIOS INFO] >> "%REPORT%"
wmic bios get Manufacturer,SMBIOSBIOSVersion >> "%REPORT%"
echo. >> "%REPORT%"

echo [NETWORK ADAPTERS] >> "%REPORT%"
wmic nic where "NetEnabled=true" get Name,MACAddress >> "%REPORT%"
echo. >> "%REPORT%"

echo Diagnostics saved to: %REPORT%
pause



[bookmark: _Toc223457148]Script reports:
The Script uses wmic to query Windows Management Instrumentation (WMI) to provide:
· CPU model + core count
· Windows version + last boot time
· Total memory + free memory
· Disk sizes + free space
· BIOS manufacturer + version
· Active network adapters
It saves the report to the Desktop as: Quick-System-Diagnostics.txt
[bookmark: _Toc223457149]Code Overview:
Turn off command echoing:
@echo off
· Prevents commands from being printed on screen. Only the output appears.
Enable safer variable handling:
setlocal enabledelayedexpansion
· Allows variables to be updated inside loops and evaluated safely.
Set the report output location:
set REPORT=%USERPROFILE%\Desktop\Quick-System-Diagnostics.txt
· %USERPROFILE% = current user's home directory
· Saves the report directly to the Desktop under a predictable filename.
Write the report header:
echo Generating system diagnostics...
echo ============================================= > "%REPORT%"
echo QUICK SYSTEM DIAGNOSTICS - %DATE% %TIME% >> "%REPORT%"
echo ============================================= >> "%REPORT%"
echo. >> "%REPORT%"
· > creates a new file
· >> appends to the existing file
· Adds a clean section header with date/time.
CPU Information:
echo [CPU INFO] >> "%REPORT%"
wmic cpu get Name,MaxClockSpeed,NumberOfCores,NumberOfLogicalProcessors >> "%REPORT%"
echo. >> "%REPORT%"
· wmic cpu get ... queries the CPU class.
· Returns CPU name, max MHz, physical cores, and logical processors.
OS Information:
echo [OS INFO] >> "%REPORT%"
wmic os get Caption,Version,BuildNumber,LastBootUpTime >> "%REPORT%"
echo. >> "%REPORT%"
· Retrieves Windows edition, version, build, and last boot time.
· Useful for uptime and Windows version diagnostics.
Memory Information:
echo [MEMORY INFO] >> "%REPORT%"
wmic os get TotalVisibleMemorySize,FreePhysicalMemory >> "%REPORT%"
echo. >> "%REPORT%"
Shows:
· installed RAM
· currently available RAM (in kilobytes)
Disk Information:
echo [DISK INFO] >> "%REPORT%"
wmic logicaldisk get Caption,Size,FreeSpace >> "%REPORT%"
echo. >> "%REPORT%"
· Lists each drive (C:, D:, etc.)
· Shows total size and free space.
· Useful for detecting low‑space conditions.
BIOS Information:
echo [BIOS INFO] >> "%REPORT%"
wmic bios get Manufacturer,SMBIOSBIOSVersion >> "%REPORT%"
echo. >> "%REPORT%"
Provides:
· BIOS manufacturer
· BIOS version
· Useful for firmware audits.
Network Adapter information:
echo [NETWORK ADAPTERS] >> "%REPORT%"
wmic nic where "NetEnabled=true" get Name,MACAddress >> "%REPORT%"
echo. >> "%REPORT%"
· Filters only enabled network adapters using where
· Prints adapter names + MAC addresses
· Helps diagnose network or connectivity issues
Finish message:
echo Diagnostics saved to: %REPORT%
pause
· Displays the saved file path
· pause keeps the window open so you can read it

[bookmark: _Toc223457150]Script Example 2: Full diagnostic with HTML report.
The following script:
· Collects all diagnostics:
· System Health
· Security Status
· Network Diagnostics
· Event Logs (Last 24 hours)
· Disk, CPU, RAM, BIOS
· Defender, Firewall, Update Checks
· Creates an HTML file dashboard on the Desktop
· Opens it automatically
The script:
· Collects health, security, network, and log diagnostics
· Writes the results into a styled HTML file
· Displays it as a html dashboard in the web browser
· Uses native Windows commands (wmic, ipconfig, wevtutil, etc.)
The script is broken into logical blocks, each writing a different section of the report.
Save the code as e.g. Full_Diagnostics_Report.bat
Then right‑click > Run as administrator.

[bookmark: _Toc223457151]Code example 2:
	@echo off
setlocal EnableDelayedExpansion

REM ============================================
REM   FULL SYSTEM DIAGNOSTICS → HTML DASHBOARD
REM ============================================

REM set REPORT=%USERPROFILE%\Desktop\System-Diagnostics-Report.html
set "REPORT=%USERPROFILE%\Documents\example.html"
echo Generating full diagnostic HTML report...
echo.

REM Start HTML file
(
echo ^<html^>
echo ^<head^>
echo ^<title^>System Diagnostics Report^</title^>
echo ^<style^>
echo body { font-family: Arial; background:#f7f7f7; padding:20px; }
echo h1 { background:#004b8d; color:white; padding:10px; }
echo h2 { color:#004b8d; border-bottom:1px solid #ccc; }
echo .section { background:white; padding:15px; margin-bottom:20px; border-radius:8px; box-shadow:0 0 5px #ccc; }
echo pre { background:#eee; padding:10px; border-radius:5px; }
echo ^</style^>
echo ^</head^>
echo ^<body^>
echo ^<h1^>Full System Diagnostics Report^</h1^>
echo ^<p^>Generated on %DATE% at %TIME%^</p^>
) > "%REPORT%"

REM --------------------------
REM CPU INFORMATION
REM --------------------------
echo Adding CPU info...
(
echo ^<div class="section"^>
echo ^<h2^>CPU Information^</h2^>
echo ^<pre^>
wmic cpu get Name,MaxClockSpeed,NumberOfCores,NumberOfLogicalProcessors
echo ^</pre^>
echo ^</div^>
) >> "%REPORT%"

REM --------------------------
REM OS INFORMATION
REM --------------------------
echo Adding OS info...
(
echo ^<div class="section"^>
echo ^<h2^>Operating System^</h2^>
echo ^<pre^>
wmic os get Caption,Version,BuildNumber,LastBootUpTime
echo ^</pre^>
echo ^</div^>
) >> "%REPORT%"

REM --------------------------
REM MEMORY
REM --------------------------
echo Adding Memory info...
(
echo ^<div class="section"^>
echo ^<h2^>Memory Status^</h2^>
echo ^<pre^>
wmic OS get TotalVisibleMemorySize,FreePhysicalMemory
echo ^</pre^>
echo ^</div^>
) >> "%REPORT%"

REM --------------------------
REM DISK HEALTH
REM --------------------------
echo Adding Disk info...
(
echo ^<div class="section"^>
echo ^<h2^>Disk Information^</h2^>
echo ^<pre^>
wmic logicaldisk get Caption,Size,FreeSpace
echo.
echo SMART Status:
wmic diskdrive get Status,Model
echo ^</pre^>
echo ^</div^>
) >> "%REPORT%"

REM --------------------------
REM NETWORK INFORMATION
REM --------------------------
echo Adding Network info...
(
echo ^<div class="section"^>
echo ^<h2^>Network Adapters^</h2^>
echo ^<pre^>
wmic nic where "NetEnabled=true" get Name,MACAddress
echo.
echo IP Configuration:
ipconfig /all
echo.
echo Internet Test (ping Google DNS):
ping 8.8.8.8 -n 3
echo ^</pre^>
echo ^</div^>
) >> "%REPORT%"

REM --------------------------
REM SECURITY STATUS
REM --------------------------
echo Adding Security info...
(
echo ^<div class="section"^>
echo ^<h2^>Security Status (Firewall + Defender)</h2^>
echo ^<pre^>
echo FIREWALL STATUS:
netsh advfirewall show allprofiles
echo.
echo WINDOWS DEFENDER:
powershell -command "Get-MpComputerStatus | Select AntivirusEnabled,RealTimeProtectionEnabled,AMServiceEnabled"
echo ^</pre^>
echo ^</div^>
) >> "%REPORT%"

REM --------------------------
REM WINDOWS UPDATE
REM --------------------------
echo Adding Update info...
(
echo ^<div class="section"^>
echo ^<h2^>Windows Update Service Status^</h2^>
echo ^<pre^>
sc query wuauserv
echo ^</pre^>
echo ^</div^>
) >> "%REPORT%"

REM --------------------------
REM EVENT LOGS (LAST 24 HOURS)
REM --------------------------
echo Adding Event Logs...
(
echo ^<div class="section"^>
echo ^<h2^>Recent System Errors (Last 24 Hours)^</h2^>
echo ^<pre^>
wevtutil qe System /q:"*[System[(Level=2) and TimeCreated[timediff(@SystemTime) <= 86400000]]]" /f:text
echo ^</pre^>
echo ^</div^>
) >> "%REPORT%"

REM --------------------------
REM CLOSE HTML
REM --------------------------
echo Finalising HTML report...
(
echo ^</body^>
echo ^</html^>
) >> "%REPORT%"

echo.
echo ======================================
echo Report saved to:
echo %REPORT%
echo ======================================
echo.

start "" "%REPORT%"
pause



[bookmark: _Toc223457152]The Script covers key System areas: 
System:
· CPU (model, speed, cores)
· RAM usage + free memory
· Disk space + SMART status
· System boot time
· BIOS version
Security:
· Windows Defender status
· Antivirus/Real-time protection
· Firewall status by profile
· Windows Update service check
Network:
· Active adapters
· MAC addresses
· Full IP configuration
· Internet connectivity test
Logs
· All critical system errors from the last 24 hours

[bookmark: _Toc223457153]Code comments:
Script Setup & Configuration:
@echo off
setlocal EnableDelayedExpansion
· Prevents echoing commands to keep output clean
· Enables safer variable expansion in loops
set REPORT=%USERPROFILE%\Desktop\System-Diagnostics-Report.html
· Chooses where the final HTML dashboard will be saved
· %USERPROFILE% ensures it goes to the current user’s Desktop

Start of HTML document:
This section writes the HTML header, styling, and opening <body> tag.
(
echo ^<html^>
echo ^<head^>
echo ^<title^>System Diagnostics Report^</title^>
echo ^<style^>
...
echo ^</style^>
echo ^</head^>
echo ^<body^>
echo ^<h1^>Full System Diagnostics Report^</h1^>
echo ^<p^>Generated on %DATE% at %TIME%^</p^>
) > "%REPORT%"
· Starts the HTML document
· Sets page title
· Defines CSS styling (colors, fonts, spacing, shadows)
· Adds a header with the current date/time
CPU information block:
echo Adding CPU info...
(
echo ^<div class="section"^>
echo ^<h2^>CPU Information^</h2^>
echo ^<pre^>
wmic cpu get Name,MaxClockSpeed,NumberOfCores,NumberOfLogicalProcessors
echo ^</pre^>
echo ^</div^>
) >> "%REPORT%"
· Creates an HTML “section”
· Runs WMIC CPU queries
· Shows: 
· CPU model
· Maximum clock speed
· Number of physical cores
· Logical cores (threads)
Displayed inside a <pre> block to preserve neat spacing.

Operating System block:
wmic os get Caption,Version,BuildNumber,LastBootUpTime
Provides:
· Windows edition
· Version & build number
· Exact boot/restart timestamp
Useful for identifying uptime and patch level.

Memory block:
wmic OS get TotalVisibleMemorySize,FreePhysicalMemory
``
Shows:
· Total RAM installed
· Free RAM available
This helps diagnose performance problems.

Disk + SMART Health block:
wmic logicaldisk get Caption,Size,FreeSpace
wmic diskdrive get Status,Model
Shows:
· Disk capacity per drive
· Free space
· SMART health status (Healthy / Warning / Bad)
· Model name of each disk
This helps us spot failing drives early.

Network Diagnostics block:
This includes three subsections:
(A) Active network adapters
wmic nic where "NetEnabled=true" get Name,MACAddress
(B) IP configuration
ipconfig /all
(C) Internet connectivity test
ping 8.8.8.8 -n 3
Shows:
· Lists all enabled network adapters
· Shows MAC addresses
· Shows IP, DNS, gateway, DHCP, etc.
· Checks if the internet is reachable

Security Status block:
Firewall settings
netsh advfirewall show allprofiles
Windows Defender status
powershell -command "Get-MpComputerStatus | Select AntivirusEnabled,RealTimeProtectionEnabled,AMServiceEnabled"
Shows us:
· Shows firewall ON/OFF for Domain/Private/Public
· Shows core Defender protections: 
· Antivirus enabled
· Real‑time protection
· Defender service status
Important for compliance and threat detection.

Windows Update status:
sc query wuauserv
Shows:
· Running
· Stopped
· Disabled
Critical for patching/hardening.

Event Log Capture (last 24 hours):
wevtutil qe System /q:"*[System[(Level=2) and TimeCreated[timediff(@SystemTime) <= 86400000]]]" /f:text
Shows:
· Critical system errors (Level 2)
· Only in the last 24 hours
Useful for diagnosing crashes or system instability.

Finalising the HTML file:
echo ^</body^>
echo ^</html^>
Closes the HTML document properly.

Auto‑opening the dashboard:
start "" "%REPORT%"
· This opens the report in your default browser automatically.

[bookmark: _Toc223457154]Troubleshooting: Saving the HTML report file:
In case you are unable to see the html file, try the following if saving to a cloud provider such as Onedrive. To detect the desktop folder use:
	REM Detect correct Desktop folder (OneDrive or local)
if exist "%USERPROFILE%\OneDrive\Desktop" (
    set "REPORT=%USERPROFILE%\OneDrive\Desktop\example.html"
) else (
    set "REPORT=%USERPROFILE%\Desktop\example.html"
)



Instead of:
	set REPORT=%USERPROFILE%\Desktop\System-Diagnostics-Report.html



Or try:
	set "REPORT=%USERPROFILE%\Documents\example.html"



