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[bookmark: _Toc36651581]Abstract 
	Extensive research into multiple accessible computer forensic toolkits/workstations has been conducted and analysed – highlighting the abilities and contents of each tool, assessing how well it would work. Joined with this, a table has been inserted which highlights all the basic information such as: the type, the version, the contents, and the price of each kit.
	As well as this, background information regarding the UK Laws and Regulations on Digital Forensics has been discussed, briefly explaining the ACPO guidelines and their principles. Following this is a case study which forensics investigator John endured has been discussed, and the methodologies which John would have used has been explained. 

[bookmark: _Toc36651582]Introduction 
	When people think of a forensics officer, they think of your traditional detective from the police station - the computer forensics officer is often overlooked, if known about at all. The role of the computer forensics officer is to investigate cyber-crimes, from issues regarding money laundering online, hacking, or even terrorist activity, and many other cyber-crimes. Forensic investigators use different investigation techniques and software to gain, obtain, and analyse evidence from technical devices that would allow it to be ‘suitable for presentation in a court of law’ [1]. The forensics officer must abide by a strict set of rules in order to comply with the law, which includes maintaining and updating a document named ‘the chain of custody’. The officers will use specialised software and equipment in order to aid their evidence building, allowing them to generate an unbiased report stating each fact in regards to the events that occurred and the crimes that were committed, thus aiding the court in making a decision as to whether the defendant should be subject to punishment for their crimes, or whether they should be allowed to walk free. 
[bookmark: _Toc36651583]Forensic Tools
	One of the most used forensics software is entitled ‘Forensic Toolkit’ more commonly known as FTK. FTK is a complete solution – it is a combination of all the most used forensic tools needed compact into one package. FTK allows the user to: 
· Image hard drives, SSDS, or all other mediums of storage that were used
· Preview folders & files 
· Mount Images in ‘read-only’ format 
· Export files & folders from images 
· Recover ‘deleted’ files
· Create hashes of the files for security 
· Generate Hash Reports [2]
These points are some of the more basic functions of a full FTK package, with other functions such as: Data carving, decryption, data visualisation, anti-malware service, and OCR (conversion of images on text into readable text) included in the full package. It also allows the forensics investigator to collect data from a device from any location – regardless of whether that data is live or static. Images can also be taken of all data in order to preserve the integrity of the data. FTK creates bit-by-bit images of the data device, this means that it is able to create an identical copy of the hard drive – which does include all unallocated space – which is essentially what allows the forensics investigator to see whether any files have been deleted and whether they are accessible or non-retrievable. 
	What really sets FTK aside from the other options on the market or open source is the couple of distinguishing qualities that it has – the way in which FTK functions aims to fully utilise your equipment, FTK ‘utilises multi-core CPUs to parallelise actions’ [3] which essentially means the end-user experience is much smoother as there is a rather large boost in software performance. Joined with this, it utilises the opportunity to have a shared case database, FTK chooses to use one singular working copy of a dataset as opposed to storing multiple copies of the same data – meaning that a team of forensic investigators are able to collaborate on the same database at once. FTK’s use of a database allows for more stability – it is said that many other tools rely solely on memory, whilst FTK’s creators have opted for it to run on a database system, meaning that should the software crash, the database is still accessible, meaning the data can be accessed.
FTK Summary: FTK is essentially the ‘full-package’, it is classed as more of a solution than a tool as there are multiple tools that are included with thin this solution, allowing the forensic team to be able to complete near enough any activity that they may need to do. It attempts to create a stable environment, by using a database backbone rather than relying solely upon memory to store the data entered – alongside storing all data into one data set rather than multiple to allow for cohesive collaboration. In order to obtain a perpetual licence for FTK, it is $3995 (£3492.18), however a year’s subscription is $2227 (£1911.59).

[bookmark: _Toc36567302][bookmark: _Toc36651584]	The Sleuth Kit’s Autopsy is an open-source kit that is widely used by law enforcement, and even military, to determine/investigate cyber-crimes – this particular kit is an open-source software meaning that it is free and anyone is able to access it.
	Autopsy was created as an easy ‘out of the package’ use software to allow for near-enough instant use. The aim of autopsy is to provide all the fundamental functions that are needed in a forensics software for free – hence why it is open source. Autopsy can be used on either a device operating on Windows or Unix as it has support for both operating systems. However, Sleuth/Autopsy runs primarily on Unix systems.
	The tool aims to automate the forensic procedure in an attempt to allow for easier organisation of data such as ‘identifying, sorting, and cataloguing pertinent pieces of forensic data’ [4]. The Sleuth Kit in itself essentially operates and functions using a series of command lines and a programming library which functions using C – using these command lines and C you are able to not only collect data from systems, but also parse and analyse it. The interface of Autopsy/Sleuth isn’t anything special – its interface is a simple GUI interface which eradicates graphical complexity or difficulty navigating.                                                                                                                                                     

Autopsy includes: 
· Timeline Analysis – event viewing interface 
· Hash filtering – this flags bad files and can ‘ignore’ good files 
· Easy Queries as there is a keyword search 
· Web Artifacts 
· Data carving using PhotoRec
· Multimedia 
· Indicator of Compromise using STIX [4]
Autopsy tries to be a speedy software, attempting to utilise the CPU to its best ability – it does so by running multiple tasks at once in parallel, using multiple cores, and tries to provide the user with the information they need as soon as possible. Should a keyword be searched, the software will indicate quickly whether the data contains that specific word within a few minutes, however a complete drive scan can take hours to complete. When the drive is scanned and the data is viewable, should the investigator conduct a deep-search, and meet a dead-end, Autopsy provides a backtrack function, meaning that one can simply ease through their search history, meaning that one’s steps can be retraced. 
	Sleuth/Autopsy Summary: This is a kit/tool which offers the user all the fundamental forensic elements for free – it functions using a simple GUI interface, with directions being given using command line input or C. It offers a simple search function which indicates basic findings within minutes, and extensive searches after it completes a full scan which could take hours. Seeing as this is a free kit, it seems to come with some great functions which would allow for reasonable results – meaning that a good report can be drawn in order to present in court. 

	Joined with this, SANS Investigative Forensic Toolkit (SIFT) is another tool that forensics use to help with their case. SIFT is a ‘VMware Appliance’ that is already configured with a multitude of tools that are needed in order to complete a full, detailed forensic investigation. [6] SIFT is operational in the majority of OS’s, including: 
‘’
· Windows (File formats: MSDOS, FAT, VFAT, NTFS)
· MAC (HFS) 
· Solaris (UFS)
· Linux (EXT2/3) 
‘’ [6]
However, this kit is primarily based on Ubuntu and comes packed with multiple tools, this software allows you access to another open source kit that was discussed named ‘The Sleuth Kit/Autopsy’ which allows a GUI interface and a file system analysis tool, joined with this it includes timeline generation tools (Plaso and Log2timeline), hashing tools (ssdeep and md5deep), file carving (foremost/scalpel), Wireshark (network forensics), and memory analysis (volatility framework). [7]
	SIFT Workstation offers a vast range of tools which can be read above, this was created to provide forensic investigators with all that they need to complete in-depth, reliable results from an investigation. As it tries to be as comprehensive as possible, it allows the analysis of expert witness formats, along with advanced forensics format, and raw evidence formats. You are also able to view system logs with the timeline tools like Plaso and utilises Rifiuti as a recycle bin. [8] SIFT is one of the most popular open-source forensic tools available – and has been downloaded over 100k times. 
SIFT Summary: SIFT is an incredibly popular, open-source workstation that provides the user with a combination of multiple types of software/kits that work in union to provide the correct means of cohesive data which can be used within a report that will be delivered in the court of law. For an open-source workstation, SIFT is incredibly comprehensive and versatile. 

[bookmark: _Toc36651585]Conclusion
 There are a vast amount of forensics software that can be used in order to aid the forensic investigator within their investigation into a cyber-criminal case, there seem to be plenty of open-source kits that can be accessed freely simply by conducting a Google search, however the open-source kits, are understandably, less comprehensive than those which professional’s would use – such as FTK. It does seem as though the more expensive, specialist software contains more information and more tools, thus enabling the investigator to conduct a much more in-depth report. 






	Name
	Price
	Type
	Version
	Functions

	FTK
	$3995 for perpetual 
$2227 for year subscription 
	Solution 
	7.1.0
	· Image hard drives, SSDS, or all other mediums of storage that were used
· Preview folders & files 
· Mount Images in ‘read-only’ format 
· Export files & folders from images 
· Recover ‘deleted’ files
· Create hashes of the files for security 
· Generate Hash Reports [2]
· Data Visualisation 
· Data carving
· Anti-malware 


	The Sleuth Kit/Autopsy
	Free- it’s open source 
	Kit
	4.14.0
	· Timeline Analysis – event viewing interface 
· Hash filtering –  
· Easy Queries  
· Web Artifacts 
· Data carving 
· Multimedia 
· Indicator of Compromise using STIX [4]


	SIFT 
	Open Source – free
	Toolkit 
	3
	· File system tool
· Timeline generation 
· File carving
· Hashing 
· Memory analysis
· Wireshark 
· Recycle Bin
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[bookmark: _Toc36651586]The Case Study 

	According to the Houses of Parliament ‘Digital forensic science is the process of obtaining, analysing, and using digital evidence in investigations or criminal proceedings’ [9] – the evidence that can be collected is vast, ranging from child exploitation, to acts of terrorism, to the GPS recordings of a specific device. 
Under UK law, there is a set forensics process, which goes as follows:
a) ‘The Recovery – in this step, all data is extracted, it typically involves copying the hard disk, retrieving information from a mobile device, or obtaining data from a remote system. The data can then be processed and will become available for the examiner; this process also sometimes includes decryption and data recovery if necessary. 
b) Interpretation – in this step, the data is analysed and interpreted, which frequently involves the need to synthesise information from multiple different sources.
c) Presentation – all findings that were made during the process will then be conformed into a report and will be communicated, sometimes solely in the form of a report, sometimes presented in court. ‘ [9]
So long as the device has been seized lawfully, law enforcement are well within their rights to intercept any content on that device, and where the law and situation calls for it, any communications from service providers; the law permits such an activity under an act that was defined in the law under what is known as the ‘Data Retention and Investigatory Powers Act 2014’, which states that should the reasoning be ‘necessary and proportionate’, such data can be obtained. [10] 
In order to ensure that there are regulations and principles in place to ensure that all digital crimes are investigated properly, the ‘Association of Chief Police Officers’ (ACPO) was formed – however, this organisation dissolved in 2015 and instead became the ‘National Police Chief’s Council’. Under the ACPO organisation, a document was released entitled ‘ACPO Good Practice Guide for Digital Evidence’, this document was produced to ‘provide guidance not only to assist law enforcement but for all that assist in investigating cyber incidents and crime’ [11].
The document stresses a total of four principles, which should be strictly followed in order to abide within the law, the 4 ACPO principles are: 
Principle 1: All agencies/persons should NOT change data that could be used within court 
Principle 2: Should the original data be accessed, only those competent to do so should access it, and the competent individual should provide evidence that explains the relevance and all of the implications that their actions may have caused. 
Principle 3: An Audit trail/record of processes that was applied to the evidence should be created, maintained, and preserved. 
Principle 4: The person that is ‘in charge’ of the investigation has the overall responsibility for ensuring the law and principles are always adhered to. [11]
	The ‘ACPO Good Practice Guide for Digital Evidence’ document instructs and provides guidelines on all aspects of computer forensics, such as: Principles, how devices should be seized, attending the scene, how to capture evidence online, how the data should be analysed, and many more fundamental facts and principles that all participating bodies should adhere to in order for all acts to be lawful. 





























[bookmark: _Toc36651587]Incident Report (incl. Digital Forensics) 

	Investigator 							Constable Mr. Mark Wales
 									Chief Investigator 
									Heathrow Police Dept. 	
	  
	
	Digital Forensics Examiner 				John Brown 
									Observation99 Forensics
									99 Ashford Ave, 
									Ashford 
									London 
									TW15 2BW 
											
	Investigation Information                                                      
	Accused 							Potential Terrorist 
	Criminal Offence 						Active Terrorism 
									Terrorist Plans
									Computer Misuse 

	




[bookmark: _Toc36651588]Introduction 
At Heathrow International Airport, a suspected terrorist was shot down – this terrorist was caught attempting to travel to Fiji in order to bomb one of their airports named ‘Mason International Airport’. Upon inspection, his appearance matched the description/records on the terrorist list – when this was realised, the police attempted to confront the ‘terrorist’ and as a result, the ‘terrorist’ attempted to flee the scene, which caused him to be shot down. At the time the ‘terrorist’ was shot down, he was in possession of a briefcase. Mr. Mark Wales (Chief Investigator at Heathrow Police Department) contacted a detective in a professional forensics’ investigation service – the forensic investigator’s name is John – and John as asked to investigate the items contained within the briefcase. 
	In order for John to correctly investigate the case, John was given the briefcase/laptop bag, which contained within was a Dell Laptop – this is what the ‘terrorist’ was in possession of when he was confronted and eventually shot by the police. All photographs of the scene and fingerprints were compared to the terrorist, and the test was positive – proving that the ‘terrorist’ is a match. The Dell laptop was found in ‘stand by’ mode – as the device was found in such a state, John took images of the screen using his own Cannon Digital Camera, this was to provide evidence of the laptops state. From observation, John was able to identify that the operating system the laptop was operating on was ‘Windows XP Professional Service’. 
	Before a ‘Chain-of-Custody’ is completed, the data first needed to be seized. The process of data seizure can be particularly complex, it consists of collecting the device, inspecting it, and copying information from several different sources that could contain evidence in relation to the case. The seizure of evidence is typically carried out by law enforcement agencies/police departments that are in charge of the scene, this particular step is carried out to ensure that no evidence can be tampered with, modified, used unlawfully, or destroyed – should any of these things happen, the evidence would be classed as null and void, and cannot be used within a court of law. Under the seizure act, the device should be labelled correctly and protected – the device should be isolated to avoid losing any evidence. A search and seizure log with a small description of the seized items should be created and maintained, and then the digital evidence should be packed and transported in the safest fashion. Whenever necessary or applicable, any witnesses at the scene should be asked to give witness statements – all the witness statements should be documented in the proper fashion and should be signed by the witness. 
	After the seizure of the items, the chain of custody document would have been created. The chain of custody document is essentially a complete and accurate log of all movement that the evidence has gone through, and a list of every person that has had possession of the evidence. This log would have need to be created as soon as the evidence is taken into custody, all the way through to the court proceedings. It would be essential for John to maintain the document as it is proof that the evidence was stored and used legally and can prevent an accusation of evidence tampering. 
	 	Following this is the section which is known as ‘Data Acquisition’ – this particular step focuses on creating a ‘forensic image from computer media, such as a hard drive, thumb drive, cd rom,’ [12] and other types of storage, this is done using specialist software and hardware which creates a bit-by-bit copy of the original device – this is done to avoid damaging or modifying it; the image that is created is an exact replica of the original device, and is what forensics will use to base their report/investigation on. This is what John’s next step would be – data acquisition. John would have created an image of the original hard drive and used this image for his investigation. When doing so, John must ensure that all of the actions he takes are careful as he would not want to tamper with the evidence in any way – it would also be highly recommended that John utilises the use of write blockers which would help protect the original evidence. After John created the image,  the integrity of the devices should be authenticated – this would be done by checking to see whether the hash values of both drives are the same, typically MD5 hash, and if they are identical, then it means that no changes were made to the drive. There are a couple of hashing tools that John could have used, such as: HashCalc, or HashMyFiles. Once the image was created, John would then need to hand the original evidence back to the law enforcement that oversees the case – this is for security reasons.
	Because of the nature of the case, and the events surrounding it, John was asked if he could retrieve a multitude of different files/pieces of evidence, those were: All MS Word files, Excel files, PDF’s, Image files, video files, audio files, MS Outlook Contacts, emails. Messenger history, cache files, and temporary internet files. As the suspect is a suspected terrorist, it is likely that he would have attempted to hide some evidence through deleting files in the hopes that once they have been deleted, they are unobtainable. Unfortunately for the suspect, nearly any file that has been ‘deleted’ can be recovered from the hard drive. In some cases, it may be discovered that some data on the evidence drive has been lost, corrupted, or deleted. It is important that John can recover and retrieve these files for a complete and thorough investigation to proceed. In order to retrieve such data, John would turn to specialist file recovery software, such as: Recuva, EaseUs, Data Recovery Wizard, Advanced Disk Discovery, which would ‘scan for lost data in the evidence drive’ [13] which in most cases, does help recover the lost data. As we know, when the laptop was found it was in stand-by mode, which means that it is likely that some volatile data was ‘lost’, using such tools, John should be able to recover such data. 
	Upon retrieving/recovering the files and investigating them, John found that the content of the video files on the drive were of terrorist nature. The videos contained content such as the following: The 9/11 Bombings, videos of terrorists practicing at terrorist camps, the homicide of hostages, motivational speeches by leaders of numerous terrorist organisations, personal videos involving his family, a 30 minute video of Heathrow International Airport and Mason International Airport in Fiji, and a further set of videos that were taken in a hotel room where he was involved with a total of six other suspects. 
	As John is an investigator, it would be required of him to document all of the processed which he carried out during the investigation, this includes: gathering, analysing, preserving, and reporting he evidence in order to produce a good report which can be used in the court of law. This particular document would need to obtain a complete and detailed record of the evidence that was acquired, an analysis of the evidence, and an assessment of the evidence which ‘provides a correlation of evidence discovered with the crime events and details the clues discovered to form conclusions regarding the case’ [13]. However, one of the videos that was found on the drive was a pleasant video of the suspect and his family – this particular video should not be documented as it can not be used as evidence, it is completely unrelated to the case/crime and because of this, it should not be described or used/produced in court as it is irrelevant to the case. 
	Joined with the found videos, John was able to find the following on the drive: 
· Photographs of both Heathrow and Mason Airport, these images were incredibly detailed and confirmed the intention of the terrorist group he was associated with 
· Logos of a terrorist group, confirming his alliance 
· Documents entitled ‘How to Make Chemical Bomb’, ‘How to Prepare for Jihad’, and ‘How to be a Suicide Bomber’, amongst other materials 
· A document entitled ‘How to Bomb Mason International Airport’ – this document is what caught the attention of Mr. Wales – upon reading the document, he found that the article contained instructions from a number of people about how one should spread terror at Mason Airport, Fiji.  
It was important for John to retrieve the contacts on the suspects MS Outlook account – the missing contacts would have likely been those he had been planning the attack with, or those that are a part of the same terrorist organisation. There are two ways in which John COULD have retrieved such information, firstly he could have used a: 
‘
i. Manual Extract Method: This would have been done by accessing outlook itself and navigating to the ‘import/export’ section, selecting import from another program/file, then selecting export to file, and choosing the outlook data file .pst option. Then, export the outlook data file dialogue box, choosing the contacts folder. Then, browse the folder and save the resultant .pst file. 
ii. Automated Solution: If the files were orphaned or corrupted, the manual method would not work. In such an event, then a tool such as ‘SysTools’ which is an OST recovery software – allowing you to save the OST files in Outlook PST and some other formats of storage.
‘ [14]
In this case, John would have had to have used the automated solution as it is likely that the suspect removed all viewable evidence in the way in which he thought best – so the data would have been deleted/corrupted. By using a software such as SysTool, John would then be able to access the OST file and recover all the contact details of the suspects contact list. 
Along with all the other findings, John was also able to recover excel sheets which contained information regarding bank account names and all the details of the inflow of funds that were being put into each account. Joined with this, inside the laptop bag was a couple of documents and a few immigration visas which made his links with a multitude of terrorist organisations clear. 
After the investigation has been brought to a close, it is John’s responsibility to create a detailed document that describes each and every process or task that he carried out, this includes each aspect of data investigation, all the way through from gathering the data to the reporting of it. He should develop a comprehensive, factual, non-bias report containing the following: 
I. The Purpose of the Report 
II. The Author – in this case, John 
III. A Summary of the Incident 
IV. Evidence 
V. Details of the Case and Evident 
VI. A Conclusion, summarising each point that has been made so far
VII. The Inclusion of any Supporting Documents to the Case 
The report that John has written will be used in the court of law to assist the judicial system with deciding about the innocence of the suspect. At this stage, John would be classed his a ‘technical witness’ – this essentially means that he conducted the fieldwork, and will submit only the results of his findings, and will not offer any viewpoints in court, however it is likely that John would need to appear in court as what is known as an ‘Expert Witness’. An expert witness is essentially a witness who ‘by virtue of education, profession, or experience, is believed to have special knowledge in their subject’ [15], the witness’ knowledge in the subject would be far beyond what the average person would know, and the courts believe in the witness’ skill and knowledge so much so that they would depend upon the expert witness’ opinion. In fact, any opinion of an expert witness in court that has been authorised, bares a legal status and can be accepted as evidence. Should John act as an expert witness in court, it would be his responsibility to testify his stance, and help aid the court in understanding the technical evidence that was provided to them – because of the intricacy of the case, and the lengths that were gone to in order to retrieve such information, it is likely that the judge and jury would not be able to fully comprehend the evidence at hand, this means that John would have to explain, to the best of his ability, the evidence and contents of the report, so that all within the courts can understand. John would also be required to express his opinion truthfully and objectively and should ensure that the opinion and expert advice he provides to the court is solely his own and has not been influenced by anyone else. 
[bookmark: _Toc36651589]Summary
	As a forensic investigator, it was John’s role to investigate all technical aspects of the terrorism case that was brought forward. Not only did he need to create a bit-by-bit copy of the evidence hard drive, but also needed to ensure that it was protected and untampered with in the process. John also had to participate in maintaining a chain of custody document which contains the actions and people that had access to the evidence – this avoids any tampering accusations and protects law enforcement and any other people that may have needed access to the evidence. It was also important for John to recover any lost, corrupt, or deleted data as without doing so, the entire case may have been affected entirely – without such evidence, there may not have been enough evidence to prosecute the suspect. John’s report would play a vital role in the court proceedings as it covers all of the data that was found on the suspects device and can support the accusations that were made against the suspect; John’s report will have been thorough and incredibly detailed, unbiased and completely factual. John’s role as the forensic investigator was vital. 
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