Features of IPv6

Internet Protocol version 6, otherwise known as IPv6, is the successor to IPv4 and is the most recent version of Internet Protocol communications. It was developed to deal with the problems of IPv4, mainly from address exhaustion which depleted unallocated IPv4 addresses. It has been radically changed in order to support a wide range of features while keeping with the basic functions of IP addressing. IPv6 offers a variety of new features compared to IPv4.

One of the main features of IPv6 is that it has a larger address space. Unlike IPv4 which has a 32 bit address space, IPv6 has a 128 bit address space which is divided into eight 16-bit blocks, each block is then converted into 4 digit hexadecimal numbers separated by colon symbols. The extra bits enable IPv6 to support more addresses than its predecessor, as well as allowing a better allocation of addresses and better route aggregation. Due to the hexademical, colon-separated structure of the address, this makes IPv6 better suited for mobile networks. While IPv4 is a numeric address, IPv6 differs in that it is an alphanumeric address. 
Another feature of IPv6 is stateless address auto-configuration, auto-configuration in IPv6 contains link-local addresses and multicasting. It also features the Neighbour Discover protocol which operates at the link layer of the Internet model, its purpose is to gather information for internet communication, such as local connection configurations and for communication with far away systems it gathers domain name servers and gateways. As well as stateless address auto-configuration IPv6 also supports stateful auto-configuration, in which communication is discrete and individual, being unrelated to those that precede or follow.
IPv6 does not support the broadcast address type, unlike IPv4 which did support it but was restricted due to performance problems. IPv6 supports:
1. Unicast addresses, which are the same standard addresses as in IPv4. One address supports one host interface.
2. Multicast addresses, which were an optional choice in IPv4 but necessary in IPv6. These are addresses that represent various groups of IP devices. If a message was sent through multicast then it would be sent to that specific group of IP devices.
3. Anycast addresses, which are used when a message is sent to any member of a group but not to all members. It is important in that it removes the strict need for unique IP addresses, allowing the same IP address to be assigned to more than one device. Often the member of the group that is easier to reach will be sent the message.
IPv6 has a large IP address scheme that enables it to allocate devices with unique IP addresses. The scheme saves and stores IP addresses so devices are able to receive and send data among other devices. This large address scheme is what gives IPv6 the capability of supplying unique addresses to every device attached to the internet. This also makes streaming media much more efficient for use in communications. 
IPv6 has security implemented into it in order to prevent data leaks or hacking, the protocol implemented is known as IPsec. This means that communication is either encrypted, authenticated or in some cases both via extension headers. IPSec operates in two distinct modes: Transport and Tunnel. Transport is a host to host mode, where only the payload is encrypted or authenticated. Tunnel is a gateway to gateway or gateway to host mode, in which the entire IPv6 packet is encrypted and authenticated. The packet is then topped off with a new IPv6 header.
IPv6 has a neighbour discovery protocol, which is used for gathering important pieces of information necessary for internet communication, the configuration of local connections, domain name servers and gateways. While the protocol is similar in function to IPv4 protocols such as ICMP Router Discovery and Redirect, as well as Address Resolution Protocol, it improves upon them in terms of router discovery and address resolution. The neighbour discovery protocol uses five distinct messages:
1. Router Solicitation (ICMPv6 type 133).
2. Router Advertisement (ICMPv6 type 134).
3. Neighbor Solicitation (ICMPv6 type 135).
4. Neighbor Advertisement (ICMPv6 type 136).
5. Redirect (ICMPv6 type 137).
These in turn provide message exchanges for the address resolution (which includes duplicate address detection), router discovery, neighbour unreachability detection and redirect function.
A Router Solicitation message is sent by IPv6 hosts to discover if there are any IPv6 routers on the link. A host sends a multicast Router Solicitation message in order to prompt any IPv6 routers to respond immediately, rather than waiting for an unsolicited Router Advertisement message. 
Unsolicited Router Advertisement messages are sent by IPv6 routers, the interval between unsolicited advertisements is randomized in order to reduce problems regarding synchronization when it comes to multiple advertising routers on a link and when solicited Router Advertisement messages are sent in response to the receipt of a Router Solicitation message. 
Neighbour Solicitation messages are sent by IPv6 nodes to discover the link-layer address of an on-link IPv6 node or to check that a neighbour is still reachable via cached link-layer address. It typically includes the link-layer address of the sender.
An IPv6 node sends the Neighbour Advertisement message in response to a Neighbour Solicitation message, this message confirms the existence of either a host or router. An IPv6 node also sends unsolicited Neighbour Advertisements to inform a link-layer address change.
The Redirect message is sent by an IPv6 router for the purpose of informing a host of a better hop address for a destination. Sending a Redirect message is exclusive to routers, and are sent for unicast traffic, are unicast only to originating hosts, and are processed only by hosts.
IPv6 was designed to be bigger and better than IPv6 but it was also designed to not compromise on mobility. With IPv6, hosts are able to roam around in different areas around the world and still remain connected to the chosen IP address. As a result, it provides interoperability and mobility capabilities that could not be provided with IPv4 which was constrained to network topologies.	Comment by Ian Lewis: Good document, evidence of security and advanced features, but no evidence of research or referencing


