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[bookmark: _Toc86050428]Report to the Head of Information Governance 

Subject: Email data breach

1. Purpose of this report 

To provide the Head of Information Governance with information relating to a recent breach which resulted in an employee of the company accidently emailing personal staffing data to an employee of a design company who are external to the organisation. Recommendations are included for considering for action. 

2. Background information

A team manager within the catering division who has line management responsibility for 22 members of staff inadvertently emailed a spreadsheet containing the names and addresses of each member of his team to an email address outside of the company. The manger extracted the information from the HR system, which was imported into a spreadsheet, and saved to the computers desktop. This was done by the manager as he was trying to improve an operational function and felt it would be easier to have all the details in a single place. 

The manager had intended to email a design template for a leaflet that required updating to a David Poole, who worked at a design company external to the organisation. When the email was drafted, and the manager had accidently attached the spreadsheet instead of the leaflet to the sent email. The error was not found until the recipient, David Poole, replied to say that the spreadsheet attached containing what looked like sensitive data.  The manager contacted the IT Helpdesk to make them aware of the mistake, who escalated the call to the IT Security Officer. 

The IT Security Officer contacted the recipient who was emailed the data in error and was assured that the information and email has been deleted and was not forwarded onto anyone else. The IT Security Officer asked to make a site visit to the design company to validate this, to which they agreed, and it was confirmed.

During the investigation, the IT Security Officer discovered that the manager had scanned copies of staff sick notes and occupational health reports accumulated on his desktop. These were dating back over the past 5 years. 


3. Main issues and findings

The main issues and findings were that there had been a breach of personal information by the manager actions in emailing a spreadsheet containing the names and addresses of his team members to someone who works outside of the organisation. 

Personal data is considered data that can easily identify an individual solely from the information (ICO., 2021), and it is clear that the members of his team can be identified as the spreadsheet contained full names and addresses.  In addition, there had been a breach of special category personal data, as scanned copies of sick notes and occupational health reports, which contains sensitive information relating to individuals’ health (ICO., 2021), were saved to an insecure location by the manger. 

The companies’ policies and procedures had been breached, and although it was done accidently by the manager, this will need to be considered and appropriate recommendations on any further action which may need to be taken.

4. Breaches of data protection legislation and principals

The report finds that there had been a breach of principal 6 of the GDPR and of the Data Protection Act 2018 (DPA 2018) in relation to the integrity and confidentiality of the personal data that was accidently disclosed to an external party by the manager.  


The UK General Data Protection Regulations (GDPR) sets out seven key principals (ICO., 2021) which are:


1. Lawfulness, fairness and transparency
2. Purpose limitation
3. Data minimisation
4. Accuracy
5. Storage limitation
6. Integrity and confidentiality (security)
7. Accountability 

Any UK based business or organisation that stores or processes personal information about people must company with the regulations and register with the ICO. Failure to follow the principals can result in large fines being imposed on the organisation at fault. The Data Protection Act (2018) sits alongside the UK GDPR and provides supplementary laws and exemptions to the act (GDPR, 2018).

‘Article 83(5)(a) states that infringements of the basic principles for processing personal data are subject to the highest tier of administrative fines. This could mean a fine of up to £17.5 million, or 4% of your total worldwide annual turnover, whichever is higher’ (GDPR, 2018).


Article 5(1)(f) (GDPR, 2018) refers to the integrity and confidentiality of personal or sensitive data that is held by an organisation, and states that appropriate technical means should be in place to protect the data against accidental loss, damage, or destruction. 

The company does have a legitimate lawful purpose to hold the personal information (names and addresses) of staff members, who are employees of the company, and has the appropriate technical means to protect this data within the HR system. However, due to the actions of the manager, the appropriate security of the data had been removed as it was extracted from the system and saved to an unencrypted (non-password-protected) spreadsheet. 



By accidently attaching the wrong file to an email, the personal information was disclosed, and principal 6 / Article5(1)(F) was breached. 



‘Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’)’ (GDPR, 2018).


The storing of sick notes and occupational health reports saved on the managers desktops, which are considered to contain special category data under article 9(b) Employment, social security and social protection was also a breach of Article5(1)(f) of the legislation, as the actions of the manager in doing this removed the appropriate technical means to protect this data. The desktop is not considered a safe and secure storage location as the device in not encrypted and is shared amongst multiple users (ICO., 2021).


5. Organisation policy breaches

The company has in place a Handling Personal Information and Email Usage and Monitoring Policy and Guidance, which all employee agreed to abide by when logging onto to system and accepting the companies Acceptable Usage Policy (AUP). 

The handling personal information policy refers to ensuring that the appropriate technical means are in place when processing, storing, or transporting sensitive electronic data. In addition, it provides links to guides and on-line training with information relating to safe storage on the company’s central storage server, password protecting office files, email encryption and not saving data locally. It explicitly states ‘that personal or sensitive information should not be stored locally on end user devices such as laptops or desktop without additional protection such as file encryption or password protection’

The email usage and guidance policy states that email is not considered a secure communication method as default, and that any sensitive of personal information sent in an email should be encrypted by selecting the ‘encrypt’ option in outlook before sending. It highlights the fact that recipients’ addresses should be double checked, especially when sending confidential emails, as anything sent outside the organisation cannot be re-called. In addition, when forwarding or creating new emails, attachments should be checked to ensure they contain no sensitive data. If sensitive data needs to be sent over email, the email and attachments should be encrypted. 

Both these policies have been breached by the actions of the manager. Further details of these actions have been summaries below.

The personal information was extracted and inputted into a spreadsheet. This was then saved on the computer’s desktop. This action contradicts the policy which states ‘data and documents should be stored on the central file server and not locally on devices or the desktop’. If data is stored locally, it must be encrypted or protected with a password. 
The spreadsheet in question was not encrypted and did not have a password protection in place. 

The manager stored up to 5 years of sick notes and occupational health reports on the desktop containing very sensitive personal information, with no additional protect on the files. Had the device been lost, stolen, or accessed by another member of staff with administrative access to the laptop, these files and the data could have potentially been accessed.

Although the breach was accidental, the manager did not double check the attachment attached to the email before sending. Had this been done as suggested in the guidance, then the mistake may have been spotted and the email containing the wrong attachment not sent. The situation could have been even worst had the manager attached one of the sick notes or occupational health reports, as these may have contained the name, address and special character information about staff members, which could include health related conditions and information, ethnic origin, genetic data and sexual orientation. 
6. Recommended Actions

It is recommended that the Head of Service responsible for the service is made aware of the action of the manager. Both policies state that failure to comply may result in disciplinary action being taken, and the head of service will need to liaise with colleagues in the Human Resource department to understand what actions should be taken against the manager. The actions could range from informal warning with additional support and training being offered to the manager, or alternatively formal action with the potential that the manager is found to have conducted misconduct or gross misconduct. 

This report also recommends that a review of the technology and applications deployed by the company should be undertaken by the IT Department with some key areas to look for possible improvement which should include:

· The policy makes it clear that data should not be stored locally, however there were no technical means in place to prevent the manager from doing this. Investigate if group policy could be applied across the organisation to prevent saving to the desktop.
· The manager was able to extract personal data from the HR system. Investigate if the security settings on the system can be changed to prevent data being extracted.
· Add a mail-flow rule to prompt users when they are sending an email to an external recipient. This will encourage them to double check the contents of the email (Microsoft, 2020).
· The company uses Office 365 for email with the ability to enable DLP (Data Leak Prevention). This should be enabled so that all email attachments are scanned before sending. The end user would have been promoted to warn that the attachment contained personal/sensitive information (Microsoft, 2021).
· Enforce annual training on handling personal information training across the organisation. E-Learning modules can be purchased or developed. Raising user awareness will lower accidental breaches in the future. 




7. Evaluation of actions to be take in respect of those whose information has been leaked

The ICO makes it clear that ‘A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data’ (ICO., 2021) and it is clear that there has been unauthorised disclosure of personal data in this incident. In certain circumstances, breaches will need to be reported to the ICO for them to consider any further action which may be taken.

Consideration was given if there had been a high risk to the employees’ rights and freedoms by the managers actions of emailing their names and addresses to the wrong recipient at the design company, and could the breach have the potential to lead to physical damage or have severe consequences on the individuals whose personal data had been breached. 
The reports finds that it would be highly unlikely that this breach would result in any harm to the employees whose information had been accidently disclosed.

The report recommends that the employees do not need to be informed of this breach and that no report to the ICO is required. It is recommended that the companies data protection officer is informed, and an internal record of the breach is kept in line with Article 33 (5) of the GDPR, keeping a record of what happens, and the action taken to remediate (General Data Protection Regulation 2018).

The above recommendations are made considering that only the names and addresses of the employees were disclosed accidently to a single employee at the design company. The recipient made the manager aware of the mistake and once the manager was informed, he reported the breach. The IT Security Officer investigated and was satisfied that the information has been appropriately deleted and removed from the design companies’ computer and deleted from their email account. 
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Subject: Risk Exposure 

1. Discussion on the risk exposure form the email data breach

A summary of the details of the breach have already been provided for information, and this report will investigate the potential risk exposure this breach or future ones may have on the company.

Risk exposure is estimating or approximating the likelihood of a potential risk happening and what impact that may have on the company (Spacey, 2016).


Risk Exposure = Probability x Impact

This incident resulted in the accidental disclosure of personal information to an external company who provided design work for the company. Although the data disclosed was not of a highly sensitive nature, there was the potential that this could have happened, as the manager at fault did have data of a more sensitive data stored on his desktop. It is unknown how many other employees within the company store data in this way and therefore it is considered that the probability of this happening again in the future is High.

The impact of accidentally disclosing personal data over email could be extremely damaging to the company from a financial and reputational perspective. Considering this incident, the data in questions was not of a highly sensitive nature, the recipient informed us of the breach, and was compliant with the IT Security Officer is ensuring the disclosed data was appropriately deleted. However, had the data been of a more sensitive nature and been discloses to a third party who had not informed us of the error, or would not comply to destroy the data, the impact could have been catastrophic. The media could have been made aware of the breach, causing reputational damage to the company, or even worst the information could have been sold onto cyber criminals, which is a common practice on the Dark Web (Parrin, 2019).


A similar breach at the U.S. Marine Corps. in 2018 resulted in the personal information of over 20,000 reserve list marines being emailed accidentally to the wrong recipient. The data included highly sensitive personal information containing social security details, credit card information, home addresses and emergency contact information (Tripwire, 2018).

The error resulted in an unencrypted email being sent out to an incorrect email address. Again, this breach was accidental and human error was blamed, however it caused huge reputational damage to the U.S. Marine Corps. (Tripwire, 2018). There is the potential for a breach this kind happening at the company.

The ICO has the power to issue fines to companies for non-compliance and breaches of the GDPR and DPA 2018. The fines are set on a case-by-case basis considering the severity of the breach, the reporting timeframe and any remedial action taken by the company. The maximum fine imposed could be up to £17.5 million or 4% of the total annual turnover of the company (ICO., 2021). 


Based on this information, and without implementing any of the technical recommendations from the reports to the Head of Information Governance, the likelihood of a similar accidental breach taking place is 50% and taking into consideration the worst-case scenario of the ICO imposing a fine of £17.5 million, the impact would have a devastating effect on the company. 

0.50 (50%) x £17,500,000 = £ 8,750,000

The risk exposure of the company has therefore been calculated at £8.75 million. 

This is not to say that this value will be the fine imposed on the company by the ICO should another breach occur, which will likely be of less based on the list of enforcement action taken by them over the last year (ICO., 2021). This is the risk exposure the company needs to be aware and accept with regards to the potential impact a breach of a similar nature to this one could have on the company.


2. An evaluation of whether the ICO needs to be informed.

The report recommends that the ICO does not need to be informed on this occasion of the breach that occurred. A detailed evaluation as to how this was determined is provided below for further information.

It was established that a breach of personal data had taken place as the data involved was “Personal data” meaning any information relating to an identified or identifiable a living individual as detailed in part1(3) of the DPA and that the employees were living individuals who could be identified by having their name and addresses disclosed (Data Protection Act 2018).

Consideration needed to be given if there had been a high risk to the employees’ rights and freedoms, taking into account Article 29 Working Party which states ‘This risk exists when the breach may lead to physical, material or non-material damage for the individuals whose data have been breached’ (Article 29, 2016).

The managers actions of emailing the names and addresses of the company’s employees to the wrong recipient at the design company was unlikely to lead to physical damage or have severe consequences on the individuals, and the reports finds that it would be highly unlikely that this breach would result in any harm to the employees whose information had been accidently disclosed.

The report recommends that the employees do not need to be informed of this breach and that no report to ICO is required. It is recommended that the companies data protection officer is informed, and an internal record of the breach is kept in line with Article 33 (5) of the GDPR, keeping a record of what happens, and the action taken to remediate (ICO. 2018).

It was therefore determined that the ICO did not need to be notified on this occasion. 

3. If the manager had accidentally sent an occupational health report, or a sick note to the member of the public, why and how would your advice in question 2 differ?

Had the manager emailed the occupational health reports and/or sick notes of the employees to a member of the public, this report would recommend that the ICO was informed within 72 hours of becoming aware of the breach and that the employees who personal information had been disclosed should be informed immediately.

Recital 87 of the UK GDPR makes it clear that risk assessment should be undertaken for all security breaches to assess if the personal data breach has a minor or significant impact on the person whose data has been disclosed (Vollmer, 2018). In relation to this incident, highly sensitive data of special categories would have been accidently exposed to a member of the public by the manager emailing the reports and/or notes. They would have contained private information relating to the employees which could be used to identify them and then be used for identity theft or to cause harm or intimidate/blackmail the employees and the company. 

The employees should be informed of the breach immediately by the manager or IT Security Officer before notifying the ICO of the breach. The employees should be told what data has been disclosed, provided with details of the company’s data protection officer contact details, offered advice on what they should to do protect themselves against identify theft and possible ways the disclosed information could be used against them in harmful manner. Immediate remediation action should be taken to try and recover the data from the member of the public and regular updates provided to the employees (ICO. 2018).

A record of the breach should be reported to the ICO within 72 hours. This information should include a description of the breach, the type of personal data that has been disclosed, which is this case would-be special category data as it contains health related information and potentially sexual orientation of the employees, and the approximate number of individuals who have been affected by the breach. The potential consequences and details of remediation action taken must also be provided. 

The severity of the breach would need to be considered when addressing the action of the manager by the company in line with a breach of company’s policy which would probably result in disciplinary action. 
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Subject: Data breach

The governance committee should note that there was a data breach which resulted in personal data of employees of the company being disclosed. The breach was a result of a member of staff accidently attaching the wrong file to an email. The email was then sent onto an external company. It was determined that the breach did not need to be reported to the ICO and the company are satisfied that the leaked data has been deleted and was not disclosed any further.

A set of recommendations have been made following the breach which we feel require the endorsement of the Governance Committee in ensuring the are applied by the company.

a. All employees of the company are reminded of the Email Usage and Handling Personal Information Policy and advised to read the guidance available on following the policies. 
b. Managers should ensure that a record is kept of employees who have completed task a above.
c. The companies Data Protect Officer undertakes a campaign across the company to raise awareness of data protection. This could include displaying posters, talking to staff, and holding workshops on what should be done to protect personal data.
d. Investment in IT to enhance the automated features available on emails and file security across the company to prevent data loss. 
e. A analysis by IT of all data held on local devices which would contravene company policies. Managers to be provided with the findings and employees would be expected to move the data to secure storage locations.
f. A dedicated breach management team be setup to be made up including the Data Protection Officer, IT Security Officer and nominated representatives from the companies board of directors.
g. The Governance Committee endorse their support towards reducing the number of breaches reported by the company over the next year.


A detailed list of the technical aspects which can be implemented can be found in the report to the Head of Information Governance which has been included for your information. 
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1. Purpose

1.1 The purpose of this document is to define Carmarthenshire County Council’s policy
for the effective and appropriate use of email.

2. Scope

2.1 Email usage refers to all use of the Council’s electronic mail facilities whether for
internal or external communication.

2.2 This policy governs the Council’s approach to managing its email facilities, ensuring
the best interests of both staff and the Council are upheld.

3. Policy statements
3.1 The Council’s email facilities will be used in accordance with:
e This policy and related guidelines
e All appropriate legislation — including the Data Protection Act 1998, Freedom of
Information Act 2000 and the Regulation of Investigatory Powers Act 2000.

3.2 Email usage will be monitored to ensure compliance with the email usage principles.

3.3 This policy is approved by, and has the full support of, the Council.

3.4 All permanent employees, elected members, volunteers, contractors and
temporary staff provided with email facilities will electronically sign the policy to indicate
their agreement to comply.

3.5 All managers will be responsible for implementing the policy within their areas of
responsibility.

4. Responsibilities

4.1 The Council will provide staff with education and training to support compliance
with this policy.

4.2 All managers will be responsible for implementing the policy within their areas of
responsibility.

4.3 All employees and elected members provided with email access will signify their
acceptance of this policy.

4.4 The IT Security Officer will develop, maintain, and publish procedures and
standards to achieve compliance with this policy.
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5. Email usage principles

5.1 The use of the Council’'s email facilities indicates acceptance of the policy.

5.2 It must be remembered that standard email is not a secure form of
communication. The messages that you send may be sent over networks owned by
other people and can be intercepted, and read by someone else. A secure method of
communication must be used if the content of an email is sensitive (e.g. it contains
sensitive personal information), such that if its content were disclosed to or modified
by an unauthorised person, it could cause harm or distress. Further information and
guidance can be found in the Handling Personal Information Policy & Procedure.

5.3 The Council provides email to assist employees and elected members in the
performance of their jobs and no personal use of email is permitted. Staff should make
use of internet based email for their personal requirements and usage of these sites
should be in line with the Internet Usage and Monitoring Policy.

5.4 All emails will be treated as business correspondence and as such will be filtered,
recorded and archived.

5.5 Users must not register any Carmarthenshire County Council email address with
any site or system that is not work related, such as a personal Facebook / Ebay
account.

5.6 The Council reserves the right to purge identifiable personal email to preserve the
integrity of the email systems.

5.7 No employee, elected member, consultant or contractor will send, forward or
receive emails that in any way may be interpreted as insulting, disruptive or offensive
by any other person, or company, or which contravene the Authority’s Behavioural
Standards in the Workplace policy.
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5.8 Care must be taken when sending emails. Users must ensure that the correct
recipient is selected (if selected from the address book) and ensure that the address
is correct before sending.

5.9 The user logged in at a computer will be considered to be the author of any
messages sent from that computer. Users must log off or lock their computers when
away from their desks.

5.10 Under no circumstances must emails be sent from an account that the user does
not have the authority to send from as this is an offence under the Computer Misuse
Act 1990.

5.11 All email traffic, including attachments, will be automatically monitored and
reviewed, and any disciplinary action deemed appropriate will be taken.

5.12 All users must ensure compliance with all relevant legislation when using the
Council’s email system.

5.13 All documents and messages created and sent via the Council’s email system
are owned by the Council and not by individuals.

5.14 Email folders must be reviewed regularly and any non-essential messages must
be deleted in accordance with the Council’s Retention Guidelines.

5.15 Internal email and other internal materials must not be forwarded to destinations
outside the Authority unless this is done in the course of performing the business of
the Carmarthenshire County Council.

5.16 Users must not forward chain letters either internally or externally. This includes
those purporting to be for Charity or other good causes as well as those promising
wealth or other personal gain. Virus warnings come under the same exclusion as the
majority of these are false. Employees must refer to the IT Security Officer to check
the validity of such messages but must not forward these messages to anyone else
inside or outside the Authority under any circumstances.

5.17 Email addresses must not be disclosed unnecessarily. Information provided in
surveys or other questionnaires may lead to risks such as receiving unwanted junk
messages.

5.18 Users must not subscribe to email lists unless they are work related. The volumes
of messages that can be generated are high and the content may be dubious resulting
in conflict with the conditions stated above.

5.19 Email must not be used to send large attached files. Many of the staff are working
in offices at the end of slow communication lines and large emails will slow down these
links even further. Many email systems will not accept large files and, if returned, may
result in overloading the Council’'s own email system. Users should store files on
shared network drives/Corporate File Plan and send links to the documents in their
emails for internal recipients.
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5.21 Emails and attachments should not be opened unless they are from a known
source. Caution must also be exercised even if attachments are received from a known
source but are unexpected.

5.22 The facility to automatically forward emails must not be used to forward
messages to personal email accounts. The Council provides a number of solutions for
accessing its email system when away from the office. Advice must be sought from IT
if remote access is required.

5.23 Emails will be managed by IT to meet both its own requirements and any legal
obligations for the storage and retention of messages.

6. Email monitoring

6.1 The Council’s email facilities will be monitored in accordance with:

e This policy and related guidelines

e All appropriate legislation — including the Data Protection Act 1998, the
Regulation of Investigatory Powers Act 2000 and The Telecommunications
(Lawful Business Practice) (Interception of Communications) Regulations
2000

7. Automated monitoring and filtering

7.1 The Council will automatically monitor email including both the text of a message
and any attachments. The Council will monitor both incoming and outgoing mail.

7.2 Emails will be automatically filtered according to the content and as a result may
even be blocked from delivery. Users will be automatically notified if a message has
been blocked.

7.3 Regular summary reports on email usage will be made available to managers.
More detailed reports will be made available on request by Heads of Service
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8. Requests for information, investigations and tracking

8.1 The Head of Service, Director or Chief Executive can authorise access to a
member of staffs mailbox based on the circumstances outlined below.

8.2 Staff absence. Where a member of staff is absent from work, authorisation can be
given for the staff members line manager to have access to their email. Normally such
access should only be sought for absences in excess of 10 working days. The “owner”
of the Mailbox should be informed immediately by their Manager of the access being
allowed.

8.3 Investigations. Where an investigation is being undertaken which could result in
Gross Misconduct, requests need to be formally signed off as follows:

e Member of Staff:  Director Approval

e FElected Member:  Chief Executive and/or Head of Administration & Law (who
will inform the standard committee)

8.4 Tracking. Where an email needs to be tracked to identify where it has been sent,
requests need to be formally signed off as follows:

e Member of Staff:  Director Approval

e FElected Member: Chief Executive and/or Head of Administration & Law
(who will inform the standard committee)

9. Compliance measurement

9.1 Compliance with this policy is mandatory. Breaches of this policy by staff may lead
to disciplinary action being taken. Breaches by elected members may be reported to
the Standards Committee.

10. Sponsor

10.1 This policy is owned by the Corporate Information Governance Group.

10. Custodian

10.1 Itis the responsibility of the IT Security Officer to ensure that this policy is regularly
reviewed and updated.
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11. Ensuring equality of treatment

11.1 This policy must be applied consistently to all irrespective of race, colour,
nationality, ethnic or national origins, language, disability, religion, age, gender, gender
reassignment, sexual orientation, parental or marital status.

If you require this document in an alternative format please
contact the IT Security Officer on 01267 246311 or email

ITSecurity@Carmarthenshire.qov.uk

Policy approved by Executive Board Member on: 20t June 2016
Policy review date: November, 2015
Reviewed by: John M Williams CISMP
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1. Introduction

1.1 Carmarthenshire County Council collects and uses a wide range of information
about individuals in order to carry out its functions and deliver its services. These
people include our customers, clients, employees and residents of the County and the
information we hold about them is their personal data. If we fail to take adequate care
of the personal data we deal with and it is lost, stolen, disclosed inappropriately or
otherwise misused, this could have a serious impact on the individuals concerned
ranging from distress to actual physical harm. Personal information is therefore a
valuable asset, but also a liability if we handle it incorrectly.

1.2 This policy and procedure is therefore designed to ensure that personal information
is handled securely, in particular its storage and transfer, to assist in complying with
the Council’s legal obligations.

2. Definition of personal information

2.1 Personal information or data is any information that relates to a living individual,
who can be identified from the information, directly or indirectly.

2.2 In practice, this is likely to include a very wide range of data, including, but not
limited to:

Names, addresses and dates of birth

Reference numbers, such as employee or national insurance numbers
Personal financial information such as bank details

Descriptive or biographical information regarding an individual
Photographs or other images

2.3 The terms personal information and personal data are used throughout this policy
and procedure and have the same meaning.

2.4 There are also special categories of personal information and we must be
particularly careful when dealing with these. The special categories are personal
information regarding:

Racial or ethnic origin

Political Opinions

Religious or philosophical beliefs
Trade Union Membership
Genetic data

Biometric data

Health

Sex life or sexual orientation

2.5 There are also specific requirements for information relating to criminal convictions
and offences.
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3. Legal background

3.1 Data Protection legislation sets out rules relating to the processing of personal data.
Processing is defined as collecting, recording, storing and making any use of personal
data, including its disclosure and disposal.

3.2 We are required to observe six principles relating to the processing of personal
data. The sixth principle sets out a specific requirement that appropriate technical or
organisational measures must be used to protect against unauthorised or unlawful
processing of personal data and against accidental loss, destruction of, or damage to,
personal data.

3.3 The consequences of not handling personal data correctly could have serious

consequences for the Council, as administrative fines of up to €20,000,000 can be
imposed for serious Data Protection breaches.

4. Policy statements

4.1 Carmarthenshire County Council is committed to processing personal information
in accordance with the requirements of Data Protection legislation.

4.2 The Council views the proper handling of personal data as essential in delivering
our services and maintaining the confidence of the people that we deal with.

4.3 Any personal data held by the Council which is not in the public domain will always
be treated as being strictly confidential.

4.4 The Council will make maximum use of secure electronic methods to store and
transfer personal data.

4.5 This policy is approved by, and has the full support of, the Council.

5. Scope

5.1 This policy and procedure applies to all personal data owned by the Council.
5.2 This policy and procedure applies to all employees of the Council, including:

e Temporary employees and agency workers
e Volunteers
e Contractors acting as data processors

5.3 Itis also recommended that the principles of this policy be adopted and applied by
all Elected Members and Local Education Authority schools.
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6. Responsibilities

6.1 Employees are responsible for:

e Protecting the personal information they process by adhering in full to this policy
and procedure.

6.2 Managers and Information Asset Owners are responsible for:

e Ensuring that their employees are made aware of this policy and procedure and
have understood its requirements

e Ensuring that the requirements of the policy and procedure are fully
implemented within their sections/teams

e Ensuring that their employees have received appropriate training on Data
Protection requirements

e Taking appropriate action when breaches of the policy and procedure occur

6.3 Breaches of this policy and procedure may lead to disciplinary action being taken
against the employees responsible.

7. Use of portable devices, removable media and cloud storage
7.1 Portable devices include, but are not limited to:

e Laptop computers & tablets
e Smartphones

7.2 Removable media include, but are not limited to:

e USB memory sticks/storage devices
e SD cards
e CD-Roms and DVDs

7.3 Personal information must not be processed on removable media that are not
owned by the Council.

7.4 Personal information must not be processed on portable devices that are not
owned by the Council unless an appropriate, corporately supplied control is in place.
If staff are in any doubt, they should contact IT for advice.

7.5 Portable devices or removable media must only be used to collect, store, transport
or transfer personal information when there is a genuine need to do so and there is no
alternative method available.

7.6 Before using portable devices or removable media to collect, store, transport or
transfer personal information, permission must be obtained from the relevant manager
or Information Asset Owner.
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7.7 Personal data must never be kept on portable devices or removable media unless
it is encrypted.

7.8 Portable devices or removable media containing personal information must be
stored and transported securely.

8. Secure storage of personal information

8.1 Paper records, portable devices and removable media containing personal
information must be kept securely within office premises. This will involve keeping
them in locked cupboards when not in use and ensuring that keys are not accessible
to unauthorised persons. Adequate building security, including intruder alarms and
code/swipe card entry systems must be in use.

8.2 Storage of personal data in paper records should be minimised where possible.

8.3 Within Council premises, personal data must not be left unattended where anyone
can have access to it, such as on desks, window sills, corridors, printers and
photocopying machines.

8.4 Personal information must not be processed on computer equipment that is not
owned by the Council.

8.5 Personal data processed on office based computers must be password protected
and should never be left visible on a screen if the computer is unattended.

8.6 Personal information processed on computers must always be stored in an
appropriate location on the Council File Plan or system and never on the hard disk of
the computer. This protects the data in the event of computer failure or theft.

8.7 Personal data must never be uploaded/stored in cloud storage not provided by the
Council. This includes, but is not limited to:

e Personal email accounts (such as Gmail, Hotmail)
e Dropbox
e Microsoft OneDrive

8.8 When personal information is displayed on computer screens used in a public area,
it must not be visible to members of the public.

9. Taking personal information out of the office

9.1 Personal information must not be taken out of office premises unless it is absolutely
necessary to do so and only with the permission of the relevant manager or the
Information Asset Owner.
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9.2 When paper records, portable devices or removable media containing personal
information are taken out of office premises, they must be kept secure, carried safely
and never be left unattended where they can be accessed by unauthorised persons
such as within vehicles or in areas accessible to the public.

9.3 Paper records containing personal information must only be taken home with the
permission of a senior manager, who is responsible for ensuring that a suitable working
environment including a means of securely storing papers such as a lockable drawer
or cabinet is available. A record should be kept of what information is taken off site,
when it has been taken, by whom and when it is returned.

9.4 Paper records must not be kept in the home for longer than necessary and returned
to the office premises at the earliest opportunity.

9.5 Family members, or any other unauthorised persons, must not be allowed access
to any personal information, in any format, which is taken home.

10. Transferring personal information outside the Council

10.1. This includes sending personal data to the following:

Government departments

Other local authorities

External agencies, companies and organisations
Our customers and clients

10.2 Personal information must only be sent outside the Council where this is in
accordance with the law and it is absolutely necessary to do so.

10.3 Personal data must not be provided to any external organisation when
anonymised or statistical information could be used as an alternative. Any personal
information we do provide should be relevant and the minimum necessary for a
specified purpose.

11. Using an electronic method to transfer information

11.1 The safest and quickest way of transferring personal information outside the
Council is a secure electronic method. This must always be considered as the first
option and used whenever possible. Such methods could include, but are not limited
to:

e Sending email using the Council’s secure email system
¢ Sending the information via a secure email network such PSN
e Using the Council's secure storage

11.2 When using secure email, sending to groups or lists of contacts should be avoided
as this introduces the risk of disclosing personal information to recipients who are not
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authorised to access it. The same care has to be taken when replying to emails, as
choosing the ‘reply to all’ option may also result in the information being sent to
unintended and unauthorised recipients.

11.3 When beginning to type an email address, several similar addresses that have
been used previously will often be suggested by the email software. It is essential that
the correct address is chosen before the message is sent.

11.4 Clear instructions must be included as to how the recipient is to handle the
information, for example, if it is not to be passed on without first contacting the sender.

11.5 When a secure electronic method is not available and the information is not
special category personal data, or otherwise likely to cause damage or distress if
disclosed to a third party, then it can be sent by standard email without the need for
any further assessment of risk. An example would be responding to an individual’s
correspondence about a prominent issue already in the public domain. Care must
nonetheless be taken to ensure that the information is sent to the correct email address.

11.6 All email usage is governed by the Council’'s Email Usage and Monitoring
Policy.

12. Using other methods to transfer personal data
12.1 Other methods of transferring personal data include but may not be limited to:

e Royal Mall
e Courier
e Hand delivery/collection

12.2 When a secure electronic method is not available and the information is not
special category personal data, then it can be sent by Royal Mail without the need for
any further assessment of risk. An example would be a letter informing a person that
they have been successful in their job application. We also need to routinely send
letters containing personal information to our customers, for example, in connection
with benefit claims. Care must nonetheless be taken to ensure that the information is
correctly addressed to a named recipient.

12.3 In the absence of a secure electronic method, when the information to be sent is
special category personal data, then the following must always be considered when
deciding what means of transfer is appropriate:

e The precise nature of the information, its sensitivity, confidentiality or value

e What damage or distress could be caused to individuals if the information was
lost or accessed by unauthorised persons

e The effect any loss would have on the Council

e The urgency of providing the information, taking into account the effect of not
sending the data, or any delay in sending the data

Carmarthenshire www.carmarthenshire.gov.wales
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12.4 If it is considered appropriate to send special category personal information by
Royal Malil, the following steps must be taken:

e The envelope in which the information is sent must be clearly addressed to a
named recipient
e The information must be sent by a traceable method

12.5 When using a courier to transport any personal information, steps must be taken
to ensure that they operate within appropriate security standards.

12.6 When it is not deemed appropriate to transfer personal information by Royal Malil,
or courier and a secure electronic method is not an option, the information should be
provided by hand to the recipient, or an arrangement made for the data to be collected
and a record kept which includes:

e A brief description of the information provided
e When it was provided
e The name and contact details of the recipient, and if relevant, their designation

12.7 Where appropriate, paper records containing personal data should include a
watermark stating “Disclosed Copy”.

13. Checking information before it is sent

13.1 When special category personal data, or personal information that is otherwise
likely to cause damage or distress if disclosed to a third party, is being sent outside the
Council in any format, the sender should consider having the information checked by
another person before it is sent.

13.2 The person sending the information is responsible for:

e Ensuring that the email or postal address the information is being sent to is
correct

e Making sure that when information is supplied in hard copy, a named recipient
of the information is clearly specified

e Ensuring that no information relating to third parties has been included in error,
either in a letter/email or an attached document

13.3 If it is considered necessary for another person to check the information,
the other person is responsible for:

e Checking that the email or postal address the information is being sent to is
correct

e When information is being supplied in hard copy, checking that a correct named
recipient of the information has been specified

e Checking that no information relating to third parties has been included in error,
either in a letter/email or an attached document

e Recording that they have checked the email, letter and/or attachments

Carmarthenshire www.carmarthenshire.gov.wales
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14. Transferring personal information securely within the Council

14.1 Personal data must only be transferred within the Council when it is absolutely
necessary to do so. Where possible and appropriate, personal data should be
accessed via the Council File Plan or system.

14.2 Personal data must not be passed from one department to another when
anonymised or statistical information would be sufficient. Any information transferred
must be relevant and the minimum necessary for a specific purpose.

14.3 Documents containing personal data which are transferred using the Council’s
internal mail service must always be sent in a sealed envelope to a named recipient.
Where it is necessary to send a substantial volume of paperwork, for example one or
more files, a robust, tamper proof envelope must be used.

14.4 If it is deemed inappropriate for anyone other than the intended recipient to see
personal information contained in a document, the envelope must be clearly marked
‘Confidential - addressee only’.

15. Retention of personal information

15.1 When it is no longer necessary to keep personal data on portable devices or
removable media, it should be deleted immediately.

15.2 Where a portable device is used for the purpose of collecting personal information,
the information should only be kept on it for as long as is absolutely necessary. The
information should be saved on the Council’s network at the earliest opportunity and
deleted off the device.

15.3 In all other cases, where it is decided that it is no longer necessary to retain
personal information, the Council’'s Retention Guidelines must be referred to before
deleting or destroying records.

15.4 Paper records containing personal information must be disposed of securely, by
shredding or the use of the confidential waste service in accordance with the Council’s
Records Disposal Procedure.

15.5 Disposal of IT equipment must only be carried out by the Council’s IT Services in
accordance with the Council’s Information Security Policy.

16. Breaches of security

16.1 These would include cases where personal data is lost or stolen, either in
electronic or paper format. Other examples would include emailing personal data to an
unintended recipient or accidentally placing personal data on the Council’s website.
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16.2 All security breaches must be reported immediately to your line manager and
Breach Response Team in accordance with the Council’'s Breach Reporting &
Response Policy.

16.3 Failure to report, or delay in reporting, security breaches can have potentially
serious consequences for data subjects, staff, other individuals and the Council.

17. Ensuring equality of treatment

17.1 This policy and procedure must be applied consistently to all irrespective of race,

colour, nationality, ethnic or national origins, language, disability, religion or belief, age,
sex, gender identity, sexual orientation, parental, marital or civil partnership status.

If you require this document in an alternative format please
contact the Information & Data Protection Officer on 01267
224127 or email dataprotection@carmarthenshire.gov.uk

Policy approved by the Executive Board on: 261" March, 2018
Policy review date: March 2020
Policy written by: John Tillman
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General Data Protection Regulation (GDPR)

Author: John M Williams

TOP TIPS to protect data

Phishing - Be cautious of links sent over
email

Passwords - Don't use simple passwords.
Use a mixtures of letters, numbers and
special characters.

Keep your computer up to date include
your AV software.

Be careful what your post on social media
- information can be harvested and used
against you!

What is Personal Data?

Data that can be used to identify a person

Can directly or indirectly identify a data
subject

Identifiable data could include:

Name, Location, Online Identification (IP
Address) or special characteristics such as
genetic, social, mental or social data used to
identify someone
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Sending E-Mail

Most email data breaches happen because of
mistakes or distractions

ALWAYS double check email addresses,
contents and attachments before sending
personal data via email.

Check twice before clicking send!

Lock down your logins‘

Use 2-factor authentication where
possible

Never re-use or share your password
with anyone

Turn on login notification to track down
unauthorised access to your accounts.
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