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AI and Machine Learning systems are now becoming the backbone of many organisations in the modern day; they take tasks that can be automated or tasks that would usually take longer because of a decision that needs to be made in this instance AI would complete the task a lot faster than a human. However, because of the use of AI there are also issues we face because of AI, these are things like AI breaking certain policies as it just does what it is told not considering any company policies or privacy laws.  There is also the concern of AI making unethical decisions as it is a machine generated response/task. I’ll mainly be focusing on how businesses and organisations can protect and monitor the way AI responds. I’ll be looking at risks such as data breaches and human bias while including frameworks such as the General Data Protection Regulation (GDPR) and the EU AI Act. I will also be looking at how organisations can make a more fair and secure use of AI systems that follow both legal and ethical usage [1] [2].
AI is used in many different industries including but not limited to healthcare, finance, retail, education and even construction. The use of AI makes the data handling much faster to handle and also automates things like making decisions e.g. if a payment cut-off date was 31st August, a physical person may allow a day or 2 extra depending on their thoughts however with AI it will be automatically cut off on the 31st of august without providing lee-way. AI is also used for things like fraud detection and is able to medically diagnose symptoms with an approximate 92% accuracy, something like this can make major improvements to the healthcare sector in terms of wait time, diagnosis accuracy as it may cut down the time each patient needs to spend with a doctor [3] [4]. Although there are so many benefits to using AI there are also a lot of risks that come with it and some downsides.
A big concern with AI is how heavily they rely on data; AI is trained by data given by users. If the users give false data or biased data this would make the AI unreliable to use. Because of this, the usage of AI becomes a big risk for businesses or customer facing organisations and also for the public and general users of AI. Another major concern is the number of jobs lost due to AI being able to take over menial tasks. AI is able to do data entry, customer service and many other roles on its own using the data provided by the organisation this in itself cuts out 1000’s of jobs from many sectors, using AI takes very little time to get up and running however training an employee costs a lot more money and takes a lot more time to get to a decently functioning state. Another risk is the risk of accountability, the way AI is used especially as it is still somewhat new, if people who are not confident with the prompts needed for AI are the ones using the AI systems, should something go wrong who would be to blame? The user has asked the AI to perform a task, however if the AI misinterprets it and does it incorrectly you cannot blame either the user or the system. This leaves the issue of if you cannot blame the system or the user, when something goes wrong how will organisations address the mistakes or try to stop them from happening again? There is also the possibility of people manipulating or spreading misinformation which could affect the AI training in a negative manner, at a certain point the responses given by AI will also be incorrect or misleading [5] .
Now that AI is starting to become a tool that is used in many different environments, organisations need to start enforcing frameworks to manage the risks that come with the use of AI. These are policies and processes that make sure AI is not being misused in an unethical way along with making sure it follows certain regulations. I’m going to focus more on how organisations can create these frameworks and protect their assets and respond to threats.
[bookmark: _Toc228375058]What is the governance of AI?

AI governance is systems and methods that manage AI, these are things like how the AI collects data, how the AI is developed, what it is developed for, how it is monitored and such. The main aim is to make sure that AI is as trustworthy as possible, safe to use and is used ethically and responsibly. A framework for this is the National Cyber Security Centre Cyber Assessment Framework (CAF), this is made to help organisations manage the cybersecurity risks that come with the use of AI focusing mainly on protecting against cyber-attacks and reducing the risk of other incidents which could be caused by AI. The NCSC CAF uses 14 main principles to make sure the risks posed by the use of AI are being effectively managed, they take a full inventory of every AI model this means they would record things such as who is responsible for the AI, what data it stores and uses and how it does so, this is so that is can be regulated to manage the risks effectively it also ensures that AI is being used properly and protects sensitive data.
Another framework which is used is the NIST AI Risk Management Framework (AI RMF), it works differently to the CAF in which it focuses more on how trustworthy and “legit” the information provided by the AI models are trying to make it fair for the end users where the CAF focuses more towards how secure it is and trying to make sure that the AI cannot be misused. Both of the frameworks have similarities in the way that they are both continuously updated and monitored to make sure they are keeping up with the security and risks that come as AI advances. They also agree that humans must be a part of the AI to make sure the decisions are correct and a machine is not making important decisions that could affect the lives of humans. NIST focuses more on being fair and ethical whereas the CAF operates more in the way that AI should be stable, secure and impossible (or extremely hard) to hack/or shut down and be misused [6] [7]
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One of the major risks is data privacy which under GDPR makes sure that the data used in AI is accurate and lawful under the UK General Data Protection Regulation (GDPR). GDPR is a law which was passed for the European Union (EU) which essentially gives the people control over their data and how their data is allowed to be handled by organisations and companies. It specifies things such as how lawful the data usage is, how transparent companies are with the public on how their data is used and if it is used fairly or not. GDPR is an important legislation because it helps keep things fair for EU citizens giving them the ability to trust in the way organisations are handling their date, and they can also feel at ease that their data is being handled correctly [8].
One of the major risks is the bias and discrimination that could come with the training of AI and ML (Machine Learning) systems. To counter this the ICO (Information Commissioner’s Office) explains that AI systems have to be made in a way where they avoid outcomes that could be unfair. If the AI systems are trained with bias their results could discriminate against certain groups which could then lead to either legal issues or ethical issues, but both would cause fingers to be pointed at not just the AI but the data being used to train AI.
Another risk is how there is a lack of transparency, organisations can struggle to explain to the customers/the public on how AI makes decisions, this is important for GDPR because the public have the legal right to know how their data is handled. Alongside this there are also threats in terms of cyber security, if the AI is compromised and hackers manipulate the data this could affect a lot of organisations as well as a lot of people, the NCSC (National Cyber Security Centre) request that the AI has strong security to prevent a breach of data and to protect the systems from unauthorised access [9].
The NCSC CAF (Cyber Assessment Framework) has 4 main aspects which helps it mange the risks of AI and other ML systems. It manages security risks while helping against cyber-attacks it is also for attempting to find cyber-attacks before they happen all while constantly updating the needs to make sure everything stays secure and low risk. The CAF needs to be followed as organisations get checked and assessed on their security while also being told where to improve. The CAF uses (IGF) Indicators of Good Practice which gives organisations a plan to move forward and address issues with AI systems [10].
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Making an environment secure for AI governance means we need to make sure that the AI systems are safe and fair. AI systems need to follow the law for their whole lifecycle, and we need to make sure that the security is continuously being updated and needs to be a core part of the development of how AI systems are made and monitored, this can be done by following the guidelines given by the National Cyber Security Centre (NCSC) [11].
One of the most important things to do is to try to think about what risks could happen even before the AI system is launched. Things like carrying out a risk assessment and a Data Protection Impact Assessment (DPIA) even more so if the AI has personal data in it could reduce the number of risks by a lot. The DPIA’s help with spotting problems with the AI early in the creation especially with things like bias when using the data to train the AI or with the misuse of information people have provided. Finding these issues early on helps companies fix them before the AI is released and it prevents any major issues that could occur otherwise. [12]
Keeping the AI itself safe is also very important because AI needs so much data it needs to be accurate if someone were to tamper with the data the AI could have so many repercussions both socially and legally. There should be advanced security measures taken to make sure the AI is reliable and accurate, things like encrypting the data, testing the AI regularly to make sure it is working as intended. [13] [14]

[bookmark: _Toc228375061]Task 2 – Case Scenario
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MediTrust Analytics Ltd is a health tech company that is growing quickly and expanding into the EU. They create AI tools for doctors to help them with making decisions, they also create cloud-based platforms for healthcare companies. Because of their EU expansion there are whole new set of laws and regulations they need to comply with such as:
· GDPR – Handling and Maintaining personal data
· DORA – To make sure the systems stay functional and online
· NIS2 – Rules for cybersecurity in the EU
[15] [16] [17]
Because of how confidential healthcare information is MediTrust is open to a lot of cybersecurity risks like unauthorised access to the data of the patients and AI being manipulated with incorrect/fake data.




[bookmark: _Toc228375063]Zero Trust Approach

The approach I would use would be the Zero Trust Approach which basically says no one, or anything can be trusted automatically, it/they would need to go through due process. 
Main focuses of ZTA:
· Verifying identity of every user before letting them access confidential information
· Constant checking of the systems to see if anything is out of place
· Giving access on a need to access basis then removing access when it is no longer needed.
This would mean that access would be given every time identity or authorisation has been verified. By using this MediTrust can lower the risk of a data breach or unauthorised access to patient data. [18]

To carry out this strategy properly MediTrust needs to hire and set up a dedicated IT security team with clear cut instructions. It would be something like the below.

	Chief Information Officer (CIO)

	Cloud Computing Specialist
	Security Engineer
	Risk Assessment Manager

	Cloud Engineer
	Security Analyst
	Risk and Compliance Analyst



The Chief Information Officer would manage the senior staff like the cloud computing specialist, security engineer and the risk assessment manager and the overall cyber security of the organisation. The next step down would be the cloud computing specialist, the security engineer and risk assessment manager who would be working in their own roles doing things like managing the cloud infrastructure to catch faults with the cloud that could affect the business. The security engineer would monitor the overall functionality of the AI to catch problems that could be caused while the risk assessment manager would try to catch these problems before they occur by following frameworks like GDPR, Dora and NIS2 especially where the company is branching into the EU this would be a big part of the security. The Cloud engineer, Security Analyst and the Risk and Compliance analyst would manage the day-to-day activities and report issues to their management for further action.

[bookmark: _Toc228375064]Policies and procedures

Where the workforce for MediTrust is fully hybrid and it has a lot of third-party members as a part of it, there needs to be policies that are clear and mandatory to follow by everyone involved. Three key policies that should be in effect are:
· AI Usage policy – this looks into how the AI is trained and tested to make sure there is no bias and keeps a log of everything that goes on so if something goes wrong there is the ability to go back and check where it went wrong. This is a part of GDPR and the EU AI Act and is important because of the data that will be handled. [19]
· The BYOD policy – this policy is especially important with the remote workers, instead of sending a company machine with all the information on it out to the staff it’s better for the staff to use their own machines to connect into the company systems that way data is more secure because it would just be like a RDP (Remote Desktop Protocol) being used so nothing can be extracted from the company machines without it flagging up for security. [20]
· Software Supply Chain security policy – the SSCS policy helps MediTrust directly especially with how their entire product is software and cloud platforms, this policy reduces the risk of software being compromised by something which is open source protecting the software and AI further and keeping data secure. It also works with NIS2 compliance because of the supply chain security requirements it involves. This also builds trust with companies because MediTrust can ensure the safety to their customers which is a big thing with the medical field because of all the personal data which is being used on a daily basis. This also is part of the Zero Trust Approach we are taking because it would stop us from blindly trusting third-party code and open-source code and verifying everything is safe along the way. [21]

Having these policies enforced gives MediTrust a big boost because they can show investors, customers and other parties involved that they are managing risks effectively and not just waiting for issues to pop up so they can deal with them later. This pro-active approach gives confidence and peace of mind to all parties and shows that MediTrust take care and pride in what they are doing.
[bookmark: _Toc228375065]Compliance

DORA and NIS2 are both regulations that MediTrust needs to follow to be able to expand into the EU they both have requirements that MediTrust has to follow on a day-to-day basis and not just when something goes wrong.
DORA - Dora requires risk management for the IT systems as well as having a third-party risk management this works with the ZTA because DORA essentially tells MediTrust what to do and the ZTA tells MediTrust how do to it which would be by verifying everything by potentially using MFA or SSO (Single Sign On) methods. [22]

NIS2 – This policy helps organisations manage their cybersecurity risks by reporting incidents quickly. MediTrust would need to create procedures to detect and report any problems within 24 hours, this helps organisations when something goes wrong with because of the quick response. NIS2 also requires any third parties to meet the same standards that MediTrust themselves need to meet making sure everything is secure from all sides. [23]

Governance and Strategy
The ZTA I have chosen aligns with the NIST CSF 2.0 which gives MediTrust the ability to make sure that their cybersecurity is not just okay on paper but is pro-active. Where confidentiality is an important part of MediTrust because of the patient data which will be going through their systems including the AI systems. Making sure the cybersecurity is safe and bias-free is very important and makes the patients worry-free, while the hospitals can trust it to be secure which is what NIST is about. [24]

Risk Management
MediTrust uses AI which is good in terms of the efficiency of the work, but it comes with many cybersecurity risks like the third-party software that is used. If any of software’s used have any flaws of their own, they could open to attacks from hackers who will then have access to the data held by MediTrust because of this MediTrust needs to make sure even the third parties have undertaken risk assessment measures. 
There is also the concern of “insider threats” which is basically where the people who have access to the systems misuse it, the true danger with this is that it could be done by accident in which case some people may not know what they have done wrong which makes it harder to find out what has happened. 
To counter this MediTrust needs to implement things like routine scans to make sure that everything is configured properly and if there are any security issues they can be caught ASAP especially with the employees connecting to the systems from home. [25] [26]

Contingency Planning
If MediTrust has issues with something like an attack on the AI training data or the code, being pro-active would have it’s benefits because it would increase the chances that the attack doesn’t make it past the initial stages keeping the data safe and this would be a better option as opposed to reacting after the attack has already happened.
To prepare for something like this, regular backups are important because if something like an attack happens MediTrust can immediately shut down all systems and restart from the last backup once the threats have disappeared and they have made sure all the systems are clear and back up.
Once everything has been fixed and all the systems are back, MediTrust needs to do a full investigation and find out where and what went wrong so it not already it can be added to the risk management policies to prevent it from happening again. Under NIS2 MediTrust would also need to legally report the incident to the IT security team within 24 hours. [27] [28] [29] [30]

Contingency Planning

For the ZTA there should also be other methods of security that are more updated such as Cloud Security Posture Management (CSPM). This monitors the cloud to find any weaknesses in the system or code before they can get to the wrong people. Alongside this Cloud Infrastructure Entitlement Management (CIEM) could also be implemented which gives visibility to the IT team in a way where they can see all the people and what they have access to; this lets them revoke access or give access where needed to keep everything secure. [31] [32]

Conclusion
In conclusion I think adding a Zero Trust Approach gives MediTrust the security it needs with the data it handles and also protects them on the cybersecurity side. With the EU expansion the Zero Trust Approach helps them align properly with DORA and NIS2. 
Using the policies to ensure governance and compliance the sensitive data that is being handled by MediTrust can be secure and they can keep their trust with their users, clients and investors.
The Zero Trust Approach helps with the security side of things but also if implemented from the start just helps MediTrust from the start for their long-term goals rather than just a short-term fix.
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