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[bookmark: _Toc1865005854]Introduction
This report presents the design and implementation of a multithreaded chat application developed in C++ using low-level Winsock2 sockets. The application enables multiple users to connect to a server, choose a nickname, exchange both public and private messages in real time, and disconnect. 
The application consists of a server that listens for incoming connections and a console-based client that provides an interactive chatting experience. Extended features such as setting nicknames, private messaging, and displaying connected users were implemented to exceed the basic specification.
[bookmark: _Toc995280941]System Overview and Features
The chat application follows a classic client-server architecture over TCP. The server runs on port 50018 and can handle multiple simultaneous client connections. Users join the server by entering a nickname upon connection. Public messaging broadcasts messages to all other connected users (excluding the sender). Private messaging is supported using the /msg command. The application also includes /users to list currently connected users and /help to display available commands. Disconnection via /quit or /exit triggers a leave notification broadcast to remaining users. The client provides a responsive console interface where incoming messages appear in real time while the user types. Nicknames are automatically made unique by appending a numeric suffix when duplicates are detected.
[bookmark: _Toc1115032905]Design Decisions
Several key design decisions were made to ensure reliability, performance, and adherence to best practices in concurrent and networked systems.
[bookmark: _Toc355843112]Threading Model 
A per-client threading approach was adopted. The main thread runs an infinite accept() loop to listen for new connections, while each accepted client connection is handled in its own std::thread. This design prevents I/O blocking, meaning a slow or idle client cannot stall message delivery for others [2].
[bookmark: _Toc1405006359]Thread Safety 
The shared list of connected clients is accessed by multiple threads. To prevent race conditions and data corruption, all modifications and iterations of the clients vector are protected by std::mutex using std::lock_guard for RAII-style locking [3]. This ensures the mutex is automatically released when the lock goes out of scope, even if an exception occurs [4]. This approach is important because shared data access in multithreaded environments can easily lead to undefined behaviour. By adopting RAII locking, the code becomes more robust and less prone to deadlocks compared to manual lock/unlock calls [4].
[bookmark: _Toc960425473]Public Messaging
Public messaging is the primary communication feature of the application. The broadcasting logic is handled by a dedicated Broadcast() function, which safely iterates through the list of clients under mutex protection before sending the formatted message using the length-prefixed protocol. This design ensures reliable delivery to every active user in real time and keeps the client logic simple.
[bookmark: _Toc1818551895]Private Messaging 
Private messages are processed entirely on the server. When a /msg command is received, the server parses the target username and forwards the message only to the intended recipient, while sending a confirmation back to the sender. This centralised approach was chosen because it keeps the client simple, reduces network traffic, and maintains consistency with the public messaging flow. To avoid conflicts in private messaging, the server automatically ensures nickname uniqueness by appending a numeric suffix (e.g., Jake becomes Jake_1) when a duplicate is detected. This check is performed under mutex protection before adding the client to the shared list.
[bookmark: _Toc1386600469]Resource Management 
The INet4Address class, provided as a resource from a previous lecture, was used to simplify socket address setup for both the server and the client. All other socket logic, threading model, protocol implementation, and extended features were developed independently.
[bookmark: _Toc1487716206]Implementation
The server initialises Winsock2 with WSAStartup(MAKEWORD(2,2), &wsaData) and creates a listening socket using socket(AF_INET, SOCK_STREAM, 0). It binds to port 50018 and enters a listening state. The main loop continuously calls accept() and spawns a detached thread for each new client.
In HandleClient(), the server first sends a nickname prompt, reads the client's nickname, and adds the client to the shared list under mutex protection. The main loop then repeatedly uses ReadSize() and Readn() to receive complete messages. Public messages are broadcast using the Broadcast() function, while private messages are routed via SendPrivateMessage().
The client uses a dual-thread design: the main thread handles user input via std::getline(), while a background std::thread continuously listens for incoming messages using ReadSize() and Readn(). This provides a responsive experience where messages appear without interrupting typing.
Custom helper functions (Writen, Readn, WriteSize, ReadSize) ensure reliable transmission and reception of variable-length messages over TCP.
[bookmark: _Toc1447817925]Challenges Faced and Solutions
One significant challenge was ensuring thread safety when multiple threads accessed the shared clients vector. Early implementations without proper locking led to crashes and data corruption. This highlighted the risks of concurrent access in multithreaded applications. The issue was resolved by consistently using std::mutex and std::lock_guard, which provided RAII-based protection and eliminated race conditions [3][4].
Another notable problem was a crash that occurred when a client typed /quit. The root cause was attempting to broadcast a leave message while still holding the mutex after the client had been removed from the list. This created undefined behaviour. The solution involved storing the leave message first, releasing the lock, and then performing the broadcast. This change demonstrated the importance of careful lock ordering and separation of concerns in concurrent systems.
[bookmark: _Toc499426323]Testing and Evaluation
As displayed in the image below, the application was tested with up to four simultaneous clients. All core features functioned correctly, including public and private messaging, unique nickname handling, command support, and graceful join/leave notifications. Private messaging worked reliably between any pair of users, and the client successfully displayed messages in real time while allowing continuous input thanks to mutex-protected console output. The main limitation of this application is the console-based interface, which, while functional and responsive, lacks the visual appeal of a web frontend.
[bookmark: _Toc1982573573][image: ]
Figure 1: Multi-client testing session demonstrating public messaging, private messaging, and join/leave notifications.
Conclusion and Future Improvements
This project successfully demonstrates a multithreaded chat application using low-level Winsock2 sockets in C++. The implementation supports multiple concurrent users, real-time messaging, and private communication while avoiding I/O blocking through a per-client threading model. The use of a length-prefixed protocol ensures reliable message boundaries over TCP, and careful application of std::mutex with RAII locking (std::lock_guard) provides thread safety.
The INet4Address class, provided as a resource from a previous lecture, was used solely for socket address setup. All other components, including the threading model, custom protocol, unique nickname handling, and extended features, were developed independently.
Future enhancements could include a web-based frontend by using WebSockets. Another enhancement could be group messaging by extending the private message parser to accept multiple usernames (e.g., /msg user1,user2 Hello). Timestamps could be added by including the current time when constructing messages on the server before broadcasting. Finally, support for emojis or basic file/image sharing could be implemented by extending the length-prefixed protocol to handle different message types (text, emoji, or binary data) with appropriate headers.
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Chat Server running on port 50018
Waiting for clients to connect...
[SERVER] New client connected.
[SERVER] New client connected.
[SERVER] New client connected.
[Server] Clientl has joined the chat.
[Server] Client2 has joined the chat.
[Server] Client3 has joined the chat.
[Chat] Client2: Hello!

[SERVER] New client connected.
[Server] Clientd has joined the chat.
[Server] Clientl has left the chat.
[Server] Client2 has left the chat.

Microsoft Visual Studio Debug X + v = @

Connecting to server on port 50018...
You are connected

Enter your nickname: Client2
Welcome, Client2! Type /help for commands.

Enter your nickname:

Client2 has joined the chat.

Client3 has joined the chat.

Hello!

[Private message from Client3]: Hello!
Clienttl has joined the chat.

Clienttl has left the chat.

/quit

Disconnecting. . .

[Disconnected from server]

C:\Users\Jake\Desktop\Coursework\Client\x64\Debug\Client.exe (process 119952) exited with code © (8x@).

To automatically close the console when debugging stops, enable Tools->Options->Debugging->Automatically close the console when debugging
stops.

Press any key to close this window . . .|

CrusersyakeDesktopiCours X+ v

Connecting to server on port 50018
You are connected

Enter your nickname: Clientl
Welcome, Clientl! Type /help for commands.

Enter your nickname:

Clientl has joined the chat.
Client2 has joined the chat.
Client3 has joined the chat.
/help

Available commands:
Jusers - Show connected users
/msg <user> <text> - Send private message

/quit - Leave the chat
/help - Show this help
/users

Connected users (3): Clientl Client2 Client3
Client2: Hello!

Clienttl has joined the chat.

Clienttl has left the chat.

Client2 has left the chat.

C\Users\lake\Desktop\Cours X+ v, o

Connecting to server on port 50018...
You are connected

Enter your nickname: Client3
Welcome, Client3! Type /help for commands.

Enter your nickname:

Client3 has joined the chat.
Client2: Hello!

/msg Client2 Hello!

[Private to Client2]: Hello!
Clienttl has joined the chat.
Clienttl has left the chat.
Client2 has left the chat.




