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[bookmark: _Toc228448852]Introduction
This report covers Cybersecurity threats, security policies, risk mitigation, system monitoring, incident response, and staff training at HealthPlus Analytics. HealthPlus Analytics (HPA) handles large amounts of sensitive patient data, so it faces serious cybersecurity risks, especially as it uses cloud systems and digital networks. These risks include cyberattacks, data breaches, and mistakes made by staff.
This report looks at the main internal and external threats to HPA and explains how they can affect the organisation. It also covers important security policies based on industry standards like ISO 27001, National Institute of Standards and Technology, and UK GDPR.
The report also explains ways to reduce risks, such as encryption, firewalls, access control, and multi-factor authentication. It shows how monitoring systems and incident response plans help detect and deal with threats quickly.
Finally, it highlights the importance of staff training to reduce human error and improve security awareness, helping HPA keep patient data safe and secure.
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Health Plus Analytics (HPA) operates within the healthcare technology sector, where the protection of sensitive patient data is critical to maintaining trust, legal compliance, and operational continuity. As cyber threats continue to evolve in both complexity and frequency, organisations like HPA face increasing risks from attackers targeting valuable healthcare information and critical systems.
This provides a structured cybersecurity and governance framework designed to strengthen HPA’s overall security posture. It examines the most significant internal and external cybersecurity threats facing the organisation, including ransomware, phishing attacks, insider threats, and system vulnerabilities. It also evaluates the key security risks that arise from both human behaviour and technical weaknesses within modern digital infrastructures.
In response to these challenges, the report outlines a set of robust security policies aligned with recognised industry standards such as ISO 27001, National Institute of Standards and Technology, and UK GDPR requirements. These policies form the foundation for implementing effective cybersecurity governance across the organisation.
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Health Plus Analytics faces significant cybersecurity threats from both external and internal sources. External risks include phishing, ransomware, malware, and hacking attempts aimed at stealing or disrupting access to sensitive patient data. Internal risks often stem from human error or unsafe behaviours such as weak passwords, accidental data sharing, or clicking malicious links.
These threats can result in serious consequences, including data breaches, system downtime, financial losses, and damage to organisational reputation and patient trust. Overall, data breaches are highly severe as they can impact financial stability, disrupt operations, and cause long-term reputational harm, highlighting the need for strong cybersecurity controls and awareness across the organisation  [3]
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Internal cybersecurity threats at HPA mainly come from employee-related risks. These include insider misuse of access privileges, where staff may intentionally view or steal sensitive patient data. Weak security practices such as poor passwords, lack of multi-factor authentication, and sharing login details also increase vulnerability. Human error is another major risk, including accidental data exposure through misconfigured systems or phishing mistakes. Additionally, the use of unsecured personal devices in hybrid working environments can lead to data loss or unauthorised access if devices are lost or not properly protected.
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External cybersecurity threats to HPA come from attackers outside the organisation who aim to gain unauthorised access or disrupt systems. These include ransomware attacks that encrypt systems and demand payment, causing downtime and financial loss. Phishing and social engineering target staff to steal credentials or deliver malicious links, often exploiting human error. Cloud security breaches can occur due to misconfigured storage or weak authentication, exposing sensitive patient data. Other threats include malware and advanced persistent threats (APTs), which quietly infiltrate systems to steal data over time, and DDoS attacks that overwhelm systems, disrupting access to critical healthcare services.









[bookmark: _Toc228448859][image: ]Slide 6 (Security Policies)














HealthPlus Analytics uses a set of security policies to protect its systems and sensitive data. These include an access control policy that applies least privilege and multi-factor authentication, a data protection policy that uses encryption and backups to secure and recover information, and an acceptable use and BYOD policy that regulates how staff use company systems and personal devices. All policies are aligned with industry standards such as ISO 27001, National Institute of Standards and Technology, and UK GDPR to ensure strong, compliant cybersecurity practices.
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The mitigation measures at HPA are designed to protect systems, reduce cyber risks, and ensure data remains secure, available, and recoverable at all times. These include technical controls such as firewalls, antivirus software, intrusion detection systems, encryption, secure networks, multi-factor authentication, and strict access control. Regular updates and patch management are also used to fix vulnerabilities. In addition, staff training and phishing awareness programmes help reduce human-related risks. Overall, these measures aim to protect systems from cyber threats, minimise the chance of breaches, and ensure a strong combination of technical and procedural security controls.

[bookmark: _Toc228448861]Slide 8 (Technical Mitigation Measures/ Organisational Mitigation Measures)
[image: ]


Organisational security measures at HPA ensure that staff follow secure practices, roles are clearly defined, and the organisation is well-prepared to respond to cyber threats. These measures include security policies and procedures, staff training and awareness programmes, role-based access control, incident response planning, and regular audits and compliance checks. Together, they help maintain strong security governance, ensure compliance, and support effective response to security incidents while reducing human-related risks.
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HPA uses continuous monitoring tools to detect and respond to security threats early, helping prevent serious damage. This includes real-time monitoring of system logs and alerts, intrusion detection systems, tracking of network and user activity, automated alerts for suspicious behaviour, and regular security reviews and audits.
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An Incident Response Plan (IRP) is a critical framework for effectively managing and reducing the impact of cybersecurity incidents at HealthPlus Analytics. It enables the organisation to quickly detect, contain, and recover from threats such as ransomware, data breaches, and unauthorised access while ensuring compliance with UK GDPR requirements.
The main objectives of this are to minimise damage to systems and data, ensure rapid restoration of services, protect patient confidentiality, maintain legal and regulatory compliance, and support continuous improvement to prevent future incidents.
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3.1 Incident Response Stages
1. Preparation
· Define roles and responsibilities 
· Establish response procedures and train staff 
2. Detection & Analysis
· Identify threats using monitoring tools  and Validate alerts 
3. Containment
· Isolate affected systems  and Prevent spread 
4. Eradication/Recovery
· Remove malware  and Fix vulnerabilities 
· Restore systems from backups  and Resume normal operations 
5. Post-Incident Review
· Analyse cause, Improve controls  and Update policies 
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The Training & Awareness Programmes
 ensure all employees recognizes cybersecurity risks and follow best practices to protect organisational data and systems.
Main Components:
1. Induction Training (Onboarding)
· Mandatory cybersecurity training for all new employees 
· Covers password security, phishing awareness, data protection, and acceptable use policies 
2. Regular Staff Training
· Quarterly refresher sessions on emerging cyber threats 
· Role-based training for high-risk staff (e.g., IT, finance, HR) 
3. Phishing Awareness Campaigns
· Simulated phishing emails to test employee awareness 
· Immediate feedback and guidance for those who fall for simulations 
4. Security Awareness Materials
· Posters, emails, and newsletters highlighting best practices 
5. Incident Reporting Training
· Clear guidance on how to recognise and report security incidents 
· Promote a “no blame” culture to encourage reporting 
6. Policy Awareness
· Ensure all staff read and acknowledge key policies (e.g., access control, data protection) 
· Annual policy review and re-acceptance 
7. Monitoring & Evaluation
· Track training completion rates 
· Assess effectiveness through quizzes and simulated attacks 
Outcome:
A well-informed workforce that reduces human error, strengthens organisational security, and improves response to cyber threats.
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HealthPlus Analytics faces significant cybersecurity risks due to advanced cyber threats and its reliance on cloud systems for storing sensitive data. Recent security incidents highlight weaknesses in its current defences. Implementing a structured framework aligned with ISO 27001, National Institute of Standards and Technology, and UK GDPR will significantly improve data protection and compliance.
To strengthen cybersecurity, HPA should enhance access control using multi-factor authentication and least privilege principles, protect data through encryption and classification, and adopt a Zero Trust security model. It should also improve monitoring through SIEM systems and incident response planning, while ensuring regular staff training and phishing simulations. In addition, routine security audits, penetration testing, and stronger cloud security controls such as Identity and Access Management (IAM) should be implemented to build long-term resilience
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This report is supported by key academic and industry sources covering cybersecurity standards, incident response, and data breach impacts. These include guidelines from the National Institute of Standards and Technology (NIST), research on effective cybersecurity incident response strategies, and studies on the financial and operational costs of data security breaches.








[bookmark: _Toc228448868]Conclusion
In conclusion, Health Plus Analytics faces a wide range of cybersecurity threats due to its reliance on digital systems and the sensitive nature of the patient data it handles. These risks come from both external attacks such as ransomware and phishing, and internal issues such as human error and weak security practices.
To address these challenges, the report has outlined strong security policies aligned with recognised standards such as ISO 27001, National Institute of Standards and Technology, and UK GDPR. It also highlights practical mitigation measures, including encryption, access control, and multi-factor authentication, which help reduce the likelihood and impact of cyber threats.
In addition, continuous monitoring and a clear incident response plan ensure that threats can be detected early and managed quickly to minimise damage. Staff training and awareness are also essential in reducing human error, which remains one of the biggest security risks.
Overall, by combining strong policies, technical controls, monitoring systems, and employee awareness, HPA can build a secure and resilient cybersecurity environment that protects patient data, maintains trust, and ensures long-term compliance and operational stability.
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Cybersecurity Strategy —
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Introduction

Welcome its Mohammed | will cover cgbersecurity within
HealthPlus Analytics, also known as HPA

This presentation will cover the following areas:

The main cybersecurity threats faced by HPA

Internal and external security risks

Security policies and how they align with industry standards
Measures used to reduce and prevent cyber threats

How HPA monitors systems and responds to incidents

The importance of staff training and awareness

And finally, a conclusion on how HPA can maintain strong
cybersecurity
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The main cybersecurity threats faced by HPA

The main cybersecurity threats faced by HealthPlus Analytics come from both
internal and external sources.

1.  Externally, HPA is at risk from cyber attacks such as phishing emails, ransomware,
malware, and hacking attempts. These attacks are often designed to steal or lock
sensitive patient data for financial gain or disruption.

2. Internally, threats can come from human error or staff misuse of systems. This includes
things like weak passwords, accidentally sharing sensitive information, or employees
unintentionally clicking on malicious links.

*Together, these threats can lead to data breaches, system downtime, and loss of patient
trust, which is why strong cybersecurity measures are essential.

data breaches can result in significant financial and operational losses, reinforcing the need
for robust cybersecurity measures within organisations such as HPA

how serious is data breach?
It quantifies:
eFinancial loss
*Operational disruption
*Reputational damage [3]
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                The main cybersecurity threats faced by HPA The main cybersecurity threats faced by HealthPlus Analytics come from both internal and external sources . 1. Externally , HPA is at risk from cyber attacks such as phishing emails, ransomware, malware, and hacking attempts. These attacks are often designed to steal or lock sensitive patient data for financial gain or disruption . 2. Internally , threats can come from human error or staff misuse of systems. This includes things like weak passwords, accidentally sharing sensitive information, or employees unintentionally clicking on malicious links . • Together , these threats can lead to data breaches, system downtime, and loss of patient trust, which is why strong cybersecurity measures are essential . data breaches can result in significant financial and operational losses, reinforcing the need for robust cybersecurity measures within organisations such as HPA how serious is data breach? It quantifies : • Financial loss • Operational disruption • Reputational damage [3]
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Internal Threats

1. Insider misuse of access privileges

Employees with legitimate access may intentionally misuse data for personal gain or malicious intent. Examples include:

®  Viewing patient records without authorisation and Downloading or stealing sensitive datasets

®  Selling confidential information
This is particularly dangerous in healthcare environments due to the sensitivity of medical records.

2. Weak passwords [ lack of MFA

Poor cybersecurity hygiene within the organisation increases vulnerability, such as:

®  Lack of multi-factor authentication and Sharing login credentials

®  Failure to follow security policies and These behaviours create easy entry points for attackers.

3. Human error (misconfiguration, phishing)

One of the most common internal threats is accidental data exposure caused by employees. This may include:

®  Misconfiguring cloud storage permissions and Sending sensitive patient data to the wrong recipient

®  Using weak or reused passwords
Even unintentional mistakes can lead to serious breaches of patient confidentiality .

4. Unsecured personal devices

With hybrid working, employees often use personal devices to access corporate systems. Risks include:

®  Devices without proper antivirus protection and Loss or theft of devices containing sensitive data
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                Internal Threats 1. Insider misuse of access privileges  Employees with legitimate access may intentionally misuse data for personal gain or malicious intent. Examples include: • Viewing patient records without authorisation and Downloading or stealing sensitive datasets • Selling confidential information This is particularly dangerous in healthcare environments due to the sensitivity of medical records. 2. Weak passwords / lack of MFA  Poor cybersecurity hygiene within the organisation increases vulnerability, such as: • Lack of multi - factor authentication and Sharing login credentials • Failure to follow security policies and These behaviours create easy entry points for attackers . 3. Human error (misconfiguration, phishing )  One of the most common internal threats is accidental data exposure caused by employees. This may include: • Misconfiguring cloud storage permissions and Sending sensitive patient data to the wrong recipient • Using weak or reused passwords Even unintentional mistakes can lead to serious breaches of patient confidentiality . 4. Unsecured personal devices  With hybrid working, employees often use personal devices to access corporate systems. Risks include: • Devices without proper antivirus protection and Loss or theft of devices containing sensitive data
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External Threats

External threats come from outside attackers attempting to gain unauthorised access or disrupt systems.

Ransomware Attacks

Ransomware is one of the most severe threats facing healthcare organisations. Attackers:

®  Encrypt critical systems and demand payment for release

®  Disrupt access to patient records and analytics platforms and Cause operational downtime and financial loss
Healthcare organisations are frequent targets because downtime can be life-critical.

Phishing and Social Engineering

Attackers often target staff through deceptive emails or messages designed to:

®  Steal login credentials

®  Trick users into downloading malicious attachments and access to internal systems
Human error makes this one of the most successful attack methods.

Cloud Security Breaches

Since Health Plus Analytics relies on cloud-based systems, risks include:
®  Misconfigured cloud storage exposing patient data
®  Weak authentication to cloud services and Unauthorized access through stolen credentials

Malware and Advanced Persistent Threats (APTs)

Sophisticated attackers may deploy malware or long-term infiltration strategies to:
®  Steal data over time without detection

®  Monitor internal communications

®  Compromise entire networks gradually

Distributed Denial of Service (DDoS) Attacks

Attackers may overwhelm systems with traffic, leading to:

System downtime, Disruption of analytics services and Loss of access to critical healthcare data
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                External Threats External threats come from outside attackers attempting to gain unauthorised access or disrupt systems. Ransomware Attacks  Ransomware is one of the most severe threats facing healthcare organisations. Attackers: • Encrypt critical systems and demand payment for release • Disrupt access to patient records and analytics platforms and Cause operational downtime and financial loss Healthcare organisations are frequent targets because downtime can be life - critical. Phishing and Social Engineering  Attackers often target staff through deceptive emails or messages designed to: • Steal login credentials • Trick users into downloading malicious attachments and access to internal systems Human error makes this one of the most successful attack methods. Cloud Security Breaches  Since Health Plus Analytics relies on cloud - based systems, risks include: • Misconfigured cloud storage exposing patient data • Weak authentication to cloud services and Unauthorized access through stolen credentials Malware and Advanced Persistent Threats (APTs)  Sophisticated attackers may deploy malware or long - term infiltration strategies to: • Steal data over time without detection • Monitor internal communications • Compromise entire networks gradually Distributed Denial of Service (DDoS) Attacks  Attackers may overwhelm systems with traffic, leading to : System downtime, Disruption of analytics services and Loss of access to critical healthcare data
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Security Policies

HealthPlus Analytics uses several security policies to protect its systems and data.

Access control policy (least privilege, MFA)

The access control policy ensures that users only have access to the information they need,
using the principle of least privilege, and it also enforces multi-factor authentication to
improve security.

Data protection policy (encryption, backups)

The data protection policy focuses on keeping patient data safe through encryption and
regular backups, so information is protected and can be recovered if needed.

Acceptable use & BYOD policy

There is also an acceptable use and BYOD policy, which sets rules for how staff can use
company systems and personal devices when accessing work data.

Aligned with ISO 27001, NIST, UK GDPR

All of these policies are aligned with industry standards such as ISO 27001, NIST guidelines,
and UK GDPR to ensure strong and compliant cybersecurity practices.”




image12.svg
                Security Policies HealthPlus Analytics uses several security policies to protect its systems and data . Access control policy (least privilege, MFA)  The access control policy ensures that users only have access to the information they need, using the principle of least privilege, and it also enforces multi - factor authentication to improve security . Data protection policy (encryption, backups )  The data protection policy focuses on keeping patient data safe through encryption and regular backups, so information is protected and can be recovered if needed . Acceptable use & BYOD policy  There is also an acceptable use and BYOD policy, which sets rules for how staff can use company systems and personal devices when accessing work data . Aligned with ISO 27001, NIST, UK GDPR  All of these policies are aligned with industry standards such as ISO 27001, NIST guidelines, and UK GDPR to ensure strong and compliant cybersecurity practices.”
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Mitigation Measures

These mitigation measures are designed to protect systems, reduce risks, and
ensure that data remains secure, accessible, and recoverable at all times.

Measures:

* Firewalls, antivirus, and intrusion detection

* Encryption and secure networks

e Multi-factor authentication (MFA) & access control
* Regular updates and patch management

* Staff training and phishing awareness

What to gain:

*Protect systems and data from cyber threats
*Reduce risk of breaches and attacks

eCombine technical and procedural controls
*Ensure data security, availability, and recovery
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                Mitigation Measures These mitigation measures are designed to protect systems, reduce risks, and ensure that data remains secure, accessible, and recoverable at all times . Measures: • Firewalls, antivirus, and intrusion detection • Encryption and secure networks • Multi - factor authentication (MFA) & access control • Regular updates and patch management • Staff training and phishing awareness What to gain: • Protect systems and data from cyber threats • Reduce risk of breaches and attacks • Combine technical and procedural controls • Ensure data security, availability, and recovery
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Technical Mitigation Measures

These technical measures protect systems by preventing unauthorised access,
detecting threats, and keeping software secure and up to date.

®Firewalls & intrusion detection systems
®Encryption (data at rest and in transit)
®Multi-factor authentication (MFA)

® Antivirus & anti-malware software
®Regular updates & patch management

Organisational Mitigation Measures

These organisational measures ensure staff follow secure practices, roles are clearly
defined, and the organisation is prepared to respond effectively to any security incidents.

eSecurity policies and procedures

eStaff training and awareness

*Access control (roles & responsibilities)
eIncident response planning

*Regular audits and compliance checks
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                Technical Mitigation Measures These technical measures protect systems by preventing unauthorised access, detecting threats, and keeping software secure and up to date. • Firewalls & intrusion detection systems • Encryption (data at rest and in transit) • Multi - factor authentication (MFA) • Antivirus & anti - malware software • Regular updates & patch management Organisational Mitigation Measures These organisational measures ensure staff follow secure practices, roles are clearly defined, and the organisation is prepared to respond effectively to any security incidents . • Security policies and procedures • Staff training and awareness • Access control (roles & responsibilities) • Incident response planning • Regular audits and compliance checks


image17.png
Monitoring Strategy

HPA uses continuous monitoring tools to track system activity and detect threats early,
allowing quick response before serious damage occurs.

*Real-time system monitoring (logs & alerts)
eIntrusion detection systems (IDS)
*Network and user activity tracking
eAutomated alerts for suspicious behavior
*Regular security reviews and audits
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                Monitoring Strategy HPA uses continuous monitoring tools to track system activity and detect threats early, allowing quick response before serious damage occurs . • Real - time system monitoring (logs & alerts) • Intrusion detection systems (IDS) • Network and user activity tracking • Automated alerts for suspicious behavior • Regular security reviews and audits
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Incident Response Plan

An Incident Response Plan (IRP) is essential for managing and mitigating cybersecurity incidents
effectively. For HealthPlus Analytics (HPA), the plan ensures rapid detection, containment, and
recovery from incidents such as ransomware attacks, data breaches, and unauthorised access, while
maintaining compliance with UK GDPR.

The Main objectives of the incident response plan are:
*Minimise damage to systems and data

*Ensure rapid recovery of services

*Protect patient confidentiality

*Maintain legal and regulatory compliance

*Improve future incident prevention

Strategy

Cyber
Framework

| | | |

Identify Protect Detect Respond Recover

Figure 2-1. Components of the cybersecurity program required to build a highly
effective response program [2
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                     Incident Response Plan An Incident Response Plan (IRP) is essential for managing and mitigating cybersecurity incidents effectively. For HealthPlus Analytics (HPA), the plan ensures rapid detection, containment, and recovery from incidents such as ransomware attacks, data breaches, and unauthorised access, while maintaining compliance with UK GDPR . The Main objectives of the incident response plan are : • Minimise damage to systems and data • Ensure rapid recovery of services • Protect patient confidentiality • Maintain legal and regulatory compliance • Improve future incident prevention    1 [2]
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Incident Response Plan

The response plan follows the incident
response lifecycle defined by National
Institute of Standards and
Technology.[2]

3.1 Incident Response Stages
1. Preparation

® Define roles and responsibilities

Establish response procedures and train staff

1. Prepare

2. Detection & Analysis CSIRT, Playbooks & Templates

Training personnel

Test/Exercise

® Identify threats using monitoring tools and Validate alerts

] 2. Detect,

3. Containment Investigate
5.Learn & Improve ™ Analyse & Activate

[ ] Post Incident Review Confirm incident

Isolate affected systems and Prevent spread e Communicaons (oS
& Templates ngagement CSIRT/SEMT activation
- . /R
4. Eradication/Recovery R A Investigation questions

Notifications &
. R Reporting
® Remove malware and Fix vulnerabilities \/

®  Restore systems from backups and Resume normal 4.Recovery & Report 3. Contain, Collect
. Recovery Plan Evidence & Remediate
operations T Documenting activities
) (actions/decisions/records)
H H frtemalnident Remediation Action
5. Post-Incident Review e Plan

Analyse cause, Improve controls and Update policies
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                   Incident Response Plan 3.1 Incident Response Stages 1. Preparation • Define roles and responsibilities • Establish response procedures and train staff 2 . Detection & Analysis • Identify threats using monitoring tools and Validate alerts 3. Containment • Isolate affected systems and Prevent spread 4. Eradication /Recovery • Remove malware and Fix vulnerabilities • Restore systems from backups and Resume normal operations 5 . Post - Incident Review • Analyse cause , Improve controls and Update policies The response plan follows the incident response lifecycle defined by National Institute of Standards and Technology . [2]   
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Training & Awareness Programme

The Training & Awareness Programmes ensure all employees recognizes cybersecurity risks and follow best
practices to protect organisational data and systems.

Main Components:

1. Induction Training (Onboarding)

*Mandatory cybersecurity training for all new employees

*Covers password security, phishing awareness, data protection, and acceptable use policies
2. Regular Staff Training

*Quarterly refresher sessions on emerging cyber threats

*Role-based training for high-risk staff (e.g., IT, finance, HR)

3. Phishing Awareness Campaigns

*Simulated phishing emails to test employee awareness

*Immediate feedback and guidance for those who fall for simulations

4. Security Awareness Materials

*Posters, emails, and newsletters highlighting best practices

5. Incident Reporting Training

*Clear guidance on how to recognise and report security incidents

*Promote a “no blame” culture to encourage reporting

6. Policy Awareness

*Ensure all staff read and acknowledge key policies (e.g., access control, data protection)
*Annual policy review and re-acceptance

7. Monitoring & Evaluation

*Track training completion rates

*Assess effectiveness through quizzes and simulated attacks

Outcome:
A well-informed workforce that reduces human error, strengthens organisational security, and improves response to
cyber threats.
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                Training & Awareness Programme The Training & Awareness Programme s ensure all employees recognizes cybersecurity risks and follow best practices to protect organisational data and systems . Main Components: 1. Induction Training (Onboarding) • Mandatory cybersecurity training for all new employees • Covers password security, phishing awareness, data protection, and acceptable use policies 2. Regular Staff Training • Quarterly refresher sessions on emerging cyber threats • Role - based training for high - risk staff (e.g., IT, finance, HR) 3 . Phishing Awareness Campaigns • Simulated phishing emails to test employee awareness • Immediate feedback and guidance for those who fall for simulations 4. Security Awareness Materials • Posters, emails, and newsletters highlighting best practices 5 . Incident Reporting Training • Clear guidance on how to recognise and report security incidents • Promote a “no blame” culture to encourage reporting 6. Policy Awareness • Ensure all staff read and acknowledge key policies (e.g., access control, data protection) • Annual policy review and re - acceptance 7. Monitoring & Evaluation • Track training completion rates • Assess effectiveness through quizzes and simulated attacks Outcome : A well - informed workforce that reduces human error, strengthens organisational security, and improves response to cyber threats.


image25.png
Conclusion

HPA faces serious cybersecurity risks due to advanced threats and its reliance
on cloud systems for sensitive data. Recent incidents highlight weaknesses in
its current security. Implementing a structured framework aligned with ISO
27001, National Institute of Standards and Technology, and UK GDPR will
strengthen data protection. By adopting strong policies, monitoring, and staff
training, HPA can reduce risks and build long-term cybersecurity resilience.

Recommendations

To improve cybersecurity, HPA should:

*Strengthen access control with MFA and least privilege
*Protect data using encryption and classification

*Adopt a Zero Trust security model

*Improve monitoring with SIEM and incident response plans
*Provide regular staff training and phishing simulations
*Conduct audits and penetration testing

*Enhance cloud security with regular audits and IAM controls
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                HPA faces serious cybersecurity risks due to advanced threats and its reliance on cloud systems for sensitive data. Recent incidents highlight weaknesses in its current security. Implementing a structured framework aligned with ISO 27001, National Institute of Standards and Technology, and UK GDPR will strengthen data protection. By adopting strong policies, monitoring, and staff training, HPA can reduce risks and build long - term cybersecurity resilience . Recommendations To improve cybersecurity, HPA should: • Strengthen access control with MFA and least privilege • Protect data using encryption and classification • Adopt a Zero Trust security model • Improve monitoring with SIEM and incident response plans • Provide regular staff training and phishing simulations • Conduct audits and penetration testing • Enhance cloud security with regular audits and IAM controls Conclusion
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