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Task 1: Strategic Threat Analysis
1. Abstract
This report presents a strategic analysis of the cyber attacks that hit Marks and Spencer and the Co-operative Group in the United Kingdom and discusses the attacks in a wider context of a threat environment that targets the retail industry. The discussion is based on the detection of the main phases of the attack lifecycle, such as initial access, exploitation, lateral movement, and response. The main results are that the events were facilitated by a mixture of technical vulnerabilities, lack of security controls, and human vulnerabilities, specifically the credential management and access control practices. The attacks indicate that contemporary threat agents take advantage of inter-dependence among systems and organisations to achieve the best effects. The report also indicates huge gaps in detection and response such as slow detection and insufficient monitoring systems. To increase the organisational resilience, strategic suggestions are made, such as adopting the principles of zero trust, better threat detection, more robust authentication, and better incident response plans in order to reduce the occurrence of such threats in the future.
2. Introduction
The cybersecurity risks in the retail industry have also escalated enormously with the rise in the use of digital platforms, interdependent supply chains and massive amounts of sensitive customer information. Cyber attackers are particularly interested in retail organisations due to the fact that they handle financial transactions, personal details and operational systems that are vital to business continuity. Consequently, cyber attacks targeting large retail organisations offer significant lessons on the novel attack strategies and organisational weaknesses. The Marks and Spencer and Co-operative Group cyber attacks are important examples of the modern cyberattacks that target large-scale retail facilities. Such incidences underscore the vulnerability of both the technical infrastructure and the organisational processes to allow attackers to gain access, escalate privileges and disrupt operations. The study of such incidents is a good chance to study the behaviour of the attackers, determine the systematic vulnerabilities of the system, and test the efficiency of the current security measures. This report aims to offer a detailed analysis of the incidents, analysing the timeline of the attacks, the techniques used by the attackers (mapped to known frameworks) and causes and impacts of the attacks. It includes technical, organisational and human aspects, and provides a holistic assessment of the incidents and their impact.
3. Incident Summary & Timeline
The cyber attacks against Marks and Spencer and the Co-operative Group can be conceptualized as being multi-layered attacks on the critical retail infrastructure. Both organisations suffered disruption to their operations, which means attackers could access the initial access, lateral movement in networks, and affect fundamental business systems. The attacks are part of a wider pattern of organised campaigns against large retail organisations, where attackers take advantage of system dependencies and interconnected systems to cause as much disruption as possible and potentially financial benefit. The chronology of the incidents starts with the first compromise, which is assumed to have been done by exploiting external-facing systems or by compromised credentials. The attackers likely conducted reconnaissance to identify valuable assets and systems on the network (Mugari et al., 2025). This was followed by privilege escalation and lateral movement, enabling them to access multiple systems.
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Figure 1: Timeline of cyber incident from initial compromise to recovery phase
(Source: Self-created)
As the attack continued, critical systems were impacted causing service disruption and operational impact. At this point, the organisations identified some unusual activity and began incident response operations. Precautionary measures were also imposed to ensure that no more damage is caused such as isolating systems that are affected and also restricting access. This was followed by public disclosure and both organisations admitted the incidents and started recuperation. The final stage was the recovery, which involved restoring systems, patching vulnerabilities and improving security. Despite these measures, the attacks make it clear that organisations are falling behind detecting and responding to advanced cyber attacks timely (Lehto, 2022). The events reveal that threat actors can operate in multiple stages in the attack lifecycle before they are detected, and thus, it is important to take proactive security measures and monitor them. Also, these incidents show the evolution of threat actors that demonstrate the need for integrated threat intelligence, increased network visibility and proactive security measures to detect and respond to new threats.
4. Adversary TTP Mapping (MITRE ATT&CK)
	Technique
	ID
	Explanation
	Evidence

	Active Scanning
	T1595
	Network reconnaissance was conducted by attackers to reveal live systems, open ports and vulnerable services. This step allowed mapping the attack surface and finding where an attack could take place in externally available infrastructure.
	The presence of reconnaissance was signified by unusual scan patterns and probing of external facing services before exploitation.

	Exploit Public-Facing Application
	T1190
	The first access may have been gained through vulnerabilities in applications facing the internet, wherein the attackers could circumvent the perimeter security and access internal systems.
	Web based services disruption implies vulnerability through external applications.

	Command and Scripting Interpreter
	T1059
	The attackers issued commands on the compromised systems to dominate the operation, install tools, and manipulate system behaviour so that they could proceed further in the environment.
	The fact that there was signs of unauthorized execution of commands was shown by abnormal systems processes and logs of activities.

	Valid Accounts
	T1078
	Hacked or recycled credentials were used to obtain legitimate access to systems and enable attackers to move without causing immediate suspicion (Naik et al., 2022).
	Signs of the legitimate account misuse were identified in the cases of unauthorized access.

	Credentials in Files
	T1552
	Configuration files or systems stored sensitive credentials that were accessed and extracted giving attackers more access capabilities across environments.
	Existence of unsecured credentials in application or system files allowed further compromise.

	Remote Services (SMB)
	T1021.002
	Network services like SMB were used by attackers to traverse systems laterally, accessing shared resources and gaining more control over the network.
	Lateral movement was shown by access to shared directories and internal systems using SMB.

	File and Directory Discovery
	T1083
	The internal reconnaissance was performed to determine valuable files, directories, and data sources that may be targeted to be exfiltrated or exploited further.
	Listing of system directory and sensitive data location were noticeable in the attack.

	Data from Local System
	T1005
	Attackers accessed and harvested sensitive information on the breached systems as part of their mission to steal valuable information.
	Availability of customer and operational data is a sign of successful data-collection activities.

	Exfiltration Over C2 Channel
	T1041
	The information on hacked systems was copied to an infrastructure controlled by attackers, which allowed retrieving sensitive data without being noticed on time (Al-Sada et al., 2024).
	Data exfiltration indicates success when it moves beyond the organisational boundaries.

	Web Shell
	T1505.003
	Constant access was ensured by means of web-based execution mechanisms, which enabled attackers to execute commands repeatedly on compromised servers.
	Ability to continue exercising command on affected systems, demonstrates that it persists using web based access systems.
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Figure 2: Mapping of adversary techniques to MITRE ATT&CK framework
(Source: Self-created)
5. Root Cause & Security Control Failures
The cyber attacks on Marks and Spencer and the Co-operative Group may be referred to as a mixture of technical issues, organisational, and human factors that contributed to the success and development of the attacks. Technically, misconfigurations and unpatched systems contributed to initial access and further exploitation to a large degree. The availability of exposed services, lack of access controls, and insufficient hardening of the system provided attackers with the possibility to detect and exploit the vulnerabilities in the infrastructure (Abdi et al., 2024). Lack of timely patch management also contributed to the expansion of the attack surface whereby threat actors could exploit the known vulnerabilities to their advantage. Such technical weaknesses suggest that there is no active vulnerability management and that there is an insufficient compliance with secure configuration standards. The success of the attacks was also due to organisational failures. The lack of strong security policies, in particular access control and monitoring, restricted the organisations capacity to pick up and counter any suspicious activity. Poor network segmentation also enabled attackers to laterally cross systems without much opposition, augmenting the overall effects of the breach (Akinbogun et al., 2024). Also, the lack of investment in security monitoring and incident response infrastructure delayed the detection, and allowed attackers to spend a long time in the environment. These problems indicate that there is no strategic alignment between business operations and cybersecurity priorities. Human factors also contributed to the situation, especially with the vulnerability to phishing and social engineering attacks. Employees might have given out access credentials unknowingly or have engaged in malicious content, which aids in initial compromise. This vulnerability was compounded by limited awareness of the users and lack of training enabling attackers to use human behaviour as a point of entry. All these technical, organisational and human vulnerabilities resulted in a multi-layered failure of the security controls, proving that successful cybersecurity practice should be carried out on a multi-layered, integrated basis. Moreover, the absence of constant surveillance and real-time threat detection greatly decreased the possibility of the organisation to detect anomalies in the early phases. Poor logging and the lack of integrated security tools reduced the visibility between systems, and attackers could act unnoticed (Ilori et al., 2024).
6. Threat Actor Profile & Motive
The threat actors that have perpetrated the cyber attacks against Marks and Spencer and the Co-operative Group would most probably be financially driven cybercriminal organisations that are highly organised and have high technical capacity. These actors usually target big retail organisations because they can find valuable data, such as customer data and financial records, and because they can cause a disruption in the operations, which can be monetised. The characteristics of the attacks, which include multi-stage intrusion, lateral movement, and access to data, indicate a systematic and orderly approach that is similar to sophisticated cybercriminal activities. Financial gain is probably the main reason of the attacks, whether it is direct data exfiltration to sell the data or by disrupting the services to coerce organisations to comply. Moreover, the focus on essential retail infrastructure implies that the aim is to maximise the effects on business, which could also involve reputational harm and loss of customer confidence (Wu et al., 2026). Though the motive of financial gain seems to be prevailing, the magnitude and organization of the attacks also imply some elements of strategic disruption. The attackers have a medium to high level of skill in terms of capability. They are able to detect vulnerabilities, compromise systems and maneuver through advanced network setups without being detected immediately. The fact that they used valid credentials and regular network protocols means that they have knowledge of how to combine malicious behaviour with the normal system behaviour. In general, the threat actor profile is that of a well-endowed and versatile adversary, which can deploy advanced attacks against big organisations.
7. Detection & Response Analysis
The way the Marks and Spencer and the Co-operative Group cyber attacks were detected and responded to reveals the low level of efficiency and substantial loopholes in the security processes. Regarding the things that worked, ultimately both organisations could spot abnormal system behaviour and begin to respond to the incident. Isolating affected systems and limiting access were containment measures to avoid further spread of the attack (Dunsin et al., 2024). There was also public communication and recovery work and it suggests the availability of minimal incident management capacity. But, the detection and response processes had a number of critical failures. The attacks went through various phases before they were detected, which indicates that the current monitoring systems were inadequate to pick early signs of breach. Inability to see into networks and endpoints in real-time enabled the attackers to become unnoticed over a long time. Also, delayed response actions suggest that the incident response procedures were not properly defined, or they were not properly implemented. This lag made the attack even more effective, enabling attackers to gain access to sensitive systems and data. There were also notable gaps in detection especially in the logging, monitoring, and threat correlation domains (Zengy et al., 2022). The lack of centralised logging and sophisticated detection tools hindered the potential of detecting suspicious patterns and responding effectively. Moreover, lack of seamless connectivity among security systems minimized the success of threat detection. In general, the incidents demonstrate the necessity of better detection tools and more active and organized response plan.
8. Strategic Recommendations
To prevent such attacks in the future, organisations need to adopt a proactive security approach that includes prevention, attack scenarios and capabilities. In terms of prevention, it is important to have effective multi-factor authentication to prevent the possibility of credential-based attacks. This should include phishing-resistant authentication to prevent unauthorised access (Maddireddy and Maddireddy, 2023). In addition, patch management processes should also be established to ensure that systems are continuously patched and protected against vulnerabilities. To reduce exposure to misconfigurations secure configuration practices must be implemented. Concerning detection, organisations are supposed to invest in centralised logging and monitoring systems in order to enhance visibility in networks and endpoints. 
Deployment of a Security Information and Event Management system might be able to provide real-time analysis of security events and the detection of unusual patterns. Continual monitoring and integration of threat intelligence can help increase the organisations ability to detect and respond to new threats. Based on the response aspect, the organisations need to make response plans of security incidents and test them frequently to be able to respond to the security incidents effectively. Speedy response needs escalation processes and roles and responsibilities (Demirol et al., 2025). Finally, people can be made more resistant to social engineering attacks by conducting regular training and awareness-raising initiatives. In conclusion, it is important to implement a multi-layered and interwoven security approach to increase organisational resilience against cyber-attacks.
9. Conclusion
The discussion of the cyber attacks on Marks and Spencer and the Co-operative Group indicates the dynamic and diverse character of contemporary cyber attacks. The attacks illustrate how technical vulnerabilities, organisational weaknesses, and human factors can be combined to be effective in creating a substantial impact. 
The importance of early detection, effective access control, and strong security governance are the key insights. The incidents underscore the importance of active security controls, such as round-the-clock monitoring, effective authentication schemes, and a clear incident response plan. These areas need to be reinforced to minimize risk and improve overall security posture of organisations. 
The growing nature of cyber threats necessitates organisations to be active in their risk management and employ an intelligence-based approach. It is imperative to continuously evaluate, threat model, and ensure that security practices are aligned with the changing methods of attacks. Incorporating security into the strategic and operational decision-making, organisations will be able to anticipate threats better, minimise vulnerabilities and be resilient to the future cyber incident.


Task 2: Red Team Engagement
1. Abstract
This report provides an overview of the findings of a recent red team assessment against a mock environment of ABCD Ltd. The aim of the engagement was to determine the overall security of the company, i.e. to identify the security vulnerabilities, exploit the vulnerability and achieve the real-world attack scenario. The test involved a multi-phase attack scenario which involves reconnaissance, vulnerability use through exploiting a weak web application, development of a reverse shell, harvesting of credentials, lateral movement and exfiltration. As noted in the assessment, improper access control, misconfigurations and absence of monitoring allowed the successful progression through various phases. The effective exploitation of both the web and client systems highlights the vulnerabilities in the prevention, detection and response systems.
2. Introduction
Red team exercises are designed to simulate real life attacks in order to test prevention, detection and response capabilities of an organisation. The difference between red teaming and traditional vulnerability scanning is that red teaming takes the adversarial approach, simulating the behavior of threat actors in order to find the vulnerabilities that might not be identified by automated vulnerability scans. This method provides a global perspective of the way in which several vulnerabilities can be linked with one another to achieve attack objectives. This engagement will demonstrate the security readiness of ABCD Ltd through a simulated penetration test in a virtualised lab environment. The assessment will include three systems that represent various elements of a typical corporate network: an attacker system, a vulnerable web server system and a client system with sensitive data. The purpose of the assessment is to showcase the entire attack cycle, including reconnaissance, privilege escalation and data exfiltration.
3. Rules of Engagement (RoE)
Rules of Engagement (RoE) provide information about the scope, limits and permissible activities in the red team assessment to ensure testing is carried out safely and ethically. The scope of the engagement is confined to the virtual lab environment (ABCD Ltd) that comprises the attacker box, vulnerable web server and the client. The scope excludes any external systems or networks, thus ensuring isolation of testing. Network scanning, vulnerability exploitation, credentials discovery, lateral movement and data exfiltration are permitted within the scope of the lab environment (Singh et al., 2025). Common penetration testing tools and manual exploitation techniques are allowed to simulate real-world attacks. Ethical and legal constraints are adhered to. Access and actions are authorised, and no real systems are targeted. Safe operating procedures, such as safe execution and system rollback are adhered to.
4. Lab Environment Design
The lab environment was set up to mimic a small enterprise network, allowing the red team engagement to be carried out. they installed three virtual machines to reflect the various sections of the organisation. The attack system had Linux (Kali) running to avail the tools necessary in information collection, exploitation and post exploitation. The web server was set up with Ubuntu and ran a vulnerable web application (DVWA) to represent a web attack vector. The client machine was based on Windows 11 and was set up with shared drives containing confidential data, to simulate a standard client machine in an organisational environment.
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Figure 1: Virtual lab network configuration
(Source: Obtained from VMware)
The systems were linked via a host-only network to provide a safe and isolated network for the virtual machines. The IP addresses of the systems were selected on the same subnet, and it allowed the attacker system to communicate with the web server and client system (Altulaihan et al., 2023). This configuration enabled the attack to be enclosed in the laboratory setting, without any effects on the real world.
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Figure 2: Network Diagram
(Source: Self-created)
We set up the environment with security vulnerabilities in order to simulate real-world scenarios. This involved weak passwords, file sharing enabled, and minimal security measures on the client computer. The web server was also set up to have low security. A network diagram is also provided to show the interaction between the attacker, web server and client system in the lab environment.
5. Threat Emulation Plan
The threat emulation plan aimed to simulate a typical cyberattack against ABCD Ltd's simulated environment. The goal of the engagement was to showcase a complete attack chain that would lead to unauthorised access to confidential information on the client's infrastructure. The strategy involved vulnerability identification, exploitation, and advancement through various stages of the attack process in a controlled manner.
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Figure 3: Attack Flow Diagram
(Source: Self-created)
The attack started with scanning to detect live hosts, open ports and services. This was then followed by the initial exploitation of the vulnerable web application on the Ubuntu server, providing access to the system. Next, a reverse shell was set up to gain interactive access to the system and for further investigation (Feffer et al., 2024). Password cracking was achieved by reviewing application configuration files to find re-usable passwords. The attacker then performed lateral movement to the Windows system using the credentials. The last step was accessing shared resources and stealing confidential data.
6. Tools & Techniques
Various techniques and tools were used to replicate realistic attacker activities and meet the objectives during the red team engagement. Nmap was leveraged in the reconnaissance stage to discover live hosts, open ports and services. The tool's capacity to gather information about network configurations made it a critical tool in mapping the attack surface and finding potential vulnerabilities (Zineddine et al., 2024). Netcat was used to create a reverse shell connection from the web server to the local machine. This tool enabled the user to perform interactive operations on the target system and was utilized in post-exploitation activities, including navigating the system and finding credentials. This is a powerful but a very simple tool that is used in penetration testing.
7. Attack Execution
7.1 Reconnaissance
Reconnaissance was conducted to detect hosts and services in the target network via Nmap. A version scan was performed on the Ubuntu web server and the Windows client PC to identify potential attack vectors. This showed that the Ubuntu server had an HTTP service listening on port 80, which may indicate a web application. 
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Figure 4: Nmap scan results
(Source: Obtained from Kali Linux)
The Windows system had several ports open, such as 445 (SMB) and 3389 (remote desktop) (Turk et al., 2022). This gave valuable information about the network, and services that could be exploited in future attack phases.
7.2 Initial Exploitation
The initial exploitation involved the vulnerable web application on the Ubuntu server. The DVWA was set to low security level, allowing a command injection. Through the injection of commands into the web application, the shell on the server could be accessed. 
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Figure 5: Successful command injection
(Source: Obtained from Kali Linux)
This enabled the attacker to circumvent input sanitisation and to gain access to the web server operating system (Brilhante et al., 2023). The vulnerability illustrated poor input sanitisation and secure coding in the application. The ability to execute commands indicated initial access to the system under the privileges of the web server user.
7.3 Reverse Shell
After gaining initial access, a reverse shell was set up to interact with the server. A reverse connection was made between the Ubuntu server and the attacker with the help of netcat. A reverse shell was injected into the system using an application vulnerability and this connected back to a listening port on the hacker computer. 
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Figure 6: Reverse shell established
(Source: Obtained from Kali Linux)
This allowed the attacker to interact with the target system interactively and execute commands (Happe and Cito, 2023). The reverse shell offered a more reliable and interactive way of communication than simple execution of commands on the web interface. This facilitated quick exploration of the file system and additional actions needed for the attack.
7.4 Credential Access
Access to credentials was gained by searching for files within the server. The web application configuration folder was accessed and a file with database credentials was discovered. 
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Figure 7: Hardcoded credentials discovered
(Source: Obtained from Kali Linux)
The credential information was kept in plain text, suggesting a lack of secure credential management practices. The credentials obtained from the system were a username and password that could potentially be used for other systems.
7.5 Lateral Movement
Lateral movement was by using the server credentials to gain access to the Windows client computer. Server Message Block (SMB) protocol was selected as the tool to use in accessing shared resources. The smbclient was used to log into the Windows system and was able to view a shared folder. This showed the success of password reuse and poor password security within the network. 
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Figure 8: Successful SMB authentication
(Source: Obtained from Kali Linux)
Once authenticated, the attacker had the chance to navigate through the file system to locate the resources available. The stage indicates the capacity of an attacker to maneuver around a network after they have accessed a system (King and Huang, 2023). Poor passwords and absence of network segregation were important during this phase of attack as it allowed the attacker to go beyond the initial point of access.
7.6 Data Exfiltration
The final step in the attack was the data extraction of the compromised windows system. After the attacker had gained access to the shared folder, he/she enumerated the files in the directory and found files that were interesting like customer information and password files. The attacker then copied these files back to the attacker machine using smbclient tool. This action showed how data of value to the organisation was able to be stolen without detection. 
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Figure 9: Exfiltration of sensitive files
(Source: Obtained from Kali Linux)
This phase was made possible due to the lack of monitoring and the absence of access controls over the shared resources (McIntosh et al., 2024). The threat actor was able to network share files, demonstrating the absence of data security controls such as encryption or access controls. This stage marks the successful completion of the attack goals, with data being accessed and exfiltrated from the system.
8. Detection Gap Analysis
The red team attack was not detected because of several weaknesses in the organisation's security controls, including in the areas of firewalling, monitoring and logging. Lack of effective firewall rules was a major factor in the failure to detect the attack. The Windows host permitted inbound connections on key ports like SMB without adequate filtering, allowing unauthorised connections from the attacker system (Aljaidi et al., 2022). Similarly, the web server failed to conduct strict input validation and network filtering so that the efforts to exploit it could still proceed. The lack of 24-hour surveillance was also another reason why the attack was successful. No instruments were in place to check their network traffic or identify abnormal practices like repeated scanning, commands being run or unauthorised access attempts. This enabled the reconnaissance, web application exploitation and subsequent lateral movement to be unnoticed. This is a good pointer that there was no real time visibility of systems and anomalous behaviour detection. Moreover, ineffective logging undermined the ability of the organisation to identify and track suspicious activities.Similarly, the web server failed to do strict input checking and network filtering which allowed the exploitation efforts to go on unhindered. Monitoring was also not in place and this was another factor that contributed to the success of the attack. They did not have any tools that would monitor their network traffic or identify unusual activity like constant scanning, commands being issued or even an effort to gain unauthorized access. This enabled the reconnaissance, web application exploitation and subsequent lateral movement to remain unnoticed. This shows clearly that there was lack of real time visibility of systems and lack of detection of anomalous behaviour. In addition, ineffective logging procedures undermined the effectiveness of the organisation to identify and track suspicious activities. The logs were not being centrally collected or analysed, so suspicious activities such as command injection and access to files could not be detected. A lack of event correlation also diminished the value of any logging that was taking place.
9. Recommendations
To overcome the observed security challenges, a multifaceted approach, including technical, monitoring and policy improvements is needed. Technically, organisations should ensure that tight controls are in place to control inbound and outbound traffic through firewalls, allowing only services that are necessary. Isolation of networks should be established to isolate critical systems and avoid contagion of attacks between environments. To minimize the possibility of password-based attacks, effective authentication, including multi-factor authentication, must be used. Cases of passwords and password changes should be put in place in order to reduce cases of unauthorised access. In addition, strong patch management should be implemented to have the software maintained and vulnerabilities eliminated. There should also be secure configuration guidelines which all systems follow to avoid misconfigurations. In terms of monitoring, organisations need to ensure centralised logging and monitoring are in place to provide visibility into the network. The deployment of a Security Information and Event Management tool will facilitate the collection and correlation of security events and alarms from different sources, which will help to identify anomalous behaviours and attacks (Chung et al., 2023). Real-time monitoring of user actions, network traffic and system activities should be performed to detect potential threats. Intrusion detection and prevention systems should also be implemented to help safeguard against threats. From an administrative standpoint, policies and procedures should be implemented. Security training should be provided to raise awareness of phishing and other social engineering attacks. Security incident response plans should be developed, tested and refined for incident management. Timely response is essential to roles and escalation processes. Also, organisations ought to conduct security audits and penetration testing frequently to actively identify and address security vulnerabilities and improve security. Through these practices, organisations are likely to enhance their mitigation, detection and response to the cyber threats.
10. Conclusion
The red team exercise on the simulated environment of ABCD Ltd highlights the vulnerabilities and attack vectors that can be used to compromise an organisation's systems. The sequence of steps taken by the attacker - reconnaissance, exploitation of a vulnerable web application, setting up a reverse shell, discovering credentials, lateral movement within the network, and finally exfiltration of data - is a typical scenario encountered in real cyberattacks. The results reveal key vulnerabilities in web application development, access control and network architecture, which all played a role in the attack's success. The environment is rated as high risk, given the ease of movement through each step of the attack. Lack of monitoring, logging and weak security measures enabled the attacker to go undetected, highlighting the importance of strengthening detection and response mechanisms. Further, the absence of robust authentication and network segmentation compounded the damage of the attack by allowing lateral movement and access to sensitive information. The attack highlights the need for a multi-layered and proactive security strategy. Organisations should adopt a multi-faceted approach of prevention, detection and response to counter cyber threats. Improving technical security measures, monitoring and organisational security measures can help mitigate risks and make organisations more resilient to future threats. Regular review and enhancement of security practices is crucial for a strong cybersecurity stance.
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nmap -sV 192.168.88.128

Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-22 08:20 +0530
Nmap scan report for 192.168.88.128

Host is up (0.00095s latency).

Not shown: 999 closed tcp ports (reset)

PORT  STATE SERVICE VERSION

80/tcp open http  Apache httpd 2.4.58 ((Ubuntu))

MAC Address: 00:0C:29:72:4C:CD (VMware)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.45 seconds

L—(lﬂ\lehli)*[']

$ nmap -sV 192.168.88.130

Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-22 08:20 +0530
Nmap scan report for 192.168.88.130

Host is up (0.0016s latency).

ALl 1000 scanned ports on 192.168.88.130 are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 00:0C:29:22:BA:4D (VMware)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 22.02 seconds
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(kali® kali)-[~]
(e S e
listening on [any] 4444
connect to [192.168.88.129] from (UNKNOWN) [192.168.88.128] 53036

/bin/sh: 0: can't access tty; job control turned off
$ whoami
wwi -data
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#  WARNING: The database specified under db_database WILL BE ENTIRELY DELETED during setup.

# Please use a database dedicated to DVWA.

2

# If you are using MariaDB then you cannot use root, you must use create a dedicated DVWA user.
# See README.md for more information on this.

$_DWWA = array();

$_DWWA[ ‘db_server® ]
$_DVWA[ 'db_database’ ] = getenv('DB_DATABASE') ?: ‘dvwa';
$_DVWA[ ‘db_user' ] getenv('DB_USER') ?: 'dvwauser';
$_DWA[ 'db_password’ ] = getenv('DB_PASSWORD') ?: ‘password’;
$_DWWA[ ‘db_port'] getenv('DB_PORT') 7: '3306';

= getenv('DB_SERVER')

‘127.0.0.1°;

# RECAPTCHA settings

# Used for the 'Insecure CAPTCHA' module
# You'll need to generate your own keys at: ttps://wm.google. con/recaptcha/adnin
$_DWWA[ ‘recaptcha_public_key' ] = getenv('RECAPTCHA_PUBLIC KE
$_DWWA[ 'recaptcha_private_key' ] = getenv('RECAPTCHA_PRIVATE KEY') ?

# Default security level

# Default value for the security level with each session.

# The default is ‘impossible’. You may wish to set this to either ‘low’, ‘medium’, ‘high’ or impossible’.
$_DVWAL ‘default_security_level’ ] = getenv('DEFAULT_SECURITY_LEVEL') ?: ‘impossible’

# Default locale

# Default locale for the help page shown with each session.

# The default is ‘en’. You may wish to set this to either ‘en’ or ‘zh'.
$_DWWA[ ‘default_locale’ ] = getenv('DEFAULT_LOCALE') ?: ‘en’;

# Disable authentication

# Some tools don't like working with authentication and passing cookies around
# so this setting lets you turn off authentication.

$_DVWA[ ‘disable_authentication’ ] = getenv( 'DISABLE_AUTHENTICATION') ?: false;

define (‘MysQL', ‘mysql');
define ('SQLITE', ‘sqlite’);

# sQLi DB Backend

# Use this to switch the backend database used in the SQLi and Blind SQLi labs.
# This does not affect the backend for any other services, just these two labs.
# If you do not understand what this means, do not change it.

$_DVWA['SQLT_DB'] = getenv('SQLI_DB') ?: MYSQL;

#$_DVWA['SQLI_DB'] = SQLITE;

#$_DVWA['SQLITE_DB'] = ‘sqli.db’;
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smbclient -L //192.168.88.130 -N

Sharename Type
ADMIN$ Disk
c$ Disk
CompanyData Disk
IPcs$ 1PC

Users Disk

Comment

Remote Admin
Default share

Remote IPC

Reconnecting with SMB1 for workgroup listing.
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$ smbclient //192.168.88.130/CompanyData -U employee
Password for [WORKGROUP\employee]:

Try "help® to get a list of possible commands.

smb: \> 1s

= D 0 Tue Apr 21 21:05:41 2026
o DHS 0 Tue Apr 55 2026
customers. txt A 26 Tue Apr 54 2026
passwords. txt A 4 Tue Apr 21 21:06:07 2026

16521471 blocks of size 4096. 9382051 blocks available
smb: \> get passwords.txt
getting file \passwords.txt of size 4 as passwords.txt (1.0 KiloBytes/sec) (average 1.0 KiloBytes/sec)
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C:\Users\Spark>ipconfig

windows IP Configuration

Ethernet adapter Ethernete:

Connection-specific DNS Suffix . : localdomain

Link-local IPv6 Address . . . . . : fe8@::be25:c7c7:uula:31fb%3
IPv4 Address. . . . . . . . . .. : 192.168.88.130

Subnet Mask . . . . . . . ... . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.88.2
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ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 177.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_lft forever preferred_lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 00:0c:29:d5:9d brd ff:ff:Ff:FFFF:FF
inet 192 168.88.129/24 brd 192 168 .80 255 scope global dynamic noprefixroute eth@
valid_1ft 1664sec preferred_lft 1664sec
inet6 fe80::20c:29ff:fed5:9d80/64 scope link noprefixroute
valid_1ft forever preferred_lft forever





image6.png
ubuntu@ubuntu-VMware-Virtual-Platform:-$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defau
t gqlen 1000
1link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UNKNOI
N group default qlen 1000
link/ether 00:0c:29:72:4c:cd brd ff:ff:ff:ff:ff:ff
altname enp2s1l
inet 192.168.88.128/24 brd 192.168.88.255 scope global dynamic noprefixrout
ens33
valid_1ft 1419sec preferred_1ft 1419sec
inet6 feB80::20c:29ff:fe72:4ccd/64 scope link
valid 1ft forever preferred 1ft forever
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