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Project Summary

The plan for the experiment is to implement network security

methods onto a network and then proceed to attack the network

to demonstrate which security measures are more effective than

others. Some of the tactics that will be used to protect the

network are changing the connection password, using a DNS

service provider and changing the router's default IP address if

possible[1].

Aim & Objectives

The project aims to build and test a secure home network that

will benefit home uses and home users. To fulfil the aim the

objectives are to, conduct research into network security and

network vulnerabilities, analyse the different methods that could

be used, conduct the experiment, analysis the results, and use

the results to produce a secure home network.

Methodology

The methods used in the experiment need to be controlled. The

only way it can be controlled is if a variable is manipulated. The

variables in the experiment are the attacking methods, as these

will need to change when attacking the network. The constant in

the experiment is the network itself, as changing this aspect will

alter the whole experiment.

The methods the project will follow are, to start by gathering

information on the different attack methods and networking, then

planning out the attack strategy, proceed with the attacks and

record the results.

Figure 3 shows a laptop and a

wireless AP this replicates the

home network since the laptop

will be used to set up a

password on the router. The

attack simulation will be

executed on the desktop PC

using Kali Linux software, and

the desktop PC will be linked to

the mobile devices as the mobile

devices will function as a

wireless access point for the

desktop PC.
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Conclusion & Reflections  

The conclusion for the project as a networking

student is primarily positive as furthering the

understanding of computer systems and network

work security; with the use and knowledge

gained from the literature review, the student

has gained extraordinary experience that will be

carried on into the future.

The most significant area for further research is

carrying out more real-world experiments on

home networks, as this is the only way to gather

enough information to build a secure home

network.

Figure 1: showing the WPA handshake

Figure 2: ARP poisoning of a device.

Figure 3: Shows the home network.References
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