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Task 1: Understanding NTFS & Share Permissions

NTFS
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Settings

@ Home Your info

| |:i-1-:: a setting

Accounts

= Your info

Email & accounts

&, Sign-in options NWTRADERS\ADMINISTRATOR
NWTRADERS\Administrator

Access work or school Administrator

Other users Create your picture

Sync your settings @ Camera

B Browse for one

@ Gethelp

£ Type here to search

The author began by logging into the administrator account on the NWTRADERS
domain via Client 1 with Server 1 running in the background.



i Local Disk (C:)
it Homg

Share View

| Findase € ¢ 4 & » ThisPC > Local Disk (C) » Search Local Disk (C:)

MName Date modified Type

Accounts 7 Quick access
[ Desktop
4 Downloads .

Documents Users 23/04/2

Perflogs 07/12/20 114 File folder

S
2

Program Files /20, : File folder
5
2

Program Files (x86) 2020 23: File folder

File folder

[&=] Pictures Windows 2

File folder

[ This PC Dept_Important_Docs 22/04/2021 File folder

|_j MNetwork

Gitems 1 item selected

£ Type here to search

A new folder was created in the C: directory named ‘Dept_ Important_Docs’
respectfully.



Settings

| = | Dept_mportant_Docs

H
@ om< Home Share
| Find ase € M

MName
Accounts 7+ Quick access

View

» ThisPC » Local Disk (C:) » Dept_Important_Docs

v | D Search Dept_Important_Docs

Date modified Type

I Deskt D Important_Filg
esktop

‘ Downloads

Documents

[&=] Pictures

Size
22/04/2021 15:41 Text Document

[ This PC

|_j MNetwork

<

Titem  1item selected 0 bytes

£ Type here to search

A new text document named ‘Important_ File’ was created in the directory.



i Hom

Home Share View

| Find a sd v 4 » ThisPC » Local Disk (C:) » Dept_Important_Docs Search Dept_Important_Docs

MName Date modified Type Size
Accounts 7 Quick access

D Important_File ) . .
[ Desktop h . Important_File Properties

4 Downloads
Documents
[&=] Pictures D |Importarrt_FiIe

[ This PC

General Security Details Previous Versions

Type of file:  Text Document (b}

I—j Netwark Opens with: j Motepad

Location: C:\Dept_Importart_Docs
Size: 0 bytes
Size on disk: 0 bytes

Created: 22 April 2021, 15:41:41
Modified: 22 April 2021, 15:41:41
Accessed: 22 April 2021, 15:41:41

Attributes: [ [ Hidden Advanced...

<

Titem  1item selected 0 bytes

£ Type here to search

Home Share View

| Find a sd v 4 » ThisPC » Local Disk (C:) » Dept_Important_Docs Search Dept_Important_Docs

MName l} ~ Date modified Type Size
Accounts 7 Quick access

Important_File
[ Desktop & me. B | Important_File Properties

‘ Downloads
Documents

=] Pict Object name:  C:\Dept_Important_Docs\Important_File tx
ictures

General Securty Detalls Previous Versions

GI’OLID or user names:
[ This PC

& Network R 5YSTEM
- SR Administratars (WS 1-NW T Administrators)
SR Users (W51-NWT\Users)

To change permissions, click Edit.

Pemissions for Authenticated
Users

Full control

Modify

Read & execute
Read

Write

Special permissions

For special permissions or advanced settings,
< click Advanced.

Titem  1item selected 0 bytes

£ Type here to search




The author navigated to the security tab for the Important_ File.

Settings

Share View

F v | D Search Dept_Important_Docs
| Arle e Permissions for Important_File

Accounts # Quick acce Seeurty [rodifed e o

[ Desktop Object name:
‘ Downloag

C:\Dept_Important_Docs\Important_File txt

x F

|GI'K)LID or user names:

Documen Authenticated Users

=] Pict SR 5YSTEM ant_Docs\Important_File e
ictures

HR Administrators (WS 1-NWT\Administrators)

[ This PC B2 Users (W51-NWT\Users)

kious Versions

|_j MNetwork

Pemissions for Authenticated
Users

Full control
Modify

Read & execute
Read

Write

Cancel Apply

For special permissions or advanced settings, Ad .
< click Advanced. vane

Titem  1item selected 0 bytes

£ Type here to search

The author removed the ‘Authenticated Users’ group from the permissions tab.
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Home Share View
| Find a s M A I T Search Dept_Important_Docs
Permissions for Important_File >

modified Type Size
: | Security
Accounts 7 Quick acce! i

[ Desktop Object name:  C:\Dept_lmportant_Docs\Important_File txt

x J°
J Downloag

Group or user names:

) Itious Versions
Documen | S8 Authenticated Users

[&] Pict SR SYSTE ant_Docs\Important_File tet
ictures

S8 Administ \Windows Security x

O ThisPC | | B8 Users

d Network You can't remove Authenticated Users because this object is
= inheriting permissions from its parent. To remove
Authenticated Users, you must prevent this object from
inheriting permissions. Turn off the option for inheriting
Pemissions fi permissions, and then try removing Authenticated Users
Users again. &

Full cortral
Modify

| oK |
Read & ex
Read
Write

Cancel Apply
[

For special pemissions or advanced settings.
< | click Advanced Advanced

Titem  1item selected 0 bytes

£ Type here to search

An error dialogue appears, informing the author that the permissions of this folder is
currently being inherited.



Settings

| pt_Imp

Advanced Security Settings for Important_File

| Find a s¢
Mame: Ch\Dept_mportant_Docs\Important_File.txt

Accounts Owner: Administrators (W51-NWT\Administrators) &) Change

i Hom

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
B Allow  Authenticated Users Modify A
SR Allow  SYSTEM Full control Ch
S8 Allow  Administrators (W51-NWT\Administrators) Full control Ch
SR Allow  Users (WS1-NWT\Users) Read & execute Ch

Add Remove

Disableinheritae

Cancel
< click Advanced " [rEnCET i

Titem  1item selected 0 bytes

£ Type here to search

Settings

i Hom

| Find a sg
Mame: Ch\Dept_mportant_Docs\Important_File.txt

Accounts Owner:

Block Inheritance *

Permissions

What would you like to do with the current inherited permissions?

For additional infi : dit (if available).
You are about te block inheritance to this object, which means that permissions
Permission entrig inherited from a parent ohject will no longer be applied to this object.

Type Pri
- 3 ,:;row Aul —> Convert inherited permissions into explicit permissions on
82 Allow  SY this object.
82 Allow  Ad
H2 Allow  Us — Remove all inherited permissions from this object.

Remove

oK Cancel

T S eSS v oo sy Advanced |
click Advanced. T

Titem  1item selected 0 bytes

£ Type here to search




The author selected ‘Remove all inherited permissions from this object.’

Settings

| = Dept_Important_Docs

i Hom

| Find a s¢

Accounts

Advanced Security Settings for Important_File

Mame: Ch\Dept_mportant_Docs\Important_File.txt

Cwner: Administrators (WS1-NWT\Administrators) ®) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Mo groups or users have permission to access this object. However, the owner of this object can assign permissions.

Add Remove

Enable inheritance

< click Advanced.

Titem  1item selected 0 bytes

£ Type here to search

The inheritance was successfully removed.




| Find a se

Accounts Owner: Administrators (W51-NWT\Administrators) &) Change

Mame: Ch\Dept_mportant_Docs\Important_File.txt

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Mo groups or users have perm Windows Security issions.

You have denieg all users access to Important_File, Mo one
will be able to ess Important_File and only the owner will
be able to change the permissions.

Do you want to continue?

Add Remove

Enable inheritance

oK Cancel Apply
T g T e e Adyancsd |
< T click Advanced T

Titem  1item selected 0 bytes

£ Type here to search

A security warning appears warning the author that the access to this file will be

denied for all users except the owner. The author clicks “Yes” to confirm this
dialogue.



&« Settings

Select this object type:

Select Users, Computers, Service Accounts or Groups

|U5ers. Groups or Builtin security principals

From this location:

|nwtraders.m5ﬂ

Enter the object names to select (examples):

Administrator|

| Object Types...

Locations...

Cancel

v 0

Date modified Type

Search Dept_Important_Docs

Size

e Properties

Details  Previous Versions

sions for Important_File

= This PC

|_j MNetwork

<

Titem  1item selected 0 bytes

£ Type here to search

G
Mg
H

Security
Object name:  C:\Dept_Important_Docs\Important_File bt

|GI'K)LID 0or user names:

x F

-
X

Mo groups or users have pemmission to access this object.
However, the owner of this object can assign permissions.

Pemissions Deny

Remove

Full contral
Modify

Read & execute
Read

Write

Ll

The author adds Administrator to the list of users under the permissions property for
the Important_ File.txt file. The author enters Administrator and presses the ‘Check
Names’ button which underlines the administrator’s account, verifying the account

exists in the namespace.
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Home Share View

| Find a sd v 4 » ThisPC » Local Disk (C:) » Dept_Important_Docs v | D Search Dept_Important_Docs

MName Date modified Type Size
Accounts 7 Quick access

x F

Important_File
[ Desktop & tme = |

4 Downloads 5
Securtty Details Previous Versions
Documents

= Permissions for Important_File
Pictures

Security
[ This PC

d Object name:  C:\Dept_Important_Docs\Important_File bt
MNetwork

GI’OLID 0or user names:

l Administrator (NWTRADERS \Administrator)

Pemissions for Administrator

Full contral
Modify

Read & execute
Read

Write:

<

Titem  1item selected 0 bytes

£ Type here to search

Home Share View

| Find a sd v 4 » ThisPC » Local Disk (C:) » Dept_Important_Docs Search Dept_Important_Docs

MName Date modified Type Size
Accounts 7 Quick access

Important_File
[ Desktop & tme =

| Important_File Properties
‘ Downloads

General Securty Detalls Previous Versions
Documents
=] Pictures Object name:  C:\Dept_Important_Docs\Important_File b

g Th PC Gml.lp or user names:
= = 2 Administrator (NWTRADERS \Administrator)

s

|_j MNetwork

To change pemissions, click Edit.

Pemissions for Administrator Allow

Full control

Modify

Read & execute
Read

Write

Special permissions

For special permissions or advanced settings,
< click Advanced.

Titem  1item selected 0 bytes

£ Type here to search




The permission is given successfully.

Home Share View

Select Users, Computers, Sewic[}\?ccounts or Groups v 0 Search Dept_Important_Docs

Select this object type:

Date modified Type Size
|U5ers. Groups or Built-in security principals | Object Types...

From this location:

perties * E
|nwtraders.m5ﬂ |

Locations...

etails  Previous Versions 1
Enter the object names to select (examples):

for Important_File *
Bick Astley (Rick Astl wiraders msft):

C:\Dept_lImportant_Docs'Important_File txt

Advanced... Cancel

pames:

Acc | U & Administrator (NWTRADERS \Administrator)

Ta
Othel

Sync

Pemissions for Administrator

Full contral
Modify

Read & execute
Read

< Write

KRERE|E
=

Titem  1item selected 0 bytes

Cancel

£ Type here to search

Rick Astley (The secondary example account) is added to the permissions list.
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Share View

| Find a sd » ThisPC » Local Disk (C:) » Dept_Important_Docs v | D Search Dept_Important_Docs

-

MName Date modified Type Size
Accounts 7 Quick access

Important_File
[ Desktop & tme = |

t
| Important_File Properties * I
4 Downloads 5
i General Security Details Previous Versions
Documents

= Oh Permissions for Important_File
Pictures

G Security
E This PC _I
Object name:  C:\Dept_Important_Docs\Important_File bt
|_j MNetwork

|GI'K)LID 0or user names:

a Administrator (NWTRADERS Administrator)
& Rick Astley (Rick_Astley @nwiraders msft)

Permissions for Rick Astley
Modify

Read & execute

Read

Write

Special permissions

<

Titem  1item selected 0 bytes

£ Type here to search

Rick Astley is given permission to Read & Execute, Read and Write but not
permission to modify or full control.
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| ept_Important_Docs
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Home Share View

| Findasd € v » ThisPC » Local Disk (C:) » Dept_Important_Docs v | D Search Dept_Important_Docs

-

MName Date modified Type Size

Accounts 7 Quick access
D Important_File 22/04/2021 16:23 Text Document
[ Desktop

*

4 Downloads -+
Documents b
*

*

[&=] Pictures

Dept_Important_

Nj Important_File - Notepad
File Edit Format View Help

The quick brown fox jumps over the lazy dog.
[ This PC

|_j MNetwork

Ln 1, Col 45 100%  Windows (CRLF) UTF-8

<

Titem  1item selected 44 bytes

£ Type here to search

The administrator is allowed to edit the text of the document itself and insert the
phrase “The quick brown fox jumps over the lazy dog.”



&« Settings

it Home

| |:i-1-:l a setting

Accounts

Your info

Email & accounts

Sign-in options

Access work or school

Sync your settings

Home Share View

v <« Local.. » Dept_Important_Docs
MName -
7 Quick access
[ Desktop
‘ Downloads
Documents

[&=] Pictures

D Important_File

N

Your info

RICK ASTLEY

NWTRADERS\Rick_Astley

Create your picture

@ Camera
D Browse for one

(@ Gethelp

2 Search Dept_Important_Docs

Date modified Type

22/04/2021 16:23

¢@ OneDrive
[ This PC

|_j MNetwork

"4 File Access Denied

You'll need to provide administrator permission to delete this file

Important_File

Type: Text Document

Size: 44 bytes

Date modified: 22/04/2021 16:23
Q Continue

Skip Cancel

More details

<

Titem  1item selected 44 bytes

Text Document




In an attempt to delete the file as Rick Astley, A ‘File Access Denied’ dialogue
appeared.

User Account Control h

Do you want to allow this app to make
changes to your device?

Ii] File Operation

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

Password ‘

Domain: NWTRADERS

In order to delete the file, the user would need to provide administrative details first.



2 | Important_File - Notepad

File Edit Format View Help
The quick brown dog jumps over the lazy fox.

Ln 1, Col 45 100%  Windows (CRLF) UTF-8

<
Titem  1item selected 44 bytes

The file itself however can still be edited and saved.

Share
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= Server Manager

Manage Tools

@ ¥« File and Storage Services * Shares

(&)

—_ Filter o v ~
== Servers - Capacity: 495 GB

| Volumes + Add criteria ¥

=0 ] 33.2% Used B 164 GB Used Spac
[ [ Disks Share Local Path Protocal Ay _ 33.0 GB Free Spac
Inl Storage Poals 4 DCI-NWT ()

) .

== METLOGON CAWindows\SYSVOL\sysvolinwira...  SMEB M

ﬂ iSCSI CAWindows\SYSYOL\sysvol

Work Folders

Go to Volumes Overview >

QUOTA
SYSVOL on DC1-NWT

To use quotas, File Server Resource Manager must

To install File Server Resource Manager, start the
Add Roles and Features Wizard.

== % Server Manager

On Server 1, the author opens the Server Manager and navigates to the ‘Shares’

section.



i Server Manager -

@ ¥« File and Storage Services * Shares &) Manage ~ Tools  View  Help
—_— Filter il H,' = ) ©
== Servers - i Capacity: 49.5 GB
i Volumes | T Mew Share Yizard - O *
e . BUsed S
[ Disks AL
o i . B Free Spac
i srage| - Select the profile for this share
-] .
] Shares
m i5CS| Selact Profile File share profile: Description:
Work Fold Share Location | SWB Share - Quick 'Sl'mglﬁsic:mﬁle n.eprlTsentsdthe f.;stes:i;vay t.ohcreate an
SMEB Share - Advanced ile share, typically used to share files wit!
Windows-based computers.
SME Share - Applications
MF5 Share - Quick * Suitable for general file sharing
MNFS Share - Advanced * Advanced options can be configured later by

using the Properties dialog

pnager must

er, start the
rd.

< Previous Mext = Create Cancel

== i% Server Manager % MNew Share Wizard § 4w T4 dg 1843 E

The author begins to create a new share and is greeted with the new share wizard.
The ‘SMB Share - Quick’ option is selected by the author.



i Server Manager -

@ ¥« File and Storage Services * Shares -@ 1 P Manage  Tool

— o ~ ‘ (<)
== Servers i Capacity: 49.5 GB
i Volumes | T Mew Share Yizard - O *
e . BUsed S
[ [ Disks SRS
o . B Free Spac
i strage|  Select the server and path for this share
= Shares
ﬂ isCs| Selact Profile SN
Work Fold Server Name Status Cluster Role Owner Node
DC1-NWT Online Mot Clustered
Share Name
Share location:
@ Select by volume: prager must
Volume Free Space Capacity File System
(€ 330GE  4935GB NTFS
er, start the
rd.

The location of the file share will be a new folder in the \Shares directory on the selected
volume,

() Type a custom path:

< Previous | | Mext = Create Cancel

i% Server Manager % MNew Share Wizard T m T dg 1844 E

The author selects ‘Select by volume’ and then clicks ‘Next’.

i Server Manager -
@ ¥« File and Storage Services * Shares & Manage  Tools  View
— o ~ (<)
== Servers i Capacity: 49.5 GB
i Volumes | T Mew Share Yizard - O *
e . BUsed S
[ Disks 2 FSE A =
e . ree Spac
i storage|  Specify share name
4] T
] Shares
EX s Selact Profile Share name: DeptNetShare|
Work Fold Share Location
— Share description:
Other Settings
Local path to share:
C:\Shares\DeptMetShare$
0 If the folder does not exist, the folder is created.
pnager must
Remote path to share:
"WOC1-NWT'\DeptMetShare$
er, start the
rd.
< Previous | | Mext =

i% Server Manager % MNew Share Wizard o= ﬁ g 1845 E




The name of the share is set to ‘DeptNetShareS’. The local path is set automatically
to ‘C:\Shares\DeptNetShare...” as this directory doesn’t exist, it’ll be created. The
remote path is also set automatically to ‘\\DC1-NWT\DeptNetShare...’

i Server Manager - *
@ ¥« File and Storage Services * Shares @1 F manage oo

R ilter el =) - H - o (C)

[ Servers - : : Capacity: 49.5 GB

i Volumes | [ Mew Share Wizard _ O %

[ Disks B Used Spac

o] - . B Free Spac

" sragel - Configure share settings

2

ﬂ iSCS1 Select Profile Enable access-based enumeration

Access-based enumeration displays only the files and folders that a user has permissions to
access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the
Share Name folder from the user's view.

Woaork Fold Share Location

Other Settings Allow caching of share

Permissions Caching makes the contents of the share available to offline users. If the BranchCache for
Metwork Files role service is installed, you can enable BranchCache on the share,
[] Enable BranchCache on the file share
BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.
[] Encrypt data access prager must
When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share, If this box is checked
and grayed cut, an administrator has turned on encryption for the entire server.

er, start the
rd.

< Previous | | Mext = Create Cancel

[ New Share Wizard

== i% Server Manager % 4m T4 dg 1858

As detailed in the brief, the ‘Enable access-based enumeration’ and ‘Allow cashing
of share’ is required to be checked. Access-based enumeration is toggled as it will
only display files and directories that the particular users accessing this share have
the rights to access. Cashing of share is enabled so that users can see their files and
directories even when they go offline by caching said files to a local disk on their
machine.



i Server Manager -

@ ¥« File and Storage Services * Shares -@ 1 P Manage  Tool

| | | {4

] Servers Advanced Security Settings for DeptMetShare§ o X

i Volumes|

ii Disks MNarne: C:\Shares\DeptMetShares 32 :;E:SSPBC:
l—i-i Storag Cryner: Administrators (NWTRADERS\Administrators) Change ”
&

Permissions Share Auditing Effective Access
EX <o

Work Fo For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from  Applies to
S8 Allow Administrators (NWTRADERS\Administrators)  Full contrel Mone This folder, subfolders and files
a Allow Tomos Joseph Leggett (NWT-TIL@nwtrader... Read 8 execute MNone This folder, subfolders and files
a Allow  Rick Astley (Rick_Astley@nwtraders.msft) Read & execute Mone This folder, subfolders and files
pnager must
Add Remove Edit [ iz

frd.

Enable inheritance

[JReplace all child abject permission entries with inheritable permission entries from this object

Cancel Apply

< Previous | | Mext = | Create Cancel

== :i.q Server Manager % MNew Share Wizard ¥ 4m T4 dg 1906

As requested, the author has specified the permissions according to the brief.
The administrators group has Full control over the share, whilst Tomos Joseph
Leggett and Rick Astley have only Read & execute control.



i Server Manager

@ ¥« File and Storage Services * Shares Manage  Tools
— o ~ ‘ (<)
== Servers i Capacity: 49.5 GB
i Volumes | T Mew Share Yizard - O *
e . BUsed S
[ Disks AL
o . o B Free Spac
i storage|  Specify permissions to control access
= Shares
ﬂ ISCSI Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share
Work Fold Share Location permissions, and, optionally, a central access policy.
Share Name Share permissions: Everyone Full Control
Other Settings Folder permissions:
Type Principal Access Applies To
Confirmation Allow NWTRADERS\Rick_Ast... Read & execu... This folder, subfolders, and files
Allow NWTRADERS\WNWT-TJL  Read & execu.. This folder, subfolders, and files
Allow BUILTINYAdministrators  Full Centrol This folder, subfolders, and files
pnager must
Customize permissions...
er, start the
rd.
< Previous | | Mext = Create
== i% Server Manager % MNew Share Wizard $ 4w T4 dg 1907 E

This is confirmed in the next screen of the wizard.

i Server Manager

@ ¥« File and Storage Services * Shares Manage  Tools  View
— Filter el A &
== Servers i Capacity: 49.5 GB
i Volumes | e Mew Share Wizard - O *
ii Disks B Used Spa
o] . . B Free Spac
i storagel - Confirm selections
o :
= Shares
m iSCsI Selact Profile Confirm that the following are the correct settings, and then click Create.
Work Fold snare Lecation SHARE LOCATION
SETE BEE Server: DC1-NWT
Other Seftings Cluster role: Mot Clustered
Permissions Local path: CA\Shares\DeptNetShare$

Confirma

SHARE PROPERTIES

Share name:

Protocol:

Access-based enumeration:
Caching:

BranchCache:

Encrypt data:

DepthetShare$
SME

Enabled
Enabled
Disabled
Disabled

pnager must

er, start the
rd.

Create || Cancel

|:_ﬁ1 Server Manager

[ New Share Wizard

$ wm T de 1208 B




The final confirmation page of the wizard showcases a confirmation screen where
the author can verify that everything is okay.

= Server Manager - *
@ ¥« File and Storage Services * Shares @1 F Maage 7o
= Filter el E) - Fljl - A (<
== Servers - - Capacity: 495 GB
| Volumes + Add criteria
e . 33.2% Used B 164 GB Used Spac
[ Disks acal Al
- Share Local Path Protocol A _ 33.0 GB Free Spac
Il
; Storage Pools 4 DC1-NWT (3)
E= METLOGON CAWindows\3YSVOL\sysvolinwira... SMB
ﬂ ISCSI SYSVOL CAWindows\SYSVOL\sysvol SMB
Work Folders DeptMetShare$ C:\Shares\DeptMetShare$
Go to Volumes Overview >

QUOTA
DeptNetShare on DC1-NWT

To use quotas, File Server Resource Manager must
be installed.

To install File Server Resource Manager, start the
Add Roles and Features Wizard.

== %Sewer Manager ¥ 4w T dg 1928 E

The share was successfully created.

// Switching back to Client 1 //



Settings Ph Web
Best match
. This PC
App
Search the web
L This PC - see web results
Settings (6)

Folders (1+) Open

Pin to Start

Pin to taskbar

Manage

Map network drive
Disconnect network drive

Properties

£ This PC

Q Map Metwork Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive:

Folder: ) 5 Browse...

Example: \\server\share
Reconnect at sign-in
[] Connect using different credentials

Connect to a website that you can use to store your documents and pictures.

5. Map Network Drive




The folder was set to the full file share name including the S symbol. The drive
symbol was set to Z by default and was left unchanged.

= | This PC

Computer View

<« v~ 4 O ThisPC » v 0 Search This PC
7 Quick access  Folders (7)

[ Desktop

‘ Downloads

- 3D Objects Desktop
*
Documents b
*
Do

-

4 Documents Downloads

[&=] Pictures =

Dept_Important_|

Music Pictures
[ This PC =)

|_j MNetwork Videos
3 pC1-NwT ﬁ

0 WSs1-NWT i )
- ~ Devices and drives (2)

- Local Disk (C:) CD Drive (D}
. ]
My 7.48 GE free of 19.4 GB
~ Network locations (1)
DeptMetShares (ADCT-MNWT) (Z:)

W™ 33068 free of 49468

10 items

A~ wm €3 Qi) 1938 B

The author can confirm that located in the ‘This PC’ folder, a network location
named DeptNetShareS can be seen as the Z drive.

Task 2: Utilising Group Policy Management Console
to better facilitate network object management
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File  Action Wiew Help
e aHE 48 XKE R HE

] Active Directary Users and Com|| MName Type
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Mews Computer
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Refresh CloLp
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Praperties msD3-ShadowPrincipal Container
Help mslmaging-PSPs

' Guest MSMO Queue Alias

B2 Key Admins Organizational Unit
’_‘E,Protected Users Printer
B2 RAS and 185 Server: User

< 82 Read-anly Damain Shared Folder

Create a new object...

B Active Directory Users...

The author will now create a new Organisational Unit to restrict access to the control

panel.

word Replication Group  Security Group..,
Security Group..,
‘ontrollers Security Group..,

ord Replication Group  Security Group...
Change Dornain Controller... Security Group..,

Description

Built-in account for ad...
Mermbers in this group c..
Mernbers of this group ..
Mernbers of this group t.
Mermbers in this group c..
DMS Administratars Grao..,
DME clients who are per..
Designated adrministrato...
Mearkstations and ser..,
wnain contrallers i,
inain guests

main users

nated adrministrato..,
bers of this group ...
bers of this group ...
bers in this group c..
in account for gue...
bers of this group ...
bers of this group ...
ts in this group can..
bers of this group ..




Mew Object - Organizational Unit

Create in:  rwwtraders. maft/
Type Description

User Built-in account for ad..,
M ame:

Security Group.,  Members in this group ..
|N0nAdmln Users| Security Group... Members of this group ...

Pratect container from accidental deletion Security Group... - Members of this group t..
Security Group.,  Members in this group ..
Security Group,.,  DMNS Administrators Gro..,
Security Group.,  DMS clients who are per.,
Security Group..,  Designated administrato..,
Security Group..,  Allworkstations and ser.,
Security Group..,  All domain controllers i,
Security Group..  All dormain guests
Security Group..,  All dormain users

Security Group..,  Designated administrato..,

Camcel Security Group... Members of this group ...
Security Group..,  Members of this group ..

%Group Palicy Creator Oweners Security Group.,  Members in this group ..

¥ Guest User Built-in account for que..,
%Key.&dmins Security Group..,  Members of this group ..
’_‘E,Protected Users Security Group..,  Members of this group ..
%RAS and 43 Servers Security Group..,  Servers in this group can..,
2, Riead-only Domain Contrallers Security Group...  Members of this group ..

B Active Directory Users... % = Tl e

The Organisational Unit will be named ‘Non Admin Users’ accordingly.

| Active Directory Users and Computers
File  Action Wiew Help
e | a@ 4 B8IXE Q= B P RETESR

| Active Directory Users and Com || Namne Type Description

| Saved Queries
v 3 natraders.msft There are no iterns ta show in this view,
| Builtin
| Computers
| Domain Caontrollers
FareignSecurityPrincipal;
| Managed Service Accout
| Users
Mo

Delegate Contral...
Move..,

Find...

[ e Computer

All Tasks Contact

Wiew CloLp
InetOrgPerson

8 msDS-ShadowPrincipalContainer

Delete mslmaging-P3Ps
MEMD Queue Alias

Organizational Unit

Renarme
Refresh
Export List..,

Create a new o Printer

Properties User

Help Shared Folder

B Active Directory Users... $ wm 70 de 1%




A new user will be created inside the Non Admin Users unit.

F
@

EY

Mew Ohject - User

2 ) Create in:  rwtraders. msft/MNon Admin Users

First name: |James

| Initials: |JF”-

Last name: | Leqggett

Full name:

|James Fobert Leggett

Uzer logon name:
[MwTRY

User logon name [pre-windows 2000]:

| @rwtraders. maft

|NWTHADEHS\

||NWNHL

Type Description

ms ta show in this view,

B Active Directory Users...

A new account will be created with the name ‘NWT-JRL’

% = 74 dg 20:03




Mew Ohject - User

Create in:  rwtraders. msft/MNon Admin Users
Type Description

rns to showe in this view,

Pazsword: |uouuu

Confirm pazsword: |u sense

[ User must change passward at next lagan
[ User cannat change passward

Passward never expires

< Back Cancel

B Active Directory Users... % = Tl e 2004 E

The password was set to P@ssw0rd1.

] Active Directory Users and Computers
File  Action Wiew Help
o= | rFE BB HE

: Active Directory Users and Com || Name Description
| Saved Cueries

- E)James Robert Leggett
~ G natraders,msft

| Builtin

| Cornputers

| Domain Controllers

| Foreign3ecurityPrincipal;
| Managed Service Accour
| Users

| Mon Admin Users

B Active Directory Users... % = Tl e 2006 E




Confirmation of the lone account in the Non Admin Users unit.

Z Group Palicy Managernent

E File  Action  iew  Mindow  Help

= |F 6|

.2 Group Policy Management || Group Policy Management
ﬂ Forest: matraders.msft

Contents

~
Mame

ﬂ Forest: rwtraders. msft

B Group Policy Manage... % bm Tl de 2016 E

The Group Policy Management application is launched.

E Group Palicy Management O *

i File  Action View Window Help
= 7FH BIXE G HF

oup Palicy Management Non Admin Users
, Forest: nutraders.msft Linked Group Policy Object:  Group Policy Inheritance  Delegation

&5 Domains -
~ 3 ratraders.msft Link. Order GPO Enforced Link. Enabled GPO Status
s/ Default Domain Policy

2| Dornain Controllers
2| Man Adrin Users
=t Group Policy Ohjects
& WMl Filters
3 Starter GPOs

[ Sites

sid Group Paolicy Modeling
4 Group Palicy Results

== B Group Policy Manage... § W Tl de 1316 |:|
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Restricting access to the Control Panel

The ‘Non Admin Users’ object is loaded.

i Action  View  Window  Help
e | nmE B8 XE G HE
oup Palicy Management
| Forest: nwtraders.msft
&5 Domains

~ 3 ratraders.msft Link. Order GPO
[ Default Domain Policy

Non Admin Users

Linked Group Policy Object:  Group Policy Inheritance  Delegation

Enforced Link. Enabled GPO Status

::_ Damain Cantrollers Mew GPO %
2| Mon Admin Users
=t Group Policy Ohjects
& WMl Filters
3 Starter GPOs
[ Sites
std Group Policy Maodeling
4 Group Palicy Results

M ame:
| MoChlPandccess

Source Starter GPO:

[none]

Cancel

== B Group Policy Manage...

E Group Palicy Management

5 File  Action  View ‘Window Help
o9 | znF 6 HE

oup Palicy Management

| Forest: nwtraders.msft

&5 Domains -

~ 3 ratraders.msft Link. Order GPO
s/ Default Domain Policy E?:r
2| Dornain Controllers

w 3| Mon Adrin Users Enforced
s/ MoCtriPanfccess .

=t Group Policy Ohjects it el
7 Wl Filters Save Repart..,
Gl Starter GPOs

[ Sites

std Group Policy Maodeling

4 Group Palicy Results

Non Admin Users

Linked Group Policy Object:  Group Policy Inheritance  Delegation

Enforced Link. Enabled GPO Status

Enabled
Edit

Delete
Renarme
Refresh

== B Group Policy Manage...

% 0 T dg 1
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The author will now proceed to edit the NoCtrlPanAccess GPO.

=l Group Policy Management Editor - X
File Action ‘iew Help
ol ARzl HEN 7 M
Ef MoCtrlPansccess [DC1-MWT.MWTRADERS MEFT] F Control Panel
w i Computer Configuration .
“ Palicies Prohibit access to Control Paneland ~ Setting State
5 Preferences PC settings | &dd or Remove Programs
w il User Configuration Edit policy setting "= Display o
w [ Policies | Personalization
| Software Settings Requirements: | Printers
| W¥indows Settings At least Windows 2000 | Programs
v [ Afiministrative Ternplates: Policy definiti Description: | Regional and Language Options
w | Control Panel Disables all Contrel Panel i=| Hide specified Control Panel iterns Mot configured
| Add or Rernave Pragrams programs and the PC settings app. Alpyays open &ll Control Panel ltems when opening Control .. Mot configured

| Display
| Personalization
| Printers
| Programs
| Regional and Language Options
| Desktop
| Metwark
| Shared Folders
| Start Menu and Taskbar
| System
| Windows Components
o Al Settings
| Preferences

<

v

This setting prevents Control.exe
and SystemSettings.exe, the
proegram files for Contrel Panel
and PC settings, from starting. As
a result, users cannot start Control
Panel or PC settings, or run any of
their items.

This setting removes Control
Panel from:

The Start screen

File Explorer

This setting removes PC settings
from:

The Start screen

Settings charm

Account picture

Search results

If users try to select a Control
Panel item from the Properties

Show only specified Control Panel iterns

=| Settings Page Yisibility

d
Mot configured
Mot configured

5 setting(s)

B Group Policy

B Group Policy Manage...

\ Exterded /(Standard /

Manage...

The ‘Prohibit access to Control Panel and PC settings’ setting is located.

P

File  Action  Miew

o ARl sl

Ef MoCtrlPansccess
v i Computer Co
| Policies

() Mot Configured

_ Preference; @) Enabled

A ‘ﬁ“'_; User Configury
v [ Policies | © Disabled
| Softwa
| Windo
v ] Admini
v || Conl Options:

Comment:

Supported on:

A Prohibit access to Control Panel and PC settings

E: Prohibit access to Control Panel and PC settings

Previous Setting Mext Setting

At least Windows 2000

Help:

1 Sta
| Syst
Wi
oAl

| Preference

This setting rermowves Control Panel from:
The Start screen
File Explorer

This setting remaoves PC settings from:
The Start screen

Settings charm

Account picture

Search results

Disables all Contral Panel programs and the PC settings app.

This setting prevents Contral.exe and SystemSettings.exe, the
prograrn files for Control Panel and PC settings, from starting, As
a result, users cannot start Control Panel or PC settings, ar run
any of their iterns,

If users try to select a Control Panel itern from the Properties
itern on a context menu, a message appears explaining that a
setting prevents the action,

<

Cancel

Apply

Control .

State

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

5 setting(s)

B Group Policy

Vianage...

Manage...

The setting is set to ‘Enabled’ and applied.



Administrator: Command Prompt

Microsoft wWindows [Wersion 18.8.17763.1697]
{c) 2818 Microsoft Corporation. ALL rights reserwved.

C:hUsersyAdministrator»gpupdate /force
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

CihUsershadministrator: g

R [ Administrator: Com... $ o W de 1329 []

The gpupdate /force was run from an admin command prompt to ensure that

Active Directory searches for new settings and policies automatically. The update
completed successfully.

This might take several minutes

Don't turn off your PC




The author logs in as the non-admin.

=

Recycle Bin

All Apps Documents
Best match

Control Panel

App
Apps
[ Settings
* Run
© Windows Administrative Tools
Search the web
/O control - See web results

Settings (6+)

Q Restrictions

This operation has been cancelled due to restrictions in effect on this computer. Please

Control Panel
App

7 Open

Open file location
Pin to Start

Pin to taskbar

contact your system administrator.

£ Type here to search

The task was successful. A restriction dialogue appears disallowing the user from

accessing the control panel.
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Restricting access to the command prompt

Access to the command prompt will need to be restricted as well, as access to the
command prompt grants the user the ability to change system settings and access
system features that would otherwise not be available on the desktop environment.

EL File  Action  Wiew  Window  Help
@ | 2@H 08 XEC| 36w

5L Group Palicy Management MNon Admin Users
v 5\3 Forest: mavtraders.msft
~ |54 Domains _
~ 3 ratraders.msft Link. Order GPO Enforced Link. Enabled GPO Status Y
ai/ Default Domain 1 i) MoChlPandcoess MNa Yes Enabled
| Domain Cantrd
| Mon Admin Us Mew GPO x
=t Group Palicy O
& WMl Filters
3 Starter GPOs

[ Sites Source Starter GPO:
a2 Group Policy Maodeling

Linked Group Policy Object:  Group Policy Inheritance  Delegation

M ame:
| MoCmdPrmpticcess

. . [hone]
£ Group Policy Results

iR E Group Policy Manage... % = T de 21:48 B

A new group policy object was created by the name of ‘NoCmdPromptAccess’ as
directed by the brief:


af://n108

=f Group Palicy Management Editor - *
File Action ‘iew Help
e 2E = HBET

| Preferences ~ | System
w il User Configuration

v 1 Policies Prevent access to the command Setting State Comment
O Software Settings prompt | Ctrl+&lt+Del Options
w | Windows Setting: Edit policy settin T leplay .
=] Scripts (Logor | Driver Installation
T Security Settir Requirements: | Folder Redirection
(2 Folder Redirec At least Windows 2000 | Group Policy
wl Policy-based) Description: Internet Cornrmunication Management
) = D.e;?loyef:i Prin This policy setting prevents users 1 Locale Services
~ | Adrninistrative Te from running the interactive | Logon
| Caontral Panel CDT_‘ImagtEtl.pronl’lpt_a(;tmd.qe. This - Mitigation Optians
“ Deskta policy setting also determines :
= ety Pk whether batch files (.cmd and .bat) - Powver Managerment
- henwor can run on the computer. | Rernowvable Storage Access

| Shared Folder

_ Start Menu an If you enable this policy setting and
v | System the user tries to open a command
| Ctrl A+ window, the system displays a
message explaining that a setting

| Scripts
| User Profiles
(=] Download missing COM components Mot configured Mo

i=| Century interpretation for Year 2000 Mot configured Mo

| Displa -

= Dri\ferTnst prevents the action. Restrict these programs fram being launched frorm Help Mot configured Mo

= Folder Rec If you disable this policy setting or do 1= Do not display the Getting Started welcame screen at logon Mot configured Mo

| Group Pal not configure it, users can run Custam User Interface Mot configured Mo

| Internet Cr Cmd.exe and batch files normally. t

| Locale Ser N b h Prevent access to reqgistry editing toals Mot configured Mo

| Logon fmort:'m:nr}:tggiehn;ir;ﬁ:;puw Don't run specified Windows applications Mot configured Mo

| Mitigation computer uses logon, logoff, startup, Run only specified Windows applications Mot configured Mo

| Power Ma or shutdown batch file scripts, or for Windows Automatic Updates Mot configured Mo

Remaowvahl users that use Remote Desktop

= Seni Services.

| acripts

| User Profil < >
< > \Extended /(Standard/

10 setting(s)

. Group Policy M " Group Policy Manage...
P P ) 9

The ‘Prevent access to the command prompt’ setting is located.

P

File Action ‘iew Help

ol E:>| ] | | E3 A Prevent access to the command prompt O X
| Preferences
v & User Configuratic E: Prevent access to the command prompt Flaiaus Selsiing Next Setting Comment
w [ Policies
1 Software 3 3 Cornrnent:
v [ Windows () Mot Configured
= Scripts| () Enabled
T Securi .
3 Folder () Disabled
o Policy Supported on: [ at |east Windows 2000
= Deplo
w | Administr
| Contrg Options: Help:
| Desktol
| Metwol Disable the cormmand prompt script pracessing This policy setting prevents users from running the interactive
| Shared| 4507 command prompt, Cmd.exe, This policy setting also determines
“ Start ) whether batch files (cmd and .bat) can run on the computer,
- Mo ~
v Ll Shf"Ste If wou enable this policy setting and the user tries to open a qured Ma
- ct command window, the systern displays a message explaining qured Mo
| Dis that a setting prevents the action,
D gured Mo
= Fal If wou disable this policy setting or do not configure it, users can ured Mo
= Gn run Crad.exe and batch files normally., pured Mo
1 Int Mote: Do not prevent the computer from running batch files if e bl
| La the computer uses logon, logoff, startup, or shutdown batch file gured Mo
Lo scripts, or for users that use Remote Desktop Services, gured Mo
M gured Ma
| Po ured Ma
| Re
1 5c
| Us >
£
10 setting(s)

B Group Policy Manage... [ Group Policy Manage...

And the setting itself is enabled and applied.



E[ Group Palicy Management Editor
File Action ‘iew Help

ol ARzl HEN 7 M

B Group Policy M

] Preferences Al ) system
v i User Configuration . . . .
v [ Policies Selact an itam touise ibc o it etting State Comment
[ Software St B Administrator: Chindowshsystemn32homd.exe - gpupdate force — O e
w ] Windowes Se
1] Scripts {
i Security
(2] Folder R
ol Policy-b
= Deployed
w | Administrati
=
=
=
=
=
v el = Mot configured Mo
% Mot configured Mo
j orn Help Mot configured Mo
= y een at logon Mot configured Mo
[ Group Po i=| Custom User Interface Mot configured Mo
7 Internet Ci |i2] Prevent access to the cornrmand prompt Enabled Mo
] Locale Ser |i=] Prevent access to registry editing tools Mot configured Mo
] Logon Don't run specified Windows applications Mot configured Mo
] Mitigatian |i2] Run only specified Windows applications Mot configured Mo
[ Pawer Ma 1= Windows Automatic Updates Mot configured Mo
] Rernowvabl
[ Scripts
7| User Profil ¥ 8
< > Extended A Standard /

And the gpupdate /force command is run to force a group policy update again.

When attempting to run the command line on Client 1:

B Command Prompt

L Type here to search

The command prompt is disabled, and cannot be used.
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Restricting access to removable media drives

Restricting access to removable media drives will tighten system security, removable
drives may contain malware or backdoor trojans. Restricting access to removable
drives also protects against data theft.

EL File  Action  Wiew  Window  Help
@ | 2@H 08 XEC| 36w

5L Group Palicy Management Noh Admin Users
e S\S F?rest: nutraders.msft Linked Graup Policy Objects  Group Policy Inheritance  Delegation
~ (55 Dorains -
~ 3 ratraders.msft Link. Order GPO Enforced Link. Enabled GPO Status Y
ai/ Default Domain 1 ) MoChlPardccess Na Yes Enabled
" Darmain Contral Emabled
| Mon Admin Us
=t Group Palicy O
& WMl Filters
3 Starter GPOs

[ Sites Source Starter GPO:
i Group Palicy Modeling

Mew GPO *

M ame:
| MoRemDrivedcoess

. . [hone]
£ Group Policy Results

iR E Group Policy Manage... % = 7 ds 2150 B

A new GPO named ‘NoRemDriveAccess’ is created.


af://n121

=f Group Palicy Management Editor

File
ol 4

Action  View  Help

EEl

H =

7

| Windows Settings
| Administrative Templates: Pol
| Control Panel
| Desktop
| Metwork
* Shared Folders
" Start Menu and Taskbar
1 System
| Ctrl+Alt+Del Options
1 Display
" Driver Installation
" Folder Redirection
| Group Policy
| Internet Cormmunicati
T Locale Services
| Logon
| Mitigation Options
| Paower Management
| Remawable Starage Ac
| Scripts
| User Profiles
| Windows Companents
o Al Settings
Ireferences

<

Ll

14 setting(s)

E Group Policy Manage...

Removable Storage Access

All Removable Storage classes: Deny
all access

Edit policy setting

Requirements:
At least Windows Vista

Description:
Configure access to all removable
storage classes.

This policy setting takes precedence
over any individual removable
storage policy settings. Te manage
individual classes, use the policy
settings available for each class.

If you enable this policy setting, no
access is allowed to any removable
storage class.

If you disable or do not configure this
pelicy setting, write and read
accesses are allowed to all removable
storage classes.

Setting

|i=] Settime (in seconds) to force reboot

i) CD and DWD: Deny read access

(=] €D and DVD: Deny write access

=] Custormn Classes: Deny read access

|i=] Custorn Classes: Dery write access

=] Floppy Drives: Dery read access

=] Floppy Drives: Dery urite access

=] Rernowvable Disks: Deny read access
Rernowvable Disks: Dery write access

Tape Drives: Deny read access
|i=] Tape Drives: Deny write access
1= WPD Devices: Deny read access
1= WPD Devices: Deny write access

\ Exterded /(Standard /

B Group Policy Manage...

E A All Rernovable Storage classes: Deny all access

E} All Rermowvable Storage classes: Deny all access

Previous Setting

Mext Setting

() Mot Configured Comment;

(® Enabled
() Disabled

Supported on:

At least Windows Wista

Options:

Help:

rermovable storage class,

Configure access to all removable storage classes,

This policy setting takes precedence over any individual
removable storage policy settings, To manage individual classes,
use the policy settings available for each class,

If wou enable this policy setting, no access is allowed to any

If wou disable or do not configure this policy setting, write and
read accesses are allowwed to all removable storage classes,

all access

iR E Group Policy Manage...

B Group Policy Manage...

The setting was enabled.

Cancel Apply




H Administrator: Com...

[Wersion 18.6.17
t Corporation. Al

$ = Ty de 211 []

The gpupdate /force command was launched and completed successfully.

The author was unable to get this to work, even after disabling several removable storage
policies, restarting the client PC and using the update command, the non admin user was
able to open the VirtualBox Guest addons disk, and all other removable hardware. As for
external USB storage devices, they simply didn’t appear. Neither did floppy disks or

external drives.

Restricting software installs

File Action \View Help

& T 4B XELRE HEIYaETER

: Active Directory Users and Com
| Saved Queries
v 3 nwtraders.msft
| Builtin
| Computers
| Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accout
| Mon Adrmin Users
| Users

Mame Type
E)JamesRnhertLeggett User

Description

Mews Object - Organizational Unit

Name:

. Createin:  rwtraders. msft/

B Active Directory Users...

Protect container from accidental deletion

A new Organisational Unit will be created as instructed by the brief.

% = ldg om0 [



af://n132

L

cle Bin
] Active Directory Users and Computers

File Action \iew Help

| nHE 8 XKEBa BE &l

: Active Directory Users and Com || pame Description

| Saved Queries

v G ntraders.mstt There are no iterns o show in this view,

| Builtin

| Computers

2| Domain Contrallers

7| ForeignSecurityPrincipal:

| Managed Service Accout

2| Man Admin Users

| Users

o] NWClient Computers

B Active Directory Users...

The “NWClient Computers” organisational unit has been created successfully.

: Active Directory Users and Computers

File Action \View Help

e« nm BBz BHEIt%
] Active Directary Users and Com @

| Saved Queries
v 3 rwtraders,msft
| Builtin
| Computers
2| Dormain Caontrallers

_| Foreign3ecurityPrincipal:
| Managed Service Accour
21 Mon Admin Users

| Users

o] MWClient Cormputers

B Active Directory Users...

A computer is located in the “Computers” folder, which is the Client computer.



L

cle Bin

File Action \iew Help
@IE:}| fe =l W = |

Mlowe

: Actiee Di

| Saved Move abject into cantainer
v ES rwtra
- B —-ES ruwhaders
+- | Builtin

2]
+ | Computers

+#-2| Domain Controllers

% | FareignS ecuityPrincipals
*

.

©
[
1F
1M
M
i
M

| Managed Service Accounts
Mon &dmin Users

Cancel

B Active Directory Users...

The author will now move said client to the NWClient Computers organisational unit.

T

& File  Action  View indow Help

= 7T B8 XKE G| B =

U Group Palicy Management || NWClient Computers
v SS F?rest: rustraders.msft Linked Group Policy Objects  Group Policy Inhertance  Delegation
w [Z: Domains -
~ 3 rtraders,msft Link Order GPO Enforced Link Enabled GPO Status ‘il Filter Modified Dromain
s/ Default Domain
= Damain Contro
= Mon &dmin Use
o MWClient Comyl| —
5t Group Palicy O
= WM Filters %
3 Starter GPOs
g Sites Mew GPO X
si¢ Group Policy Modeling
' Group Policy Results M ame:
|NnunauthSnft\nstaIIS|
Source Starter GPO:
[hane| ~
Cancel
< >

E Group Policy Manage...

A new group policy object will be created, named ‘NounauthSoftInstallS’
respectfully.



e
1Z File  Action  Wiew Window Help - g

= zH e HE
3 Group Policy Management || NwyClient Computers

v 55 Faorest: ravtraders,
~ (5% Domains
- jj rstraders. File Action  ‘iew Help
wf Defaulf = & |

|HE| 7T
= | Domai

Mon & _ Windows Calendar A || Setting State Cormrment A
| Windowes Colar Spstern

=[ Group Policy Management Editar _ O b4

= MwWClh  \Wind c £ X | [i2] Always install with elevated privileges Mot configured Mo
5t Group - !n ouvs Customer Xp.e.rlence mer Prohibit use of Restart Manager Mot configured MNa
- i | MWindows Defender Antivirus
7 WML | ind Defender Exploit Guard Rernove browse dialog box for new source Mot configured Mo
= Starter | Windows Defender Exploit Guar . . . )
2 o =] 7 yindows Defender SmartScreen Prohlbltflw\felght.patchmg . Mot conf!gured Ma
|7 Hites Turn off lagging via package settings Mot configured Ma

i Group Palicy | WWindowes Erraor Repaorting

a Turn off Windows Installer Mot canfigured Mo
1« Group Policy B

| Windows Hello far Business
Prevent users from using Windows Installer to install update... Mot configured Mo
Prohibit rollback Mot canfigured MNo

Turn off shared components Mot canfigured MNo

| Windows Ink Warkspace

| WWindowes Installer

| Windows Logon Options

| Windous Media Digital Rights Mana
| Windouvs Media Player

| Windowrs Messenger

| Windows Mobility Center

] wWindows PowverShell

| Windowes Reliability Analysis

| Windows Remate Management (Wir
| WWindows Rermote Shell

| Windouvs Security

| Windouvs Update

| Work Folders

Allowr user control aver installs Mot canfigured MNo
Specify the types of events Windows Installer records in its tr., Mot configured Mo
Prohibit non-administrators from applying vendor signed w., Mot configured Mo

Prohibit removal of updates Mot configured Mo

Turn off creation of System Restore checkpoints Mot configured

Enforce upgrade cormponent rules Mot canfigured
Contral maxirnurn size of baseline file cache Mot canfigured
Prevent ernbedded LI Mot canfigured

2] Prevent Internet Explorer security prompt for Windows Instal..  Not configured
2] Save copies of transform files in 3 secure location onworkst.,,  MNot configured

7 Al Settings Y
references vl € >
< ' > Extended )\Standard/‘
< ks ‘ ‘

B Group Policy Manage...

The ‘Prohibit User Installs’ setting is located successfully.

=
& File  Action  View Window  Help

|2 FH 6l HE

5 Group Policy Management A Prohibit User Installs O X
v _\-S Forest: ravtraders.t =
~ (4% Domains ) L
~ 4 mutraders.t File E: Prohibit User Installs Previous Setting Mext Setting
s/ Default dm =)
= Damait (O Not Configured Comment:
=7 Mon & Comment L
o NWChd ® Enabled Mo
5 Group O Disabled Mo
L f I Fi Supported 0nt [ i rosoft Windows XP or Windows 2000 with Windows Installerv2,0 Ho
] Starter Mo
& Sites Mo
s6¢ Group Policy M
- . Options: Help: o
1« Group Policy R Mo
User Install Behavior | Hide User Installs - This policy setting allows you to confiqure user installs, To Neo
configure this policy setting, set it to enabled and use the drop- Mo
dowwn list to select the behavior you want, Mo
If you do not configure this policy setting, or if the policy setting Mo
is enabled and "Allow User Installs" is selected, the installer Na
allows and makes use of products that are installed per user, and Mo
products that are installed per cornputer, If the installer finds 2 Mo
per-user install of an application, this hides a per-computer N
installation of that same product. °
Mo
If you enable this policy setting and "Hide User Installs" is Mo
selected, the installer ignores per-user applications, This causes a Ma
per-computer installed application to be visible to users, even if
those users have a per-user install of the product registered in Mo
. their user profile, Mo
4 v
refere >
< > Cancel Apply

B Group Policy Manag

The ‘Prohibit User Installs’ setting is now enabled.



15 Group Palicy Managernent
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&) Group Policy Results
“WAdministrator update fforce
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The gpupdate /force command is successfully run and the update is completed.

// Switching to the Client //

ﬂ Firefox Setup 88.0 Properties

Custom Details Previous Versions
General Compatibility Digital Signatures Security

|Hrefux Setup 88.0

Type of fle:  Windows Installer Package {.msi)

Opens with: ﬁ Windows® installer Change...

Location: C:AUsers\NWT-JRL"Desktop
Size: 54.2 MB (56.890.880 bytes)
Size on disk:  54.2 MB (56,853,440 bytes)

Created: 24 April 2021, 02:02:53
Modified: 24 April 2021, 01:56:28

Accessed: 24 Apiil 2021, 02:02:53

Attributes: (s iyt []Hidden Advanced..




On the desktop, imported from the host, is an MSI file using the Windows Installer
for the Firefox Browser. When opening the installer, the installer immediately asks
for admin rights:

User Account Control

Do you want to allow this app to make
changes to your device?

beaba.msi

Verified publisher: Mozilla Corporation

File arigin: CD/DVD drive

Program location: Install

88.0.0.0

Moxzilla

English (United Kingdom)

D:\Firefox Setup 88.0.msi

Show information about the publisher’s certificate

Hide details

To continue, enter an admin user name and password.

Username |

Password

Domain: NWTRADERS

When the user clicks ‘no’ the installer exits and nothing happens.

]

-_ R WebStorm-2021.1 Properties
WS

— ’ Security Details Previous Versions
WebStorm . General Compatibility Digital Signatures

ﬁ |Wehsmrm-21121 1

Type of file:  Application (exe)

Description: ~ WebStorm-2021.1

Location: CA\Users\NWT-JRL"Desktop
Size: 377 MB (395,582,616 bytes)

Size on disk: 377 MB (395,584,896 bytes)

Created: 24 April 2027, 01:48:09
Modified: 07 April 2021, 03:56:39
Accessed: 24 April 2021, 02:06:16

Agtributes: Headony [ Hidden Advanced




On the desktop there is also an executable that installs Web Storm. When running
this installer, it also immediately asks for admin rights:

User Account Centrol

Do you want to allow this app to make
changes to your device?

m WebStorm-211.6693.108.exe

Verified publisher: JetBrains s.r.o.
File arigin: Hard drive on this computer

Show mare details

To continue, enter an admin user name and password.

Domain: NWTRADERS

]

Recycle Bin

WebStorm-i

Installation Options
Configure your WebStorm installation

Setup will install WebStorm in the following folder. To install in a different folder, dick Browse
and select another folder. Click Next to continue.

Destination Folder

Space available: 6.5 GB

02:07

A DB g B

When the user clicks no, the installer runs anyway, but the Next button doesn’t do
anything at all and the user cannot proceed.
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Enforcing Password Policy in the ‘nwtraders.msft’ domain

& Group Policy Management

1Z, File  Action  Wiew Window  Help
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s/ Default Domain I 4
2| Domain Contro Edit:
I Mon Admin Use Enfarced

= | MWClient Comy
=t Group Policy OF
& MM Filters

~  Link Enabled

Save Report.
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- . d Delete
[ Sites
! Group Policy Modeling Rename
1« Group Policy Results Refresh

B Group Policy Manage...

For enforcing a password policy, the author will edit the Default Domain Policy using
Group Policy Management.
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Registry File System
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The author navigated to ‘Security Settings’.
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runtrader

The author navigated to ‘Account Policies’. Inside the folder were 3 objects, the
author navigates to ‘Password Policy’.
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-+ | Mame Resolution P .M' X P Al 9 " T hy X
. ) Scripts (Startup/Sht ] !n!mum password leng . ! arac. ers
i Deployed Printers | Minimurm password length zudit Mot Defined
- -ﬁ Security Settings | Password rust meet cornplexity requirerments Enabled
" _:ﬂ Account Policie | Store passwords using reversible encryption Dizabled

i Password Pe
A Account Lo
54 Kerberos Po
3 Local Policies
& Eventlog
& Restricted Grou
7 Systern Services
2 Registry
7 File System
2y Wired Metwaork
| Windows Defen
© Metwork List b
i Wifireless Netwo
| Public Key Palic
~| Software Restric

< >

Domain

rutrader...

B Group Policy Manage...
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‘Enforce password history’ was set to ‘8’.
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B Group Policy Manag

‘Maximum Password age’ was set to ‘31’
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‘Minimum Password Age’ was set to ‘1’ by default.
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B Group Policy Manag

‘Minimum Password Length’ is set to ‘10’.
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| Store passwords using reversible encryption Disabled

The settings are revised according to the brief’s requests. Everything is set
accordingly.

completed
completed succe

Select Administrator: ...

% @ Tl de 1649 []

As usual, the Group Policy update is run.
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B Active Directory Users...

The password is set to Hello.
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An error shows. The minimum password length check works!
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B Active Directory Users...

The password is set to Pessphrase!!!.
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The test account is created successfully.

Task 3: Observational Tasks

The main differences between local permissions and file shares

NTFS (Local Permissions)

The New Technology File System is a new process used in Windows NT based
operating systems for storing, filtering and organising files efficiently and
effectively. It was introduced in 1993 along with the introduction of the Windows NT
kernel, named after the NTFS system. It is a much more efficient alternative to FAT
(File Allocation Table). It includes a major security access control service that allows
admins to place permission properties onto physical files which enables the ability to
restrict access to certain files and directories to certain users. [1]

NTFS has a range of different file permissions that can be changed for both
individual users and specific groups. These include ‘Full Control’ which enables
users to obtain full control over the file. They can open the file, edit the file, delete
the file and even change permissions of the file. ‘Modify’ allows users to open and
edit the files and directories, and allows deletion of the folder. The ‘Read & Execute’
permission allows users to open the file and sub-directories and even execute scripts
and programs, but they cannot edit or delete. ‘List folder contents’ is the same as
Read & Execute, but is inherited by folders only. ‘Read’ only allows users to read the
files, and won’t allow theom to execute or edit them and finally ‘Write’ allows users
to create files and folders, and edit existing files. [2]
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Share

Share permissions are permissions designed for directories that are accessed via a
network. These permissions don’t apply to local users accessing said directories via a
local account. They’re a lot more general than the NTFS permissions and only have 3
permissions: ‘Read’ which allows users to read and run files but not edit or delete
them. ‘Change’ which allows users to edit the files along with read them, but cannot
change permissions themselves, and ‘Full Control’ which is like change, but allows
users to edit the permissions (usually used by admins by default). [3]

What'’s the difference?

NTFS permissions are more intricate, and allow a greater level of control over
directories or folders than share permissions, however, share permissions can be
more restrictive than NTFS permissions; they can be applied across networks and
can restrict the number of connections to a folder. They can both be applied over
each other, however, the strictest restriction will apply, meaning that if a file was set
to ‘Write’ by NTFS, but ‘Read’ by share, then the folder itself can only be read, and
not edited (written) as share restricts this functionality based on policy. [4]

The role of Group Policy Management in the network environment

What is Group Policy

Group Policy is a major function within the Windows desktop environment that
allows network admins to add policies and restrictions to certain functions or
settings for certain groups of users (i.e. students) that ensure data is protected and
secure from back door access. With group policy, users will only have access to
certain files and settings, and depending on the group policy, may not be able to
execute their own programs or browse directories outside their own user directory.

Group policy is a part of active directory, and is defined through the domain
controller. [5]

Sound password principles in a modern network environment

Create a strong, long password (or ‘passphrase’)

According to NIST (National Institute of Standards and Technology) section 5.1.1.1,
passwords must be at least 8 characters in length and may be entirely numeric. [6]

One of the easiest ways a hacker could gain access to an account, is by simply
guessing the password associated for it. By setting a weak or easy to guess password,
a hacker could simply guess the password, especially if it’s a weak password, or a
commonly used password. [7]
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Another reason for a strong and complex password is that it restricts the likelihood
of a successful brute-force attack on your personal account. A brute force attack is a
simple process, where a hacker executes a script on a computer that simply attempts
to log into multiple accounts with various simple and common passwords. [8] A
strong and long password (or ‘passphrase’) requirement will greatly reduce the
likelihood of a user setting their password as a common password.

Implement a second factor of authentication

Two factor authentication (2FA) is a security method that requires the user provide
another form of authentication after their password. The second form of
authentication could be a biometric factor, such as a face or fingerprint, or in the
instance of a networking environment, a physical key, security token or smart card is
also a valid method of providing a second factor of authentication. 2FA works by
requesting a second method of authentication that only the user themselves could
provide, such as an item on their person or a characteristic such as their iris or
fingerprint. [9]

For a modern network environment, the best solution would be using a physical
security key (or a smart card).

Enforcing a password history policy

A password history policy is a policy set to restrict the amount of times an old
password can be re-used when a password is reset. This restricts users from simply
recycling the same old password over and over again to further enhance the security
benefits of passwords that automatically reset. [10]
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