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[bookmark: _Toc36681962]1.Introduction
The title of the proposal is 5g technical features and the new security problems. 5g has come into our life with an irresistible trend. We can buy 5g mobile devices now, even in some countries, 5g Internet access can be realized, while other countries are accelerating the construction of 5g. It can be predicted that 5g will be one of the most important research topics in the next decade. 5g, as the latest generation of mobile communication technology, is called an unprecedented revolution by many experts, scholars and practitioners, and claims that 5g technology will completely change our life style and even social form, so it is extremely important for companies and countries to study the key technologies of 5g. For the company, if it can study and master 5g key technology, it can predict and lead the development trend and market of science and technology, seize the opportunity, and bring unpredictable profits. For the country, mastering 5g technology represents the right to speak in the new era. In this era of science and technology as the main social driving force, it stands at the forefront of the tide and enhances the national scientific and technological strength. The consumer never experienced the utmost valued technology as 5G.The 5G technologies comprise all types of sophisticated features which make 5G technology most governing technology in the vicinity of future⑴.
Huawei is the leader of 5g technology and the main company developing 5g technology, because its research on 5g technology has certain advantages and even has been sanctioned by the United States. When a country sanctions a company, it is precisely to understand the benefits and far-reaching impact of its technology. China has positioned 5g construction as a national strategy and made great efforts to develop 5g system. It also understands that 5g technology will be a new round of opportunities for China's economic and social development and a new stage for China to compete with developed countries in science and technology. It is for this reason that studying 5g technology is of far-reaching significance to me.
Other countries and companies are also sparing no effort to compete in 5g, which shows the incomparable importance of 5g in this era. In fact, it's easy to understand that we all know the great impact of 4G on the world. 4G technology has made smart phones and mobile Internet the most popular market in the last decade, and made such great companies as Google, apple, Alibaba, etc.
For individuals, to study and master 5g technology is the most cutting-edge science and technology, and it is also the technology most closely related to our lives, which means that 5g knowledge can bring excellent employment prospects and greatly enhance their competitiveness.
Don't forget that every new technology will bring new security problems⑵. 5g security problem will also be one of the most important topics in the next decade. The security of mobile Internet is closely related to everyone. If 5g security cannot be guaranteed, 5g cannot be popular. If 5g security cannot be guaranteed, countless information assets and physical assets will be stolen. How to ensure the security of 5g technology and solve the new security problems brought by new technology will be a new round of topics of network security, which will also be called one of the hottest markets in the future.
[bookmark: _Toc36681963]2.Background to the proposed research
Mobile communication technology has gone through 40 years since it was born in the early 1980s. During this period, it will experience a landmark new generation technology revolution every 10 years. In the early 1980s, the cellular mobile phone system was born, which realized the transmission of analog voice. The mobile phone also came into being. This generation of technology is called 1g. In 1991, the comprehensive commercial use of digital voice system represented by GSM technology marked the coming of 2G era. Then in 2001, the commercial use of WCDMA technology opened the prelude of 3G era, and mobile broadband began to enter our lives. Then we are familiar with 4G technology. In 2011, it started with LTE advanced technology standard released by 3GPP⑶. 4G has completely changed our lifestyle in this decade.[image: ]
Figure 2.1 The development history of mobile wireless network
Now we are on the eve of 5g technology. In fact, there are more than 20 million 5g users around the world at the time of writing the research proposal, and experts predict that by 2025, the number will reach 2 billion. At this moment, major countries in the world have set up special 5g research projects, and some international organizations and companies are accelerating the development of 5g and formulating international standards.[image: ]
Figure 2.2 Distribution of global 5g research
The popularity of 5g has been called an inevitable trend. The new technical characteristics of 5g will bring a new revolution of information technology, even the revolution of the whole society. At this time, the research on 5g technology characteristics, combined with the research on 5g technology that has been put into commercial use, can predict the future market direction and the development direction of science and technology, so as to take the lead. In fact, the competition to develop 5g has been very fierce. The United States has been suppressing China's 5g technology. Countries in Europe, the United States and Japan have also invested a lot of money to develop 5g, which means that whoever masters the core technology of 5g will occupy the highland of Technological Development in the next decade.
On the other hand, 5g, as a new technology, will bring more complex and unprecedented new security issues. Every new technology in history will bring new security problems, so it is an important topic to analyze the technical characteristics of 5g and study new security problems.
[bookmark: _Toc36681964]3.Aims and Objectives
Mobile communication technology has always been one of the most cutting-edge technologies. At first, these technologies are in the hands of the United States. Later, more countries and companies enter the Bureau, and they put forward their own technologies and programs, which makes the implementation of mobile communication technology difficult. Later, some international organizations appeared, focusing on screening and proposing unified mobile communication technology solutions. However, due to factors such as patent, market profit and competition, there is no completely unified mobile communication standard in the world, but each country and organization chooses one or more international standards to commercialize in the whole country according to their own situation. This is especially obvious in the 3G era. The three major telecom operators in China have used different standards, while the communication standards in Europe, the United States, Japan and other countries are also different. These countries and organizations have developed different technologies while using different technical standards. In the 5g era, in order to achieve the technical indicators of 5g, each country and organization has put forward its own technical solutions, which brings difficulties to the research of 5g key technologies. Therefore, the aim of this project is to analyze and list 5g key technologies proposed by various countries and organizations, and to verify and compare them, then, analyze the new security problems that these technologies will bring. In order to achieve this aim, the following objectives need to be done
1. Survey of 5g research progress in countries and organizations
2. List and explain key technologies in detail
3. Experimental verification and comparison of various technologies
4. Conduct in-depth analysis on the safety problems of various technologies
5. Analyze the development trend of 5g and predict the market behavior based on the above results
[bookmark: _Toc36681965]4.Expected outcomes
At the end of the study, it is expected to have sufficient learning and simulation experience on the key technologies in 5g, analyze and compare the advantages and disadvantages of each technology, and predict the prospect of each technology to determine its position in the future market. It is expected to be able to analyze and enumerate new safety problems and provide feasible solutions.
[bookmark: _Toc36681966]5.Preliminary Literature Review
As 5g is one of the most cutting-edge technologies, the existing literature often can't keep up with the latest technological development, and the technologies discussed may have been eliminated or considered infeasible due to better solutions. And because of the importance of 5g, its development speed is far faster than anyone's imagination, many unsolved problems still discussed in the literature have been solved. The most important thing is that 5g has recently been built in some areas of many countries, and the previous theoretical knowledge can now be applied in practice. For example, in this paper, “5g high frequency spectrum has not been allocated yet”⑷,the allocation of high-frequency spectrum resources is also discussed, but in fact, these resources have been used commercially.
With the rapid development of 5g technology, especially when 5g has been commercially used in many countries and regions, it is more practical to study and compare the technologies that have been used and are still developing.
On the security issue, many security issues have been exposed. In many literatures, those issues are only conjectures, so we should choose to study the existing security issues. In the literature that has been read, because most of its publication date is before 2020, when 5g technology is not commercially available, many security problems have not been exposed, the author speculates on the possible security problems based on the past situation. Now 5g has been used in business and will be used in large scale. At this time, many lawbreakers have begun to steal user information and carry out security attacks by using the new security holes in 5g. Because the attack means are new means, there is no corresponding response in the past articles, so new solutions need to be developed in the face of the latest security problems. For example, in 5g, the communication between people will be extended to the communication between people and machines, machines and machines. Therefore, it needs the integration of multiple heterogeneous wireless networks and a more open network architecture. Criminals have begun to use the loopholes in this to attack.
[bookmark: _Toc36681967]6.Research and Development methods
[bookmark: _Toc36681968]6.1Philosophy
Different research needs different philosophy, which can effectively guide the research. In the course, I learned the following philosophy:
·  axiology
· epistemology,
· interpretivism (interpretivist) research philosophy
· ontology
· phenomenology
· positivism research philosophy
· pragmatism research philosophy
· realism research philosophy
After comparing these philosophies and analyzing the research I am going to do, I decided to adopt positive research philosophy, since my research is based on observation and testing.
As a philosophy, positivism adheres to the view that only “factual” knowledge gained through observation (the senses), including measurement, is trustworthy. In positivism studies the role of the researcher is limited to data collection and interpretation in an objective way. In these types of studies research findings are usually observable and quantifiable.
Positivism depends on quantifiable observations that lead to statistical analyses. It has been noted that “as a philosophy, positivism is in accordance with the empiricist view that knowledge stems from human experience. It has an atomistic, ontological view of the world as comprising discrete, observable elements and events that interact in an observable, determined and regular manner”, ⑸
Moreover, in positivism studies the researcher is independent form the study and there are no provisions for human interests within the study. Crowther and Lancaster (2008)⑹, argue that as a general rule, positivist studies usually adopt deductive approach, whereas inductive research approach is usually associated with a phenomenology philosophy. Moreover, positivism relates to the viewpoint that researcher needs to concentrate on facts, whereas phenomenology concentrates on the meaning and has provision for human interest.
Researchers warn that “if you assume a positivist approach to your study, then it is your belief that you are independent of your research and your research can be purely objective. Independent means that you maintain minimal interaction with your research participants when carrying out your research.” ⑺In other words, studies with positivist paradigm are based purely on facts and consider the world to be external and objective.
[bookmark: _ftn2]Through the introduction of positivism philosophy, we can draw the conclusion that it is the best choice for my research to adopt positivism philosophy. In the specific research process, first of all, I need to collect the documents and documents about 5g technology that have been published by various countries, companies and organizations, which is a process of collecting facts. After that, I need to simulate and test various technologies through simulation software, observe and collect data, and think that only this kind of data is reliable
[bookmark: _Toc36681969]6.2 research method
[bookmark: _GoBack]Then I will match a research method for the selected philosophy. Research methods can be divided into three types
· Deductive research approach
· Inductive research approach
· Abductive research approach
The relevance of hypotheses to the study is the main distinctive point between deductive and inductive approaches. Deductive approach tests the validity of assumptions (or theories/hypotheses) in hand, whereas inductive approach contributes to the emergence of new theories and generalizations. Abductive research, on the other hand, starts with ‘surprising facts’ or ‘puzzles’ and the research process is devoted their explanation. ⑻ 
In this study, I will adopt the innovative research approach.[image: ]
Figure 6.1 Inductive research approach flow
Inductive approach, also known in inductive reasoning, starts with the observations and theories are proposed towards the end of the research process as a result of observations⑼ .Inductive research “involves the search for pattern from observation and the development of explanations – theories – for those patterns through series of hypotheses”⑽. No theories or hypotheses would apply in inductive studies at the beginning of the research and the researcher is free in terms of altering the direction for the study after the research process had commenced.
It is important to stress that inductive approach does not imply disregarding theories when formulating research questions and objectives. This approach aims to generate meanings from the data set collected in order to identify patterns and relationships to build a theory; however, inductive approach does not prevent the researcher from using existing theory to formulate the research question to be explored. Inductive reasoning is based on learning from experience. Patterns, resemblances and regularities in experience (premises) are observed in order to reach conclusions (or to generate theory).
In the process of this research, I will collect and analyze the data and data, and summarize the conclusion based on the data and data, which are the key technologies of 5g, and how the performance of these technologies is, and whether they are feasible.
[bookmark: _Toc36681970]6.3 Limitations
Obviously, it is impossible to cover all 5g technologies in this study. On the one hand, many technologies are confidential, because these technologies design a large number of patents and original content, and it is impossible for countries, companies and organizations to disclose all technical details, so we can only research and simulate the technologies that have been disclosed. On the other hand, many 5g technologies are too cutting-edge to be studied and simulated under limited resources, such as signal intensity distribution, which requires a professional laboratory, which costs millions of dollars to design. In fact, the number of such laboratories in the whole world is very limited.
Each research has its limitations, so it is necessary to narrow the scope of research and limit the research to a certain direction. In my research, I will focus on the technologies that have been published and are easy to simulate.
[bookmark: _Toc36681971]6.4 Risks and Ethical Considerations
The risks of this experiment are as follows
1. Unable to obtain the most realistic and cutting-edge technical details
2. When analyzing security issues, it will violate the privacy of others
3. Unable to complete data collection and analysis within the specified time
4. Due to the rapid development of 5g technology, the research results may be outdated

This study involves 5g security issues, and it is necessary to have ethical considerations when studying security issues
According to Bryman and Bell (2007) ⑾the following ten points represent the most important principles related to ethical considerations in dissertations:
1. Research participants should not be subjected to harm in any ways whatsoever.
2. Respect for the dignity of research participants should be prioritized.
3. Full consent should be obtained from the participants prior to the study.
4. The protection of the privacy of research participants has to be ensured.
5. Adequate level of confidentiality of the research data should be ensured.
6. Anonymity of individuals and organizations participating in the research has to be ensured.
7. Any deception or exaggeration about the aims and objectives of the research must be avoided.
8. Affiliations in any forms, sources of funding, as well as any possible conflicts of interests have to be declared.
9. Any type of communication in relation to the research should be done with honesty and transparency.
10. Any type of misleading information, as well as representation of primary data findings in a biased way must be avoided.
[bookmark: _Toc36681972]6.5 Reliability and Validity
Issues of research reliability and validity need to be addressed in methodology chapter in a concise manner.
Reliability refers to the extent to which the same answers can be obtained using the same instruments more than one time. In simple terms, if your research is associated with high levels of reliability, then other researchers need to be able to generate the same results, using the same research methods under similar conditions. It is noted that “reliability problems crop up in many forms.
Reliability is a concern every time a single observer is the source of data, because we have no certain guard against the impact of that observer’s subjectivity” (Babbie, 2010, p.158). According to Wilson (2010) reliability issues are most of the time closely associated with subjectivity and once a researcher adopts a subjective approach towards the study, then the level of reliability of the work is going to be compromised.
Validity of research can be explained as an extent at which requirements of scientific research method have been followed during the process of generating research findings. Oliver (2010) considers validity to be a compulsory requirement for all types of studies. There are different forms of research validity and main ones are specified by Cohen et al (2007) as content validity, criterion-related validity, construct validity, internal validity, external validity, concurrent validity and face validity.
Measures to ensure validity of a research include, but not limited to the following points:
a) Appropriate time scale for the study has to be selected;
b) Appropriate methodology has to be chosen, taking into account the characteristics of the study;
c) The most suitable sample method for the study has to be selected;
d) The respondents must not be pressured in any ways to select specific choices among the answer sets.
It is important to understand that although threats to research reliability and validity can never be totally eliminated, however researchers need to strive to minimize this threat as much as possible.
[bookmark: _Toc36681973]6.6 Data evaluation
Because the experiment involves three aspects: information collection, experimental simulation and theoretical verification, it needs to combine quantitative data analysis and qualitative data analysis. For the collected 5g key technologies of each company, organization and country, they should be collected into a table, summarized and compared according to the problems solved by the technology, as well as the safety problems existing in each technology. Here, qualitative data analysis is needed. In order to test the performance of each technology, we need to use quantitative data analysis, because at this time we need to collect a large number of data, and draw the corresponding conclusions based on the data.
[bookmark: _Toc36681974]7.Resources and planning
In order to successfully complete the project, the following resources will be required 
1. Books on the subject area – to be borrowed from the University and local libraries or purchased. 
2. PC/Laptop – to be used to analog 5g technology
3. 5g technology simulation software
4. Teachers support

The planning flow of the experiment is shown in the following Gantt chart[image: ]
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