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Firstly, an FTP service needs to be installed. 
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	Figure 1: Installing FTP server and dependencies. 





Once it has been installed, the FTP site needs to be configured ready for use. 
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	Figure 2: Configuring SSL and Bindings settings. 
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	Figure 3: Configuring Authentication settings for FTP 




Once the configuration of the settings is complete, the administrator will add a banner to the FTP server; this typically just a warning and a welcome message.
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	Figure 4: Adding a banner to the FTP server. 



Before the ftpuser can send files to the FTP server, the administrator needs to grant the user permissions; this is done by adding the user to the folder and granting it write, read, and execute permissions.
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	Figure 5: Granting permission to the FTP user.



To verify that the process is complete, the administrator will need to transfer a file to test whether everything works. 
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	Figure 6: Transferring a file via FTP. 
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	Figure 7: Screenshot of the transferred file.



Once the FTP service is complete, the administrator will be required to create routers for the network so that the private networks can connect and interact within the whole network. This is done by installing Remote Access.
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	Figure 8: Remote Access Installation. 
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	Figure 9: Completing the Remote Access Wizard. 



Once the Remote Access installation was done, it is time to create the RIP routing; this is done by adding the network interfaces to RIP. 
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	Figure 10: Adding RIP to the network interfaces. 
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	Figure 11: Screenshot of the Network interfaces within RIP. 



Once the interfaces are done, it is time to test the interfaces. First, test the PublicNet interface by pinging between Server 1 and Server 2, then test the PrivateNet interfaces by pining Client 1 and Client 2. 
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	Figure 12: Ping Server 2 on "PublicNet" Address.
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	Figure 13: Pinging Client 2 from Client 1



For extra security and more advancement, the administrator can add IP Filters to help within the network or block users from doing something. 
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	Figure 14: Filter 1 disabling ping from client 1. 



The first filter is to disable the pinging of server 1 from client 1.
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	Figure 15: Testing to ping server 1. 
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	Figure 16: Pinging from client 2 to make sure that other machines can ping. 




The second filter was only to allow client 2 to have FTP access.
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	Figure 17: Filter 2 only allowing Client 2 to use FTP. 
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	Figure 18: a screenshot of FTP connection failed for client 1 after Filter 2 implementation. 



Once finished, a rule was needed to restrict access to all hosts and only allow client 1 to use the FTP service.  
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	Figure 19: Filter 3 a rule to restrict access and only allow client 1. 
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	Figure 20: Testing Client 1 accessibility to FTP service. 
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Routers refer to the network they are connected to by routing tables; routing tables are a database that stores all the routes/paths within a network; these tables contain all the information about the network, such as routing protocols and static routes etc. route tables are typically stored in RAM in a database object [1]. 
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When working with an Enterprise network, many considerations are needed to make sure it has high availability. To improve the availability of a network or infrastructure, implementing a cluster can dramatically change the network; a failover cluster is a cluster that is a group of computers that work on the availability of the network, making sure that the network or infrastructure has the minimum amount of downtime, the advantage of implementing a failover cluster is that alls for redundancy within the network for services that are required. An excellent example of high availability clusters should be implemented in applications such as databases, eCommerce websites, financial system, business applications, or customer services; these are types of applications that need high availability so having a failover cluster allows for backup and redundancy of the infrastructure. [2]
Active/Passive clusters is a failover cluster concept that one service will be active while the other is on standby; if the active node fails, then the node that is on standby will take over the duty of the node that has failed until resolved. [3]
Active/Active cluster is a failover cluster in which both nodes are active simultaneously with the same configuration. Clients will access both nodes, but the clients on the failed node will automatically transfer to the working node if one of the nodes fails. [3]
Within the Microsoft server, to implement a failover cluster, a Failover Cluster Manager feature is required to be installed; this will allow an administrator to implement a cluster on a window server. Once installed, the administrator will be required to add computers/servers into the cluster. Afterwards, the cluster will need to be named and given an IP address to function, but before the cluster can be implemented, a validation will be needed to test all the services on the servers/computers. Figures 21 and 22 show how the cluster manager looks and works; once the cluster is implemented, it will summarise its configurations. 
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	Figure 21: Image of Failover Cluster Manager. [4]
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	Figure 22: Image of cluster configuration and summary. 
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As network administrator of an enterprise network, many things are needed to be considered, such as network policies, high availability practices and security practices. In a network, policies are what makes sure that users are only limited to what they need for their roles; the topology that I would suggest for an enterprise network would be a star topology/extended star; this topology is the most popular because of the cost efficiency and the redundancy that the topology offers, a star topology is a centralised network this allows sub-central devices to allow for different departments within an organisation. [5] The network access will follow the roles that the user/client has within the organisation; for example, as a network administrator, network access will be high access to most even if all tools to manage the network. To enforce the security policies in place, the senior or junior admins will do security monitorisation to make sure that no security risks occur in the event of attack mitigation procedures will be put in place to reduce any risk to the network. To improve the network, high availability practices should be implemented; this will allow for the network to run smoother and allow for a fail-safe if an attack or a problem occurred; high availability practices allow for load-balancing limiting and reducing the load on the networks services, also having clusters will reduce any downtime and limit any problems also allows for redundancy across the network, thus allowing for centralised diverse clusters [6]. Security is much needed on an enterprise network, so to improve the network's security, policies will be introduced to improve password security, workstation security and firewall security. 

References

[1] 	P. Zhang, “CHAPTER 11 - Networking devices,” in Advanced Industrial Control Technology, William Andrew Publishing, 2010, pp. 429-463.
[2] 	E. Heidi, “What is high availability?,” Digital Ocean, 04 Nov 2016. [Online]. Available: https://www.digitalocean.com/community/tutorials/what-is-high-availability.
[3] 	Y. Perry, “High Availability Cluster: Concepts and Architecture,” 18 Nov 2020. [Online]. Available: https://cloud.netapp.com/blog/cvo-blg-high-availability-cluster-concepts-and-architecture#H_H2.
[4] 	Altaro, “Working with Roles in Failover Cluster Manager,” [Online]. Available: https://www.altaro.com/hyper-v/failover-cluster-manager/roles/.
[5] 	C2G, “Network Topologies,” [Online]. Available: https://www.cablestogo.com/learning/library/data-center/network-topologies.
[6] 	SIOS, “How to Achieve High Availability,” [Online]. Available: https://us.sios.com/what-we-do/high-availability/.




image5.png
@ > WINELIHDZ2UNNS » Stes » ISTETPSITE »

gRm-~

K m Home  Share  View
Connections
ile- EN R ~ 4 [ > ThisPC > LocalDisk (C:) > inetpub v o

carch inetpub

| G5 Start Pagg Name - Dwemodfied  Type size
| v S5 WINEATE 5 Quick access
‘ 2 Applic [ custerr 26/04/2021 00065 Filefolder
P e I Desktop
fo .l site | fproot 26/04/2021 0006 File folder
| @15 ¥ Downleads oy =
@0¢ [ Documents [ togs L
- =)
= Pictures [ temp
| O This PC. [ womrt Ot | Select Users or Groups x
G
& Network | soave it toe
§ | [ G, or B sccuypncpas Object Types.
5| Fromiis locaton Hide
| [wneetnozzns =
| | Enterthe objectnames to select cxampes)
| pa | [HNESTHDZZVNNS Wpuser Check Nemes
ol
|
| || [ vancna oK Cancel
| [ Ftcon A
|| vocey
Read & excctte
| Fo | Ltiokercaterts
< | Red .
B Gitems 1 item selected

o6
3 s B

BOESoLIER G Rt




image6.png
You have the Auto capture keyboard option turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every tine the VM windowis actvated and make it unavaiable to (%) ()

Command Prompt - ftp 192

Hicrosoft Windows [Version 16.0.19042.568]
(c) 2026 Microsoft Corporation. All rights reserved

i 'C: \Users\adnin>ftp 192.168.101.1
Connected to 192.168.161.1.

226-Microsoft FTP Service

226 Welcome to NWT FTP Server!

200 OPTS UTF8 command successful - UTF8 encoding now ON,

User (192.168.161.1:(none)): DCL-NWT\ftpuser

331 Password required

Password:

236 User logged in.

Ftp> 1cd C:\FTPFiles

Local directory now C:\FTPFiles.

Ftp> dir

200 PORT command successful.

125 Data connection already open; Transfer starting.

04-26-21 ©1:31AM <DIR> FTPUploads

226 Transfer complete.

ftp: 54 bytes received in @.6@Seconds 54060.06Kbytes/sec.

[ftp> dir FTPUploads

200 PORT command successful.

125 Data connection already open; Transfer starting.

226 Transfer complete.

Ftp> put ftpfileaupload.txt

200 PORT command successful.

125 Data connection already open; Transfer starting.

226 Transfer complete.

Ftp>

Miet
Ed

1351
29/04/2021

A @) NG




image7.png
NEEEE
Wome  share  view

~ 4 [ > ThisPC > Local Disk (C)) » inetpub > ftproot v & | Searchftproot
Name Datemodified  Type
Quick access
] FTPUplosds o/ File folder

I Desktop
[£] fepfle2upload ment

Downloads
5] Documents

) pictures
1 fproot
This PC

¥ Network

2items

3 sy B
EERECR e





image8.png
| Bl Server! [Running] - Oracle VM VirtualBox - o

[ Server Manager

Aanager * Dashb

WELCOME TO SERVER MANAGER

¥ Local Server —
W& Al Servers fEs Add Roles and Features Wizard. - a X

AD DS

2 ONs Confirm installation selections ot s

1§ File and Storage Ser

Before You Begin o instal the following roles, role services, or features on selected server, click Instal.

Instalation Type [ Restart the destination server automatically f required
Ype req

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

RAS Connection Manager Administration it (CMAK) jce.
Remote Access
DirectAccess and VPN (RAS)

Remote Server Administration Tools
Role Administration Tools.
Remote Access Management Tools.
Remote Access GUI and Command-Line Tools:
Remote Access module for Windows PowerShell

Web Server (IS)
Management Tools |

Export configuration settings
Specify an alterate source path

<Previous | | Next > Install Cancel

o045
B9 g0 B

B & o1 E i 8] @ @ riont col




image9.png
]

Recycle Bin
File  Action
=

Completing the Routing and Remote Access
Server Setup
figure and

(AN routing

S
o
(')
2

st
B9 g0 B )

SR—— _— S =




image10.png
Recycle Bin RIP Properties - PublicNet Propert
File  Action

Incoming pax

2108
9 o B

[ EIE]

©
I
Y
U §

QokFo





image11.png
i Recycle Bin

Routing and Remote Ace
File  Action
L ARl

Routing and Remote A

privateNet!
Publicet

@2
9 g0 B

HIle®

DAY





image12.png
4 Prompt

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping 192.168.1.161

Pinging 192.168.1.161 with 32 bytes of data:
Reply from 192.168.1.161: bytes=32 time<ims
Reply from bytes=32 timecims

| Reply from bytes=32 time<ims TTL-128
Reply from 192.168.1.161: bytes-32 time<ims TTL-128

Ping statistics for 192.168.1.10:
Packets: Sent = 4, Received = 4, Lost
Approximate round trip times in milli-second
Minimum = @ms, Maximum - ems, Average = 6ms

® (0% loss),

| C:\Users\Administrator>,

1316
3 sy N





image13.png
'y

RecycleBin

ator: Command Prompt

C: \Users\Administratorsping 192.168.161.2

pinging 192.168.161.2 with 32 bytes of data
Reply from 192.168.161.2: bytes=32 time<ims
Reply from 192.168.161.2: bytes=32 time<ims
Reply from 192.168.161.2: bytes=32 time<ims
Reply from 192.168.161.2: bytes=32 time<ims TTL-126

ping statistics for 192.168.101.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C: \Users\Administrator>





image14.png
File

Actiq

Add P Filter

™ Source network
1P address:
dr

Subnet mask: .
¥ Destination network B}‘N

IP address: Vailable

Subnet mask:

Protocal:

ICHP type:

ICHP code:

LEARN MORE

ROLES AND SERVER GROUPS

Rol Server groups: 1 | Servers

1324
3 sy B

&P B i 8] @ #) rioht crl




image15.png
You have the Auto capture keyboard option turned on. This wil cause the Virtual Machine to automatically capture the keyboard every time the VM window s activated and make it unavaiable to (%) (%)

RecycleBin

ator: Command Prompt

iicrosoft Windows [Version 16.0.19042.568] N
(c) 2026 Microsoft Corporation. All rights reserved.

C: \Users\Administratorsping 192.168.166.1

Pinging 192.168.100.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.160.1
Packets: Sent = 4, Received

@, Lost = 4 (106% loss),

c: \Users\Administrators.

1326
A B D) NG g

QU@ E R IG rontcrt





image16.png
You have the Auto capture keyboard option turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every tine the VM windowis activated and make it unavaiable to (%) ()

RecycleBin

Command Prompt

B i crosoft tindows [Version 10.0.19042.508] ~
(c) 2020 Microsoft Corporation. ALl rights reserved

C: \Users\Admin>ping 192.168.160.1

Pinging 192.168.100.1 with 32 bytes of data:
Reply from 192.168.160.1: bytes-32 time<ims
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.160.1: bytes=32 time<ims
Reply from 192.168.100.1: bytes=32 time<ims

ping statistics for 192.168.100.1:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds:
Minimum = ems, Maximum = @ms, Average = ems

C: \Users\Admin>,_

1326
29/04/2021




image17.png
]

Recycle Bin
EditIP Filter

1 Subnet mask

urce port

ati

4
i

]
1355
3 sy B

S
o
(')
2
=]





image18.png
] y |

RecycleBin

I Administrator:

ommand Prompt - ftp 1

C: \Users\Administrator>ftp 192.168.1.161
> ftp: connect :Connection timed out
B <>

1406
29/04/2021

A @) NG




image19.png
File Action Vie 0o Mubicast Boundaries Muticast Heatbeat

These fiters control which packets are forwarded or processed by tis network
Fiter acton;

" Receive all packets except those that meet the crteria below

& Drop al packets except those that meet the crteria below

Fiters:

‘Source Address | Source Network Mask | Destination Address | Destinaion Mask
1921681002 265255265255 fny Any

EditIP Filter

¥ Source network
1P address:
‘Subnet mask:

™ Destination network
1P address:

‘Subnet mask:

Protocl

Source port

152168100 2

255 255 25 255

s
3 sy B

& O B g@ @ rdtce





image20.png
] : 1

RecycleBin

Administrator: Command Prompt - ftp 192.168.1.101

iicrosoft Windows [Version 16.0.19042.568] ~
(c) 2620 Microsoft Corporation. All rights reserved.

C: \Users\Administrator>ftp 192.168.1.161
Connected to 192.168.1.101.

226-Microsoft FTP Service

226 Welcome to NWT FTP Server!

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.1.101: (none))

1431
29/04/2021

A @) NG

B i 9] S 3 rioht




image21.png
% Contguerce
p——
v

@ i
B v

fwir .
3 Cemec

© sun

© e

© e

© rumon

£ s

B Mge

P Aetaion
T — LT
R,

@ Chmgesapie b





image22.png
&

Youhave the'Auto Captiire keyboard opton tumed on. This wil cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it navaiabié to () ()

| 2m
i Failover Cluster Manager “Actions

L e it ) NWTChstermwtradersmstt &

§ Summary of Cluster NWTCluster
NW TCluster has 0 clustered roles and 1 nodes. Configure Role.

Name: NWTCluster nwtraders msft Networks: Cluster Network 1, Cluster Network 2 Validate Cluster.
Curent Host Server: DCLAWT Subnets: 21Pvd and 01PV6
Recent Cluster Events: None i the st hour
Witness: Noe

View Validation Report
‘Add Node.

Close Connection

@ Configure Reset Recent Events
Configure igh avaiabiiy fo 2 speciic clustered rok, add ane or more servers (nodes). o copy oles from a luster More Actions

runring Windows Server 2013 or supported previous versions of Windows Server. View

5 Cona Fole Bl Folover csetopcs onthe b

Refresh
§ Vaidate Cluster

Properties
# ddtoge -
% Copy Cluster Roles. "

2 Qustersre Undatng

(@ Navigate

052
oo T

9 G & riont c-





image1.png
r > Dasl

Dashbd]
§ Local
Al Sery

R File an

T Add Roles and Features Wizard - o x
Installation progress Sz

View installation progress

@ Festure nsaliion
Instalstion strted on WIN-E4THD22VNNS

Security
Request Fitering

Health and Diagnostics
HTTP Logging

Performance
Static Content Compression

Management Tools
IS Management Console
FTP Server
FTP Service

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings

<Previous | [ Next> Close. Cancel

BPA results. Performance

BPA results

BOR@S I BEl




image2.png
>

WIN-E4THD22VNNG > Sites »

Fie View H

Connections
@-id |2z |e
5 st Page |
& WIN-E4TH
2 Appiica

ies

Add FTP Site

Q" Binding and SSL Settings

Binding
1P Address:

[All Unassigned

[ Enable Virtual Host Names:

Start FTP site automatically

st
© NossL

O Allowsst
O Require ssL.

SSL Certificate:
Not Selected

Previous

T Festures View | 2 Content View

001
B9 g B
P05 gl® ratcr





image3.png
Fie View H

Connections

» WIN-EATHD22VNNS » Sites »

Add FTP Site

- 18 @ Authentication and Authorization Information

5 Start Page
IN-E4THI

2 Applica
Sl Sites

Authentication

[ Anonymous

Authorization
Allow access to

Specified users

ftpuser

Permissions

Previous

=] Features View | % Content View

o014
26/04/2021





image4.png
Internet Information Services (IS) Manager

Recyli @ » WIN-EAIHD2VNNO » Sites » 1STFTPSITE »

File View Help

@ FTP Messages

Message et

Banner:

@ Default Web Site
@ 1STFTPSITE Welcome to NWT FTP Server!

Welcome:

Masimum Connections

q 5| [ Features View |5 Content View

Configuration: ‘applicationHost.config’

The changes have been
successfully saved

o012

9 o B
Q@ o | EiE E@ &Rt





