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Gwasanaethau Dysgu a Datblygu  

Learning & Development Services


	                            LESSON TITLE:

	
Data Protection & Freedom of Information 



	
GROUP/CLASS:

	
Initial Learning 
(PCDA/DHEP students)
	
DURATION OF 
LESSON:

	
 60 mins 



	
LESSION AIM:

	
To introduce learners to the Data Protection Act and the Freedom of Information Act 




	
OBJECTIVES: By the end of the lesson learners will be able to:

	
ASSESSMENT ACTIVITIES
(linked to  objectives)

	
Blended Assessment Activities (linked to Objectives)

	
1. State why data protection is important

2. Explain what personal data includes 
3. Explain the Data Protection Principles 
4. Explain the Freedom of Information Act 
5. State what security measures can help secure our information  
	
Objective 1: Group discussion
Objective 2: Discussion, Q&A
Objective 3: Discussion, Q&A
Objective 4: Discussion, Q&A
Objective 5: Discussion, Q&A
	



	
COLLEGE OF POLICING LEARNING OUTCOMES


	
N/A
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Timing
	
Session Content

	
	


Resources

	
	
Trainer Activities 
(including any specific questions asked e.g. for assessment purposes)

	
Learner Activities
(including objectives met)
	Trainer & Learner Activities
Blended Learning
	

	
0 – 5 mins
	
Maslow – learners needs.
Deck clearing-any issues to resolve?
Gestalt - verbal outline of aims and objectives.

Trainer to give overview of session and check that pre-read has been completed (if required). Trainer should inform students of the session’s learning outcomes and methodology.  Clarification given as required.  

This is a didactic styled input with the trainer delivering the PowerPoint to the class, and posing questions to consolidate understanding of the topic where required.






	

· Discussion
· Asking and answering questions

	
	
Lesson plan.

Computer system with projector to facilitate delivery.

PowerPoint 

PPT Slide 1









	5 – 10 mins





10 – 15 mins
	Introduction the Data Protection Act: 
QTS
Q. Who holds information about you? 
Trainer to record student answers on the white board or flip chart and then lead a discussion covering the topics mentioned in the notes on PPT slide 2. 

QTS
Q. When do you hear the term data protection?

Trainer to note student responses and debrief using PPT slide 4

Q. Why is Data Protection important to you and the Police? 

Trainer to use PPT slides 4 & 5 to facilitate discussion.

	· Listening
· Asking and answering questions
· Discussing





· Listening
· Asking and answering questions
· Discussing









Objective 1

	
	PPT Slides 2 - 3
White board / Flip charts
Pens





PPT Slides 4 - 5
White board
Pens


	15 – 20 mins

















20 – 25 mins








25 – 30 mins


















30 – 35 mins




35 – 40 mins
	Before showing the next slides, trainer to ask:
QTS
Q. Can anyone give me any examples of processing?

Trainer to use PPT slide 6 to explain that processing is what we do with information, viewing, retaining, sharing, collating, evaluating, disposing 

Trainer to explain who the Information Commissioners Office is and their role within the Police Service 

Trainer to provide examples of breaches of Data Protection by the Police Service and the fines that were given to the forces for such breaches, including welsh forces.
QTS
Q. Can anyone give me any examples of where officers may breach the Data Protection Act and acquire information they shouldn’t?
· PNC/Niche to use to check personalised number plates
· Interest in celebrities, viewing their private information 
 
QTS
Q. What is personal data? 
· relates to a living individual who can be identified from that information
· or indirectly from that information and other information likely to come into your possession  
· and includes expression of opinion and intentions

Trainer to introduce students to the ‘Data Protection Principles’ and discuss each one individually, explaining the meaning of each one

Students are to be made aware that it is their responsibility to follow these principles, and a breach of them could potentially lead to an investigation and dismissal from the service. 

QTS
Q. What is a ‘Policing Purpose?’ 
These policing purposes provide the legal basis for processing


QTS
Q. What other types of information can be held, apart from information on computers? 
· Paper Files
· CCTV
· Fingerprints
· DNA
· Recordings from speeding cameras
· Even post it notes!

	· Listening
· Asking and answering questions
· Discussing
















· Listening
· Asking and answering questions
· Discussing






· Listening
· Asking and answering questions
· Discussing

Objective 2




· Listening
· Asking and answering questions
· Discussing

Objective 3




· Listening
· Asking and answering questions
· Discussing



· Listening
· Asking and answering questions
· Discussing






	
	PPT Slide 6-9
White board
Pens
















PPT Slides  10 - 11
White board
Pens






PPT Slide 12
White board
Pens






PPT Slide 13
White board
Pens






PPT Slide 14
White board
Pens



PPT Slides 15 - 16
White board
Pens


	40 - 45 mins
	Introduction the Freedom of Information Act:  
QTS
Q. What is the Freedom of Information Act? 
Trainer to use PPT slides 18 & 19 to explain.

Trainer to use PPT slides 20 – 22 to help explain what a FOIA request looks like and provide examples of requests under the FOIA 

	· Listening
· Asking and answering questions
· Discussing

Objective 4

	
	PPT Slides 17 - 22
White board
Pens






	45 – 50 mins
	Trainer to explain the offence a person commits when they change, erase, destroy or deliberately withhold information to prevent its disclosure under the Act.

Trainer to explain what the exemptions don’t cover 
	· Listening
· Asking and answering questions
· Discussing


	
	PPT Slides 23 - 24


	50 – 60 mins













	QTS
Q. What security measures can you think of to help secure our information?  

Trainer to use PPT slides 25 – 26 to explain.

Trainer to introduce students to the Government Security Classification using PPT slide 27 and explain that everyone who works with information has a responsibility to safeguard it and to share with trusted partners outside of the police family if appropriate

Trainer to explain the top ten Data Protection tips that students should remember using PPT slide 28

Any questions?

	· Listening
· Asking and answering questions
· Discussing

Objective 5

	
	PPT Slide 25 - 28
White board
Pens

Handout provided 










PPT slide 29







	
EVALUATION OF LESSON:
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