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INTRODUCTION

   The Internet Protocol (IP) defines how computers communicate through a network. An IP address is used to communicate with an end-device through the Internet. Each IP address is unique and all data that are sent to that address, will be sent over the Internet to reach their destination.
   Due to the constant evolution of the internet and the non-current volatile IPv4 protocol, the shortage of IP addresses IPv6, in which any electronic device with Internet access, will have it’s own IP address. This thing is a basis for great technological evolution, which it will appear sooner or later.
   IPv6 is the successor of the IPv4 address. This protocol has been used for many years since the early days of the Internet. 
   Today, most of the operating systems can support IPv6 natively, incorporating the protocol IPv6 structurally within the system. Therefore, no additional software is needed to support the IPv6 functionalities. Obviously, you will also need routers that support IPv6 to be able to connect your entire network using this protocol.
   Internet Protocol Version 6, stands for the new Internet Protocol that will gradually replace the well-known IPv4 protocol. Version 6 of the IP protocol is designed as an evolutionary update of IPv4, in fact, they can coexist in a transparent manner. IPv6 is designed to let the Internet to continue expanding constantly, both in terms of the number of nodes, as well as the total amount of data traffic transmitted (Amer Nizar, 2012)

GENERAL DESCRIPTION OF IPv6

   The characteristics of IPv6 are the following:
· It has 128-bit, 16-octet addresses, which can be structured gradually to simplify the address routing.
· It simplifies the main IP header, but it defines many alternative extension headers. In this way, the new intercommunication functions can be incorporated.
· It has authentification, data integrity and confidentiality at the IP level.
· Enter flows, can be used to provide another types of transmission requirements, such as real-time video.
· It facilitates the encapsulation of other protocols and produce a congestion control mechanism, when transporting strange protocols.
· It provides new methods of automatic address auto-configuration and includes a check that the addresses are unique.
· It improves the discovery of the router and the detection of out-of-service routers or neighbours unreachable by the link.


IPv6 ADDRESSING

   In general, the IPv6 addresses are classified in three main categories:
1) Unicast address
   Unicast addresses, as in IPv4, are the most common and used. These are assigned to an interface or node allowing direct communication between two nodes of the network. This communication technique is known as one-to-one. (Hinden, 2003)
   There are some types of IPv6 addresses, within the Unicast category:
   Link Local address 
   These addresses are the equivalent of private IP addresses in IPv4. These are assigned to an interface automatically from the moment we activate the IPv6 protocol in a node. The prefix of these addresses is FE80 :: /10. 
   These addresses cannot be routed through routers outside the local segment. The main purpose is to provide automatic IP addressing to the nodes in case there is no DHCP server.
   Unique Local address
   They are addresses that have the scope of a specific site without guarantee that they are globally unique. 
   These addresses have their own structure:
· A prefix FC00 :: / 7 of 8 bits.
· A 40-bit random global ID.
· A subnet ID of 16 bits.
· A 64-bit interface identifier. 
   They offer a mechanism similar to IPv4 private IP addresses for internal communications. These networks are not routable on the Internet.

   Global Unicast address
   Global Unicast addresses are the most widely used type of IPv6 address and are the equivalent of public IP addresses in IPv4. They can be routed through the Internet.
   The first 3 bits of these IP addresses are composed of the values ​​001 (in binary notation), therefore, the prefix of these IP addresses will always have a hexadecimal value of 2000 with a mask / 3.
   They are used for global traffic and have a hierarchical structure of 3 levels:
· A global routing prefix, typically 48 bits.
· A 16-bit local routing identifier (subnet).
· An interface identifier of 64 bits in length. The length of each portion is arbitrary, but the 64 bits of the interface ID are generally respected to maintain compatibility with multiple implementations.

2) Multicast Address
   Multicast addresses allow the identification of multiple interfaces or nodes in a network. With this type of addresses we can communicate with multiple nodes simultaneously. This technique is known as one-to-many. 

3) Anycast address
   Anycast address is the new type of address used in IPv6. This type of address can find multiple interfaces, nonetheless, when multicast packets were taken by multiple computers, anycast packets are  sent just to only one interface or node. An example of an IPv6 anycast address is: 2002: 0db8: 6301:: / 128 (Montenegro, 2007).




NETWORK INTEGRATION

   A packet in IPv6 it is formed mainly of two parts: the data and the header.
   The header is in the first 40 bytes (320 bits) of the packet and consists of destination and the source addresses (128 bits each), the IP version (4 bits), the traffic class (8 bits), label of flow (20 bits, handling Quality of Service), length of the data field (16 bits), next header (8 bits), and limit rounds (8 bits). Then comes the data field, with the data transported by the package, which can reach 64k in size in normal mode, or more (Hagen, 2006).
   In IPv6, the fragmentation it takes place only at the source node of the packet, unlike IPv4, where routers can fragment a packet. In IPv6, the options also leave the standard header and is specified by the "Next Header" field, similar in functionality in IPv4 to the protocol field.
   An example: For IPv4, the "IPv4 header" option will be added, if you want to force a specific route for the package. In IPv6, the "Next header" field will be changed, to indicate that a routing is going to occur. The routing header may show another routing information for the packet, and shows that, the TCP header will be the next.

   IPv6 extension headers
   The use of a flexible format of optional extension headers is an innovative idea that allows gradually adding functionalities. This design brings great efficiency and flexibility since they can be defined at any time as they are needed between the fixed head and the payload. (Blanchet, 2006)
   So far, there are 8 types of extension headers, where the fixed header and optional extension headers include the following header field that identifies the type of extension headers or the identifier of the higher-level protocol (Hagen, 2006).  
   As a result of the previous paragraph, extension headers must be taken exactly in the same order, as they appear in the datagram. All or part of these extension headers must be located in the datagram in the specified order:
1. Main header, has the opposite of the header of the IPv4 version a fixed size of 40 octets.
2. Skip-to-Hop header, optional information transport, contains the data that must be checked by each node through the route of a packet.
3. Routing header, is used so that an IPv6 origin indicates one or more intermediary nodes that must be visited in the path of the packet to the destination. 
4. Routing from the source.
5. Fragment header makes it possible to originate a larger package than would fit in the MTU of the route (Maximum Transfer Unit). It must be taken into account that in contrast to IPv4, in IPv6 the fragmentation of a packet can only be done in the source nodes (Carpenter, 2013). 
6. Authentication header it helps us to provide data integrity services, data origin authentication, anti-replay for IP. 
7. Encapsulating Security Payload encapsulation header, allow to provide data integrity services. 
8. The options for the destination, it is used to transport the information that needs to be checked by the destination nodes of the package. 
   Every header must appear at least once, but an exception is the destination header. This header may appear at least twice, once before the header and the second time after the header, on top of the layer (Deering, 2006).

CONCLUSIONS

   In this world of constant growth, the physical and logical technologies are evolving in the same time to offer to the world security and more devices that may have an IP address. The IPv6 protocol is a big change for the current structure and function of the current networks. 
   According to the content from above, it can be concluded that one of the great differences between the current protocol used, which is IPv4 and IPv6, is the number of possible combinations that can be obtained. The expanding spectrum of objects that can be connected to the network, is giving us a better use of this medium and, for sure, a better decongestion of the network.
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Design an IP addressing scheme 
Part II









   Design an IP addressing scheme for School of Management and Engineering
   As a network administrator, you are asked to design a hierarchical IP addressing scheme for Faculty’s networks. Choose a suitable network address to support more than 2000 users and future growth.
   The requirements are: 
   IP addressing scheme to support: 
   a) School of Applied Computing: 20 staff, lab301 – 60 pcs, Lab302 – 30 pcs, Lab303 – 36 pcs, Lab 304 – 45 pcs, Lab306 – 40 pcs, Lab308 – 140 pcs, Lab309 – 50 pcs and Lab310 – 18 pcs. 
   b) School of Automotive Engineering: 25 staff, lab101 – 40 pcs, Lab102 – 25 pcs, Lab103 – 35 pcs, Lab205 – 40 pcs, Lab206 – 48 pcs, CAD lab – 20 pcs and Lab301 – 50 pcs. 
   c) School of Engineering: 18 staff, lab201 – 20 pcs, Lab202 – 80 pcs, Lab203 – 65 pcs, Lab205 – 25 pcs, Lab404 – 45 pcs, Lab408 – 28 pcs, Lab409 – 80 pcs, Lab410 – 45 pcs.
· A Test center – 20 pcs, 1 IP phone, a printer 
· An Open Access lab with 245 pcs and 5 printers 
· Assign appropriate IPv6 address for 6 servers located at the University building 
· The servers are DNS, Email, Finance, Registry, File server and a Print server. Assign appropriate IPv6 address for the link between MP and ISP.

a) School of Applied Computing
IP address – class B: 172.19.0.0


	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask

	Open Access
	172.19.0.0/23
	172.19.0.1
	172.19.0.254
	172.19.0.255
	255.255.255.0

	Lab 308
	172.19.1.0/24
	172.19.1.1
	172.19.1.254
	172.19.1.255
	255.255.255.0

	Lab 301
	172.19.2.0/25
	172.19.2.1
	172.19.2.126
	172.19.2.127
	255.255.255.128

	Lab 309
	172.19.2.128/26
	172.19.2.129
	172.19.2.190
	172.19.2.191
	255.255.255.192

	Lab 304
	172.19.2.192/26
	172.19.2.193
	172.19.2.254
	172.19.2.255
	255.255.255.192

	Lab 306
	172.19.3.0/26
	172.19.3.1
	172.19.3.62
	172.19.3.63
	255.255.255.192

	Lab 303
	172.19.3.64/26
	172.19.3.65
	172.19.3.126
	172.19.3.127
	255.255.255.192

	Lab 302
	172.19.3.128/27
	172.19.3.129
	172.19.3.190
	172.19.3.191
	255.255.255.192

	Test Center
	172.19.3.192/27
	172.19.3.193
	172.19.3.222
	172.19.3.223
	255.255.255.224

	Staff
	172.19.3.224/27
	172.19.3.225
	172.19.3.254
	172.19.3.255
	255.255.255.224

	Lab 310
	172.19.4.0/27
	172.19.4.1
	172.19.4.30
	172.19.4.31
	255.255.255.224








b) School of Automotive Engineering
IP address – class B: 172.19.9.0

	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask

	Lab 301
	172.19.9.0/26
	172.19.9.1
	172.19.9.62
	172.19.9.63
	255.255.255.192

	Lab 206
	172.19.9.64/26
	172.19.9.65
	172.19.9.126
	172.19.9.127
	255.255.255.192

	Lab 205
	172.19.9.128/26
	172.19.9.129
	172.19.9.190
	172.19.9.191
	255.255.255.192

	Lab 101 
	172.19.9.192/26
	172.19.9.193
	172.19.9.254
	172.19.9.255
	255.255.255.192

	Lab 103
	172.19.10.0/26
	172.19.10.1
	172.19.10.62
	172.19.10.63
	255.255.255.192

	Staff
	172.19.10.64/27
	172.19.10.65
	172.19.10.94
	172.19.10.95
	255.255.255.224

	Lab 102
	172.19.10.96/27
	172.19.10.97
	172.19.10.126
	172.19.10.127
	255.255.255.224

	CAD Lab
	172.19.10.128/27
	172.19.10.129
	172.19.10.158
	172.19.10.159
	255.255.255.224




c) School of Engineering
IP address – class B: 172.19.17.0

	Lab no
	Network address
	First ip address
	Last ip 
address
	Broadcast address
	Subnet mask

	Lab 202
	172.19.17.0/25
	172.19.17.1
	172.19.17.126
	172.19.17.127
	255.255.255.128

	Lab 409
	172.19.17.128/25
	172.19.17.129
	172.19.17.254
	172.19.17.255
	255.255.255.128

	Lab 203
	172.19.18.0/25
	172.19.18.1
	172.19.18.126
	172.19.18.127
	255.255.255.128

	Lab 404
	172.19.18.128/26
	172.19.18.129
	172.19.18.190
	172.19.18.191
	255.255.255.192

	Lab 410
	172.19.18.192/26
	172.19.18.193
	172.19.18.254
	172.19.18.255
	255.255.255.192

	Lab 408
	172.19.19.0/26
	172.19.19.1
	172.19.19.62
	172.19.19.63
	255.255.255.192

	Lab 205
	172.19.19.64/26
	172.19.19.65
	172.19.19.126
	172.19.19.127
	255.255.255.192

	Lab 201
	172.19.19.128/27
	172.19.19.129
	172.19.19.158
	172.19.19.159
	255.255.255.224

	Staff
	172.19.19.160/27
	172.19.19.161
	172.19.19.190
	172.19.19.191
	255.255.255.224
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