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[bookmark: PointTmp]Abstract-In the modern world of technology, organisations highly on the Internet to perform a majority of business operations. The Internet of Things has increased the opportunities for most businesses; however, it is characterised by some security challenges. The paper analyses the security issues surrounding IoT and one of its application, smart cities and concludes by discussing the future trends of cybersecurity. The security issues present in IoT are current in its four layers: perceptual layer, network layer, processing layer, and application layer. The IoT mainly faces external security issues either by stopping the systems from serving users, injecting false data or by shutting down the systems. On the other hand, security issues surrounding smart cities are availability, confidentiality, and integration attacks. The confidentiality attacks attempt to acquire data and monitor the smart city systems. The integrity attacks alter the information and setting of the systems while availability attacks make the systems unavailable to users by shutting them down. Despite the high increase in security issues in today’s business, the future trends of cybersecurity show no assured hope to end the trend. The author will design a network topology to simulate an attack’s and also will demonstrate some penetration tools that are available on the cyber for free.	Comment by Carlene Campbell: 
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Introduction

In the contemporary digital world, most organisations highly depend on the Internet, cloud services, sensor monitoring, and other services grounded on the Internet of Things. The Internet of Things (IoT) entails interconnecting uniquely identifiable embedded computing like devices within Internet infrastructure as a way to connect devices, systems, and services that operate beyond device-to-device communications and include a wide variety of protocols, domains, and uses [5]. Research from firms such as International Data Corporation and Gartner have shown that IoT will develop to extremely advanced levels to the extent that the layout and processing requirements will be completely different from the current ones [1]. Also, a prediction study by Gartner indicates that by 2020, approximately 26 billion devices will have IoT enabled sensors. However, although IoT is continually creating opportunities, it has been plagued by several challenges regarding security and privacy. IoT has been used to develop projects such as smart cities, and the fact that it is a core part of them, the smart cities are also plagued with security issues. The paper will comprehensively address the security issues in the Internet of Things and Smart Cities and note on the future trends of cybersecurity.

Research Work
Cyber Security
   	 In the contemporary digital world, most organisations highly depend on the Internet, cloud services, sensor monitoring, and other services grounded on the Internet of Things. The Internet of Things (IoT) entails interconnecting uniquely identifiable embedded computing like devices within Internet infrastructure as a way to connect devices, systems, and services that operate beyond device-to-device communications and include a wide variety of protocols, domains, and uses [5]. Research from firms such as International Data Corporation and Gartner have shown that IoT will develop to extremely advanced levels to the extent that the layout and processing requirements will be completely different from the current ones [1]. Also, a prediction study by Gartner indicates that by 2020, approximately 26 billion devices will have IoT enabled sensors. However, although IoT is continually creating opportunities, it has been plagued by several challenges regarding security and privacy. IoT has been used to develop projects such as smart cities, and the fact that it is a core part of them, the smart cities are also plagued with security issues. The paper will comprehensively address the security issues in the Internet of Things and Smart Cities and note on the future trends of cybersecurity

Security Issues Facing IoT
IoT is an emerging technology, considered as the future of the Internet. The concept of IoT is a development of existing interconnection between people and applications communicating via a new dimension. The significant advancement of IoT is in the development of smart environments such as smart cities and smart devices. Moreover, in the business field, IoT has great potential for different firms and agencies such as those who provide IoT services and applications as well as platform providers. However, with the high increase in IoT application use, many security problems have highly increased. IoT security is the field concerned with securing the linked gadgets, protecting the information, and networks. With the connection of almost anything to the Internet, security issues will continually increase especially with the continuous global exposure, which discloses more security issues [2]. Security issues surrounding IoT and its applications are exploited by hackers and are misused when the environments are not controlled, with billions of IoT gadgets. 
   	 A study conducted on the vulnerability of the IoT devices indicated that 70% of the highly used IoT gadgets have serious vulnerabilities [2]. In a 2015 FTC report, security risks were noted to be the most significant worry of IoT specifically in terms of vulnerability of IoT gadgets that cause them to be compromised or fail, and security threats in the use of those IoT devices to spread vulnerabilities via networks and other systems such as the ‘zombie problem” [8, p.10]. In a survey published by Suo et al. [20] explaining the security issues in IoT, the authors demonstrated that security problems arise from the four layers of IoT technology: perceptual layer, network layer, support layer, and application layer. Each of the four layers has its unique security issues. 
Rao [18] describes that in the perception layer, which includes different kinds of sensors such as RFID, ZigBee, and WSN, the attacks are mainly general hardware attacks as the named IoT gadgets are primarily situated at one place for an extended period. The perception layer has different forms of sensors that enable devices to sense other objects and the main security threats are at the node level. The nodes that make up the sensors are prime targets for hackers who intend to replace the gadget software with their own. Kumar, Vealey, and Srivastava [15] identify that most security threats in the perception layer hail from outside entities mainly targeting the sensors and other data collecting utilities. Some security threats in the layer include eavesdropping attacks where sensors attacked in smart homes are compromised in a way that they send push notifications to users and attempt to collect private data from the users. A different attack in the perception layer is sniffing attacks where attackers place malicious devices close to the regular sensors of the IoT devices to obtain data from the device [15]. Sniffing attacks make it easy to identify individuals, track them and profile them in their physical environment without their consent. 
   	 Rao [18] conducted a survey on security issues in the network layer and found that most security issues faced in the layer concern the authentications and reliability of the information being transported in the layer. As a result of the vast amounts of data in the network layer, network congestion issues arise making the network layer highly susceptible to attacks. The most common security issue in the network layer is devices being compromised by hackers by using malicious nodes in ways that either the devices failing to service users or the data is changed to one with incorrect details [10]. Denial of Service (DoS) attack is one security threat in the network layer that occurs when attackers bombard the servers or devices so that the network layer cannot service the users [15]. DoS attacks shut down the transfer of information between the device and their source by sending an overflow of information to the IoT device. 
IoT technology also has a processing layer, a phase where information is sent to the cloud. In the processing layer, the cloud attack is the most common security issue. Clouds are highly vulnerable to attacks as a result of their centralising role. Clouds contain sensitive individual information and pose a high risk when accessed clandestinely by attackers because the attackers manage to obtain confidential information [19]. In the processing layer, attackers can use the web to access the IoT network and embezzle data to fulfil their malicious desires. Additionally, in cases where there are shared resources, attackers can observe all the shared resources between virtual machines and obtain the requisite data. The last layer in the IoT technology is the application layer, which has security risks regarding data privacy, access control, and disclosure of data [20]. In the application layer, security issues can arise when the applications are abortive in bringing authenticated services or when they are not accurate in providing services. The application layer experiences security threats such as malicious code attacks where attackers use malicious worms to attack internet-connected devices such as cameras and routers [18]. Another security threat is phishing attacks where the classified data is accessed via infect email or website by spoofing the confirmation identity of the user.

Future Trends in Cyber Security
Ideally, smart cities are the cities that monitor and incorporate the status of their infrastructure, management, governance, residents and societies, health education, and natural environment via ICT. A survey by Edwards [8 p.3] explains that more than half of the world’s population currently live in cities and predicts that by 2050 around 66% of the world’s population will be living in urban areas, with approximately 90% of the increase occurring in Asia and Africa. Edwards [8] also describes that smart cities are effective in minimising costs and enhancing economic growth while ensuring sustainability, participation, and provision of quality civic services and quality of life for the residents. However, despite their benefits and opportunities, smart cities come along with multiple security issues.	Comment by Carlene Campbell: 
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 	In a study by Ijaz et al. [11], one of the leading technology used in smart cities that faces security issues is the IoT, as it incorporates a large number of different devices and allows access to data for various online services. One European project named Smart Santander through a real-life experiment identified one security challenge of smart cities in RFID tags [9]. Radio Frequency Identification (RFID) tags according to the Smart Santander project raises security issues as it gives away sensitive information by authorising access, which creates a challenge for data confidentiality and privacy [11]. Additionally, Radio Frequency Identification (RFID) causes issues in data integrity as a result of data leakage mainly due to the abuse of tags [21]. Tags are abuse through illegal use by unauthorised users which can, in turn, result in tag killing when the attackers apply for delete or kill commands.
Smart cities infrastructures and systems are highly vulnerable to attacks mainly by changing, disrupting, deceiving, degrading and damaging computer systems, data, and networks or the resident programs used to transmit the networks. As identified by Kitchin and Dodge [13], there are three forms of cyber-attack, and they include availability attacks that close down the smart cities systems, confidentiality attacks that aim to obtain information and monitor activity of smart city systems, and integrity attacks that aim to penetrate the systems and change the data and settings. A security vulnerability in smart cities is caused by weak encryption. Encryption has been identified as an efficient way to secure networked software devices as it protects systems from attackers. However, most smart city initiatives have deployed the systems without testing if they vulnerable to cyber-security attacks. Weak encryptions give a chance for attackers to break into the encrypted systems using side-channel and cold boot attacks that have become a significant hurdle for smart city systems [6]. A study conducted by a team from the Carnegie Mellon University concluded that there are approximately 30 errors or potentially exploitable bugs for every 1000 lines of code [13].
A survey by Popescul and Genete [17] explains that the complexity of smart city systems due to the multiple layers pose several security issues. The interconnectivity of cyber-physical things infrastructure, users, and spaces extend the attack surfaces of smart cities. Violation of data security in one layer can cause danger to the entire system increasing the possibilities of transmitting infections between the systems. Butt and Afzaal [6] also explains that the web of interdependencies between the components of smart city systems cause security risks as it becomes a problem while maintaining or upgrading specific interfaces of a system element. The authors also explain that smart cities are highly susceptible to cascade impacts as when there is an attack in one system such as the transport system other systems are also put at risk. Malware such as Linux Darlloz can result in infection of a wide range of home routers, security cameras, and set-top boxes as well as other devices connected to the Internet causing security threats to the users [2].

Future Trends in Cyber Security
Data protection and privacy remain the underlying problems in current technology. Just as technology is continually advancing, how it is used changes and evolves daily; thus, creating new loopholes for cybercriminals to take advantage. With the current technology, billions of dollars are used for cybersecurity. In his analysis of the future of cybersecurity Koch [14] has identified that in 2015 close to $75 billion was used in combating cybercrime and made an estimation that by 2020 the global cybersecurity market will have expanded to $170 billion. Alqahtani [3] examines the state of the contemporary cybersecurity tools and explains that while they should enhance security by detecting and preventing threats, in the real world, the equipment has to deal with vulnerabilities thus failing to strengthen security. Koch further explains that due to the nature of IoT systems, organisations will continually have challenges dealing with vulnerabilities. 
     	Torres et al. [22] explain that for cybersecurity to be enhanced, the security issues surrounding IoT have to be dealt with as IoT is the current and most used technology that will be in the field for a long time. The authors have explained that one of the future solutions for the IoT systems is proxy, which will be used in controlling the traffic generated by the devices connected to the Internet. In their study, they identified that the proposed proxies would use algorithms that enable messages to be encrypted and delivering information while the recipient remains anonymous. In a prediction done by International Cybersecurity Protection Alliance [12] on the cyber-related activities that will be present by 2020, the most visible trends are micro criminality, electronic attacks on critical infrastructure including power supply and data services. Further trends in cybersecurity include a change from cloud-based botnets to be used in hijacking the distributed processing power, bio-hacks for authentication elements, and increased cyber gang wars.  
   	 In a 2019 cybersecurity risk report by AoN [4] the report explains that the threats surrounding cybersecurity will increase and organisations will have a challenge in keeping up with the evolving cyber risk landscape, which will increasingly affect the organisation negatively. The report explains that to manage the risks, agencies, as well as governments, must be proactive and oriented in sharing cyber threat intelligence and collaborating with enterprises and industries. Furthermore, in a report by Drolet [7] over the years, data stolen by cybercriminals have increased by 175%, and the rate will continually improve. The author identifies strategies put in place by the EU for general data protection regulation. The EU requires all businesses to protect the privacy of all EU members and raise penalties for non-compliance. However, Drolet further identifies that it is challenging, as there is a lack of effective strategies to protect data.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.Figure 1- setting up the phishing attack


Lab Analysis 
Lab1: 
The most common attack that leveraging the social engineering techniques are the phishing attacks. Attacker use different techniques to fool the victim, like social media, instance messaging, sms and email to trick the victim to into providing personal credentials or visiting malicious URL and try to compromise their system.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.Figure 2- setting up the phishing attack

All the Social engineering are present common characteristics, some of them are:
· A sense of emergency message to fool the victim into disclosing their credentials data to sort a situation that might get worse if they don’t interact quickly.
· Phishing email or messages are composed to attract the user’s attention, in many cases to stimulate his curiosity providing a few information on a specific topic and suggesting that the victims visit a specific website to gain further data from the victim.
· Phishing email messages have a misleading topic to lure the recipient to trust that the email has come from a trusted source, the attacker use a fake sender’s address or the spoofed identity of genuine organisation. They usually copy logos, images, contents and styles used on the genuine website to make it look as if it is the real one.

[image: ]On lab one we will perform a Social Engineering attacks that will clone facebook.com. Social engineering attack The objective of this attack is to clone the Facebook website and try to obtain victim bogus username and passwords using credential harvester method. For this lab we will be using social engineering tool kits. The first steps, we will fire up the tool kit and navigate through it to clone site and harvesting the credentials as showing on figure 1.

We will navigate the tool to clone the facebook.com and send an email message that have a misleading link to lure the recipient to trust that the email has come from a trusted source, the attacker uses a fake sender address of Facebook web page.

[image: ]Facebook.com was cloned as showing on figure 2.
Fake email sent to lure the victim to harvest his credentials as shown on figure 3.
[image: ]Figure 3- fake email sent to victim

[image: ][image: ]The victim was redirected to the attacker cloned web page as shown on figure 4.Figure 8- Fake IP address from Argentina
Figure 4 - Victim redirected to the fake Facebook


The victim credentials have been captured in plain text as shown figure 5.
[image: ]Figure 5 -  Victim credentials in clear text

Lab 2: 
[image: ]When a user is obligated to use a Proxy-chain instead of a proxy server, all generated traffic will automatically be redirected through multiple proxy servers, this will cause the process of locating the geo-graphic location of an IP address an even harder task. The following part will demonstrate the proxy-chain to observe the requested process of hiding the identity of a user as demonstrated on figure 6. Figure 9- encrypting data
Figure 6-	 Proxy-chain-on

USA DNS server shown on figure 7.
[image: ]Figure 7- USA DNS server

Argentina IP address as shown on figure 8.
Lab: 3
[image: ]The author will demonstrate encryption and decryption tools known as Cryp-Tool. From this test we will observe the use of encryption and decryption and the hash value calculation analysis. We will also observe the encryption and decryption functions of this tool as shown on figures 8,9,10.

[image: ]Figure 10- Decrypting Data





[image: ]As showing on figure 11 the process of decrypting using the same key was successful.Figure 11- decrypting using the same key


Lab 4:

The author will demonstrate a mobile penetration tool known as  zANTI. This tool allows the user to perform malicious attacks on the network. The features of this tool it can change devices MAC address, creating fake hotspot, audit password, exploit the router, run http server and also scan devices for an open port.  In-short this mobile penetration testing tool is a fantastic for any ethical hacker.  For the purpose of this demonstration, we will use zANTI to scan the network and to observe the open ports for any device.Figure 13- network scan complete

[image: ]Figure 12- Zanit features-



Scanning the network and view all connected devices IP’s and Mac addresses as shown on figure 13.
[image: ]
After completed the scan, our target is a device with IP address 192.168.1.65. Now we will scan the open ports.
[image: ]Figure 14-  scan result port 443 https




[image: ]HTTP port 80 scan as shown on figure 15.Figure 15- http port 80 scan


Smart Campus Topology 
The author has built UWTSD future smart campus topology that will benefit from the Internet of things (IOT) technologies. IOT technologies will plays energetic part on UWTSD smart campus, all the services and other resources will be using the Internet as a way to communication. These technologies will be used to improve the performance and the quality of the university services and resources.  This will also include but not limited to car parks, class room management, outdoor facilities and lightening, also not to forget the coming soon a smart garden. This will help the engagement to be more effectively and actively with the staff, students and collaborative partners. All relevant resources can be accessed by students, staffs and collaborative partners from anywhere over the Internet anywhere and anytime.  The access that will be given to the staffs, students and partners is to work from home as well as remotely. Bring your own device and other technologies that are supported by the university network will pose a serious risk to the University network, this will create a numbers of security challenges the University and particularly the security risk and devices bring your own device [23].  We will describe the features of the smart campus and will also discuss the risks and the security measures that will be applied to it.Figure 17- UWTSD smart class

The UWTSD smart campus topology design will benefit from smart garden, car park, lighting and not to forget the security vulnerabilities and counter measures that will applied on this topology.

This topology will also include DMZ intranet data centres.
The next figures will give an overview of the smart campus topology design.



[image: ]Figure 16- smart campus topology overview


Due to the IEEE format of this paper, the author was unable to highlight all the work that have been achieved on designing the entire UWTSD smart campus as illustrated on the figure above. The UWTSD will have smart class room which will benefit from the following features:
· Smart door access
· Smart air condition
· Smart fire alarm
· Smart lighting
· Smart smoke detector
· Smart temperature sensors
· [image: ]Smart CO2 alarm system

 

The next figure will show the smart car park and its features
Which include the following:
· Smart barrier system
· Smart cameras
· Smart Fire alarm
· smart sensors space capturing
· 


[image: ]Figure 18-UWTSD smart car park


The UWTSD smart garden will benefit from the following features:
· Smart Lighting
· Smart water level monitoring system
· Smart solar panels
· Smart batter battery
· Smart wind monitoring sensor.


[image: ]
Figure 19- UWTSD smart garden


UWTSD smart Campus features and security implementation
The author designed the UWTSD new campus topology using the features of the hierarchical network design that will provides fast, logical and efficient traffics pattern. The main feature of this design is that, it will minimize the cost of connecting several devices at the endpoint.
This network design will also benefit from the following features:
· DMZ
· Intranet data center
· Honey Pot
· Intranet and internet management
· Firewall
· IPS and IDS
· Wireless network 
· VPN connection
· SAN

UWTSD smart campus security implementations

The author has paid great attention to the security side when designing the topology shown earlier, in this design we have illustrated that some important security measures:
· ASA firewall configured with robust access list to deny any unwanted traffic to our network.
· IPS/IDS servers to analyse and block any suspicious traffic such as reconnaissance attacks and DDoS attacks etc.
· Honey pot within the DMZ to deceive attackers.
· Remote SSH across the entire network.
· VPN connection to all other campuses.
· Data encryption for our SANs.

Vulnerabilities and counter measures

The UWTSD will face big challenge in keeping the network secured. With the introduction of the smart network, the technologies that are involve will pose more risks and a big challenge to the University network, especially the security risk of devices and services.

Network attacks
The author will briefly discuss all the possible attacks to the network and the mitigation. 

DDoS
The distributed denial of service this attack can happens when there is multiple system in used to flood the servers. The purpose of this attack is to shut down the servers for legitimate. 
Mitigation- A software known as DDS can block any traffic that has a genuine content but the bad intent.

Man in the middle
The MITM attack happens when attacker insert himself between legitimate established connection. The two communicating parties assume that they are communicating to each other but not aware that their traffic is being directed to the attacker machine.

Mitigation- Adopt measures such latest protocols and strong authentication that include IPsec/L2TP.

Social engineering
Phishing attacks are relying on the human nature.  All phishing attack have common characteristics, an example for one of them is a phishing email messages have a misleading topic to lure the recipient to trust that the email has come from a trusted source, the attacker uses a fake sender’s address or the spoofed identity of genuine organisation.

Mitigation- phishing attack can be prevented by training the users and make them aware of these type of attacks.

Packet sniffing
The type of attacker can use some protocol analyzers to launch the attack by the sniffing the packets. It’s a procedure the attacker to gather data sample about the software, hardware’s and user IP addresses in order to launch an active attack. 

Mitigation-  the best way to prevent from this attack is to prohibit anything except the trusted network administrators from putting any packet analyzer on a network. 

FTP bounce
The FTP bounce attack is usually a legacy attack; it does not work well on the FTP software. This attack use port command, it is a procedure indirectly request access through a victim machine.
Mitigation: Good firewall will prevent from this attack latest firewall.

Wireless Vulnerabilities and counter measures

The IOT web interfaces that allow the devices to interact with users are the biggest security concern are the biggest security concern, the door for the attacker to gain unauthorized access to the devices. The security vulnerabilities that could lead to this include:
· Account Enumeration.
· Weak Credentials.
· Credentials Exposed in Network Traffic.
· Cross-site Scripting (XSS).
· SQL-Injection.
· Session Management.
· Weak Account Lockout Settings.
[image: ] 
 Here are mitigation or countermeasures to secure the IOT from these threat that are mentioned above:
· The default username and password should be changed during the set up phase.
· Password recover mechanism must be secured.
· Make sure that interfaces are not susceptible to XSS or SQLi.
· Weak password should not be allowed.
· Account should be lockout after 3 attempts.Figure 20- network scan


Real world attack impact on IOT devices

· An unauthorised person can obtains user credentials and is able to login into the UWTSD smart system.

· If genuine user loses his or her mobile device or it becomes stolen, and then the UWTSD-related apps are manipulated by an attacker. The mobile phone application can be manipulated remotely through injecting a malicious code into it.
	· The information assets altered  by maliciously or even intentionally by individuals to cause the power supply smart meters to show high electricity consumption.

	· Malicious user can Jamming or tampering at the physical layer level could prevent sensors from detecting risks such as fire, flood, and unexpected motion.

	·  A compromised motion sensor could be used to determine when there are people at home.


· Attackers can gain access to IOT information asset by either gaining unencrypted backup media or via a phishing attack.

· This asset can easy be obtained if the gateway is not correctly secured. The attacker can hijack the Wi-Fi connection, and then inject a malicious code, and then takes control over the smart campus.


· This asset can be gained if the devices are outsourced to untrusted party. 

Attack scenarios demonstration
Due to the limitation to the packet tracer the author will simulate real world attacks that could pose a security threat to the UWTSD smart campus network.
Scenario 1 
MITM attack using the SSL stripping technique to highjack the user’s connection and downgrade in order to steal UWTSD wireless users credential. The author will simulate this attack using tool known as bettercap.


[image: ]User connection to UWTSD downgraded from secured https to only http connection then user will enter bogus credentials.Figure 21- User connection downgraded

 On the next figure we should capture user bogus credentials.


[image: ]Figure 22- user credential captured

User credentials captured as shown on figure 22.

Attack scenario 2
On this test scenario the author will simulate fake UWTSD fake access point using ghost phisher tool, and then we will  try to connect to it.
[image: ]Figure 23- ghost phisher started


[image: ]MAC address of the devices that are trying to connect shown on figure 24.Figure 24- devices trying to connect


As we can observe from the above figure that devices are trying to connect to the fake hot spot, we will now observe that on the device that trying to connect to the fake AP, as shown on figure 25.
[image: ]
                 Figure 25- user device trying to connect to AP
Attack scenario 3
Network map known as nmap is used to scan the network, and is very useful for penetration tester. Nmap is not just limited to merely gathering information, but also powerful tool that can be used as vulnerability detector. Malicious individual can use this tool to gather information before about victim before launching an active attack. We will now demonstrate the tool network scanner on the author Wi-Fi network and observe its abilities. 
[image: ]Figure 26- Nmap scanner is on


On the next figure we can observe the scan results about the connected devices on the network, as shown on figure 27.

[image: ]Figure 27- scan results


Conclusion	Comment by Carlene Campbell: 
Conclusion need improvement

While technology has increased the opportunities for most organisations, it is continually plagued by security threats and risks. The most common aspect of technology currently is the Internet of Things, which connects not only devices and applications but also humans. However, it has security threats in all of its four layers. IoT is highly vulnerable to hackers and attackers, which puts users at risk of losing confidential information and the freedom to navigate freely on the web. The smart cities are also coupled with a myriad of issues due 
to their complex nature, which brings about cascading effects. Unfortunately, even with the continued increase in security issues, cybersecurity has not found any solution and thus, it is highly possible that the security issues will keep escalating.   
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Key concept discussed. Excellent research informed literature conducted.   Referencing convention used. (Grade mark: 88.89%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]40

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The lab exercises were outlined and explained very well giving an account of the purpose for the results.  However, you did not discuss and analyse how company could be proactive to prevent/protect their communication system and the Internet were lacking. (Grade mark: 88.89%)
	[bookmark: totalANA]45
	[bookmark: markANA]40

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Written and flow excellently.  However, there are some grammatically errors. (Grade mark: 80.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]88%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	You have explained the scenarios you derived for the campus from your chosen research area(s) but in a more summarised / definition manner and a bit generic.  (Grade mark: 75.00%)
	20
	15

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You have explain resources, devices used for your chosen design. Did not critically analysis your chosen solution.  Your conclusions need improvement some with recommendations would be good.  (Grade mark: 75.00%)
	20
	15

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	An excellent use of the crypto configuration. Most security measures such as firewall, IPS, etc. considered.   Adding to your design implementation you had conducted penetration testing and made recommendations.   (Grade mark: 96.67%)
	60
	58

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: _GoBack]88%

	
	Up to four weeks late
	
	

	
	First Attempt?
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Known networks will be joined automatically. If no known
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