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Scenario 1: Data Breach at a Financial Institution Scenario: 
A major financial institution experiences a data breach that compromises the personal and financial information of millions of customers. The breach was caused by a failure to update security software, despite multiple warnings from the IT department.

Introduction
This scenario is based on the well-known 2017 Equifax data breach. Equifax Ltd is a UK credit-reference agency that collects and manages large amounts of personal and financial information.
Although the cyberattack mainly targeted the systems of Equifax Inc., its US parent company, it also exposed the personal information of approximately 13.8 million UK consumers.
The attackers exploited a known vulnerability in Apache Struts software. Equifax had already been warned about the weakness, and a security patch was available. However, the company failed to confirm that the affected system had been properly updated. This allowed the attackers to gain access to sensitive customer information.


Legal Issues
Because the breach occurred in 2017, it was investigated under the Data Protection Act 1998, before the UK GDPR and Data Protection Act 2018 came into force.
Equifax Ltd was fined £500,000 by the Information Commissioner’s Office and later £11.16 million by the Financial Conduct Authority. A similar breach today could result in regulatory investigations, legal action, compensation claims and substantial financial penalties.


Ethical Issues
Equifax had an ethical responsibility to protect customer information, respond promptly to security warnings and prevent avoidable harm.
After discovering the breach, the company should have informed affected customers clearly, accepted responsibility, apologised and provided services such as credit monitoring and identity-theft protection. It should also have compensated customers for reasonable losses caused by the breach.


Professional Issues
Equifax failed to follow several important information-security practices, including effective patch management, vulnerability scanning, asset management, continuous security monitoring, third-party supervision and incident-response planning.
To prevent similar breaches, organisations should install security patches promptly and verify that they have worked. They should also monitor systems continuously, use multi-factor authentication, encrypt sensitive information, conduct regular security testing and report unresolved risks to senior management.


Conclusion
The main lesson from the Equifax breach is that receiving a security warning is not enough. Organisations must act quickly and confirm that the identified vulnerability has been completely fixed.

