Build, deploy, configure, and manage a Type 2 Hypervisor platform-based Virtualised network. 
Team Name: KSTP

	Student Name
	Student ID

	Kes Summer
	

	Samuel Jackson
	1802975

	Pete Holdstock
	

	Tim day
	



Team Evaluation:
[image: Table

Description automatically generated]
Comments: 

	Kes SUMMER: ORGANISED, ON TIME AND A STRONG CONTRIBUTOR 

	Samuel Jackson: aBLE TO CONTRIBUE DUE TO STRONG UNDERSTANNG OF hYPERVISORS 

	Pete Holdstock: sUPPORTIVE, ORGNISED AND CONTRIBUTED WELL

	Tim day:sOME ISSUE DUE TO TIM JOING GROUP LATE, FELT HE COULD NOT ASSIST WITH SOME OF THE TASK. 

	



Table of Contents:
Worksheet task 1 (02/02/2023 - 09/02/2023):	4
Worksheet task 2 (16/02/2023 – 23/02/2023):	9
Worksheet Task 3 (16/02/2023 – 23/02/2023)……………………………………………………….18

Table of Figures:

Figure 1: Client virtual machine creation.	4
Figure 2: Optimising configuration for virtual machines.	5
Figure 3: All four operating systems installation in progress.	6
Figure 4: Configuring the different networks on the server.	7
Figure 5: End of task 1 - successful ping from server to client.	8
Figure 6: Static IP and no DNS.	9
Figure 7: Firewall turned off.	10
Figure 8: Changed computer name.	11
Figure 10: Server DMC1-NT listed as a domain controller.	12
Figure 11 - Management of AD Users.	13
Figure 12: New user accounts in Domain Users group.	14
Figure 13: Unable to add client to the domain.	14
Figure 14: Incorrect IP address for DNS server.	15
Figure 15: Client successfully joined the domain.	16
Figure 16: User account unable to log on to domain controller.	17
Figure 17: Illustration of DHCP Server [4]…………………………………………………………….19 Figure 18: AD Structure………………………..……………………………………………………….19




Following the tasks assigned, a Type 2 Hypervisor platform based Virtualised network has been created, provided in the following report are the evidenced stages carried out to achieve this, with elaboration on partially important stages that can assist with the efficiency and security of creating a virtualised network. 
While the tasks were quite lengthy with regard to the steps that had to be carried out, and a few issues/misconfigurations were encountered, the process was completed within the time allowed within allocated the lab sessions.
The below screenshots and accompanying narrative provide an overview of some of the key stages of the end-to-end process from installation of the hypervisor platform to the creation of the new active directory domain including a domain joined client.



[bookmark: _Hlk129246280][bookmark: _Toc129349700]Worksheet task 1 (02/02/2023 - 09/02/2023): 
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[bookmark: _Toc129272600][bookmark: _Toc129349387]Figure 1: Client virtual machine creation.
Initial configuration on client virtual machine, the client will act as a traditional PC to a user. It will have its own Operating System (OS), network access, as configured in following stages, it will allow the user to access the network and other resources available on the virtualised network. Benefits of providing standard users with access to a client VM on a Virtual network include factors such as cost saving and an added layer of security. 
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[bookmark: _Toc129272601][bookmark: _Toc129349388]Figure 2: Optimising configuration for virtual machines.
Two features Virtual Box offers that can improve performance in a virtual environment are PAE/NX. PAE allows a 32-bit operating system to use more than 4GB of physical memory, while NX prevents the execution of potential malicious scripts from being run from data-only memory pages. Enabling these features can help improve the performance of the hypervisor and virtual machines.
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[bookmark: _Toc129272602][bookmark: _Toc129349389]Figure 3: All four operating systems installation in progress.
The installation process can be time consuming, essentially a new device is being set up in this stage, meaning the chosen OS being installed, drivers and updates. To make this phase as efficient as positive all available resource of the host PC was being utilised at once to commence the setup of the two client and two server machines. 


[image: ] 
[bookmark: _Toc129272603][bookmark: _Toc129349390]Figure 4: Configuring the different networks on the server.
Depicted above is the private network name change on the Windows server.  The names were changed from the default ‘Ethernet’ names to more descriptive to make identifying the interfaces for the public and private networks easier.
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[bookmark: _Toc129272604][bookmark: _Toc129349391]Figure 5: End of task 1 - successful ping from server to client.
The figure above is showing four packets of data being sent across the network to client machine 2. This demonstrates that the network has been configured correctly to allow packets to travel across the network. 


[bookmark: _Toc129349701]Worksheet task 2 (16/02/2023 – 23/02/2023): 
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[bookmark: _Toc129272605][bookmark: _Toc129349392]Figure 6: Static IP and no DNS.
The above screenshot requested in the worksheet confirms the server is configured with a static IP address and no DNS server.  Servers generally and domain controller specifically must have static IP addresses and not be configured by DHCP. When the server becomes the first domain controller it installs and configures DNS for the new domain, so no DNS entries should be present.
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[bookmark: _Toc129272606][bookmark: _Toc129349393]Figure 7: Firewall turned off.
The figure above shows that the Windows firewall on the server has been disabled.  The firewall was disabled during task 1 to allow the client to successfully ping the server and vice versa to prove network connectivity.  As the firewall blocks ICMP (ping) protocol by default, similarly it can block some protocols/ports required for the client to communicate with the server to join the domain.
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[bookmark: _Toc129272607][bookmark: _Toc129349394]Figure 8: Changed computer name.
The above figure requested in the worksheet, shows the changed server computer name to DMC1-NT so that the server can be setup as the Domain Controller. It is important since it is the most important Server/Service deployed in an enterprise network for managing network resources, and is difficult to change once it is a domain controller.
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[bookmark: _Toc129272608][bookmark: _Toc129349395]Figure 10: Server DMC1-NT listed as a domain controller.
The screenshot of the Active Directory Users and Computers console shows the renamed and promoted server DMC1-NT within the domain ‘accatask.msft’ located in the ‘domain controllers’ organisation unit in the active directory structure.
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[bookmark: _Toc129272609][bookmark: _Toc129349396]Figure 11 - Management of AD Users.
When creating and managing Active Directory (AD) users, especially domain/local admin accounts it is imperative that appropriate and strong passwords are used, as these accounts will have elevated privileges. If a strong password is not used it can open the entire network up to potential cyber threats. 
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[bookmark: _Toc129272610][bookmark: _Toc129349397]Figure 12: New user accounts in Domain Users group.
In the above figure requested in the worksheet, the properties of the newly created domain user are displayed including membership of the group ‘domain users’ within the ‘accatask.msft’ active directory domain.
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[bookmark: _Toc129272611][bookmark: _Toc129349398]Figure 13: Unable to add client to the domain.
An issue was encountered during the task when it got to the stage where the client was to be joined to the new domain.  The option to join a domain was greyed out.  It transpired that the clients had been installed with Windows 10 Home edition (as a default during installation) instead of Windows 10 Professional, which is for enterprise environments.  The clients were rebuilt with the correct version and the client joined the domain successfully.
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[bookmark: _Toc129272612][bookmark: _Toc129349399]Figure 14: Incorrect IP address for DNS server.
In the above figure the incorrect IP address for the client’s DNS settings was documented in the worksheet tasks.  This was quickly identified and remedied as the address given (10.10.10.1) was the external network address of the domain controller, on a different network to the client (172.16.1.0).  This meant that the client could not use DNS services which are essential to joining a domain.  The DNS server address was changed to the domain controller internal network address (172.16.1.1) and subsequent steps were a success.
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[bookmark: _Toc129272613][bookmark: _Toc129349400]Figure 15: Client successfully joined the domain.
The above figure shows that the client has successfully joined the domain accatask.msft. In order for a Windows client to join a Windows domain both the domain controller and the new client need to be correctly configured and able to communicate over the network.
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[bookmark: _Toc129272614][bookmark: _Toc129349401]Figure 16: User account unable to log on to domain controller.
The above figure demonstrates that a standard domain user does not have permissions by default to allow them to log on to a domain member server or domain controller.  A new domain user account from a previous step was used to try and log on to the domain controller. 










Individual Task

Hypervisors
To complete the worksheet successfully type 2 hyper visors were used, Type 2 met the needs of the task better than the alternative Type 1. Justification for this is that the current knowledge and understanding of the group on vitalisation meant that Type one Hypervisors would be outside the available skill set due to the complexity configuring and implementing a type 1. There were also cost and provided resource limitations faced resulting in that only a type 2 could be used as they have a much lower initial cost. However if the virtualised network created in the task was to grow the capacity of the physical PC  was at maximum meaning a type 1 hyper visor would need to be used as a better alternative.
Both type 1 and 2 have benefits and draw backs as mentioned above about the cost and skill required to build a type 1. A drawback of type 2 would be physical limitations of the PC the VM’s are hosted on to.
Additional draw backs of Type 2 hypervisors are less security has the security for the hosted VM’s is reliant on the “security of the host system”.[1]

DHCP

DHCP – “Dynamic Host Configuration Protocol (DHCP), which is adopted to automatically configure IP addresses, subnet masks, gateways, DNS, etc. for computers or other network devices.” [2]
The DHCP provides an available IP address to a device when it connects to its network, upon connection the device sends a request to the DHCP server requesting an available IP, the DHCP server will then search for an available IP from its directory of IP addresses and provide it to the device with a time condition, this is called a lease, the device must renew it’s allocated IP address frequently in order to retain it,  if the device is not configured to automatically request a renewal on the IP lease and the user does not manually send the request to the DHCP server then the device will be dropped from the network and the previously allocated IP address will be put back into the DHCP’s directory of available IP’s. IN order to reconnect to the network the device must send a new request to the DHCP server for a new IP address, if there is one available the new IP will be randomly assigned to the device. 
 During the DHCP server configuration IP lease time is set, this is an important part of the configuration process as the time an IP is leased for can affect the availability of a network during busy times as the DHCP server only has a limited amount of available IP addresses to allocate at one time. For a home network that does not have many devices, it is often the case that there are long lease times for the IP, however, larger scale networks such as a network used for a business will have a shorter IP lease time, a study carried out but the Budapest University of Technology and Economics evidenced the importance shorter lease times on a busy network, this allows a more efficient allocation of the available IP’s, “when the average holding time is 90 minutes and a lease time has a value of 30 minutes, the average number of occupied IP addresses is 529 (471 free IP addresses are available in average). If we change the setting of a lease time to 120 minutes, only 186 free IP addresses are available in a DHCP server” [3]. It is important to ensure the DHCP server has the capability to process this, as the shorter the lease time the more frequent the requests will be.  
[image: Dynamic Host Configuration Protocol (DHCP) Server]
Figure 17 - Illustration of DHCP Server [4]
Active Directory (AD)
AD Is a directory service built by Microsoft to work with the Windows Server Operating System, AD enables server admins to manage access to users, resources, such as devices, user groups, group policies and security policies across their network. “Microsoft developed a hierarchical structure to provide a service related to storing information about objects through comprehensive listing of objects on the network” [5]. Microsoft breaks down AD attributes of it’s hieratical model into categories: 
Forest – When an organisation has more than one domain that are configured the same. This is the top level of the hierarchy.
Domain – A partition of the organisational Forest, domains contain attributes such as user accounts, security groups devices. Once a user account is created within one domain it will then be given access to selected devices across the organisational Forest, for example another physical location within the organisations network. “Partitioning data enables organizations to replicate data only to where it is needed. In this way, the directory can scale globally over a network that has limited available bandwidth”.[6]
Active Directory Organisational Units (OU’s) – this is where the access is managed via group polices for user accounts, here permissions are assigned to groups and nested permissions can be created. 
[image: ]
Figure 18- AD Structure
Using Active directory enables admins to manage access and resources efficiently and security, it allows for correct configuration of data access and a centralised place for network management. Amins can use an agile approach to application management and even OS updates by only deploying updates and application to specific computer groups across a domain. If organisations are using Windows Server Active Directory is a justified tool to be used to better manage and control what happens within a network. 

Terminologies 
iv. Ping – The tool used to communicate from one device on the network to another, this can be used to test if one device is active on the network, often used when configuring devices to ensure changes made have not caused the device to fall off the network. 
Server Management – This would be carried out by a server admin, server management can be but is not limited to the actions that follow, configuration, as discussed already, an example of server management would be the configuration of the DHCP servers lease time, Server management also entails monitoring the traffic on the network, if the server admin notices spikes of traffic or bottlenecks on the network they can relocate available resource to avert delays. During the worksheet when the client and server VM’s were being configured it was evaluated what VM’s would require more resources than others. When a server admin is managing a server, they will also ensure that up-to-date software and firmware are in use across the network, this will help comply with security policies in place as they will have the most up-to-date security patches. For this worksheet Windows Server 2019 was the OS used and Server Management was the tool used to configure the virtual network, however, if another OS was to manage a network such as Linux, the ‘Systemd’ tool would be used, both server management software’s have a lot of the same functionality but naming conventions may vary, research shows that Linux often uses different software to manage different parts of a network, whereas Windows Server 2019’s Server Management covers almost all areas of server and network management.
PAE/NX – As discussed in the previous section, PAE/NX. PAE allows a 32-bit operating system to use more than 4GB of physical memory.  Further definition explained in the Virtual Box User guide “PAE stands for Physical Address Extension. Normally, if enabled and supported by the OS, then even a 32-bit x86 CPU can access more than 4 GB of RAM. This is made possible by adding another 4 bits to memory addresses, so that with 36 bits, up to 64 GB can be addressed “[7]
 while NX prevents the execution of potential malicious scripts from being run from data-only memory pages. Enabling these features can help improve the performance of the hypervisor and virtual machines”. 
OOBE – Out of the box experience is the initial setup/ configuration of devices when either turned on for the first time or factory reset. Each device provider tries to have the best and most unique OOBE experience, Apple (Mac) relays heavily on the user already being an apple consumer and allows the user to just sign into the device and select a small range of options on how the user would like the device to be configured and then seamlessly configures itself to match the users account preferences. Whereas Microsoft Orientate more towards the custom configuration for that device, to ensure that each device has the correct configuration for its purpose on the network. 

Reflection
During this task the group in turn participated in all areas of the exercise, with delegated portions to work through, such as evenly distributing the screen captures to correctly caption and annotate. Where there were weaknesses members with strengths in that areas helped to being the whole team up to the same standard. In reflection the type 2 Hypervisor used was the best suited option for creating and configurating the small, virtualised network tasked. If the exercise would be repeated the only change that would be applied would a more frequent conversation within the group ensuring everyone is at the same point and all work is being completed when expected. 
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