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[bookmark: _Toc187259198]Abstract
The exponential growth of the internet usage has shown us the ever-increasing importance of securing our important assets, especially for businesses that depend on technology to serve their customers and employees. NatureGarden (NG), a global leader in health living products, faces significant challenges in securing its information systems due to its reliance on cloud-based services which are predominantly accessed through wireless networks. A new demand for the usage of personal devices has come from both customers and employees. This report will be going through and research different security frameworks and models such as ITIL and ISO 27000, to then design a unique approach which can be applied in NG’s scenario.
[bookmark: _Toc187259199]Introduction
In todays interconnected world, companies like NatureGarden are facing a new reality where customer habits are becoming more of a come and go / on-demand. Meaning, staff and customers are demanding to use their own personal devices for freedom and ease of use. With this a new concern has arisen, NG is looking for a way to protect it multi-billion valued IP’s while also allowing its customers and staff to securely use those systems. To do this, new policies will need to be established to reach those goals. 


[bookmark: _Toc187259200]Security Framework Research
Due to NG’s situation, we will have to look at several different security frameworks to compare their strengths and drawbacks to design our own approach for this scenario.
For this the frameworks which will be investigated will be:
· ISO 27000
· ISO 27018
· ISO 27017
· ISO 27040
· ISO 27799
· Information Technology Infrastructure Library (ITIL)
· NIST
[bookmark: _Toc187259201]ISO 27000
This is a family of international standards which focus on information security management systems (ISMS). It helps organizations by providing a framework to manage security for their information-based assets.
Due to ISO 27000 [1] being a family of different security standards, we will have a more in-depth look into the different standards that it holds. These being:
· ISO/IEC 27001: Specifies requirements for an ISMS.
· ISO/IEC 27002: Provides guidelines for implementing security controls.
· ISO/IEC 27005: Focuses on risk management.
· ISO/IEC 27017: Provides security controls for cloud services.
· ISO/IEC 27018: Focuses on protecting personally identifiable information (PII) in cloud environments.
[image: ISO 27000 PowerPoint and Google Slides Template]
(ISO 27000 representation)

Why to use this standard?
· Globally recognized
· Promotes structured and consistent security management
· Enhances customer trust

[bookmark: _Toc187259202]ITIL
Like ISO, ITIL is a globally recognised framework for IT service management (ITSM) which provides the best practices for delivering services aligned with the organization. Unlike ISO, which is a standard, ITIL is a framework making it more flexible and making it easier to apply against an organization’s needs [2]. 

[bookmark: _Toc187259203]NIST
The NIST Cybersecurity Framework [3] provides a voluntary set of different standards and best practices that help an organization to manage and reduce their cybersecurity risks. It is widely adopted due to its flexibility.
[image: Your guide to the NIST security framework | Armis]
(NIST security framework core functions diagram)
Core Functions:
· Identify: Understand organizational risks.
· Protect: Develop safeguards to secure critical assets.
· Detect: Identify cybersecurity events promptly.
· Respond: Take action to mitigate impact.
· Recover: Restore services and operations.
Advantages to using NIST:
· Provides a flexible framework for different industries
· Encourages continuous improvement
· Aligns with regulatory requirements for global standards



[bookmark: _Toc187259204]NatureGarden (NG) Information Security Approach 
The objective is to address NG’s security needs, protect intellectual property, ensure compliance and support BYOD (Bring your own device).

[bookmark: _Toc187259205]Governance and Strategic Planning for Security
When establishing policies, frameworks and standards. A committee will need to be established to develop and enforce an organization-wide strategy aligned with the new goals. Due to new roles being made, the organization will need to assign and give new responsibilities that comply with the new security staffing layout.  
In a large organization like NG. Information security departments tend to form their own internal groups to meet challenges that they face. These can be the day-to-day operations or long-term projects. Here is an example of a large organization from Course Technology.
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[bookmark: _Toc187259206]Security Policies
These are a formalised set of rules and guidelines that an organization can establish to protect its information assets. These policies generally define acceptable behaviours, responsibilities and procedures that staff, customers and third-party entities should agree with before using the organizations systems.
Why would NG need them? To address NG’s security needs, protect intellectual property, ensure compliance, and support BYOD (Bring Your Own Device).
[bookmark: _Toc187259207]Bring your own device
Please refer to example document [D1]. This document goes through the security policy that will apply against employees of the organization. This will help form a reliable defence on the frontline (employee devices) to prevent most malicious software and bad actors from accessing sensitive data.
In terms of customers, a more cut down version of the document will need to be supplied as a term of services. Due to the sensitive nature of the customer data, not storing the data on the customers devices is a must, and having everything related to the organization be cloud related.
The fundamentals behind this would reduce and compromised device leaking out organization data, customer data and any IP related data.

[bookmark: _Toc187259208]Data Protection
Please refer to example document [D2]. In the same style as [D1], we are applying a data protection policy against the organization to keep critical and internal data secured. With these types of policies, the organization to comply with legal and regulatory compliance such as GDPR, CCPA, HIPAA and other local regulations.
In NG’s case, a Data Protection Security Policy is a foundational tool for safeguarding data like their IPs, maintaining compliance, and fostering trust among stakeholders, making it a critical document for any modern organization.

[bookmark: _Toc187259209]Acceptable use
Please refer to example document [D3]. Why do we need an acceptable use document even if the organization is moving to BYOD? When it comes to personal devices many other applications and services are install on those devices. So, an acceptable use policy still needs to be setup to ensure that customers and employees do not use the organizations data on other applications such as sharing on social media or leaking information as a bad actor. With such policy, all blame can be mitigated to the bad actors instead of the organization making compliance a lot easier to setup. But the acceptable use policy does not only help with pointing fingers. It helps teach the users and employees how to effectively use their devices and how not to mix work with personal usage.

[bookmark: _Toc187259210]Risk Management
Risk management is the process of knowing the weaknesses of a organizations operations and determining how these can be controlled and mitigated. It involves discovering and understanding the risks that are involved with the organization information assets. Some key questions can be:
· Where and what is a risk (Identification)
· At what level is the risk (Analysis)
· Is the current level acceptable (Evaluation)
· What needs to be done (Treatment)
[image: ISO 31000:2009 Risk Management Framework (Adapted from ISO, 2009) |  Download Scientific Diagram]
(ISO 31000:2009 Risk management framework)
In NG’s case, an example we can use would be the new BYOD’s. In this scenario we can identify that a new risk will be introduced to us after the rollout has started. In the organizations eyes the risk of personal devices would be between medium and high. This all depends on what is going to be stored on the personal devices and how they communicate to the organization’s services. 
Now the currently risk is unacceptable. So, we will need to come up with a solution to counteract this. Implementing security policies and implementing protection mechanisms is a must. With this we can keep staff and customers up to date with security to mitigate most security threats, as well as keep them aware of future issues.
This type of assessment can be applied to all types of risks that are found. From physical risks like theft of personal devices, or virtual risks like cyber attacks and corruption of data.

[bookmark: _Toc187259211]Security Management Models
Organizations should adopt comprehensive security management models to address their security needs. The following frameworks and standards should be used as a robust guide in NG’s scenario:
· ISO/IEC 27001
· ISO/IEC 27017
· ISO/IEC 27018
· NIST Cybersecurity Framework (CSF)
[bookmark: _Toc187259212]ISO/IEC 27001
This standard helps the implementation of Information Security Management System (ISMS). It gives an organization like NG a systematic approach to manage their sensitive information to ensure that its kept confidential, integral and available. By adapting this widely used international standard, NG can identify the security risks, and then implement appropriate controls and improve their security position.
[bookmark: _Toc187259213]ISO/IEC 27017
This is specifically designed for cloud service security. It gives a baseline for both cloud service providers and customers, such as shared responsibility models and secure data storage. If NG leverages ISO/IEC 27017, it will ensure that robust controls for managing and mitigating cloud-related security risks will be easy and cause minimal loss.
[bookmark: _Toc187259214]ISO/IEC 28018
This standard focuses on protecting personal data in cloud services. It provides a guideline for organizations who store sensitive personal data and ensures that they comply with data privacy regulations. If NG implements this standard, it will enhance customer trust and demonstrate the commitment to safeguarding sensitive data in the cloud.
[bookmark: _Toc187259215]NIST Cuber Security Framework (CSF)
Made by the National Institute of Standards and Technology, the framework provides guidelines to organizations for managing cybersecurity risks. The CSF emphasises five core functions. Identify, Protect, Detect, Respond and Recover. 
By integrating the NIST CSF into NG, will enhance their cybersecurity resilience and align their practices with the industry standards. 

[bookmark: _Toc187259216]Protection Mechanisms
To safeguard sensitive information and systems from unauthorised access and possibly create potential breaches, NG should adopt a range of robust protection mechanisms. These measures would enhance security across the various levels within NG and help mitigate potential risks and future risks. 
[bookmark: _Toc187259217]Multi-Factor Authentication (MFA)
MFA adds a critical layer of security when it comes to requiring users to login to NG’s services. MFA can use a user’s phone number, email address, biometric data or even a hardware key. If implemented for users and employees, a significant reduction in risk of unauthorised access will be found, even if credentials are compromised [4].
[bookmark: _Toc187259218]Endpoint Security for Personal Devices
Due to the demand of BYOD within the organizations, securing endpoint devices like laptops, smartphones and tablets is a must. Endpoint security solutions can be antivirus software and firewalls. This would help reduce the threat of malware, ransomware and other threats. This can be enforced by having NG enforcing the BYOD policy to ensure that all personal devices that access the organizations resources meet stringent security standards [5].
[bookmark: _Toc187259219]Encryption
It’s a straightforward way of securing sensitive data from being accessed or intercepted by unauthorised individuals [6]. Encrypting data at rest (in storage) ensures that any copies that are in servers, databases or even physical copies are protected from unauthorised access. Encryption is even useful when it comes to transferring data across networks. It safeguards data from man in the middle attacks which allow unauthorised individuals to snoop around for the data they want to compromise. Having it encrypted stops any MITM attacks from being effective. 

Overall, by deploying these protection mechanisms, NG can establish resilient security when it comes to the new BYOD scheme and critical data being stored.

[bookmark: _Toc187259220]Planning for contingencies
Effective contingency planning is important when it comes to minimising disruptions within an organization [7]. This effects how quickly an organization like NG can recover from unexpected events.
In NG’s scenario, the main types on contingencies well be looking at are:
· Business Continuity Plan 
· Disaster Recovery Plan
And the main key elements well want to investigate are:
· Conduct regular incident response drills
· Maintain backups in secure offsite / cloud locations
[bookmark: _Toc187259221]Business Continuity Plan
BCP’s allow organizations like NG to outline strategies to ensure that their operations will continue during disruptions. These types of documents include critical business functions, resource requirements and recovery timelines. An example of what a business continuity plan could look like is [D4]
[bookmark: _Toc187259222]Disaster Recovery Plan
Compared to BCP documents, DRP documents focuses on restoring actual parts of an organization like IT systems, data and infrastructure after a disaster. These types of documents include details of recovery objectives, prioritize systems based on their importance and define the overall roles and responsibilities that would be given to individuals. An example on what a DRP looks like is [D5].
[bookmark: _Toc187259223]Incident Response Drills
NG would need to simulate various potential scenarios to test the plans they draw out. These can be cyber-attacks, natural disasters, or system failures.  These types of scenarios would need to involve key individuals like stakeholders, IT teams, management and external partners to ensure readiness and coordination in a given time. Reviewing the results of each drill would reveal potential gaps.
[bookmark: _Toc187259224]Backup Strategy
NG would need to create a backup strategy to ensure that data is secure from loss. Types of strategies that can be used could be the 3-2-1 scheme. Having three types of copies of a given dataset. Being copied on two types of media. And keeping one copy offsite.
With these types of strategies NG should have a robust organization when it comes to disaster recovery.

[bookmark: _Toc187259225]Compliance
This will ensure that regulations like GDPR, HIPAA and other local data protection laws are being complied to. With this, it sponsors positive ethics from organizations by having them create policies that coincide with regulations.
In NG’s case, we have created a data protection policy [D2] to comply with DPR, HIPAA and local regulations to prevent any future incidents from happening and covering the organizations from external threats. 

[bookmark: _Toc187259226]Service Level Agreement
A service level agreement is a formal contract between the service provider and customer. It defines the specific services that will be provided and the agreed-upon standards, such as performance and responsibilities.  
It serves as a binding document that helps both sides understand who’s accountable for quality, reliability and the responsiveness of the service being delivered.
In terms of NG, we want a reliable cloud service that allows both employees and customers to use their devices around the globe. To do this, an SLA will need to be created between the cloud hosting provider and organization to establish insurances that the cloud services will stay up.
For our example document [D6], we will mainly establish service availability and performance metrics. With this the responsibilities relating to the hosting of cloud services will be held by the provider leaving less responsibilities on the organization. Some responsibilities will still be held by NG, such as reporting on issues, maintenance of hardware or software in NG’s scope such as employee devices and frontend software. And finally, the follow through of escalation procedures.

[bookmark: _Toc187259227]Why is it good practice to keep up to date with regulations and standards
Due to how dynamic the digital world is, cyber threats continuously evolve to become more sophisticated. Regular updates to regulations and standards ensure that organizations are equipped to address these emerging threats.
Threats aren’t the only things that change. Regulations from authorities update on the regular. So, to reflect the current legal, ethical and industry expectations, keeping inline with them is a must when it comes to maintaining compliance. If not, fines and other legal repercussions can be faced with non-compliance.
Customers also expect that organizations prioritize the protection of their data. Without regular updates, the trust from customers and the overall reputation of a given organization could be lost of permanently damaged.
Business goals and strategies are also ever-changing, driving innovation. Updating regulations and standards help ensure that security strategies align seamlessly with the new and evolving goals. Alignment allows organizations like NG to adopt new technologies, processes and models without compromising on security.
	Factor
	Benefit

	Threat Mitigation
	Stay ahead of cyber threats

	Legal Compliance
	Avoid fines and ensure lawful operations

	Customer Trust
	Enhance reputation and loyalty

	Emerging Technologies
	Address new vulnerabilities and enhance processes



[bookmark: _Toc187259228]Conclusion
Implementing a robust, customized security framework like the one outlined above ensures NatureGarden’s intellectual property and customer data remain secure. Regular updates to standards and regulations further enhance security resilience and align with evolving global practices.
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Figure 5-2 Example of information security staffing in a very large organization
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