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Peer Reviewed by All
This project details the development of a Radio Frequency (RF) electronic device detection system for use in security scenarios such as school exam halls or prisons. The system aims to counter surveillance techniques used by those with malicious intent; reducing the risk of policy violations and electronic communication in restricted areas; and the risk of contraband items being accidentally carried into sensitive areas; such as cellular devices or other internet of things (IoT) devices. 
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Our project aims to determine:
Whether RF Transmission sources can be detected using a low-cost system manufactured from Commercial Off the Shelf (COTS) components
and
Whether Software Defined Radios can be used to implement real-time detection of electronic devices
[bookmark: _Toc170831918]Objectives	Comment by Alistair Lounds (2227990): Added by Alistair Lounds, Henry Rennison & Molly Scarlet
Peer Review by All
In order to satisfy these aims, the following objectives have been set:
· Background Research - Scoping of a RF detection system design
· Design - Development of an Initial Prototype to prove the design concept
· Implementation - Manufacture of a Final System Build that can be shown to our customer in a laboratory demonstration
· Analysis and Quality Assurance - Characterisation of prototype systems detection range
· Review – Discussion with customer to gain feedback that can be acted upon
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Peer Reviewed by Henry Rennison
From a legal perspective, the only concerns with the project relate to the issue of interception and unlawful surveillance. Referring to OFCOM’s website allows us to see the specific details on RF communications including the offence of interception. To summarise, unless actually transmitted data is read there is no offence committed and therefore all legal worries are avoided. This will be reflected in the ethical review form as well. [1]
From an ethical and safety standpoint, an ethical review form and a supporting risk assessment for the project has been completed. These cover the work done on the project and detail all the relevant measures taken to ensure the project is safe and ethical. [2] [3] These documents can be seen in Appendix E.
In conclusion, our literature review provides an good baseline for a technical approach to this problem space. This will enable the project to learn from others and hopefully not have the same shortcomings as them.	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Peer Reviewed by Alistair Lounds
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Single Board Computer (SBC)	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Peer Reviewed by Henry Rennison
To provide the compute and human interface capabilities, a SBC will be used. The peripherals (such as SDRs) will be attached and the SBC will output the GUI to a separate display. There are a number of choices, with the most obvious being the Raspberry Pi 5 (RPI5) which is a small SBC designed for a wide variety of applications. [15] It can host a variety of operating systems, such as Ubuntu and is very compatible with Python, the programming language of choice. Adding in the good value it is an excellent choice for this project. A variety of competitors where evaluated, and ultimately the RPI5 turned out to be the best choice with a wider range of peripheral choices, the best price and the most existing documentation and information. [16]
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The device will be tested in a series of basic tests to ensure the device is functioning as expected. These tests will allow the device to be evaluated for core functionality before fine-tuning occurs. Once the core functionality is confirmed working a more detailed set of tests will be completed. A full test plan can be seen in Appendix G. This can be summarised as:
· Evaluate core functionality (device turns on, code runs, SDR scans for frequencies).
· GUI displays basic information.
· Frequency sweep detects no signals when no Wi-Fi transmissions detected.
· Frequency sweep detects signals and notifies GUI of change. 
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Figure 1 show a Gantt chart produced to schedule the development of the RF detection system. This supports effective time management, illustrating the project phases and provides a followable framework to ensure project deliverables are met within the dictated timescales. [22] This project management method also acts as a useful tool for stakeholder engagement; allowing them to monitor progression and clearly see when tasks are due to be completed.
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[bookmark: _Toc170831924]Difficulties Encountered
During this project a multitude of difficulties were encountered. Procurement issues occurred when RF Switch, SDR and Directional Antennas ordered failed to arrive from Digikey UK. The initial order was accepted on the 17th June, yet components did not arrive before our submission deadline.	Comment by Alistair Lounds (2227990): Added by Alistair Lounds, Molly Scarlet & Henry Rennison
Peer Reviewed by All
This procurement issue was highlighted to the customer. We overcame this issue by repurposing similar components supplies we had stocked prior for research and RF development. However, these had to be released by Central stores; having its own unique challenges with access complications and 48-hour notice periods causing unnecessary delays.
Another significant difficulty is that of not being able to install the dependencies required to run the Pluto SDR using Ubuntu 24.04 LTS. This was firstly due to the ‘Pip’ package manager being discontinued due to Ubuntu policy issues – not being compatible with the Pi5. A workaround was to create a virtual environment, in which enables pip to be used, however we observed that the Pluto SDR drivers are unsupported, only being supported up to Ubuntu 22.04 LTS ‘Jammy Jellyfish’. This older OS version is not supported by the Pi 5, therefore we overcame this problem by using a Raspberry Pi 4B with an Ubuntu 22.04 LTS image. 
[bookmark: _Toc170831925]Analysis	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Reviewed by Henry Rennison & Alistair Lounds
Overall, our results tell us that the system whilst not perfect, does operate at a fairly good standard. The DC spike within the centre of the frequency sweep did cause some issues however thanks to the fine tuning we were able to modify the device so that it accounted for this within the detection calculation. The testing made sure that all major flaws were ironed out and the device was able to operate in a reasonable deployment location with minimal issues.
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Peer Reviewed by All
User Requirements Check
Comparing back to the original user requirements, the device is able to detect a transmitter from within a range of at least 20 metres, output this information to a human machine interface via a graphical user interface as well as the Linux terminal. It is then able to provide an indication of RF transmission direction. Therefore, the device meets all of the KuR.
System Requirements Check
As per the essential system requirements, the device is powered by UK mains electricity, with an RF nominal impedance of 50Ω. The SDR used does not transmit at any point in time making the device completely passive with its detection. As per the BoM, the total cost was £824.88 which meets the cost requirement.  
However, for the non-essential requirements – no categorisation was done as this is a highly complex process that was not achievable within the timescales given. Whilst the device is able to be moved from room to room, due to the mains powered nature a portable version was not possible. On the other hand, these were additional system requirements that were not necessary in order to meet the customer requirements.
Aims Check
Whilst improvements could be made to the system as detailed below, overall the project was able to achieve the desired aim of the project as it was a low-cost system manufactured from COTS components that utilised an SDR to implement real-time detection of electronic devices.
Conclusion & Recommendations 
[bookmark: _Toc170390808][bookmark: _Toc170831927]Conclusion
The main benefit of this work is that of providing a RF detection device at a lower price point that commercially available systems, being a more financially viable option for use in school examination hall, prison monitoring and commercially sensitive area contexts. The development of this system has potentially reduced the time taken to detect electronic devices for the customer.	Comment by Alistair Lounds (2227990): Added by Alistair Lounds, Molly Scarlet & Henry Rennison
Peer Reviewed by All
Whilst the build and test process was hampered by procurement issues, once these were resolved the project continued smoothly and on-time with the timescale. Software and hardware was cooperative with the efforts of the team and all the testing was smooth and went as expected. All project team members were present and contributed towards the development throughout the process.
[bookmark: _Toc170390809][bookmark: _Toc170831928]Future Recommendations
Furthermore, we could expand upon the existing design’s crude direction finding capability, utilising the antennas originally ordered that did not arrive to create a more directional detection system that covers a wider surveillance area. This would have originally been done if not for the procurement issues previously discussed.  	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Peer Reviewed by Alistair Lounds
Additionally, further testing could be conducted into the range detection measurements, in order to specify the true maximum detection range as well as potentially using the signal strength to determine an approximate distance between the transmitter and the receiver.
[bookmark: _Toc170831929]Reflection
[bookmark: _Toc170831930]Lessons Learnt 
Reflection – Molly Scarlet	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Peer Reviewed by Henry Rennison
In reflection, whilst this project was likely more complex than necessary, it was a good challenge and thoroughly enjoyable. Not only have I improved my technical skills particularly for me developing my RF skills and interfacing RF technology with software, but I have also improved my electronic and software skills as well. On the soft skills side, I have learnt a lot more about technical project management including time management and planning to meet an objective by a date, including all technical and non-technical reviews by external individuals to improve on the quality and ensure the task stays on point. 
I would definitely do things differently in the future if I was to do this again, such as ensuring parts were ordered and arrived a lot earlier, planning an extra amount of time contingency within the timescale of the project as well as just choosing something a bit simpler that also demonstrates my skills well.

[bookmark: _Toc170831931]References
[1] OFCOM, “Rules on using radio equipment,” www.ofcom.org.uk, Jul. 10, 2023, [Online] Available: https://www.ofcom.org.uk/spectrum/radio-equipment/radio-spectrum-and-the-law/ [accessed Jul. 02, 2024]	Comment by Alistair Lounds (2227990): Added by Molly Scarlet

[2] British Safety Council, “Risk Assessment and Management: a Complete Guide | British Safety Council,” British Safety Council, 2024, [Online] Available: https://www.britsafe.org/training-and-learning/informational-resources/risk-assessments-what-they-are-why-they-re-important-and-how-to-complete-them [accessed Jul. 02, 2024]

[3] UWE Bristol, “Why you need ethical approval - Research ethics,” www.uwe.ac.uk, 2022. [Online] Available: https://www.uwe.ac.uk/research/policies-and-standards/research-ethics/why-you-need-ethical-approval [accessed Jul. 02, 2024]

 [15] Raspberry Pi Ltd, “Raspberry Pi 5,” 2023. [Online] Available: https://datasheets.raspberrypi.com/rpi5/raspberry-pi-5-product-brief.pdf [accessed Jul. 02, 2024]	Comment by Alistair Lounds (2227990): Added by Molly Scarlet

[16] Raspberry Pi Ltd, “Raspberry Pi Documentation,” www.raspberrypi.com. [Online] Available: https://www.raspberrypi.com/documentation/ [accessed Jul. 02. 2024]

Ethics Review
Appendix E – Application for Ethical Approval	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Test Plan 
Appendix F – HS&E Risk Assessment Form 	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Appendix G – Test Plan	Comment by Alistair Lounds (2227990): Added by Alistair Lounds, Molly Scarlet & Henry Rennison
Meeting Notes
Appendix I – Group Meeting Minutes	Comment by Alistair Lounds (2227990): Added by Alistair Lounds, Molly Scarlet & Henry Rennison
Appendix J – Customer Meeting Minutes












[bookmark: _Toc170831932]Appendix E
[image: A close-up of a form

Description automatically generated]
[image: A close-up of a questionnaire

Description automatically generated] [image: A close-up of a paper

Description automatically generated] [image: A white paper with black text

Description automatically generated] [image: A questionnaire with text on it

Description automatically generated] [image: A close-up of a questionnaire

Description automatically generated] [image: A close-up of a questionnaire

Description automatically generated] [image: A close-up of a questionnaire

Description automatically generated] [image: A close-up of a questionnaire

Description automatically generated] [image: A close-up of a questionnaire

Description automatically generated] [image: A close-up of a form

Description automatically generated] [image: A document with text on it

Description automatically generated] [image: A document with text on it

Description automatically generated] [image: A close-up of a document

Description automatically generated]



[bookmark: _Toc170831933][image: ]Appendix F
[image: ]
[image: ] [image: ] 
[image: A close-up of a document

Description automatically generated] [image: A close-up of a document

Description automatically generated] [image: A screenshot of a computer

Description automatically generated] 
 [image: ] [image: ] [image: ] [image: ] [image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc170831934]Appendix G
[image: A white background with blue text

Description automatically generated]
[image: ] [image: ] [image: ]


[bookmark: _Toc170831935]Appendix I
[image: A white paper with blue text

Description automatically generated]
[image: ]


[bookmark: _Toc170831936]Appendix J
[image: ]
[image: ]
image2.png
DEVICE RASPBERRY ORANGE PI 5 ODROID N2+

cosT £76.80 £200 £108

MEMORY 8GB DDR4 8GB DDR4 4GB DDR4 4GB DDR3
STORAGE TYPE | MicroSD Card MicroSD Card MicroSD Card eMMC
STORAGE Upto2TB Up to 512GB Up to 512GB 64GB
CAPACITY

UsB 2xUSB3.0 2xUSB2.0 | 2xUSB2.0 1xUSB3.0 | 4xUSB3.0 1xUSB2.0 | 2xUSB2.0 1xUSB3.0
CONNECTIVITY 1xUSB3.1(Type-C)

WIRELESS Bluetooth 5.0, BLE, | None None 802.11ac Wi-Fi,
CONNECTIVITY | 802.11ac Wi-Fi Bluetooth 4.2
POWER SUPPLY | 5V/5A DC via USB-C | 5V/4A DC via USB-C | 12V/2A DC via Barrel | Kettle Lead

Jack
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Describe the arrangements to inform potental participants, before providing consent, of what is
involved in participating. Describe the amangements for participants to provide full consent before
data collection begins. If gaining consent in this way is inappropriate, explain how consent will be
obtained and recorded in accordance with prevailing data protection legislation

NA

3 Confidentiality / Anonymity
Set out how anonymity of paricpants and confidentiaity willbe ensured in any outputs. I
anonyrmity is ot being offered. explain why this s the case

NA

i Approval Form
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In completing this section refer to the University’s Research Data Management Policy and the
extensive resources on the University's Research Data Management web pages

(hitp:/Juwtsd.ac ukllibrarylresearch-data-managementl).

T

Does the research activity involve personal data (as defined by the General
Data Protection Regulation 2016 “GDPR" and the Data Protection Act 2018
“DPAY)?

YES

NO

“Personal data” means any information relating fo an identied or
identifiable natural person (data subject). An identifiable natural
person is one who can be identified, directly or indirectly, in
particular by reference to an identfier such as & name, an
identifcation number, location date, an online identifier or fo one or
more factors Specific to the physicel, physiological, genetic, mental,
economic_ cultural or social identity of that natural person

It YES, provide a description of the data and explain why this data needs to be c

ollected:

Does itinvolve special category data (as defined by the GDPR)?

YES

NO

“Special Category Uata” means sensiive personal Geta Consisting of
information as (o the data subjects'—

(a) racial or etfmic orgin,

(0) poltical opinions,

(c) religious beliefs or other beliefs of a similar nature,

(d) membership ofa trade union (within the meaning of the Trade

Union and Labour Relations (Consolidation) Act 1992),

(e) physical or mental health or condition,

(0 sexual e,

(g) geneics,

(1) biometric deta (as used for ID puposes).

TFYES, provide a description of the special category data and explain why this data needs

collected:

tobe

Will the research acivit involve storing personal data andlor special category
data on one of the following

YES

Manual files (ie. in paper form)?.

University computers?

Private company computers?

Flome or other personal computers?

Taptop computers/ CDs/ Portable disk-drives/ memory sticks?

oo o| o] o

“Cloud” storage or websites?

¥ EREE R

Ofher — specly

o

=

For all stored data, explain the measures in place to ensure the securfty of the data collected. data
confidentialty, including details of password protection, encryption, anonymisation and

pseudonymi

proval Form
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14 | All Data Storage
15| will the research activity involve any of the following activities: YES NO
16 | Electronic transfer of data in any form? o =
17 | Sharing of data with others at the University? [5] (]
18 | Sharing of data with other organisations? o =
79| Export of data outside the European Union of imporing of data from outside = -
the UK?
20 [ Use of personal addresses, postcodes, faxes, emails or telephone numbers? [5] =
21 | publication of data that might allow identification of individuals? [5] =
22 [ Use of data management system? [5] (]
23 | Data archiving? [5] (]
24 { IFYES to any question, please provide fulldetails, explaining how this will be conducted in
accordance with the GDPR and DPA (and/or any interational equivalen)
25 [ List all who will have access to the data generated by the research activity:
Projedt team
26 [ List who will have control of, and act as custodian(s) for, data generated by the research activily
Projedt team
27 | Give details of data storage arrangements, including securlly measures in place fo protect the data,
where data wil be stored. how long for, and in what form. Will data be archived ~ if so how and if
not why not
Data stored on host device only, host device stored in secure facily.
28 | Please indicate if your data wil be stored in the UWTSD Research Data Reposiory (see
hitps lresearchdata uwtsd.ac.uk/ ). If so please explain. (Most relevant to academic staff)
No
25 [ Confirm that you have read the UWTSD guidance on data management (see | _YES =
hitps: /v uwtsd ac. ukllibrary/research-data-management)) NO o
30| Confirm that you are aware that you need 1o keep al data until after your VEs [ ®
research has completed or the end of your funding NO ]
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SECTION K: Declaration

31 [ The information which | have provided is correct and complete to the best of my knowledge | have
attempted to identfy any risks and issues related to the research activity and acknowledge my
obligations and the rights of the participants.

In submitting this application | hereby confirm that | undertake to ensure that the above named
research activity will meet the University’s Research Ethics and Itegrity Code of Practice which is

published on the webisite: itps /iwwv.unisd ac ukJresearchiresearch-ethics/
Date: 0310612024
Signature of applicant: | MSCARLET
For STUDENT Submissions:
32| Direclorof Date:
Studies/Supervsor
ECq e
ignature
For STAFF Submissions:
34 | Academic Director? Date:
Assistant Dean
3% | signature:
Checklist: Please complete the checkist below 1o ensure that you'have completed the form

according to the guidelines and attached any required documentation
® |1 have read the guidance notes supplied before completing the form.
® | | have completed ALL RELEVANT sections of the form in full
® | | confirm that the research activity has received approval i principle
B |1 have attached a copy of finallinterim approval from external organisation (where appropriate)
s | ! have attached a ful risk assessment (and have NOT completed Section H of this form) (where
appropriate) ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT
@ | Lunderstand that it s my responsibifty to ensure that the above named research activity will meet

the University's Research Ethics and Integrity Code of Practice

| understand that before commencing data collection ll documents aimed at respondents.
® | (including information sheets, consent forms, questionnaires, interview schedules etc.) must be
confirmed by the DoS/Supervisor, module tutor or Academic Director.

B | | have deleted the guidance notes before submitiing the PG2 for consideration

RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application duringits processing must be in writing and emailed to

paresearch@uwtsd ac.uk , with the title Ethical Approval followed by your name.
You will be informed o the outcome of your claim by emai; therefore it is important that you check your
University and personal email accounts regularly.

STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit this form
(and receive the outcome) via systems explained to you by the supenvisorimodule leader.

1 Ethical Approval Form
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ble electronically from the Academic Office web pages:
hitps/juww uwtsd ac uk/academic-officelappendices-and-forms/

Application Process

Al staff research projects and all research students must submit the Ethical Approval Form 1o the
University Research Ethics Committee via the Academic Ofce (pgresearch@uuisd.acuk) — Staff
tesearch directly n relation to personal study for taught undergraduate or Masters programmes should be
submitted via the Institute procedures explained below.

Taught masters and taught undergraduate research Ethical Approval Forms are considered within
Institutes. Insitutes vill provide details of the specific processes for this. Where the Ethical issues within any
single ethical application are of particular concen the Instiute wil refer these o the University Research Ethics
Committee. Any student actvty that involves the collection of primary data needs to Undergo Ethical approval,
this includes assignment work as wellas dissertations

Notes for guidance in completion of this form

Section A: About You
Please complete all relevant sections

Section B: Approval for research activity
Research proposas must be approved in principle before applying for Ethical Approval. The proposal approval
only becomes final when the ethical approval is received.

“The process for proposal approval varies according the individual and programme of study:
+ Research studens, by application on form PG1 to the Research Degrees Committee
+ Taught students by review of research proposal within Insttutes (Insitutes provide specifc details of
these processes)
+ Staf, by agreement by the Academic Director/Assistant Dean

Section C: External Ethical Guidance materials
Many discipine areas are required to operale with the discipline specific codes of research efhics (for example
health, psychology, education etc.), any such codes must be fited and you must tik to confirm that you have
consuited with these.

Section D: Extenal Collaborative Research Activity

Provide details of the extemal collaborative partners, where appropriate you might want to subimit a copy of
the external collaboration agreement with the Ethical Approval Form.If the pariner requires the research to
be subject to ts own internal Ethical approval process then please provide detais of that process and a copy.
of any final (or interim) approvas received from the organisation.

Section E: Details of Research Activity
Remember that the indviduals reviewing this Ethical Approval Form may not have Seen your research
proposal, and also may not be experts n the specific area of your research. The information provided should
therefore be jargon free and clearly stated

Indicative Tie: please use the same title as used on the research proposal.

Purpose: the Ethical approval process will want to ensure that the methods you propose are adequate and
appropriate to address the research aims and objectives. Excessive additional data collection can be seen as
unethical.

Proposed Methos: the Ethical approval process seeks to ensure that you understand the methods that are
intended, and that the implementation of those methods vil be appropriate and without unnecessary impact
on respondents. This section must explain how the methods described willlead to the collection of necessary.
and sufficient data, but not excessive data. Please be Specc

Location:_this needs to mention geographical location and also local situation (for example, within Local

Authortty Ofices in Cardif, using a prvate room but close to other individuals). f you are collecting data within
an organisationa setting then you need {o explain the permissions that you have obtained o do this

October 2020 2 Ethical Approval Form
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Research Activity outside of the UK: please complete this section in detai, and note any guidance you
have received. Also describe your ovn familiarity (or not) with the location that you il be utising.

Section F: Scope of Research Activity
Please tick AL of the research aciivities that might be undertaken. ~If any additional types of activity are
intended then please add an exira box and describe these.

Ifyou have answered no to all questions in F then sections G and | do not need to be completed. . Signatures
are stil required in section K

Section G: Intended Participants
Please tick all categories that might apply.

Numbers & Source: if you are using a series of difierent methods of research actvties please list numbers.
for each stage/phase. Be clear about how you will ind respondents. - Will you use intermediaries, and If so
how? How will you ensure compliance vith your sampiing strategy?

Information for participants: all participants should be appropriately informed about the research, what is
expected of them and what il happen to the nformation that they provide. The Ethical review process does.
ot ask to see this documentation, but requires this to be reviewed and approved by the Director of Studies in
the case of research students, the supervisorimodle tutor n relation to students on taught programmes and
the Academic Director/Assistant Dean n relafion to staf research.

Section H: Anticipate Risks
Al research carties some level of risk_The answiers you provide to questions in this section will be revieved
to ensure that you have an appropriate understanding of the type of risks involved and how you can mitigate
against these risks. I you have completed a fullisk assessment, as required for example for laboratory work,
field wiork, clinical ests, diving operations, or by a collaborative partner, you may append that to this form. In
that case; please fick the box indicating this has been provided. You will not then be required fo complete
Section H.

Risk to participants _ Thirk very carefully about how your actions/questions/discussions might affect the.
people you are involving as participants. You might identity the risk as small but it would st be a isk. Many
types of question have the potentialto make respondents less content with theirlfe/job; you need to recognise:
and try to ameliorate any such effects

Ifthese are business owners, time with you may reduce profit

In'some locations physical iskis very real to both partiipants and yourself, lease consider this.

Risk to you, the researcher _Think about where you will meet people, if there are any dangers involved in
the location. I you are meeting people as individuals think about using a public place. I general do not visit
people n their own homes or remote locations. If you are talking o individuals abou certan issues think about
how their responses might affect you emoionally. What about the risk of collecting insufficient data?

Risk to the University When undertaking your research, you are acting as a member of the University
(student or staff). Professionalism is important, <o it is important to be wiell organised and well prepared.
Functuaity, clarty etc-are all part ofthis. What vl you do o ensure this? You must ensure you do not hamm
the good name of the University in any way and do nothing to undermine the reputation o the research it
conducis and sponsors. Upholding high standards of conduct and integrity are vial in this regard. You must
also conduct the research in such a way to minimise the potental for claims of negligence made against the
Universiy,its researchers and any collaborating individual or organisation. In this respect you should alvays.
comply vih ethical,legal and professional frameworks, obligations and standards as required by statutory and
reguiatory authorites, as well as the university's Research Integrty and Ethics Code of Practice. Research
misconduct in tis respect can take many forms, including:
+ fabrication: making up resuls of other outputs (eg, artefacts) and presenting them as if they were real
+ falsiication: manipulating research processes of changing or omitiing data without good cause
+ plagiarism: using other people’s material without giving proper credit
+failure to meet ethical, legal and professional obligations: for example failure to declare competing
interests: misrepresentation of involvement or authorship: mistepresentation of interests; breach of
confideniality lack of informed consent; misuse of personal data. and abuse of research subjects or
material
+ improper dealing with allegations of misconduct: failing to address possible infingements such as
attempts to cover up misconduct and reprisals against whistie-biowers

Adverse Outcomes. Think carefully about the possbilfies, and cover here
October 2020 3 Ethical Approval Form





image17.png
N e oy
s¢ Univers

Section I: Feedback, Consent and Confidentiality

PG2/E1FORM

yof

Feedback to participants: outine your approach. Wil interview iranscripts be shared with respondents o
check accuracy? Wil summaries of questionnaire analysis be made available to respondents in some way?
Wil an overview report be provided? How and when?

Informed consent. Draft etier / e-mail / or heading (or footer) section of questionnaire must be approved by
DoSisupervisor (i research student), supervisorimodule tutor if taught student, or Academic Director /
Assistant Dean if a member of Saff.

Confidentiaty/Anonymity. Explain clearly how you will ensure confidentality and anonymity.

Section J: Data Protection and Storage
Before completing tis section itis necessary to read the University's Research Data Management information
‘The questions that follow are designed to ensure compliance with the Data Protection Act as well as
established research protocols.

Many research actvities will involve electronic transfer of data and use of data management systems in the
‘summarisation and analysis of data. You will need to explain these in relation to compliance with the Data
Protection Act.

‘Think carefully about who will have access {o your data, this wil include supervisors and examiners. Also that
a thesis will be made available via the University library and the Biitish Library system. If you are seeking an
access bar for a period of fime after completion then mention it here. If you il provide  copy of your findings,
or intend to give a presentation, to @ faciltafing! supportinglaccessing organisation then explain that in this
section. Bu also think about ihe general principle of data sharing, as explained in the Research Data
Management information.

Interms of storage of data please ensure security, and also mitgate against loss of data
Section K: Declaration

Ensure the appropriate countersignatures have been provided
Look carefuly at the checkist and ensure that you comply with and fick all that are relevant to your research.

October 2020 14 Ethical Approval Form
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Appendix F — HS&E Risk Assessment Form

Purpose
This form is to be used by trained Risk Assessors to record the identification and mitigation of risk(s) prior to undertaking the task being assessed

DIIS Reference Number | DOC/00001 Risk Assessor Molly Scarlet Signature SCARLET

(print name)

Title Radio Frequency (RF) Cell Phone Detection System
Associated Work ACDAS5017 Group Project — Radio Frequency Cell Phone Detection
Procedure / Trial Plan
number(s)
Division cTs/CIs Group Electronic Warfare | Overall Residual Risk | Low
and Communications,
Cyber Technologies
Date of Issue 21/06/2024 Review Date 21/06/2024 Type of Assessment | Task (Trial)
Health, Safety and Environmental Risk Assessment Page 1 of 12

Date of issue Sep 20 OFFICIAL Dsti/Themis/Version.1.0
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Location

(Site, building, etc.)

Building 5, Lab 238,
Building 800 Lab
109

Names of all persons
involved in

conducting the

Molly Scarlet, Alistair Lounds, Henry Rennison

assessment

Other associated Title Reference No
assessments and

Group Project Report — Details brief of tasks to be carried out Click here to enter text
documents

Lab 238 General Risk Assessment — Risk assessment covering general work in Lab 238 Click here to enter text

Lab 238 EMF Risk Assessment — Risk assessment covering EMF work in Lab 238 Click here to enter text

Lab 109 Risk Assessment — Risk assessment covering all work in Lab 109 Click here to enter text

Brief Description of Task
(include sufficient details
to make the scope of the
RA clear)

Please provide a brief description of the task / activity only

Main detail and process efc. should be in the Work Instruction, SOP, Trial Plan or other supporting documentation

Build, test and evaluation of RF Cell Phone Detection Device for university group project

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20

Page 2 of 12

OFFICIAL Dsti/Themis/Version.1.0
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Hazard How could harm Wholwhat could | Control Measures Residual Risk Rating
Description occur? be harmed
Likelihood | Severity | LMH
Manual handling | Incorrect iting technique | Project team, other | 1. Where possible larger loads will be broken down into more 2 c
1 | andiifing resulting in back or Iab users, equipment | manageable loads
internal injury, equipment 2. Al staff will have completed mandatory manual handiing and
‘damaged i dropped or health and safety training
stored incorrectly, lifter 3. Anything over 25kg is to be considered a 2+ person ift and not
being crushed under to be conducted by a single member of staff.
object 4. Heavier items will be stored lower down on shelving and
storage.
5. Heavy objects must be correctly labelled with the weight and
required persons for lift
6. Routes and final destination are to be checked before
performing the ift to check for obstacles and hazards
d | Slips, trips and | Slips, trips and falls over | Project team, other | 1. Where possible cables are run overhead to and between work | 2 c
5 |t spillages, loose cabling, | Iab users, equipment | areas
uneven floors or 2. When cables have to be placed on the floor, a suitable cable
incorrectly stored items cover is to be used and the cable removed as soon as work has
finished.
3. Equipment, packaging, etc. must be stored in the appropriate.
places e g. on shelving.
4. Walkways are to be kept clear
5. Personal belongings are to be kept out of the lab when
possible. Any bags etc. brought in are to be kept under desks out
Health, Safety and Environmental Risk Assessment Page 3 of 12

Dsti/Themis/Version.1.0




image21.png
dst l] OFFICIAL

of the way of walkways.
6. Any spilages are to be cleaned up immediately.
Display screen | Teammembersfailto | Project team 1. All team members are to have completed a DSE assessment | 2 B
equipment follow the guidance form.
DSE 2. Each individual's line manager is to ensure the DSE
0sB) assessment is kept up to date
Very-low power | Very low (riskgroup 1) | Medical 1. All EMF equipment used is to be probably assessed and 1 c
EMF (<1W) devices impacting devices/implants and | marked as risk group 1
medical device operation | the users of them 2. Users of medical devices and implants are to ensure that the
malfunctioning device Is not kept at an extremely close distance from the EMF
source.
3. EMF sources are not to be used or activated when not
necessary
Use of electrical | Exposed wires and Project team 1. All portable items are subject to Portable Application Testing | 2 c
equipment connectors leading to (PAT)
shocksibums 2. Electrical equipment s to be closely inspected by users before
and after use. Faulty items are to be taken out of use immediately
and reported appropriately.
Hand tools and | Noise when in use. Project team 1. Alltools are to be inspected before and after use. Faultitems | 2 c
power tools Inappropriate use of are to be taken out of use immediately and reported appropriately.
mechanical tools 2. Equipment and tools are to be used s designed and not used
against the manufacturer's instructions.
3. Appropriate PPE must be used, e.g. goggles, gloves. Users are
Health, Safety and Environmental Risk Assessment Page 4 of 12

Date of issue Sep 20 OFFICIAL Dsti/Themis/Version.1.0
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o check that PPE is fit for purpose and in an appropriate condition

for use
8 | Soldering Inhalation of fumes Project team 1. Appropriate PPE is to be used when soldering including eye | 2 c
causing lung damage protection. Users are to ensure PPE is in good condition and fitfor
purpose

High heat causing bums
2. Suitable fume extraction systems are to be used when

soldering
3. All users are to engage with occupational health and perform
lung function tests yearly or more when required.

4. Soldering equipment is to be tumed off when not in use.

Review and Authorisation
Review and authorisation are to be recorded in the table below. Further review and/or revision are required:

« when the task being performed no longer matches the risk assessment

« every three years, based on the authorisation date

Review history should be summarised in the Change Record on the next page.

Review by line manager Name NN Signature I Date 05/06/2024
" . Name Henry Rennison Signature
Peer / technical reviewer HRENNISON Date 02/06/2024
Health, Safety and Environmental Risk Assessment Page 5 of 12

Date of issue Sep 20 OFFICIAL Dstl/Themis/Version.1.0
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SH&EP review (Mandatory review required Name Signature Date

for all residual risk at Medium or above)

Additional review (if required) Name Signature Date

On behalf of Dstl, | authorise the activity covere:
considered and the associated risks demonstrably controlled to as low as reasonably practicable (ALARP).

d by this risk assessment to commence / continue on the basis that fl

he hazards have been thoughtfully

AUTHORISATION W Signature Date 05/06/2024
Change Record
Record here the review history and key changes to the Risk Assessment
Issue Date Review / Change Summary Reviewer
0.1 01/06/2024 Creation of RA Name Molly Scarlet Signature MSCARLET
0.2 01/06/2024 Peer review Name Alistair Lounds Signature ALOUNDS
03 02/06/2024 Peer review Name Henry Rennison Signature HRENNISON

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20

OFFICIAL

Page 6 of 12

DstliThemis/Version.1.0
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Issue Date Review / Change Summary Reviewer

1.0 05/06/2024 LTR Review Name [N signature NN

1.0 05/06/2024 Line Manager Review Name [N signature [N
Name Click here to enter text. Signature
Name Click here to enter text. Signature
Name Click here to enter text. Signature

Each new Issue of the Risk Assessment must be authorised on the previous page at the appropriate level of delegation. Authorised copies of all Issues
must be retained as defined in the ‘Records’ section of the HS&E Risk Assessment process.

Health, Safety and Environmental Risk Assessment Page 7 of 12

Date of issue Sep 20 OFFICIAL Dstl/Themis/Version.1.0
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Risk Assessment Awareness Record (Delete this page if an alternative method of recording is used)
The following staff have read, or been briefed, and understand the requirements of the attached risk assessment and will comply with the controls

specified therein.

Name Signature Date
Molly Scarlet MSCARLET 05/06/2024
Alistair Lounds ALOUNDS 06/06/2024
Henry Rennison HRENNISON 06/06/2024

This Risk Awareness Record sheet should be retained locally, in line with Divisional/Department requirements.

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20

OFFICIAL

Page 8 of 12

Dsti/Themis/Version.1.0
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Residual Risk Rating Action required Review Authorisation

This represents a low residual risk; where the | Local line management Local line management
risk is expected to be effectively managed and
no further controls are needed other than
monitoring.

However this is dependent on the control
measures being applied and maintained

Consider only simple, low-cost additional Local line management Local line management
controls.

Consider a range of additional controls to Local line management Division Manager (CL, GL)

manage the residual risk OR accept that risks or their

(HSSE review required)

have been adequately controlled and are

delegated authority
demonstrably ‘As Low as Reasonably Where residual risk for very low

Practicable’ (ALARP) likelihood, high severity hazards remains

at Medium, Local line management must
make department/ Divisional managers
aware and pass up for review as
required

Health, Safety and Environmental Risk Assessment Page 9 of 12

Date of issue Sep 20 OFFICIAL Dsti/Themis/Version.1.0
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Action must be taken to review the (HS&E review required) Executive or delegated
proposed/existing controls. Work should not authority
commence or should be suspended pending
the outcome of the review.
Where all possible mitigation has been
exhausted and all risks demonstrably ALARP,
seek ‘Executive Authorisation’ to proceed.
Key to colour coded areas: Very Low (G) = Green, Low (Y) = Yellow, Medium (A) = Amber, High (R) = Red
Risk Matrix
Likelihood 1Very Low 2Low 3 Medium 4High 5 Very High
Expected to occur
May occur but only in
Not likely to occurin | May occur at some | Expected to occurat | regularly under
Probability of Occurrence exceptional
normal circumstances time some time normal
circumstances
circumstances

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20 OFFICIAL

Page 10 of 12

Dstl/Themis/Version.1.0
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Severity Health & Safety Property & Equipment Environment
A No likely injuries or Injuries requiring First | Non-disruptive unplanned property | Small-scale contained spillage
Minor Aid damage or programme disruption
B Minor non-disabling injury requiring Minor unplanned property damage | Minor localised spillage or release requiring action at
Moderate | Professional medical advice or programme disruption local level to contain and clear effectively.
c Superficial Injuries or acute illness Damage or plant and equipment up | Uncontained spillage or release causing with pollutant
Major resulting in temporary discomfort or to £5k causing disruption to confined to the site. No damage to the local environment
disability programme and no breach of any statutory limit
D Lacerations, bums, concussion, sprains, | Extensive damage o loss of plant, | Localised contamination with limited intervention
severe chronic illness o permanent disablement. | equipment, and/or facilities, up to | required to remediate. Breach of statutory limits, with
RIDDOR reportable injuries /diseases £50k causing extensive disruption to | potential for enforcement action.
programme
E Fatality or serious life changing injury with | Complete loss of equipment, plant | Significant / permanent or long term damage to the
Critical major effect on quality of life. and/or infrastructure greater than | environment. Significant sustained remediation

£50K with loss of programme:

required. Regulatory enforcement action likely.

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20

OFFICIAL

Page 11 of 12

Dsti/Themis/Version.1.0





image29.png
dstl

OFFICIAL

Probability of Likelihood

Severity

(E) Critical

(D) Severe

(C) Major

(B) Moderate

(A) Minor

1 Very Low

2Low

3 Medium 4 High 5 Very High

Key to colour coded areas: Very Low (G) = Green, Low (Y) = Yellow, Medium (A) = Amber, High (R) = Red

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20

OFFICIAL

Page 12 of 12
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System Test Plan

Health and Safety

In order to access the laboratory for testing, we have read, understood and signed laboratory
specific risk assessments produced by the Work Place Managers (WPM), being in compliance with

workplace safety procedures and policy. The WPM provided a laboratory induction after our team
leaders had confirmed that we are Suitably Qualified and Experienced Personnel (SQEP).

Aindividual isk assessment has been produced for the development and testing of the Passive RF
Detection system. Refer to Annex F - Risk Assessment for more information.

Spectrum Usage and Permissions

All testing of the passive RF detection system, will be conducted within the Industrial, Scientific, and
Medical (15M) band, therefore we do not need to seek permission from the laboratory Spectrum
Manager to conductive testing

‘Sustem Test Limitations

- Do not conduct tests using transmission sources above 1W Effective Isotropic Radiated
Power (EIRP) s per the risk assessment. Refer to Annex F

- Do not exceed the Maximum Safe Input Power of 11.40 dBm for the passive RF detection
System, as input power above this level i likely to break the RF front end.

- Do not exceed an Input power of -6.10 dBm, as this s the Cascade P1dB compression point
determined for the system.

- Do not test the passive RF detection system outside of the 790 MHz to 4000 MHz band

Transmission Sources

During testing Transmission Sources with EIRP of 0.5W (27 dBm) will be used, these being a Samsung
Galaxy 510 56 cellular device and a TP link Wi router. Testing wil be conducted with devices
emitting at 2.4 GHz. For a 4000 MHz Transmission Source with EIRP of 0.5W (27 dBm) would have to
be placed within  0.072 m (3sf) distance of RF detection system in order for the system to break.
‘While 2 4000 Mz Transmission Source with EIRP of O SW (27 dm) would have be within a 0.538 m
(35f) proximity to cause the system to operate beyond the P1dB Compression point.

RETest1

Noise Floor & Minimum Detection Threshold

RF Test 1 uses a Faraday Cage/Ramsey Box containing the receiving directional antennas to
determine the noise floor and therefore the minimum detection threshold of the RF detector
System. No 2.4 GHz transmission source will be emitting inside the Ramsey box. The program was
configured to receive at 3 centre frequency of 2.47GHz, taking 3 million samples across 3 100 Mz
Bandwidth.
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Figure 1-RF Test 1-Ramsey 80 with No 2 4GHz Transmission Source

Placing a Samsung Galaxy $10 56 cellular device inside the Rasmey Box, having an EIRP of 0.5W (27
‘dBm), emitting with Bluetooth and 2.4GHz mobile hotspot enabled. This was conducted to test
whether the system could identify an RF transmitter.

Ry b i )

Figure 2 RF Test 1-Romsey Box with Samsung Goloxy S10 56 2.4 G Transmiteer

RETest2

Testing Antenna Switching - Passive Detection of 2.4 GHz Transmission Sources

During this test, Directional Antenna 1 was placed inside the Ramsey box to solate it from any RF
transmissions. Directional Antenna O remained outside the Ramsey box in 2n environment where a
2.4G#z Samsung Galaxy 510 5 mobile phone and a WiFi router were emitting.
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Figure 3 - RF Test 2 Equipment Configuration

RETest3

Free Space System Testing - Passive Detection of 2.4 GHz Transmission Sources

This is 3 Free Space test of the RF detector system. This test was conducted using Python program
‘mainG.py'. The SDR was configured to receive a centre frequency of 2.44GH, scanning across a 500
Mz Banduwidth. Directional Antenna 0 was pointed at an orientation 180 degree different to
Directional Antenna 1, giving two detection zones, defined as zone1 and zone? respectively.

Directional antenna 0 (zone1) was pointed towards a TP link WIFi router and a Samsung Galaxy S10
56 cellular device, both emitting 2.4GHz signals. Directional antenna 1 (z0ne2) was pointed towards
a concrete wall in a direction where there were no 2.4GHz RF transmission sources to our
knowledge. The TP link router and cellular device were positioned at a distance of 5 meters from the
detection system.

Figure 4 - RF Test 3 - Equipment Configuration
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Appendix | — Group Meeting
Minutes

Module: Group Project ACDAS017

Course: BEng (Honours) Embedded Electronic Systems
Students: Alistair Lounds 2227990, Henry Rennison 2218326, Molly Scarlet 2216419
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Group Meeting Minutes/Key Notes

Mesting Date 26.05.2024
- Defined Project Idea

- Defined Aim & Objectives
- Allocation of Tasking spit equally betuween Henry, Molly and Alstair

Mesting Date 29.06.2024

- Programming - consist of a Software Structure of program files; kely using Python
programming language, therefore main.py, frequencysweep.py, antennacheck py and gui.py

- Use of Ubuntu operating system

- Common Commercial Off the Shelf (COTS) Software Defined Radios (SDRs) — RTL SDR,
Greatscott Hack RF SDR and Pluto SDR

- Commercial Off the Shelf (COTS) Single Board Computers (SBC) — Raspberry Pi 5, Raspberry
Pi 48, Odroid XU, Beaglebone

- RF design requirement of nominal impedance of 50 ohms across all components - simplifies
Impedance Matching process

Mesting Date 07.06.2024

- Contact University by COB to ask for Ethics Review Form — to be completed as a group for
our project

- Laboratory access needs to be arranged to ensure everyone in the group is able to workin
the same Electronics laboratory, and are working in accordance with Health & Safety
legislation and the businesses internal policies

- Risk assessments will need to be read for the laboratory in which the group project willtake:
place and Lab introductions conducted by a Work Place Manager

- Submission of Business Case with Employer to support funding stream

- Regular meetings to be held with Customer — each Monday would be preferable

- Order Bill of Materials (Bol) as soon as funding/system design is approved by customer

Mesting Date 25.06.2024
- Solutions to Problems noted for write up
- Wednesday 26.06 2024 — Send Draft Report to Lead Technical Reviewer (LTR)
- Wednesday 26.06 2024  Final development of GUI and PSD calculations to be conducted,
scaling PSD to Power in d8m

- Thursday 27.06.2024 ~ Collate all components of Report and final additions before further
LTR review

- Friday 28.06.2024 — Document with LTR and any further Customer communications

- By Tuesday 2.07.2024 — Final Proof Read of Report with Team then Submit Document and
‘Additional Supporting Appendices




image36.png
Appendix J — Customer Meeting

Minutes

Module: Group Project ACDAS017

Course: BEng (Honours) Embedded Electronic Systems
Students: Alistair Lounds 2227990, Henry Rennison 2218326, Molly Scarlet 2216419
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Customer Meeting Minutes

Mesting Date 06.06.2024
- Project dea discussed with Team Leader — Key Stakeholders Identified for project

- Identification of potentialfunding streams and where our business case will need to be sent
to approve funding

Mesting Date 10.06.2024

- Discussed Key User Requirements (KuR]

- Bounded our Research to set customer expectations and define key gateways

- Customer feedback — may requirement more information focused on how system s
packaged — Operating Life Time, Reliability, Ruggedisation for transportation and so forth

- Customer asked about system testing and out plans

- Customer asked about Cost — BoM for system design and future Labour costs discussed will
be discussed with customer in next mesting.

- Discussion of Likely Risks,Issues and Concerns

Mesting Date 17.06.2024
- Agreement of Requirements and System Design
- Business Case and Funding streams agreed with Customer
- Lead Technical Reviewer (LTR) introduction
- Time Management plan - Gannt Chart shared with Customer
- Update on Risks, Issues and Concerns — Procurement seems to be problematic
- Derisking Procurement ssues discussed - Customer Happy with Response:
- Any other Business Discussed

Mesting Date 24.06.2024

- Discussed Project progression against Gannt Chart timescales

- Send Draft Report to Lead Technical Reviewer — as soon as possible - preferably by COB
Thursday 27.06.2024 due to him limited availability

- Isit worthwhile adding in @ section explaining its Unique Selling Point and how this could be
implemented in an Bulk Manufacture process with Industrial engagement?

- Procurement challenges explained to customer, and work around discussed — Customer
happy with arrangements for system prototype and testing
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