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[bookmark: _Toc227778502]Introduction
This reflective journal documents my personal experience and contribution to the EduGuardian AI project, developed as part of the UWTSD Hackathon 2026. EduGuardian AI is an early warning system designed to identify students at risk of dropout or burnout in UK higher education. The system works by simulating student behavioural data, calculating rule-based risk scores, and displaying the results through a Streamlit dashboard. As a team of five, we each took on a specific area of responsibility. My area was system security and data protection, which meant I had to think carefully about the threats the system could face and put measures in place to address them .
[bookmark: _Toc227778503]My Role and Contribution
During this project, my role was to handle the security side of EduGuardian AI. I was responsible for researching and documenting how we would protect both the application and the data it processes. The main thing I produced was the System Security and Data Protection document, which covered the key threats we needed to address and the solutions we decided to go with.
[bookmark: _Toc227778504]What I Implemented and Why
The first thing I focused on was the risk of SQL injection. Because our system takes user input through the Streamlit dashboard and uses it to query a MySQL database, this was the most immediate threat I identified. SQL injection happens when an attacker enters malicious input into a field, and the database executes it as a command rather than treating it as plain text. To prevent this, I specified that the team should only use parameterised queries when the Python engine communicates with the database. This means that instead of inserting user input directly into a SQL string, placeholders are used and the input is passed separately, so the database treats it strictly as data and never as code. According to OWASP, injection remains one of the most critical web application security risks, which is why this was my first priority . [1]
The second area I worked on was authentication. The dashboard is accessed by tutors who log in with a password, and storing those passwords in plain text would be a serious problem if the database were ever accessed without authorisation. I decided that we should use bcrypt to hash passwords before storing them. Bcrypt is designed specifically for this purpose — it is slow by design, which makes brute force attacks much harder, and it adds a random value called a salt to each password so that two identical passwords still produce completely different hashes. OWASP recommends bcrypt as one of the preferred algorithms for password storage . [2]
I also looked at how we handle sensitive configuration data, like the MySQL credentials. Having these written directly in the source code is a common mistake that can lead to them being accidentally pushed to platforms like GitHub and exposed publicly. To avoid this, I recommended storing them in a .env file, which is excluded from version control through a .gitignore file, and loading them at runtime using the python-dotenv library. This keeps the source code clean and safe.
Another principle I applied was the Principle of Least Privilege. This means the database account the application uses should only have the permissions it actually needs, like reading from and writing to specific tables, rather than the ability to delete tables or modify the database structure. This limits the potential damage if the application were ever compromised.
Finally, I framed the project within GDPR using a Privacy by Design approach. Since EduGuardian AI processes student behavioural data, even in a prototype, it was important to make sure no real people were put at risk. We used only synthetic data during development, and the scoring engine is fully explainable, meaning every risk score can be traced back to a specific rule. This satisfies the GDPR requirement for transparency in automated decisions. The ICO guidance on data protection by design was a key reference here . [3]
[bookmark: _Toc227778505]Limitations and Risk Factors
There are some honest limitations to acknowledge. First, because this is a prototype, the security measures I described are more of a specification than a fully tested implementation. In a real deployment, each control would need to be properly verified. Second, the system runs as a local desktop application, so it does not face the same threats as something hosted online. If EduGuardian AI were deployed over a network, additional protections would be needed, such as HTTPS and proper session management. Third, the rule-based scoring could potentially be gamed by someone who learned the exact thresholds used to calculate risk, which goes beyond what security alone can fix.
[bookmark: _Toc227778506]Related Works
Looking at existing systems helped me understand the security expectations in this space. The Jisc code of practice for learning analytics sets clear expectations around data stewardship, transparency, and the ethical use of student data . [4] Systems like those at Nottingham Trent University handle continuous streams of personal engagement data, which puts them under significant compliance pressure. Compared to those institutional platforms, EduGuardian AI is much smaller in scope, but the principles I applied are the same ones that guide real deployments.
[bookmark: _Toc227778507]Future Works
If the project were developed further, there are a few security improvements worth adding. An audit log recording every login and every score calculation would improve accountability and support GDPR compliance. Moving from SQLite to a managed database service would allow for encrypted storage and more granular access controls. Multi-factor authentication for tutor logins would also be a logical next step.
[bookmark: _Toc227778508]Team Rating: 5 / 5
I would rate our team 5 out of 5. Everyone took their part seriously and contributed consistently. We communicated well through MS Teams, we shared progress without any real issues. Each person brought something different, and that mix of skills is what made the final result as strong as it was.
[bookmark: _Toc227778509]Conclusion
Working on the security side of EduGuardian AI helped me understand how important it is to think about protection from the very beginning of a project, not as an afterthought. The measures I researched and documented are all real practices used in professional software development, and applying them in an academic context made them much easier to understand. I feel that my contribution added something meaningful to the team, and I am confident that the security foundation we put in place gives EduGuardian AI a solid base to build on in the future.
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