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[bookmark: _Toc184838432]Task 1: Research in Data Security and Compliance
Data security and compliance is a huge part of running a successful modern organisation. With the correct systems and structure implemented, an organisation gives themselves the best chance to succeed. It is vital that the organisation is well protected, and should an issue occur, it should be well prepared to detect and react to any issues that are faced in the most efficient way possible.
[bookmark: _Toc184838433]Task I: Cryptography
Cryptography is the process of encrypting information in a certain way, rendering it impossible to read for those who are not privy to the information. The process of file encryption is widely used within organisations to protect sensitive information or data. For instance, [1] “Most organizations use file encryption to protect email communications, including sensitive conversations and attachments. For example, S/MIME encryption and Microsoft 365 message encryption are used to secure Microsoft 365 email messages.”
Protecting emails can be a hugely vital element of maintaining a successful enterprise.  This is because [2] “Email encryption is an authentication process that prevents messages from being read by an unintended or unauthorized individual.” 
The reason that emails are targeted is primarily because [2] “hackers use email to target victims and steal data, such as personal information like names, addresses, and login credentials, then commit crimes like identity theft and identity fraud.” Phishing scams can be prevalent in organisations, so it is vital that these emails are identified to avoid further risks to an organisation.
There are several key principles of cryptography, which include:
[bookmark: _Toc184838434]Confidentiality
Confidentiality ensures that [1] “only authorised people can access the information at certain places – and it restricts access to other unauthorised parties.” If sensitive data gets into the wrong hands and becomes public knowledge, then this can drastically lower the reputation of a company. As such, it is important that the proper authorisation is set.
[bookmark: _Toc184838435]Authentication
This is the process of [1] “confirming that the person who sent a specific message is the sender of that message. This principle ensures the receiver receives the message from a sender who is permitted to do so. Two common authentication mechanisms are:
· Access tokens
· Auth signatures”
[bookmark: _Toc184838436]Encryption
Encryption is important because it is the backbone of protecting private data. It protects people’s information from being leaked or stolen. As stated in this web source [1] “Encryption is the process of transforming information into a readable format using an encryption algorithm to protect the privacy of the information. Only the receiver can read them using the decryption key.”
[bookmark: _Toc184838437]Data Integrity
It is important to ensure that data remains consistent and accurate, and this is why data integrity is important, [1] “Data integrity ensures that no manipulation has been done to the data during its lifecycle using techniques like cryptographic hashing.”
[bookmark: _Toc184838438]Non-repudiation
This process ensures that [1] “the message sender cannot repudiate the authenticity of his signature using techniques like digital signatures.” This is an important legal concept that can provide a protection barrier for all parties.
[bookmark: _Toc184838439]Key Management
Key management is important because it ensures [1] “maximum security of a cryptography system as its security heavily relies on cryptographic keys.” With proper key management, the risks of a data leakage are reduced exponentially, as attackers will struggle to return encrypted data to its original unencrypted condition.
[bookmark: _Toc184838440]Cryptography types
There are generally three major cryptography types, which are symmetric cryptography, asymmetric cryptography and hash functions. Hybrid encryption is also a known cryptography type that can be used.
[bookmark: _Toc184838441]Symmetric cryptography
In symmetric encryption, there is one singular key that is used to encrypt information, per a web page from PreyProject [3] “in practice, the keys represent a shared secret shared by two or more people that may be utilized to maintain a confidential information link.”
[bookmark: _Toc184838442]Asymmetric cryptography
In contract, asymmetric encryption uses two keys to protect data. The web page by PreyProject continues to state [3] “asymmetric keys are the cornerstone of Public Key Infrastructure (PKI), an encryption technique that requires two keys, one to lock or encrypt the plaintext and another to unlock or decrypt the cyphertext. Neither key performs both functions.”
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Figure 1: Encryption types [4]
[bookmark: _Toc184838443]Hash functions
In cryptography, a hash function is [5] “a versatile one-way cryptographic algorithm that maps an input of any size to a unique output of a fixed length of bits.” Hash functions provide data integrity and enables individuals to secure passwords securely.
[bookmark: _Toc184838444]Hybrid Encryption
Hybrid encryption is another process of encrypting data, wherein, there is a blend of public asymmetric encryption alongside private symmetric encryption. An article from Techopedia relates this to cryptography by saying  [6] “the sender generates a private key, encrypts the key by using a public key algorithm and then encrypts the entire message (including the already-known private key) with the original symmetric key. The encoded cypher can only be decoded if the recipient knows the private key the sender originally generated.”
[bookmark: _Toc184838445]Cryptography use cases
One of the most common use cases of cryptography when applying to an organisation is secure communication. This is one of the more common use cases of cryptography as secure connection is provided through the internet. [7] “Transport layer security (TLS)” utilizes methods through cryptography to create connections between servers and web browsers. This creates a secure channel that remains protected from potential threats.
Another use case of cryptography is end-to-end encryption, which is commonly used on applications like WhatsApp or with email. The goal of end-to-end encryption is to ensure that the conversations that people have remain private, and this is done by ensuring that only the sender and recipient of the message are able to decrypt and read what has been sent.
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Figure 2: End-to-End Encryption [8]
As a whole, cryptography is a key element of maintaining a successful organisation. With the proper precautions put in place, information can be safely transferred while avoiding potential leaks.
[bookmark: _Toc184838446]Task I: Implementing Information Security
Information security (or InfoSec) is the guarding of private information. It is a fundamental part of safeguarding an organisation against potentially malicious threats that could aim to access, alter or disrupt services and/or information.
One of the reasons why information security is so important, is because per IBM [9] “the average total cost of a data breach reached a new high of USD 4.45 million in 2023. That figure is up 15.3% from USD 3.86 million in the 2020 report.” As such, it is no surprise that InfoSec is so valuable in most organisations. 
But an organisation does not just suffer from a financial perspective. A data breach can cause a loss of business due to more downtime spent trying to rectify these issues. A data breach could also affect a companies’ reputation, with customers choosing to take their business elsewhere if they feel like their information is not well protected. There are numerous downfalls that can be had without the proper precautions, so it is only understandable why many organisations want to take the proper steps to ensure that they are doing the upmost to protect the data in their possession.
[bookmark: _Toc184838447]Principles of InfoSec
There are generally three known and accepted principles of information security, and these are the following:

· The CIA Triad
The CIA Triad principle originates from the [9] “National Institute of Standards and Technology (NIST)”. Where, in 1977, they came up with a set of practices that can aid an organisation with protecting their information systems.
One of the major elements of the CIA Triad is confidentiality, which means that only a certain authorised number of individuals can have access to potentially sensitive information. As such, [9] “if an unauthorized person obtains a password to protected data, it would be a confidentiality breach.”
Another element of the CIA Triad is integrity, effectively stating that the information within a companies’ database is accurate, in addition to any future amendments to the database.
The third and final element of the CIA Triad is availability, which essentially means that individuals can access the information that they are entitled to, whenever necessary. If the proper information security measures are taken, there should be less outages allowing for maximum availability.
· Information Assurance
Another principle of information security is information assurance, which effectively relates to the elements of confidentiality, integrity and availability listed above and ensuring that those elements are performed correctly.
· Nonrepudiation
Nonrepudiation means that no user can deny that a transaction happened, and this is because they would have to undergo a form of authentication in order to complete the process. Nonrepudiation is effectively a digital footprint of actions being taken that can be used to protect parties in various situations. An example of nonrepudiation being useful is in e-commerce, where [10] “a customer makes an online purchase and signs off using their private key (via digital signature)”. This means that, going forward, nobody can deny that the transaction did not take place, as there is key evidence that it did happen.
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Figure 3: Principles of CIA Triad [11]
[bookmark: _Toc184838448]Information Security Programs
Occasionally, people working in Information Security might create information security programs to plan and create policies. For instance, this can include risk assessments, which reviews an organisations information system to highlight potential weak points, and what security measures they can put in place to ensure the potential risks are as minimal as possible.
As well as this, it is important to highlight and identify threats and vulnerabilities in a program. For instance, [9] “hackers can take advantage of bugs in a computer program to introduce malware or malicious code into an otherwise legitimate app or service.” Another serious potential threat is phishing, which includes getting people to unknowingly install dangerous malware onto their devices, in addition to targeting potential victims through email, phone or text message, posing to be an organisation in order to get individuals to provide sensitive information to scammers.
As a preventative measure for phishing attacks, organisations often provide awareness training and policy information. Some other examples of preventative measures for phishing attacks can include [12] “web filters”, “multifactor authentication”, spam filters and antivirus software. With these preventative measures on place, a lot more can be done to attempt to nullify the risk of phishing attacks.


[bookmark: _Toc184838449]Information Security Threats
Some threats to InfoSec can include:  [9]
· “Cyberattacks
·  Employee error
·  Ineffective endpoint security
· Insider threats
· Misconfigurations
· Social Engineering”
The six threats listed above can be huge focus points for an organisation, and information security professionals will put preventative measures in place to nullify the risks as much as possible. 
[bookmark: _Toc184838450]Benefits of InfoSec
Well-optimised information security can herald several positives for an organisation. Of course, it lowers the risks of outages, thus allowing for business continuation. This also links to upholding a positive reputation as a company. If people are unwilling to put their faith in a company because the general public has a negative view on an organisation, then that could be detrimental to the business.
Also, if the proper information security is put in place, then this can allow for greater efficiency within an organisation. This is because information will be clearly labelled and easy to sort for employees.
There are also several financial costs that can be involved with improper information security. For instance, data privacy laws state that the proper protection of sensitive data needs to be put in place, otherwise, an organisation can be hit with several costly fines. There is also the bonus of having properly labelled and sorted data, which means that less money can be spent on protecting less-sensitive data.
Finally, proper information security will simply lower the chances of malicious attacks in general. If the proper measures are implemented, then any attack can be quickly nullified, and there would be disaster recovery plans put into place already in preparation for any circumstance that could be faced.
[bookmark: _Toc184838451]Challenges of InfoSec
While there are many benefits to having the proper information security, there are also a few challenges that can be faced for an organisation. For instance, the world of hacking is ever evolving, and as such, organisations will need to frequently be on top of maintaining the proper information security. Even if the correct preventative measures are put into place, if they are not correctly maintained, then the organisation in question will be at a high risk of facing an attack and losing a lot of sensitive data. The maintenance of proper information systems can be a difficult task for a lot of organisations, and often [9] “some IT teams find their primary effort is in continually reconfiguring and maintaining their security system.”
Also, it can be important to note that even if a very strong system is put in place by an organisation, it is very possible that other business might have a different system put in place, so if it comes to exchanging data with another organisation or integrating systems with a third party, there could be some challenges put in place with that, which is another thing organisations need to be aware of.
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Figure 4: Example of an InfoSec policy for an organisation [13]
[bookmark: _Toc184838452]Task 1: Conclusion
To conclude, both cryptography and implementing information systems are key building blocks to running a successful modern organisation. maintaining the proper information security system is the building blocks to a successful organisation. If the steps mentioned aren’t followed, then a business could be left at risk of a malicious attack, including the loss of sensitive data. This can lead to financial losses as well as a loss of reputation. As such, it is important that the right system is put in place and that it is properly maintained.
[bookmark: _Toc184838453]Task 2: Case Scenario
As CyStresSolution (CSS) would be looking to run a successful organisation within the realm of cyber-security, it would need to cover a few steps, which will be listed and covered in depth below, starting with:
[bookmark: _Toc184838454]Organisational Structure
In order to have the proper organisational structure, firstly, a working hierarchy would need to be established. To increase the chances of long-term success, CSS will want a hierarchy with clear, established roles which allow for accountability and delegation.
Within an organisation, there would generally be a board of directors who oversee everything within in a company. Below them you would have a CEO and/or COO, who would receive information from other leaders, and present information to the board of directors. The roles and responsibilities of a CEO can differ, with some leaning towards more of a hands-on role, whereas some may sit back and delegate responsibilities to others. For the purpose of this case scenario, the CEO will take a more laid-back approach, delegating responsibilities to others and subsequently presenting findings to the board of directors. 
Moving on, as a cyber-security company, maintaining proper information security is paramount. This is because CSS is a company that shows pride in its ability to combat threats to other organisations. As such, prior to the team leaders, CSS will also have a chief of security, who’s responsibility lies with creating strategies for the team leaders. They will oversee the day-to-day operations of the company and create strategies for the better running of the company.  It’s paramount that the chief of security mains good relationships with the CEO, as they will often have discussions about the day-to-day running of the company and come up with new solutions and strategies. 
Below the chief of security, CSS will have four team leaders that the chief of security will oversee. It is possible to have more team leaders, however, it is also important that you don’t give a high amount of responsibility to too many people. As such, four people is a good, streamlined amount of team leaders.
In terms of the team leader roles, the first role will be an operations manager, who will oversee the day-to-day operations of the organisation to ensure everything is running smoothly. They will also be the first port of call should an incident occur. Below the team leaders will be the team members who are managed by the leader of their respective team.
The next team leader will be a compliance manager. This is an important role, because as the description of the company suggests, as CSS will be providing security for others, they must ensure that compliance on their own end is well-managed. If not, then CSS runs the risks of financial losses through fines and a loss of business. It can also suffer a hit through reputation, with business potentially less likely to deal with them if this is the case.
The next role will be a data protection manager, who’s role it will be to understand data protection regulations in their current state and how they will change in the future. They will also perform audits on the company, effectively reviewing that they’re following the best data protection practice.
Finally, the last team leader will be an incident response manager. Their responsibility is to be the first port of call in the event of a security breach or outage. This team will have the responsibility of identifying issues and being the ones to recover the systems. They will also write incident reports and keep open communication with higher ups about how things are developing.
Below is a brief diagram of the organisational structure for CyStresSolution (CSS):
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Figure 5: CSS Organisational Structure
[bookmark: _Toc184838455]Policies and Procedures
For the organisation to be a success, it is vital to have a strict set of policies and procedures that can be followed across the company. Some procedures may be implemented for individual teams, and some could be company-wide.
For instance, you want a policy set for who can access what kind of information. Some data can be sensitive, so it is vital that the correct permissions are set, as it is unlikely that everyone within the organisation needs to see the information at all times. This would likely be a risk that is not worth taking.
Related to the incident response team, they should have several procedures in place should the event of a security breach occurs. If the correct steps are taken with regards to identifying and subsequently dealing with a security incident, then that can substantially lower the risk of a loss of sensitive information.
There would also be a data protection policy in place. Generally, this would be in line with an already-created policy, such as GDPR, which is a set of guidelines that applies to organisations within the European Union. Some guidelines of GDPR include [14] “storage limitation, accountability, data minimisation. Accuracy, integrity and confidentiality and purpose limitation”.
The company will also want a policy related to cryptography and ensuring that policies put into action are encrypted properly. Since the organisation would likely be liaising with third party companies and businesses, handling potentially sensitive information, it is vital that the information is encrypted.
[bookmark: _Toc184838456]Compliance (Laws and Ethics)
As CSS will want to be a successful information security organisation, there will be several compliance frameworks that will need to be followed. As previously stated, data protection laws such as GDPR will need to be abided by (if based in the EU). 
There are also industry standards such as [15] “ISO/IEC 27032” which as an international industry standard for information security. “It provides guidance for organisations on how to manage cyber security risks and implement security controls. Also, there is another international industry standard [15] “ISO 22301:20129” which focuses on the minimum requirements for a management system, designed to best avoid things that could disrupt operations, such as “power outages, IT failures and natural disasters.”
[bookmark: _Toc184838457]Governance and Strategic Planning for Security
It is important for CSS to conduct the proper planning for governance and security. With the proper strategy in place, it can be a positive influence in terms of efficiency. For example, having a roadmap of where resources can be prioritised based on future developments can help ensure that an organisation is using their financial resources to the best of their ability, as well as the commitment of many hours of strategic planning by people within the organisation.
As part of the planning process, it is also likely that the organisation will consider testing and refining security procedures by monitoring metrics and key performance indicators (or KPIs). Some key performance indicators for cyber security can include [16] “preparedness level”, which, essentially relates to identifying how the organisation will react to a security breach. There is also [16] “patching cadence”, which is effectively a metric to identify the potential weaknesses in the system which could potentially be taken advance of by attackers and figuring out how they can be strengthened in the future. Finally, the organisation will likely have [16] “cybersecurity awareness training” in place, so both new and more experienced employees can have the most up-to-date information on potential security risks that they need to be aware of.
Generally, the strategic planning of security would involve several parties, including the chief of security, the CEO and potentially the board of directors. This is because improper security planning could prove to have a detrimental effect to the future success of an organisation, whereas on the contrary, having the correct security plan in place can help protect an organisation’s reputation, as well as financial sustainability.
[bookmark: _Toc184838458]Risk Management
There should be a clear and defined approach to risk management within any organisation. In the case of CSS, there should be a framework in place that benefits the organisation, such as the [17] “NIST Cybersecurity Framework” which “provides comprehensive guidance and best practices that private sector organisations can follow to improve information security and cybersecurity risk management.”
Some benefits of the NIST Cybersecurity Framework can include enabling [18] “faster business growth”, as well as being “a valuable selling point for suppliers and vendors”. This framework is also “flexible and easily adaptable regardless of size and type of your business”, as well as being “a framework that makes long term compliance effortless”. As such, it is evident that there are a lot of benefits to having a proper security framework in place. Risk management should undoubtedly be a paramount importance to CSS, and it should be reviewed frequently. There generally would not a need to reinvent the wheel, but dealing with the intention of striking a balance of being both an innovative and pragmatic company is likely the best way of handling this part of the organisation. 
As a part of the natural developing state of the cyber world, the risks are also expanding. For example, social engineering is a huge risk in the cyber world. This is where individuals are manipulated into giving out their own information. The most well-known example of this is phishing, where convincing emails are sent out to unexpecting individuals that look at seem legitimate. When the individual clicks on the link, they may be tricked into giving out their information, subsequently leading to a data leak.
Phishing can also apply to company executives within an organisation. This is often referred to as [19] “business email compromise (BEC)” wherein, high level company executives are impersonalised “to trick a normal user into performing certain activities.” 
This doesn’t just occur by phone either, [19] “vishing” is when “the caller pretends to be a legitimate executive of an organisation (BEC) and tries to trick the user into revealing sensitive information, such as credit card numbers or social security numbers.”
[bookmark: _Toc184838459]Contingencies Planning
While an organisation can do everything in their power to avoid having issues and outages, having a good plan can only take CSS so far. These circumstances can happen, and it is ideal for the company to have contingencies, should these issues occur. For example, in the instance of a security breach, there should be a clear plan and objectives, with tasks delegated to certain people. The operation should be quick and efficient, but it should also be dealt with in a calm manner in order to avoid mistakes. Random mock scenarios can be implemented so you can review and refine the companies’ methods.
Should a major outage occur, part of the plan should be how to best maintain the business during this period, as the outage could prolong for longer than expected. A loss of business means a loss of money, and subsequently, there should be a plan to continue business even during the event of a major issue. As previously stated, the proper planning can only take an organisation so far, and ensuring that the individuals within the organisation understand their roles and can communicate effectively, even during challenging circumstances, the company still ensures maximum efficiency even in the event of an outage.
[bookmark: _Toc184838460]Protection Mechanisms
There are several mechanisms that CSS can implement, in order to protect themselves as much as possible. For instance, as potentially sensitive information could be dealt with, it is likely there will be certain permissions needed when it comes to accessing some data. If an individual tries to access data that they aren’t entitled to, then an authentication process might trigger. This might appear like a simple step to take, but it is hugely effective when it comes to guarding the information from potential leakages, whether done on purpose or accidentally. If a leakage does occur, then a company can potentially identify who caused it based on who is entitled to view the information in question, thus creating a more streamlined process.
Many organisations will also see a huge benefit in having an effective firewall in place. This is because a firewall will [20] “monitor network traffic” and this is important because “firewalls leverage preestablished rules and filters to keep your systems protected.” In addition to this, firewalls can also prevent both virus attacks and hacking. Often, if a strong firewall is put in place, this will deter hackers who will look to go elsewhere. With all the benefits of maintaining a firewall, it is a positive for business, as other companies will feel more secure when it comes to working with CSS.
[bookmark: _Toc184838461]Task 2: Conclusion
With the steps previously stated being taken, CSS can work with a solid and dependable structure, and while it doesn’t necessarily guarantee complete safety going forward, implementing these steps properly can lower the risks taken exponentially. As cyber threats continue to expand and become more elaborate, it’s vital that CSS are constantly reviewing these methods and looking at ways to improve. As they are working with clients and other businesses, it will be a key principle that CSS maintains a positive reputation and a solid financial position. With the correct safeguards put into place, the organisation gives themselves the best chance to succeed in doing this.
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