Linux Security Configuration
Here, we will be using the Fedora Core ? version of Linux.

We will be looking at security issues relating to the general configuration of a Linux server.
You should be aware of  the necessary operations that are required for the following general security procedures on a Linux Server: 

1. Record main details of the installation process. 

2. Eliminate non-essential services.

3. Eliminate the anonymous ftp user.

4. Check that the root user cannot access the server remotely (e.g. via ftp )

5. Ensure the Password file is encrypted.

6. Put appropriate TCP Wrappers in place. Explain how you could restrict this server to allow remote (e.g. ssh or ftp) access to just your Department via the use of TCP Wrappers

e.g. In /etc/hosts.allow file, use the gedit editor to configure as: 
#

# hosts.allow
This file describes the names of the hosts which are

#

allowed to use the local INET services, as decided

#

by the '/usr/sbin/tcpd' server.

#

sshd: 195.1.1.0/255.255.255.0 : ALLOW

sshd: 200.1.1.0/255.255.255.0 : ALLOW

proftpd: 195.1.1.0/255.255.255.0 : ALLOW

proftpd: 200.1.1.0/255.255.255.0 : ALLOW


e.g. In /etc/hosts.deny file

#

# hosts.deny
This file describes the names of the hosts which are

#

*not* allowed to use the local INET services, as decided

#

by the '/usr/sbin/tcpd' server.

#

# The portmap line is redundant, but it is left to remind you that

# the new secure portmap uses hosts.deny and hosts.allow.  In particular

# you should know that NFS uses portmap!

ALL: ALL DENY

7. Add required users to the home directory.

Apache Configuration:
There is a configuration file with the path something like /etc/httpd/conf/httpd.conf 
We can use the gedit editor to modify this configuration file.

If you wish to enable support to serve web pages from user's home directories as well comment (add a "#" in front of) "UserDir disable" so that it reads "#UserDir disable" and uncomment "#UserDir public_html" so that it reads "UserDir public_html". Then uncomment and edit the control access stanza for user directories below it so that it looks something like this:
<Directory /home/*/public_html>

    AllowOverride Options FileInfo AuthConfig Limit

    Options Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

    <Limit GET POST OPTIONS>

        Order allow,deny

        Allow from all

    </Limit>

    <LimitExcept GET POST OPTIONS>

        Order deny,allow

        Allow from all

    </LimitExcept>

</Directory>

ServerName needs to be uncommented and be called either by its IP address or its domain name. (in this case we will use an IP address of 195.1.1.21)

FTP Configuration:

There is a configuration file with the path something like /etc/vsftpd/vsftpd.conf
Hit enter. In the gedit editor change "anonymous_enable=YES" to "anonymous_enable=NO". Also add a line that reads "chroot_local_user=YES" just under the line that reads "#chroot_list_file=/etc/vsftpd/chroot_list". Also uncomment (remove the "#" from) the ascii_ lines so that they read "ascii_upload_enable=YES" and "ascii_download_enable=YES". Click on the "save" icon in gedit to save your vsftpd.conf file and exit gedit. Close the terminal. 

Go to "Desktop" > "System Settings" > "Server Settings" > "Services". Type in your root password in the dialog box that appears and click on "OK". Scroll down the list and check the check box for "vsftpd". Click on the "save" icon in the Service Configuration window and then close the window. Do this for runlevel 3 as well as for runlevel 5. Reboot your machine. You should now be able to access your home user's directory with an FTP client. The host name on your client will be your registered domain name or the IP address of your Fedora Core box. The user ID will be your Fedora Core non-root user name. The password will be your Fedora Core non-root user's password.

