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[bookmark: _wccgm94dv94d]Introduction
This report gives the design and implementation of a security solution using Check Point GAIA for the Swansea enterprise network. Based upon the simple interconnectivity that was provided in Part 1, the Part 2 work presents a formal Security Management Server (A-SMS), a perimeter Security Gateway (A-GW) and a management workstation (A-GUI) to provide a centralised policy administration, logging and monitoring in the environment.
With these GAIA appliances, a layered security architecture is adopted, which involves a combination of access-control policies and Threat Prevention functionalities, as well as role-based access in preserving users, servers and management elements on the network. The setup consists of a tight control of both inbound services and outbound services, IPS/anti-malware feature activation, and user/group-conscious rules. During the deployment process, screenshots are taken to capture the important phases of the implementation, including installation, licensing, policy development, and verification tests, among others, which can be used as an evaluation artefact and as a technical checklist of how the enterprise network is secured.[1]


[bookmark: _nu7y372qhwyb]Part 1
Part 1 of the project involves the implementation of a working, routable enterprise network, which would be secured later in Part 2. The primary objective is to construct the backbone virtual infrastructure with Oracle VirtualBox and deploy the required client and server machines, and introduce Check Point GAIA-based gadgets in basic routing mode, where a connection between the Swansea internal and external networks becomes completely functional. Such a basis consists of proper IP addressing, interface mapping, default routing and name resolution, such that once Part 1 is complete, all virtual hosts can communicate as needed and the environment is prepared to receive centralised security policies.
The topology of the enterprise of the module forms the basis of the logical design. The Swansea internal network is in the centre and symbolises staff and student machines and is linked to a gateway that does routing to external networks. This environment is modelled by several VirtualBox VMs, which include client machines (such as "Client1" and "ClientS1" depending on the lab image), a domain controller or infrastructure server (such as "S-DC" or "L-CD" depending on the lab image), and a Windows management workstation, A-GUI, which will subsequently host SmartConsole. To simulate the physical segments as outlined in the assignment brief of the physical segments, these machines are connected to relevant internal networks of VirtualBox, such as IntCP, IntSwa and ExtLCD. Every VM is assigned a fixed IP address with subnet mask, default gateway and DNS settings which are appropriate to its purpose. As an example, Swansea clients may have a 192.168.1.0/24 with a default gateway at 192.168.1.254, and the management network is 10.1.1.0/24 with and default gateway at 10.1.1.1.
In order to bridge the internal segments to the outside services, a Check Point gateway A-GW is added as a routed hop between the Swansea LAN and the management LAN and a simulated Internet/DMZ network. In Part 1, they concentrate on the simplest routing and connectivity and do not fully implement firewall policies. A-GW is set up on a dedicated VM on VirtualBox with the Check Point Gaia R81.20 ISO. Installation consists of the choice of keyboard layout, the warning about the format of the local disk, partitioning the disk into system, log and backup drives of the appropriate size in reference to the 40-80 GB virtual disk. The text mode installer after that restarts to Gaia, and finally, the First Time Configuration Wizard is started via the console.[2]
A-GW Installer
	Figure no.
	Screenshot (file)
	What it shows
	Explanation for Part 1 text

	Figure 1
	[image: ] (boot menu)
	Gaia R81.20 boot screen with “Install Gaia on this system” selected
	Demonstrates starting the installation of A‑GW as a dedicated Check Point gateway VM.

	Figure 2
	[image: ]
(warning)
	Text‑mode warning: “This process will install the operating system and associated applications”
	Confirms that the virtual disk for A‑GW will be formatted and Gaia OS installed.

	Figure 3
	[image: ](keyboard)
	Keyboard Selection dialog with “Great Britain” highlighted
	Records initial regional settings for the A‑GW install (keyboard layout and locale).

	Figure 4
	[image: ](mgmt IP)
	“Management Interface eth0” screen – IP 192.168.1.1, mask 255.255.255.0
	Shows assigning the first management IP to A‑GW before later changing to the final addressing plan.

	Figure 5
	[image: ](select port)
	“Management Port” screen listing eth0/eth1/eth2/eth3 [link up]
	Documents choosing which physical interface on A‑GW will act as the management port connected to the management LAN.

	Figure 6
	[image: ] (CLI prompt)
	Console login completed, CLI message “please access the Web UI and finish the First Time Wizard”
	Shows that Gaia has booted successfully and is ready for web‑based configuration from A‑GUI.

	Figure 7
	[image: ](Gaia Portal)
	A‑GW Gaia Portal System Overview page viewed from A‑GUI
	Confirms that A‑GW is reachable over HTTPS and is operating as a Check Point Security Gateway R81.20 after basic routing configuration.




The management interface is chosen in the wizard step of Management Port, which is one of the virtual interfaces (such as eth0). This interface will be inserted into the management network and set with the static IP address 10.1.1.1 with the subnet mask 255.255.255.0; this address will be utilised later when administrative access is needed and when the interface is connected to the management server by the name Secure Internal Communication. The second interface (eth1) is connected to the internal Swansea LAN and has a corresponding address of 192.168.1.254/24, and the third interface (eth2) is connected to an external or DMZ network with an address of 20.0.0.1/30 or 10.0.5.15/24, depending on the layout of the lab. Such settings of the interface can be checked later in the Gaia Portal under network interfaces, showing each Ethernet port, its IPv4 address, subnet mask and link status.
Part 1 also needs the Security Management Server "A-SMS" to be deployed, which, even in its more mature incarnations, is not yet needed until Part 2. A-SMS will be installed as an independent Open Server VM with Gaia R81.20. In its First Time Configuration Wizard, the correct management interface is chosen (usually eth0 on a 10.1.1.0/24 network) and configured with IP address 10.1.1.101 and subnet mask 255.255.255.0. The default router of A-SMS is the A-GW management IP (10.1.1.1), which means that where the external connection may be required, say when receiving updates or connecting with the remote networks, the traffic should be sent through the gateway. Host name information, like host name A-SMS, domain swansea. cca and DNS servers, e.g. an internal resolver 192.168.1.1, plus the possibility of external resolvers 8.8.8.8 and 4.2.2.2, should be applied so that name resolution is always consistent throughout the environment.
A-GW Installer
One important detail about Part 1 is that it has to confirm end-to-end IP connectivity. After configuring A-GW and A-SMS, the Gaia Portal of each device is reached via the A-GUI workstation via HTTPS. On the initial access of the browser to https://10.1.1.1 for A-GW or https://10.1.1.101 In the case of A-SMS, it shows a warning of connection not being private due to Gaia utilising a self-signed certificate, which should be anticipated in a lab and can be mitigated through the so-called Advanced option. Once the warning has been accepted, it opens the Gaia login page, and the administrator credentials generated on the wizard are used to log into both portals on A-GUI and confirm that the network connectivity of the routing and management plane of the 10.1.1.0/24 network is operational.[3]
In Gaia Portal, system check-ups are carried out. The System Overview page assures that all the devices are operating Check Point Gaia R81.20 as a 64-bit Open Server, indicates the existing kernel, build number and system uptime, and indicates installed but not yet configured software blades. Sections showing network configuration will show the management interfaces and any static routes that might be necessary, such as a default route on A-GW to the simulated Internet Network and internal routes where needed. This is due to the fact that such screenshots are valuable evidence to be included in the report to prove that the virtual machines are installed properly and are accessible.
Here are 10 clear figure entries just for A‑SMS that you can use in a table or as captions.
	Figure no.
	File name
	What it shows
	Suggested caption

	Figure 1
	[image: ]
	Browser privacy warning for 
https://10.1.1.101
	Figure 1: A‑GUI receiving a certificate warning when first connecting to A‑SMS over HTTPS, because Gaia uses a self‑signed management certificate.

	Figure 2
	[image: ]
	R81.20 First Time Configuration welcome
	Figure 2: Gaia First Time Configuration Wizard welcome page for A‑SMS, confirming that the new Security Management Server is ready to be configured.

	Figure 3
	[image: ]
	Management Connection page (eth1, 10.1.1.101/24)
	Figure 3: A‑SMS management interface eth1 configured with IP address 10.1.1.101/24 and default gateway 10.1.1.1 on the management network.

	Figure 4
	[image: ]
	Date and Time Settings (NTP)
	Figure 4: Date and Time settings on A‑SMS, using Google NTP servers and the London time zone so that logs and certificates have accurate timestamps.

	Figure 5
	[image: ]
	Security Management GUI Clients
	Figure 5: Security Management GUI Clients configuration on A‑SMS, permitting SmartConsole access only from the 10.1.1.0/24 management subnet.

	Figure 6
	[image: ]
	Deployment Options (continue with R81.20)
	Figure 6: Deployment Options screen on A‑SMS, selecting “Continue with R81.20 configuration” to complete a fresh Security Management Server setup.

	Figure 7
	[image: ]
	FTW Summary (verification in progress)
	Figure 7: First Time Configuration Wizard summary on A‑SMS while compatibility packages are being installed and configuration is being verified.

	Figure 8
	[image: ]
	FTW completion pop‑up
	Figure 8: Confirmation message on A‑SMS indicating that the First Time Configuration Wizard has completed successfully.

	Figure 9
	[image: ]
	Gaia Portal System Overview for A‑SMS
	Figure 9: Gaia Portal System Overview for A‑SMS, showing it as an R81.20 Check Point Security Management Server running on an Open Server platform.

	Figure 10
	[image: ]
	A‑GUI browser with FTW/Portal open
	Figure 10: A‑GUI workstation connected to the A‑SMS Gaia Portal over HTTPS, demonstrating successful management‑plane connectivity to the Security Management Server.



On the Windows side, the workstations and clients of the management are ready to be utilised and tested by SmartConsole in the future. A-GUI is connected to the management network with an IP of 10.1.1.201/24, default gateway of 10.1.1.1 and DNS configuration of internal DNS server and the public resolvers. A-GUI Internet browsers can also be used to access Gaia as well as to get the SmartConsole package of installations downloaded via the Check Point website or a local repository, but in Part 1, the console might not be configured completely. The Swansea LAN has its IP addresses of client VMs in 192.168.1.0/24, default gateway 192.168.1.254 (A-GW internal interface) and default DNS servers in line with the A-SMS configuration. This is achieved by ICMP tests (ping) of A-GW by its internal interface, A-SMS, and, where feasible, external test addresses to ensure that the traffic is going through the topology in the correct directions.[4]
The VirtualBox networking topology by itself should also be documented in Part 1. The network adapters of each VM are set to map to named interior networks which reflect the logical parts of the module, such as IntSwa representing the Swansea LAN, IntCP representing the Check Point management network and ExtLCD representing the external/Internet connectivity. The fact of which interface of either VM is linked to which VirtualBox network, and what IP range the network is, is critical since it means that a different examiner or student can recreate the same setup. This documentation can be evidenced by screenshots of the VirtualBox Manager of A-GW and A-SMS that have several NICs attached to the respective networks in the system.
Part 1 may establish the fundamental awareness of the licenses and guarantee that the systems start without license errors, which would stop the policy installation later, although the licensing and advanced blades are formally examined in Part 2. In Gaia, the page where the Licenses are checked, the at least evaluation licenses are recognised in the Open Server installations. At this stage, however, the attention is not so much related to the specifics of blades but rather an assurance that the management server and the gateway are available, accessible and properly fitted into the topology.
Last but not least, a brief overview of the working environment and the evidence collected should be provided at the end of Part 1. This will contain: a topology chart with all VMs and networks; a table with IP addressing, roles and interfaces; and important screenshots like installation process, Gaia login screens, lists of interfaces, and successful ping tests. It must be noted that the Swansea enterprise network was successfully emulated in VirtualBox, that Check Point Gaia appliances A-GW and A-SMS are installed and accessible over the management workstation, and routing and general connectivity between the internal and external segments are confirmed. This finished foundation gives the base upon which the security policies of Part 2, such as the Threat Prevention feature and identity-aware controls, can be stacked to the protection of the enterprise network.[5]
[bookmark: _f341k5jkkn32]Part 2
Part 2 of the project is a continuation of the working topology in Part 1 by changing the Check Point GAIA deployment into a centrally managed security system of the Swansea enterprise network. The key tasks are to install and configure a dedicated Security Management Server (A-SMS), finish the installation of the Security Gateway (A-GW), install SmartConsole within the management workstation (A-GUI), install the right licenses, and finally create and implement a realistic firewall and Threat Prevention policy. Other features like identity-based access, URL filtering and internal segmentation are done to conform the design to current enterprise best practice and provide defence-in-depth.
The initial section of this phase is the completion of the Check Point management architecture. A-SMS, installed in part 1, is set up using the Gaia First Time Configuration Wizard as a Security Management Server explicitly set as a Security Management Server and not a gateway. Its management interface on the network 10.1.1.0/24 still has the same address of 10.1.1.101/24 and default gateway of 10.1.1.1, with its DNS/NTP settings confirmed such that certificates and logs will be correct in terms of time and names. The wizard creates a dedicated Security Management account, which is not the same as the Gaia OS account of "admin", and access to Gaia Portal over HTTPS is verified via A-GUI. A-SMS Gaia Portal and the System Overview screen successful login will indicate that the management server processes are operational and will accept SmartConsole connections.[6]
On the A-GW, the First Time Configuration Wizard is filled in such a way that the device is configured as a Security Gateway only. The interfaces are verified in Gaia Portal to ensure that eth0 is set to 10.1.1.1/24 for management, eth1 192.168.1.254/24 to the Swansea LAN, and any external or DMZ interfaces (as 20.0.0.1/30 or 10.0.5.15/24) should be set properly. Software blades such as Firewall, IPS, Application Control, URL Filtering, Anti-Virus and Anti-Bot are enabled where the license allows, making A-GW a next-generation gateway that is able not only to do access control, but also to do more intricate inspection. As both the appliances are now stabilised, the focus now resorts to central management under SmartConsole.

	Rule ID
	Source
	Destination
	Service
	Action
	Purpose

	R1
	Mgmt_Net (10.1.1.0/24)
	A‑GW, A‑SMS
	HTTPS, SSH
	Accept & Log
	Allow secure management from A‑GUI/admin hosts to gateway and management server.

	R2
	Any
	A‑GW, A‑SMS
	Any
	Drop & Log
	Stealth rule to block all other access to security devices.

	R3
	Swansea_LAN (192.168.1.0/24)
	DNS_Trusted (internal DNS + public resolvers)
	DNS (UDP/TCP 53)
	Accept & Log
	Permit name resolution only via trusted DNS servers.

	R4
	Swansea_LAN
	Internet / External_Net
	HTTP, HTTPS
	Accept & Log
	Allow web browsing and HTTPS applications from internal clients to Internet.

	R5
	Mgmt_Net
	Internal_Servers, A‑GW
	ICMP
	Accept & Log
	Allow ping/troubleshooting from admin network to servers and gateway.

	R6
	Internet / External_Net
	Swansea_LAN
	ICMP
	Drop & Log
	Block external ping to internal hosts to reduce reconnaissance.

	R7
	Swansea_LAN
	Internet / External_Net
	Telnet, FTP
	Drop & Log
	Block legacy insecure protocols from internal network to Internet.

	R8
	Internet / External_Net
	Swansea_LAN
	Telnet, FTP, RDP, SMB
	Drop & Log
	Block remote access and file‑sharing protocols coming from Internet into internal LAN.

	R9
	Swansea_LAN
	Critical_Servers (e.g. DB, file server)
	SMB, DB ports
	Accept & Log
	Allow only required protocols from authorised internal hosts to critical servers.

	R10
	Any
	Any
	Any
	Drop & Log
	Explicit cleanup rule logging all traffic not matched by earlier rules.



The SmartConsole R81.20 is installed on the A-GUI Windows workstation and pointed to connect to the management server that is located at 10.1.1.101. A SmartConsole administrator is initially created by default with the relevant permissions. The automatically created object of A-SMS is checked inside the SmartConsole, and a new object of a gateway is generated, which refers to the management IP of A-GW (10.1.1.1) and the appropriate blades are chosen. An Activation key, A Secure Internal Communication (SIC), is typed in, which is the same as the key that has been previously entered on the wizard page of A-GW. After SIC has been enabled, SmartConsole will have a green trusted status of the gateway, which signifies that there are encrypted management and logging channels between A-SMS and A-GW. This is a trust relationship required since all the policies, logs and Threat Prevention updates go through this secure channel.[6]
Thereupon, licensing is introduced and approved. Documentation on Check Point lists a number of different options, such as central and local licenses associated with IP addresses and evaluation licenses, which are usually applicable in a laboratory setup. In the case of this project, there is an association of A-SMS and A-GW with evaluation or education-lab licenses to facilitate Security Management, Firewall and Threat Prevention blades. The licenses may be installed by using the licenses tab of the Gaia Portal or centrally by using the tools of the SmartConsole licensing; in both the final state must indicate valid entries with the product, IP address and expiry date that will be convenient to meet the assessment period. Samples of the license overview of each device are the evidence in the report, and a brief narrative is to tell that licensing complies with the module requirements, as it lets all the necessary blades be enabled. 
[image: ]
At this point, with the management in place, the main component of Part 2 is the access-control policy. In SmartConsole, a new policy package is generated and is attached to A-GW. The Swansea LAN, the management network, external networks and the important hosts, including A-SMS, A-GW, servers and test clients, are defined as network objects and groups. An order of rules is then established based on the Check Point guidelines in access control best practices: management rules and stealth rules towards the top, then functional user and server rules, and a clean-up of the rulebase at the end. One of the initial policies allows HTTPS and SSH by the management subnet (e.g. A-GUI and admin hosts) to A-GW and A-SMS, and a subsequent stealth rule blocks the rest of the traffic that is destined to make it to the firewall or management server. This is to make sure that the security devices are handled by only authorised persons.[7]
Later regulations govern the traffic between the inner networks and the Internet between North and South. A DNS rule permits internal hosts to perform only a particular query to specified DNS servers, including the internal resolver and a select set of public resolvers, to avoid arbitrary use of DNS, which may support tunnelling or data exfiltration. One of the web-access rules is to allow HTTP and HTTPS between the Swansea LAN and the Internet so that staff and students have the browsing capabilities they require, and that any other outbound protocols are blocked out automatically unless explicitly permitted. Pings and traceroutes in the management network are permitted to internal systems to facilitate troubleshooting, but ICMP to foreign networks is blocked to prevent reconnaissance chances. Unsecure, or old, protocols like Telnet and plain FTP are blocked outright, and rules are dropped or rejected, and attempts to use such protocols are logged; should there be a need to use Telnet or FTP to demonstrate it, it is restricted to specific laboratory computers and never allowed on the Internet. The rulebase terminates with a directive Any-Any-Drop-Log cleanup rule to offer an insight into any traffic that is not resolved by more particular rules.[8]
Part 2, on top of port-based control, presents Threat Prevention. A special Threat Prevention policy is developed and applied to A-GW, based on a profile based on Check Point's templates, named "Optimised" or Strict. IPS is set to block high-confidence exploits of common services, as well as at least block less-confident or noisy signatures, and protocols like HTTP, DNS, SMTP and SMB are turned on. Anti-Virus scanning is used on web and email traffic, such that download data and email attachments are scanned against malware signatures, whereas Anti-Bot is turned on to block outgoing traffic to known command-and-control systems and malicious websites. Such a combination implies that although an attacker may operate over the allowed port, such as 80 or 443, the malicious payloads and callbacks could still be monitored on the content level. 
The policies of access control and Threat Prevention are validated by testing. Client machines on the Swansea LAN have been confirmed to connect to the Internet via HTTP/ HTTPS access, but are blocked and logged to the external host via Telnet and FTP. Attempts to SSH into A-GW and A-SMS may be made by management hosts, and not by non-admin clients, which proves the correctness of management rules. External test net pings are dropped to internal targets, and pings of the admin subnet are received, which proves the desired split. In order to exercise Threat Prevention, there are safe test tools and benign patterns that cause IPS or Anti-Virus detection to occur, such that recent logs in SmartConsole can be used to indicate which blade blocked the connection, which rule was used and which signature was triggered. The report will include screenshots of a rulebase, Gateway and Servers view, Threat Prevention profile, and Logs and Monitoring pane that will be used in the demo to demonstrate the real-time behaviour of the system.[9].
[image: ] 
Part 2 additionally includes more advanced features that are not basic but improve the security well beyond the minimum requirements. In A-GW, Identity Awareness is on where it can be and the Access Roles or user groups (e.g. IT-Admins, Staff, Students) are configured in such a way that some rules use identities, as well as IP addresses alone. As an example, only IT-Admins could SSH to servers and gateways and Students could have access to the web and DNS only. The configuration of URL Filtering and Application Control is as follows: Browsing is classified and blocked; educational and research categories are permitted freely, high-risk categories, like Malware and Phishing, are blocked by all and optional categories, such as Social Networking or peer-to-peer applications, can be blocked by staff or blocked outright. Internal segmentation is enhanced by considering critical servers, like assessment databases, file servers, etc., as distinct network objects or subnets with different rules that only allow access by the user groups and protocols that require it. 
In Part 2, logging and monitoring are no longer secondary elements but are considered to be first-class. All relevant regulations, such as access to management, segmentation limits, blocked risky protocols, URL segments and Threat Prevention events, are set to create logs. A-SMS is the central log server, and logs and monitoring views of SmartConsole are created to provide a filtered view of all blocked Telnet attempts or all SSH administration sessions, or all IPS critical alerts during a particular time. Such visibility enables quick correction of misconfigurations and gives good reasons as to the report and viva that the policy is doing as intended.[9]
Part 2, in summary, makes the lab a routed network instead of a Check Point security infrastructure that is centrally managed. A-SMS, A-GW and A-GUI are all designed to work together through SmartConsole and SIC. There is a structured firewall rulebase that enforces least-privilege access to services (ICMP, HTTP/HTTPS, FTP, Telnet, SSH and others). Threat Prevention blades add in-depth inspection of exploits and malware, and advanced capabilities include an identity-aware rulebase, URL Filtering, internal segmentation and rich logging, making the design in line with R81 best-practice guidance on enterprise deployments provided by Check Point.

[bookmark: _zes4t22ayx3m]Part 3
Part 3 of the project aims to improve the security of Swansea enterprise network beyond firewalling and Threat Prevention to incorporate extra features and controls of the Check Point GAIA appliances that represent the agreed best practice in the industry. The intention is to show that the environment has been hardened at the level not only in the packets and application level, but also at the administrative level, user access levels, internal segmentation, monitoring and operational resilience. These enhancements transform the minimally secure deployment into a more realistic enterprise-grade security platform that is based on A-GW, A-SMS and A-GUI.[10]
One of the primary improvements in Part 3 is the restricted access of administrative access to the GAIA operating system. Instead of using one common user account, named administrator accounts are established on both A-GW and A-SMS, with each receiving a suitable permission profile, i.e. full "Super User" or limited read-only. The principle of least privilege is followed with this approach, as well as enhances accountability, where the actions done via Gaia Portal or SSH can be attributed to a specific user as opposed to a shared, anonymised credential. The password policy is strengthened by using complex passwords, expiry and lockout after multiple failed attempts to log in, which will tremendously minimise the chances of brute force attacks. The session-time-out also has restrictions, limited thus the idle management sessions that automatically close.
The management interfaces themselves are hardened to lessen protocol-level availability. Gaia Portal is not accessible via plain-text HTTP, and instead, all web administration is done via HTTPS, which is encrypted with TLS. Only the strong cryptographic cyphers and only when they are accessed by the dedicated management subnet are permitted, which is similar to the access-control rules that already restrict management traffic to A-GUI and other permitted hosts of administration. Part 3 also provides such restrictions in the firewall rulebase as well as on the GAIA OS level, and defence-in-depth is adopted in the management plane: an attacker needs to breach many layers before getting to a shell or web console in either A-GW or A-SMS.
The other important Part-3 objective is to provide user and group-based access control to normal enterprise traffic, and not just using pure IP-based rules. Roles like "IT-Admins," "Staff", and Students are defined using the local user database of GAIA, as well as, where it exists, the Identity Awareness blade. Such roles are then stated directly in SmartConsole access-control rules. As an example, IT-Admins have access to SSH to internal servers and A-GW/A-SMS, and the Staff have access to specific internal web or file servers to defined ports, but Students are prohibited access to the management and sensitive server network. This role model is representative of the real world of the university and enterprise, where various groups of people should be granted various privileges and where restrictions should be applied to the user and not to a specific workstation. With Identity Awareness enabled, a connection is initiated by a named user, and logs demonstrate which user initiated the connection, which is much more beneficial than plain IP logs in forensic and compliance applications.[12]
The 3rd part also introduces higher control outbound through URL Filtering and Application Control. These blades categorise web requests (like Education, Social Networking, Malware, Phishing, Adult, Gambling) as well as recognising a particular application despite it being carried over common port numbers like 80 and 443. Based on the basic web rule developed in Part 2, the policy is improved such that educational and research categories are also allowed, high-risk categories such as Malware and Phishing are blocked to all users and categories that are recreational or likely to affect productivity (e.g., Social Networking or Gambling or peer-to-peer applications) can be restricted to Staff or blocked outright to Students. Certain unauthorised applications, like remote-control applications or anonymisers, can be specifically denied. This policy has the benefit of being content-based and limits the likelihood of users accidentally visiting the malicious sites or executing dangerous software without obstructing the legitimate academic activity. These blades automatically generate logs containing the category or application matched, and being easy to view, they can be used as a powerful and easy-to-understand measure of policy implementation.[13]
The other theme that is significant in Part 3 is internal segmentation of critical resources. Rather than considering the internal network a flat, and fully trusted, environment, sensitive servers, e.g., file servers containing teaching materials, databases containing assessment data, or management jump-hosts, are put into different subnets or at least identified as distinct network objects. Thereafter, access rules are rigid on which user roles and source networks are allowed to access these systems and what protocols. As an example, only staff and IT-Admins can access an assessment file server using SMB, only certain application servers and the IT-Admins group can connect to a marks database, and no one (Students) can connect to those addresses. Such micro-segmentation minimises the possibilities of lateral movement if one endpoint is compromised, imposes constraints on data classification, and makes any effort on behalf of a general workstation to connect with a protected server conspicuous in the logs as a red flag.
[image: ]
Part 3 visibility pillar is composed of enhanced logging, monitoring and alerting. Every high-value rule, especially those included in the management access process, segmentation limits, blocked legacy protocols, URL-filtering and Threat Prevention events, are all configured to be logged in detail. A-SMS is configured as the central log repository, which has enough disk space to store the logs throughout the duration that the module is running. The SmartConsole offers tailor-made views to track a variety of typical situations (blocked Telnet or FTP connections, administrative SSH connections, identity-aware matches in rules and IPS or Anti-Virus alerts). E-mail alerts or other notifications in case of severe alerts, such as repeated failed administration logins or multiple malware detections on the same host, are enabled to mimic the way a security operations team would act as an early warning of malicious activity.[13]
[image: ]
It also deals with operational resilience. A-GW and A-SMS configuration backups are done with Gaia snapshot or backup functions periodically to ensure that, in the case of misconfiguration or compromise, the environment can be restored quickly to a known-good state. Similar to change-management processes in enterprises, snapshots are captured, and change details are recorded before major changes, like those that can be made to new blades or changes in major policy. This is not only to ensure that the lab work is not subjected to accidental mistakes but also to show the assessors that the student knows how to ensure a secure environment long-term, rather than how to set it up.
Everything done in Part 3 can be well traced back to known security principles as well as to the best-practice advice offered by Check Point itself. Least privilege, secure-by-default and defence-in-depth Hardened admin accounts, HTTPS-only management, restricted SSH Hardened admin accounts, HTTPS-only management, restricted SSS represent least privilege. Role-based access control and design based on data classification. Role-based access control and design are supported by identity-aware, role-based rules and access to server segments. Application Control and extended Threat Prevention and URL Filtering impose risk-based access to web and application resources and directly deal with the current threats that tunnel across legitimate ports. Detailed logging, monitoring, alerts and frequent backups reinforce the detect-and-recover phases of the security life cycle, which are underlined in Check Point R81 documentation as well as overall security operations books.[14]
[image: ]
Overall, Part 3 brings the Swansea Check Point implementation to the next level of a properly secured perimeter to a more comprehensive security structure. The design illustrates how a real enterprise or university would run a Check Point-based security infrastructure in the long run by making GAIA administration hard, adding user and group-based control, content-aware web and application policy, sensitive internal resource segmentation and establishing good monitoring and backup habits. These extra capabilities not only offer bonus marks to the assignment but demonstrate a solid awareness of how to proceed to advanced firewalling out of the needy, immature to the best-practice-oriented network security.[15]

[bookmark: _vwfm6enzjhap]Conclusion
The project completed here provides evidence of a complete lifecycle method of securing an enterprise network with the Check Point GAIA appliances. Throughout the three sections, the Swansea lab environment has initially been configured into a working routed topology in VirtualBox, after which a structured firewall and Threat Prevention policy were centrally operated in the environment, and lastly added further controls were added that are in line with established industry best practices. The outcome is a realistic, modular design where A-GW imposes traffic and threat control, A-SMS offers centralised policy and centralised logging, and A-GUI offers an administrative workstation to day to day operations.
Technically, the layout indicates how the cautious use of IP addressing, interface design and routing is the foundation of all subsequent security efforts. The access-control policy is based on the principles of least-privilege, explicitly permitting only necessary services, like DNS, HTTP/ HTTPS and management SSH, of specified networks and excluding or restricting legacy protocols, like Telnet and FTP. This is expanded by Threat Prevention blades that scan the traffic to detect malware, command-and-control callbacks and exploits, making the gateway a next-generation firewall. The Identity-aware rules, URL Filtering and Application Control are an addition to the user role and web category-based rules to further refine the access to specific business terminologies instead of ports and IPs.
The deployment follows features that actual organisations are based on: hardened administrative access, internal resources are segmented, logging and basic alerting are comprehensive, and configuration is backed up regularly. These measures aid in monitoring, incident response and recovery, which makes sure that the system can be kept securely over time, as opposed to only at the first deployment. In general, it demonstrates not only how to set Check Point GAIA up in a laboratory but also how to design, justify and run a security infrastructure that is enterprise-level, which may be extended or also implemented in more sophisticated settings.
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