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ABSTRACT
The Internet of Things, abbreviated as (IOT), is an emerging and a rapidly growing phenomenon. Most of the electronic devices are easily getting connected to the Internet and are continuously becoming smart in the process. Nevertheless, an increased connection to the Internet exposes the systems into possible attacks from various dimensions. As such, a key fundamental problem faced by the Internet of Things (IoT) devices is the fact that they are acquired and deployed in batches. Hence, most of the IoT devices that are deployed have remained with the default username and a combination of password for the sake of authentication. For this reason, it becomes very possible to deploy unnecessary force into such devices and take control over them. Apparently, one of the most important ways to provide protection against the brute force authentication is to deploy key-based authentication for the Internet of Things devices with the assistance of the BlockChain.  The paper will also explore other specific networks coupled with a variety of communication protocols. Basically, a BlockChain is a distributed database of all digital events, which have been executed and shared among participants. The BlockChain contains verifiable records of every single transaction ever made. The main hypothesis is that the BlockChain establishes a system of creating distributed consensus in the digital world. The paper explores the BlockChain technology encryption for investigation of application in IoT to determine the security of BlockChain.
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Chapter 1 - INTRODUCTION
1.1 Introduction

Today we are faced with a new digital revolution, looking at the recent past they were in the 80s and 90s where computers and mainframes have mitigated economic and social life, and then went through the 2000s with the revolution of mobile devices and l 'Introduction of the concept of perennial connection and precisely today the difference between mobile and non-mobile has become so subtle that it is negligible. What matters is the ongoing connection between a heterogeneous world of defined Internet devices of things with a homogeneous world of storytelling information available by the cloud and its data centres.

The IoT is an ecosystem where every object, physical or virtual device, is identified and reached by other devices of a different nature by displaying communicative and intelligent capabilities [1]. According to Gartner, these virtual physical objects all networked to a specific cloud are set to be over 20 billion by 2020, and the estimate may also be low [2]. Clouds are a forced choice as well as a need because data storage capacity of these devices is always very low, in most cases, it is about environmental sensors, so they cannot afford to save data to their Inside [3]. However, the obvious consequence of this amount of connections to device memory capacities is that the amount of generated data is potentially huge and this leads to a potential and real risk of privacy and security of these device data.

To respect privacy, the maintenance of the three Confidentiality, Integrity, Availability (CIA) data security principles requires security rules and protocols to prevent access to data from each connection between a device and a centralised or decentralised cloud environment. In other words, authentication, encryption and data path anonymity must be integrated [3]. Various cryptographic algorithms such as RSA and AES can be used in virtually everywhere, but in the sensor networks that are also part of the IoT, often the computational capacity is insufficient as a high and constant use of the calculation capability with high power consumption and this can also mean the loss of the battery connection failure before it may have been anticipated. Secondly, this kind of encryption may not be enough to protect unattended sensors and devices for a long time, especially because of the open or varied hardware nature of the multitude of devices [4].

A few years ago, Satoshi Nakamoto created a concept of security called BlockChain that is the basis for the operation of what is and will be the electronic crypto value of the future [5].

In this project the intention is investigate and compare through the analysis of the types of attack and the simulations on the value of the results, what are the best solutions to protect the connection of the IoT with the Cloud environment, starting from the encryption mechanisms Up to the use of a BlockChain infrastructure based on a peer-to-peer network sharing network [5] [6].    

1.2 Aim
The ultimate goal of this project is to investigate through research, testing and experimentation if security brought by BlockChain system can make improvements to the IoT connections to guarantee the CIA principles.

1.3 Objectives

The objectives are to:

· Conduct a literature review to develop a thorough understanding the concept of IoT and the secure connection with the cloud storage service by use of many mechanisms;

· Identify the characteristics of various security algorithms for variable devices;

· Compare and define advantages and drawbacks of the singles security mechanisms;
· Modelling and configuration network device for testing during malicious tentative use;
· Undertake lab activities based on appropriate simulation software;

· Identify, analyse and discuss the results which will be obtained from the simulation for define the best way after compare.
1.4 Structure of The Project

The project is essentially made up of three parts. First, from Chapter One to Chapter Three, theoretical research of the state of the art has been carried out and the definition of what are the convoluted parts in the formation of the project. The second part of chapters four and five explains how the project was outlined, using the appropriate software and how tests were conducted to obtain data and situations from which a comparative assessment of the use of security protocols could be made. Finally, the third part in chapters six and seven describes the results of the experiment of the project by accumulating the derived guidelines, evaluation and synthesis of how data comparison can be used to exploit them.
Chapter one describe the new concept of security called BlockChain, following by the Aim of this project which is experiments the new security brought by BlockChain and improvements to the IoT connections. The Objectives are to understand the concept on IoT secure connection and identification of various security algorithms with their advantages and disadvantages and explain the best solution to protect the connection of the IoT. 

Chapter two is concentrated on a wide research and review of several types of attacks including model solutions that can control and implement secure connection.
Chapter three is described the research methodology, process and data collection used to describe a new security solution for IoT.
Chapter four is focussed on project design and implementation which is engaged in defining testing methods and their implementation of the BlockChain security efficiency.
Chapter five was conducted experiments and tests to investigate the effects of the futures block chain and their relative security.
Chapter six is regarding to the project conclusion and the ability brought by BlockChain and future research recommendations of what would be great to see in the future BlockChain implementation.
Chapter seven is concerning to the personal reflection and the barrier experienced during this period of project develop.
Chapter 2 - RESEARCH & REVIEW OF LITERATURE
2.1  Introduction
This section of the project outlines what the state of the art of literature proposes as regards the definition of any physical aspect that is involved in the project to the most abstract one. In this way we will create a summary that can be the basis of theoretical use of how to address the empirical approach in comparing the described elements of those who have already performed experiments.
2.2   IoT
Starting with definition given by International Telecommunication Union (ITU) and European Research Cluster on the Internet of Things (IERC), the IoT “represents the infrastructure of the global dynamic network with advanced self-configuration capabilities based on the use of standard and interoperable communication protocols”. 
Within which both physical and virtual devices have digital identities with intuitive, intelligent and perfectly integrated interfaces in the internet. [7],[8].
IoT is compared from a various technology and principles [7],[8]:
· Interconnectivity, all that has a connection can be interconnected with the global information and communication infrastructure;
· Heterogeneity, devices in the IoT network can be very heterogeneous, as they are based on a variety of hardware and network platforms, but can interact with other platforms, sockets, devices on different networks;
· Dynamic changes, these devices include thousands of sensors, such as simple reading of ambient temperature, or actuators, such as door opening or closing, where the readout or data performance can be changed with high dynamism and frequency;
· Enormous scale, foreseeing that there will be a device for practically informing the state of anything, inside the home, workplace, cars, it is absolutely possible to consider that the increase in numbered devices will be one or more orders of magnitude compared to the current internet. This, in spite of the forecasts, will also lead to a diligent and uncomplicated massive management of the enormous amount of data produced.
Clearly, this newly-made talk is all about data semantics and their efficient management. The IoT need to have three elements for secure data guarantee, the security, the privacy and the trust.
The trust is composed of few elements:
· Lightweight public key infrastructure (PKI) this infrastructure is used as a basis for managing trust and data security. The advantages lie in the concepts of hierarchical certification and cross certification in order to guarantee and implement the basic concept of scalability;
· The quality of information, is a fundamental requirement in IoT networks and to improve the reading and implementation of data information, data metadata is often used in such a way as to make data reliability as high as possible;
· Policies and platforms selection methods in terms of trust and reliability going to release the data management to trusted partners to hardware, software and protocols;
· Access control to prevent data breachs.
The security is composed of several types of attacks, and without enumerated of security in IoT, attacks will outweigh any of their intended benefits [9]:
· Denial of service attacks;
· Wormholes attack;
· Spoofed, alter replay routing information; 
· Sybil attack.
Regarding privacy management for personal and sensitive data, the preservation of anonymity and the limitation of manipulation of this information are of utmost importance. To implement these rules, the solutions can be:
· Cryptographic techniques;
· K – anonymity of link and location;
· Maintain in local in decentralized concept framework the data when possible.
2.2.1 Type of connections

The IoT include an incredible and vast amount of connected and interconnected devices on the Internet, which is why their connectivity capacity ranges from classic cabling to the old network or fibre optics, to the latest radio frequency communications Active passive [10]–[19].
2.2.1.1 4G/LTE

Any IoT device application that needs to communicate on a larger geographic distance than a local network of sensors can leverage and take over GSM / 3G / 4G GSM communication. However, despite the high data transfer capability of 4G, the cost and energy consumption of this technology remains very high. However, it may be the ideal solution for remote and isolated sensors that send heavy data but only in particularly rare time. An excellent data connection for products and cellular platforms or like Arduino remains. [18], [19].

2.2.1.2 NFC

Near Field Communication (NFC) is part of the Radio Frequency Identifier (RFID) device IoT, a particularly convenient technology implemented in recent years both in smartphones and credit cards, enabling simple and secure bilateral interactions between electronic devices. These devices can go from banks ATMs or POS shops; they can be other smartphones to TAG or small print circuits inside simple labels that interrogated by the magnetic radio pulse return information inside them with any digital content Was previously written. In other words, it extends the capability of non-contact technology to share information at a distance of less than 4 cm [14], [15].
2.2.1.3 Wi – Fi

The Wi-Fi connection system is often the first obvious choice without much reason for any developer or network designer, due to the universal impact with the domestic presence of such wireless LAN (Local Area Network) technology. Surely for this protocol there is not much to explain if it is not necessary to have a solid infrastructure if you need to handle a very high number of connections and packets since even if perfect for speed and amount of data can be put into crisis by Capacities of broadcast CPUs and overheating. The only flaw is the energy consumption and the fact that it can be a beautiful, too powerful protocol for the minimal use of data of many types of IOT [11], [16], [17].

2.2.1.4 ZigBee

ZigBee technology has a great present and future use plan with verified and efficient operation in industrial environments. This technology is based on IEEE 802.15.4 protocol, which is standard 2.4GHz wireless protocol, with the data exchange principle at its low time frequency with non-binding data weight, as it may well be a temperature or temperature sensor presence. The radio coverage is about 100 meters and is ideal for complex low power systems and high security, robustness and scalability [12], [13]. 
2.2.1.5 6LoWPAN

The 6LowPAN is an IPv6-based technology (in detail a low power wireless network for sensors, with IPv6 protocol). Compared to Bluetooth and ZigBee, it is a protocol that compresses and encapsulates payloads and packet headers. From the point of view of the radio channel and operating frequency, it is particularly free, having compatibility with various physical-level communication platforms, such as Ethernet, through IEEE 802.11 and Wi-Max. An essential feature is the use of IPv6 in full implementation and overcoming of IPv4, which with its 5,000 individual addresses, allows any device to connect in a unique way.

Designed and implemented to work with open and well-known standards such as TCP, UDP, HTTP and SSL, this standard also offers peer to peer nodes for unique networks with scalability, robustness, and standby stand-ups for extended periods of time. [10], [20], [21].
2.3  Cloud
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Figure 2.3:1 Cloud Computing
From the National Institute of Standards and Technology (NIST) definition of the Cloud computing [22]:
“Cloud computing is a model for enabling convenient, on – demand network access to a shared pool of configurable computing resources that can be rapidly provisioned and released with minimal management effort or service provider interaction.”

The security, in general, could prove to be a big issue; it is still unclear how safe out – sourced data is and when using these services ownership of data is not always clear.

The problem arises when the server or main data center connection is no longer responding, in this case it is difficult to predict what can happen or better remember various complex and costly but necessary backup connections. 
There have been cases of users being locked out of accounts and losing access data. But the problem for the users is not how the cloud maintain his framework. The question is how to use the cloud in secure connection based on two steps of connection in the concept of decentralization for a major harmony works with IoT world. For this reason, about the future, the cloud needs to become a concept of Secure as a Service (SecureaaS) [23],[24],[25] with a constantly physical and virtually real time control of the transactions in stored memory, not only Software, Platform and Infrastructure Services can see in Figure 2.3:2.
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Figure 2.3:2 Cloud Services
2.3.1 Cloud Services
2.3.1.1 Platform as a Service (PaaS)
Is an offer in which a client platform is provided to the client company that supports the development of cloud applications offered. The platform includes programming languages, dedicated libraries, services and tools, all developed by the provider. The elements that make up PaaS allow you to program, test, deploy, and manage your business applications without the costs and complexity associated with purchasing, configuring, optimizing, and managing the hardware and software required for development activities.

The advantage of this formula are that a company can develop advanced application applications and services such as collaborative team-based collaboration solutions, integration of Web solutions, database integration, and security management. All through a Web-based interface.

Again, the client company does not have to worry about having to manage or control the cloud infrastructure at the network, server, operating systems, and storage levels, but has full control over the implemented applications and their configuration settings.

PaaS's technological innovations are the Integration Platform as a Service (iPaaS) and dPaaS (Data Platform as a Service). While iPaaS enables business customers to develop, execute, and manage application integration processes without having to deal with any hardware or middleware installation or management, DPaas will be the provider to directly develop the implementation of management solutions data and tailor-made application creation for the customer. [26],[27].
2.3.1.2 Software as a Service (SaaS)

SaaS is a software distribution model (management, middleware, e-mail management programs, video conferencing as well as CRM modules, business intelligence, HR management and so on) where a developer develops, operates (directly or through third parties) and manages a web application, making it available to its customers via the Internet. In this way, a company can access the various applications it has purchased through a Web interface or a custom interface and access modes as set out in the contract.

With SaaS, the service-user private enterprise does not control the infrastructure that supports the software: network management, servers, storage, and operating systems are fully funded by the provider. The customer company can only decide on limiting software capabilities by setting identity management policies and access prioritization through a dedicated configuration set. [25], [26], [28].
2.3.1.3 Infrastructure as a Service (IaaS)

IaaS is an evolved outsourcing of all ICT resources. The cloud, in fact, is made up of a group of technologies so mature that today it is possible to move anything on the cloud: the principle, in fact, is that through a new generation software programming physical resources (any physical resource) in a logical resource. So you can design servers, storage, appliances, switches, security devices, firewalls, routers, and so on. Today, providers have come to be able to offer much of the cloud to cloud - in practice, a whole virtual data center can be located on the cloud. This is, in short, the meaning of Infrastructure As a Service (IaaS).

By choosing the IaaS, companies outsource resources, run at infusion level by a supplier. The customer can manage his storage, networks, and all of his computing resources in distributed mode by viewing everything from a single centralized dashboard without having to worry about engine, monitoring, security, and update details related to machines that enable this on-line service. [29]–[31].

2.3.2 Cloud deployment models
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Figure 2.3:3 Cloud Models
2.3.2.1 Private Cloud

A private cloud is a particular cloud computing model that provides a distinct and secure cloud-based environment on which only a specific customer can operate. Like other cloud models, private clouds offer processing capabilities as a service within a virtualized environment, using an underlying basin of physical processing resources. However, with the private cloud model, the cloud (resource pool) is accessible from only one organization, which will have greater control and privacy. [32]–[34].

2.3.2.2 Community Cloud

The cloud community is a public cloud environment, but there are typical elements of the private cloud, such as certain levels of security and privacy. In summary, we are talking about a multi-user platform in which several companies can simultaneously operate. An example is the testing of high profile products for enterprise security. Government, healthcare and so on, they will have a safe and "dedicated" environment with certain policies and standards already integrated. In another case, the provider might allow multiple users, in the same cloud environment, to access the same application they need. The fact that multiple users reach that particular server for the same purpose makes it immediately classifiable as a cloud community.
2.3.2.3 Public Cloud

the most recognizable cloud computing model is the public cloud that provides cloud services in a virtualized environment built by drawing on shared physical resources and accessible via a public network such as the Internet. To some extent, it may oppose the definition of private clouds, which delimits the underlying computing resource pool, creating a distinct cloud platform accessible to only one organization. Public clouds instead provide services to multiple customers via a single shared infrastructure. The clearer examples of cloud computing fall into the public cloud model, because by definition they are available to the public. "Software as a Service" (SaaS) offerings such as cloud storage and online office applications are perhaps the most familiar, but the model can also be followed by the popular "Infrastructure as a Service" (IaaS) and " Platform as a Service "(PaaS), including web hosting and cloud-based development environments (although all of these can also exist in private clouds). Public clouds are widely used for private bidding, which will be less likely to require the level of infrastructure and security offered by private clouds. In any case, businesses can also use public clouds to make their activities much more efficient, for example, with non-sensitive data storage, online collaboration on documents, and web mail. [35], [36].
2.3.2.4 Hybrid Cloud

The hybrid cloud is tied to the fact that the very nature of virtualization technology allows you to move your resources on the cloud at any time or back to the company in an absolutely dynamic way. This means that you can bring back virtual machines and associated workloads, as well as network resources or storage space, by restoring a previous configuration of the cloud computing infrastructure. The difference in cost efficiency is that the hybrid cloud provides an intermediate solution between the two extremes, the largest available economies of scale with the adoption of the public cloud and the more economical scales achievable by applying the paradigm of the private cloud.

Suffice it to recall that, at cost efficiency, public clouds can provide greater economies of scale than private clouds, leveraging, for example, the central management of IT resources by the cloud provider. The hybrid cloud model basically allows you to extend these cost benefits to as many business features as you can, relying on the private cloud, however, when security and application applications are to be securely protected. [34].
2.4  BlockChain
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Figure 2.4:1 BlockChain
2.4.1 Definition
In this scenario of embedded security service is possible to think not only cryptography for privacy and anonymity but a new concept of security ledger peer – to – peer for direct applied with the decentralized and direct connected centralized IoT like BlockChain.

The BlockChain is a log without the ability to undergo changes or modifications, which supports the IoT devices and keeps all network transactions publicly. Network participants are known through a variable public key (PK) and handle the BlockChain in a distributed way without there being a central unit [5].

There are some nodes responsible for adding block blocks to BlockChain. These nodes are defined as miners, and the annexation process is defined mining. Performing the IoT devices mining operation involves decoding a cryptographic resource that needs resources as a workout Proof of Work (PoW).

BlockChain is an attractive and attractive technology to address the previously mentioned security and privacy challenges in the IoT due to its similar features of decentralization, anonymity and security.

According to Hashemi [37],[38], it would be feasible to use a multi - tier methodology based on the BlockChain to create a status of IoT user data between organizations, people, and single nuclei of sensors. The big problem, however, is that sophisticated hardware and computational capacities are needed to generate blocking and resolving PoW permissions, thus making the connection availability unnecessary. Using BlockChain in IoT could be successful, but it's not at first glance simple implementation due to latency, power, and scalability.
2.5 Experiment Review
Analysing the studies and experiments carried out by researchers and research groups, special technicians have come up with mechanisms that make a clearer idea of how the affected systems can respond or react to the hypothesized situations. In a scenario idea [39], the vision of the problem has been placed as a virtual environment, where basically the case study described, presents both the ability to attack and the attention and solution hypothesis. With attention to attacks, the reference to one of the first malware circulating for IoT is also highlighted [39],[40]. To obtain these results and solutions hypothesis, a simulator named "Emulab Software" was used, then processed and used to virtualize the environment as closely as possible to the human and functionally real interaction of the IoT, the "SMALLWOLRD" [39],[41]. To get to the case study, concepts of hardware virtualization, software were considered [42],[43], the use of agents in terms of devices without human interaction seen as finite state machines [44], Petrified networks, and finally the Cloud Creation and Management technologies used by large giants found within the defined "SDN" networked software [45]. The idea of ​​a scenario is that of a smart home that essentially reflects the whole of what in the years to come if it is not, will surely be the future of most civilian homes. This smart home is critically viewed as any device can be understood as an unsafe connection state where the home network connected to the network is potentially accessible and unacceptable to any external source. The solutions can be seen by applying the basic concepts of networking security or identifying each device by providing a type of connection with IPV6 address assignment by nature to be more difficult to perform in spoofing and the importance of the same in terms of protection, Put the devices in logical groups with a critical level and isolate each group in virtual subnetworks by constantly monitoring the activity of each component in them, all this is necessary to ensure that in case a device is infected, Infection may cross the other subnets while maintaining the broadcast. Of course, in addition to subdivision of the subnets each with its grouping function, connections should be established based on the SSL protocol or encrypted, and here reference is made with great regard to what the majority of the IoT have poor computational capability with the need to use encryption algorithms not too much Heavy in terms of logic and decentralization, or communication with a local system that can then communicate more safely and without waste energy problems with the cloud. Clearly, as it is pointed out, those devices with 3G geographic connections or any other mobile-based connection result and are always discoverable and at greater risk than the same wireless connection in the smart home of the same device, because It is assumed that the telephone operator has to guarantee the security of its connection, the device is connected to the Internet and this makes it automatically vulnerable.
2.5.1 Wireless sensor network analysis
From a slightly different point of view, a further proposition emerges, namely to proceed in the interest of data streaming from every IoT to the compression of data and their encryption [46], where it is essentially analysed and demonstrated that the compression protocol may also result in a 75% decrease in the weight of the streaming data and its value from 50% to 75% reduction in device power usage, with an increase About 10% in the use of the computational capacity of the CPU, referring not to individual sensors, but to a local node. This experiment was conducted on a network of temperature sensors where data provided by sensors results from simple processing and compression by utilizing compression and encryption algorithms based on AES and LDPC codes [47], [48]. However, this is a further work that demonstrates the increasingly decentralized management of the IoT since this compression work and subsequent encryption cannot be done directly by the cloud, but by a decentralized node in the local area that receives Given by the IoT, it processes them and takes care of re-submitting them.
2.5.2 Security services models
Further analysis and consideration should be made for those studies that address the use of security services to create and monitor data through.
The management of access control, authentication use of the Kerberos-based system locally [49], [50] since it is a protocol that uses a primary communications between the client and the authentication server to generate a valid ticket, this protocol is perfectly implemented on both UDP and TCP with various cryptographic algorithms.
RADIUS for remote authentication connections [51],[50] Is a network protocol that provides centralized authentication, authorization and centralized accounting on a single server. This protocol provides the ability to configure a single Network Access Server (NAS) on a specific NAS user. Symmetrical and Asymmetric Encryption Socket and Related SSL, TLS, IPsec Technology [52] including the ability to insert a light weight stack if not insignificant in the applications of the IoT in smart homes [53]. 
2.5.3 BlockChain experiment 
Now we come to a direct talk about the thought of using the BlockChain, as reported in this other work [54], Hashing is a technique commonly used to guarantee the validity of a file. The file runs in the hashing function, which generates a string of characters called hash. The hash is then sent together with the file. When a user downloads a file, he can perform the same hashing function and compare the result with the published hash. If the two hashes match, the file can be classified as identical to the original. What makes hashes effective is their ability to convert a large file into a simple string that can be easily shared. Any small file editing generates a large scale in the hash. The simple addition of a single character to a text file will completely change the generated hash. They can be used and used to ensure that the received file has not been tampered with. While this increases security, it adds further work to the process. Also, a file might be potentially attached after it was received and hashed, or before it was repaired to begin with. This problem could be addressed in part by including the hash function at time of file creation. Another approach that has recently been shown is the use of a block chain to prevent and detect tampering with files [55]. This type of implementation could potentially interrupt an attack. A second benefit would be the potential to identify the point where such an attack had occurred. Other attacks, such as those affecting process parameters, may still be vulnerable. A further search is the creation of a physical hash, a hash that incorporates elements from both the physical and the virtual side to give greater resilience to computer attacks.

Basically, the principle of applying the hash chain to the files can seriously be considered on the IoT connections where the hash can be constantly calculated using the set of MACs, IPs, timestamp values, and connection paths, without getting awkward The worldwide public BlockChain register where it becomes absurd for size and time of use and use. Clearly, it is not an immediate thing as it all translates into the already-expressed concept of decentralization where it is a small local server dealing with the weaker IOs, but it is possible to certify with unmistakable hash concatenation that Only those who reflected certain policies could generate valid and accepted registered values ​​makes the idea of ​​how this concept can be used in each single connection transaction. Moreover, it is not said that it should be left alone, in the sense that the connection information is entered with legal information in hash and then travel to the cloud, where the data center will be provided through a defined software network to make the Cloud compatible with the interaction of concatenated hash blocks; But to the cloud this information already sealed does not pass without protection, the thought of joining various solutions such as the application of a VPN through which to pass the BlockChain data with a considerable bandwidth from a decentralized node and perhaps secondly Having also applied a security model and analysis as to how preferable it is to take the steps of access control and authentication could really make the difference, so not just a single new method to develop with all the goals and consequences of the case but The union of the best and most performing parts of a variety of methods that can create a process that is not perfect, but which can shield and make many attacks just a reminder.

At the level of software simulation there are those who want to predict the behaviour and want to have a clear view of the analysis of the applications of the IoT, he created and used various simulators as in this work [56], Where they have been compared and simulated on the various virtual machines of the cloud through a special minimization model called MapReduce when the network and computational capabilities were crashed by the typology and quantity of both applications and cloud-connected devices; So it can be predicted that for most applications that will be developed this simulative software could tell in advance how much the IoT could saturate or put on the network and data center knees. Unfortunately, though, it is not clear whether through this system and through the software IoTSim within Cloudsim it can be feasible to test the security of the application of one or more methods on data connections from the devices, from the decentralized node to The cloud itself. Or it may be possible to consider such methods as more elementary hypothetical systems that can be relied on basically with existing and implemented processes but considering the values ​​in a different reading term Which can bring them to a targeted diversification in order to get an integration of the simulation.
2.6 Conclusion 

By creating a summary of solutions and environments that will then be simulated at least in part, it’s can be create a list of the following steps to try to make your IoT connections more secure:
· Authentication and access control methods based on tested models both on the server side;
· Implementation of Vlan networks where there is the utmost attention in defining which devices will form a group isolating themselves into that valuable environment by always restricting the broadcast and the possibility of expanding any consequence of attack;
· Implementation and passage wherever possible from Ipv4 to Ipv6 addressing, providing greater security and more difficult spoofing;
· Use and implementation of cryptographic techniques from the simplest to non-IP devices that refer to a decentralized unit, to the stronger ones than the decentralized communicates with the cloud;
· Introduction of the hashing and fingerprint concept of local and decentralized connections for the sole interest of any IoT hub and the server that manages it by creating personal mini logs and BlockChain control checks.
Chapter 3 - RESEARCH METHODOLOGY
2.7 introduction
Research methods is described as a multitude of activities such as collecting a lot of information delving into theories and producing a brilliant new product. Kerlinger [57] defined research methods as a systematic, controlled, empirical and critical investigation of theoretical propositions about supposed relations among natural phenomena.  
During this project, we planned to carry out detailed study of the available literature and current research in order to propose a new security solution for IoT. We began by studying the differences between the traditional models protocols and the BlockChain for IoT. We identified the distinguishing features of IoT. After identifying these features we defined the design requirements of IoT and identified a set of principles that will aid in fulfilling these design requirements. After identifying the design principles, has studied network simulation environment for use cases connections for IoT applications and determined the data to use in our comparative analysis. We then studied the most appropriate architecture used in these cases based on the set of design principles, which we identified. A detailed study of these use cases helped us in identifying the advantages and the shortcomings of the various mechanisms. After conducting a detailed comparative study of these security protocols and the current research in the industry, we have tried to propose an idea of which is the best security protocol solution. The suggestions in this idea is confined to the set of design principles, which we identified as show Research Onion found Saunders at Figure 5 Research Onion [58].
Saunders [58] mentions that research philosophy it depends on the way you reflect about the elaboration of knowledge. According to them, there are three approaches to research philosophy. They are epistemology, ontology and axiology. Epistemology approach used in the project research methods and is the way how we accept knowledge and how we know things. For example, by accepting knowledge doing a lot of research and found that all have the same concept. How we know things is the way we memorize knowledge’s and achieve them in our mind.  Saunders [58] mentioned that there are three epistemological positions or three human methods which is Positivism, Interpretivist and Realism. This project reflects principle of positivism because is an objective approach that can test theories with the aim to establish causes and effects. As well as principle of Interpretivist where the author was using critical of positivism in conducting research among chatting with people, survey paper, technical paper rather that real objects.

Research philosophy: Saunders [58] argues that usually a combination of positivism and Interpretivist are generally used in the management of business research. However, the research philosophy varies according to research question. This research focuses on impact of sales promotions on impulse purchases. Various authors have discussed the phenomenon that happens and the researcher is trying to explore the consumer behaviour on impulse purchase. The philosophy that is used in this research is realism. For this the researcher uses acceptable knowledge in the field of impulse purchase and consumer behaviour to understand the impact of sales promotion on impulse purchase and consumer loyalty. The researcher collects and analyses data using acceptable knowledge for the purpose of answering the research question, so the research is more inclined towards realism.

The Research Strategy used are: Experiment, action research and survey paper which allows collecting quantitative data and analyse and doing experiments.

Data collection: There are two types of data involved in this research project or multi methods which are primary and secondary data. The secondary data contains the literature review and primary data which is collected to prove using secondary data.
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Figure 5 Research Onion
2.8  Research Overview
The research methodology of this major project was based on a quantitative research literature study and testing simulation, this methods is shown on the Figure 6 Research Overview. Because of the limited time there was not room for a large number of literature articles only few hundreds. From the literature study empirical evidence has been used to produce a partial solution to the question at issue. This solution was then applied to a problem for testing purposes and comparison of the results.













Figure 6 Research Overview
2.8.1 Research Process

The aim of this research is to get answers from the tests carried out in a small test experiment scenario so as to verify at least in part the validity of the hypothesis whether the BlockChain can truly implement security in IoT communications or not. A Deductive Process, is by definition what is defined and used as a scientific approach to the testing of a theory and for this reason is the most indicated to follow even if it can be considered posteriorly necessary a subjective interpretation of other experts with which confront. [58].  
We recall that the cycle of the deductive process consists of five key steps [58]:
· Deducing from the theory, in this project, testing of BlockChain features mechanism protocols can improve the security connection of IoT

· Expressing operational terms, which propose a relationship between two specific concepts or variables. Here, the concept is undergoing simple virtual packet testing of packet transition logging type, where there is a malicious node insertion between normal connected devices and connections are protected through protocols of Security known or theoretically implemented, according to known protocols and their responses in terms of maintaining the security of data passing through the connection you may wish and interpret the implementable protocol will represent an advantage or only a greater burden.
· Testing, this step is developed in chapter five with the test analysis of output data simulation environment experiment security. 

· Examining the specific outcome of the inquiry. Based on how packets have been broken, corrupted, or arriving at their target population, consideration should be given to the effectiveness of the protocols.
· If necessary, modifying the theory in the light of the findings. Here will be very interesting for the future possible development of new protocols.

An attempt is then made to verify the revised theory by going back to the first step and repeating the whole cycle with deep attention to the deduction concept process [58].
Deductive approach is more objectives with logical analysis, which it is important to verify the reliability and validity of the research. 
2.8.2 Research Philosophy

Research methods is varied and complex like show at Figure 5 Research Onion, therefore the researchers first need to look at a wide variety of philosophies concepts and terms as well as take into consideration the quantitative research their strengths and weaknesses. Firstly, to understand the concept of research methodology is necessary to compare the theory associated to the research methods including quantitative terms. 

According to Firstly Saunders [58], research methods is something that people doing every day to find out things us well as increasing their knowledge. Once the research is started, certainly is finding a vast number of data, however Saunders [58] suggest to clarify the topic, literature review, collection, methodology, analysis of data and then writing the project. 

However, Bell [59] have some observation. When the researches’ starting the research process is important to followed an accurate planning to facilitates their work avoiding issues and wasting time. As Bell [59] strongly asserts, "A great deal of time can be wasted and goodwill dissipated by inadequate presentation". 

In addition, Drew [59] found that a research is "conducted to solve problems", as well as it is useful "to expand knowledge". It is clear that a research paper is about solving problems and increase knowledge on issues that probably not have been considered before. 

Finally, a research paper needs to clarify the effects of the results obtained, as well as to inform limits associated with the results [58].

2.8.2.1 Quantitative Methods

Scientists first used quantitative methods as method to observe experiments [60]. Similarly, an academic research work is associated with observations, which is to analyse, provide information and draw conclusion regarding to the specific subject. Quantitative methods, mainly use surveys in order to produce required information which mainly includes numerical results, analyses and measured quantities within data. It includes close – ended information as attitude, behaviour of performance tools.
The advantages and disadvantages of the quantitative methods it can be efficient but also have some limits. Using quantitative methods, it is not ever easy to find out analyses, collect data through computer programs and have results shown by the charts.

2.8.3 Research Methodologies
The research methodologies for this project are based on the analysis of existing work already developed by other researchers who have their explanations to the experiments conducted and their interpretations to the obtained results. This project is part of the world of computer science and in areas such as business, management and analysis of the business world, it cannot be based on interviews and opinions. The basis for analysis and research of the tests will be that the data that will be created and analysed will be the result of the creation of a small case study real - time scenario, based on the ideas and concepts of the technical paper survey analysed such as the experiment of the "Smart Home" [61],[62],[63],[64]. The results of the tests carried out on the designated test experiment scenario will form the interpretation that will give rise to the suggestion of the final model of which is the best way to implement and follow.
2.8.4 Data Collection

As highlighted in Figure 3.2:1, a Multiple Method data collection is used in this research. This ranges from Archival Records to Documentation. Justification of each method used and how it is used shall be discussed in-depth in the section, Methodology, at the beginning of each chapter. Table 2, illustrates what data collection methods were used for within chapter. 
Table 1: Data Collection Methods
	Component
	Research Approach

	Current Status of IoT 

Chapter 2
	Action Research – Reflecting upon findings and establishing understanding

	Work Based training

Chapter 4
	Quantitative Research – review technical paper
Action Research – Reflecting upon findings and establishing understanding to design experiment environment

	Learning from output test
Chapter 5
	Triangulation - of output comparison data to obtain the peculiar situation protocols action

Experiment – Execute experiment designed 

	Learning Theories

Chapter 6
	Experiment Documentation - Reflecting upon findings and establishing understanding

	Reflection 
Chapter 7 
	Test Experiment evolution - Observations and Documentation mitigation and Reflecting upon findings and establishing understanding Investigation


An important aspect of the data collection methods, is its use in Triangulating findings and in particular for the design of the simulation scenario experiment to execute the tests, to obtain the so as to obtain information for investigation behaviours of a protocol not yet implemented through the use of other protocols placed in a light similar to the one desired.
2.9 Research Strategy
According to Galliers [65] and Alavi [66], a large number of research methods have been identified. However, it would be useless to describe them all with their characteristics as a result we only illustrate the three that were used in this project.
2.9.1 Survey technical paper
Survey research allows those who carry out the project to obtain experimentation data and practices carried out by other researchers through empirical simulations and tests. Following this, analytical techniques are used to extract from the declared data only that is interesting to the project in real values. The use of surveys by the ability of a researcher to visualize and study as many possible variables at once as possible in multiple laboratory experiments over months and years, considering that this data comes from world databases of the world Realist where every researcher and scientist provided evidence of his work. A possible weakness in this source of information is perhaps the difficulty of obtaining a true collaboration link on the protocols or the same type of data analysed and studied compared to what one would like to find in order to have as accurate as possible analysis tuning.
Keeping in line with the objectives of this project, it is intended to investigate the existence of potential scenarios that have been studied where known and new impenetrable security techniques and protocols such as BlockChain have already been used or where there are environmental similarities that may lead to the rationale of a theoretical technical comparison in which BlockChain can be discussed as if it had been implemented even if a theoretical discussion based on the similarity of its function is still in place with respect to the other protocols more or less similar or in any case operating in such a way as to allow a similar assessment.
2.9.2 Experiment analysis
The testing in these experiments, by their nature, imply an attempt to describe and reproduce relationships between different entities, types of communications, and data exchange protocols in varied environments and situations. These studies can be both positive and interpretive according to which approach has been applied in the project implementation and the analysis technique used on emerging data.
The reality of situations can, however, emerge in a more refined way than the attention of the analysts is based on the high number of available variables, although this leads to a very long time in processing them. At the same time, however, experiment test may be considered as a weak source of information search because they are limited to a single optics that may be too narrow to the generality of the real.

In this project, tests are represented by individual devices connected to the network, both locally and gateway to the cloud, each with their own function in the world of IoT or as defined by Cisco Systems IoE (Internet of Everything), [67]. It would be impossible to imagine reproducing any possible case study use as it would analyse every connection of every existing device in millions of billions of devices with relative function. So obviously a sample portion will be analysed as an example in terms of coverage, memory, computing, and energy consumption with the average of everyone else's generality.
2.9.3 Simulation

The simulation by definition involves replicating the behaviour of a system through the construction, at least in the parts involved in the study, of the system itself. It is a technique used above all in this world of computer science and networking to recreate situations where it is difficult to gain access to simple research and testing at expensive networking and computing infrastructures; Where experiencing situations other than ordinary administration would risk putting the system at risk compared to normal operation.

Obviously, as in the techniques mentioned above, it is difficult to perform sufficiently realistic simulations that are entirely accurate to real cases. However, analysis of circulating data packets, delays in various causes, environmental effects, and awareness of dealing with a laboratory view or where there will always be a percentage of filter to apply will lead this method to being one of the most important. Going therefore to rely on software designed and implemented ad hoc such as Kali Linux, and the tools for sniffing and attacks makes.
2.10 Triangulation
The concept of triangulation refers to the use of more parallel techniques for the separate collection of data within an optimal experiment scenario, so as to make more clear what or what the data are supposed to be saying. A lot of information on executing known protocols for defects, potentials, and limitations can be a way of triangulating quantitative data gathered from the use of the same protocols in order to be able to speculate in the finest and closest possible terms to the real, the effects that There would be similar protocols but with different operation [58]. In this case as suggested by Yin [68],[58], we are faced with the use of multiple homes and embedded homes. In particular, a testing experiment always maintains multiple homes inside. About the embedded cases, it is necessary this approach to using hypothetical similar protocols but not real time implemented yet. 
2.11 Conclusion
Several points emerge from the preceding analysis and discussion. Conducting a research is a systematic process of finding out things and thus its concept is mostly to provide knowledge to people involved in the investigation. Then, the formation of hypothesis gives the motives for exploring more deeply and solidly the subject under investigation. In the same way, aims and questions clearly demonstrate the research structure and indicate the direction that has to be kept in sight, as well as they are useful for the presently development of the research. Methodology as part of the research process, presents the methods that are going to be used for generating relevant information and thus accomplishing the research. 

The most significant thing is to consider the benefits of quantitative research and because if execute a lot of many and many test it’s can be possible consider to have a lot quantitative of data, constrains in order to choose the most appropriate methodology in a setting that will fit the purpose of the subject under investigation. Besides, the accurate use of research methodology is the key determinant for the production of a valid, reliable and high-quality piece of work. Finally, a researcher should bear in mind all the ethical considerations of doing a research, as those reflect to both the subject and the participants. A research by any way, should not be harmful, instead it should be helpful, supportive and have an effect. 

The contribution of the current research is to give awareness of the most important elements regarding a research methods progression, support the decision of an appropriate research methodology to contribute to the completion of a validated research section.
Chapter 4 - DESIGN & IMPLEMENTATION
4.1 Introduction

In this chapter, we want to define in detail how the investigation will be performed and how testing will be done for a response to the initial question. Defining the method of testing and implementing it for the purpose of the subsequent evaluation of the effectiveness of BlockChain security.
4.2 Problem Formulation
Based on the question whether BlockChain technology can improve security in the IoT, it is necessary to first explain what security is to be maintained and what methods are already present, and for that is necessary an experiment demonstration of how BlockChain features are the best way for security.
4.2.1 Security Protocols

These are methodologies and processes that ensure the integrity and secrecy of data and packets by securing it from any illegitimate access and possible alteration by after extraction of the data. They therefore ensure confidentiality and authenticity of data being sent from one source to another through electronic communication channels. 

They are also referred to as Cryptography protocols since they apply a lot of cryptography or Encryption protocols and are highly used in the securing of application layer packets and data exchange.

These security protocols otherwise referred to as standards include secure socket layers(SSL), Secure IP (IPsec) protocols, SSH, Transport layer security(TLS) protocols, DND SEC protocol, secure HTTP (HTTPS). 

A protocol is a procedure that describes how specific algorithms should be used. Protocols are formed in design consideration and not on trial and error basis. All protocols have these basic characteristics [69]:
· Protocols should not be ambiguous in nature with zero chance of misunderstanding them;
· Everyone involved in the protocol should be aware of it and the various steps it involves;
· Protocols must be complete;
· Parties involved in a particular Protocol should have agreed on it.
4.2.1.1 Secure Socket Layer
It’s a commonly used system encryption protocol. It mainly used in the Transport layer of the network. It is the standard protocol for establishing a secure connection between a web server and a client’s. It provides clients with the required end-to-end encrypted path for transmission of data and packets regardless of their OS or the platform they are using. It is the default protocol used in the Explorer browser and the Netscape browser. It ensures that each data exchanged between the web server and the internet client remains under secrecy and integral.

The SSL uses encryption keys to provide secure channel communication by data encryption, server authentication and client authentication for connections over HTTP, LDAP or POP3 application layers. The packets are encrypted on sender’s user end using a public encryption key but can only be opened by one private encryption key that is only with the use making it hard to be deciphered if intercepted during communication.

Advantages of SSL

Most of the servers actually use the SSL supported browsers hence it is very easy to implement from the client side.

SSL is initially set up to encrypt any browser based traffic with not many requirements in terms of Network infrastructure.

Unlike the IPsec the SSL allows customers and other business partners to access for SSL-enabled traffic and applications to access from any locality Virtually.

Disadvantages of SSL

When an internet set up has mixed modes the clients of these servers might access some of the sites as HTTP instead of all HTTPs which promptly causes default server to send warning to the clients that some of the sites are not secure which translates to lose of clients.

The setup of SSL was initially meant for web based application. Changes such as adapting to more mobile devices may that may require to go beyond the HTTPS may require buying on in-house software or additional modules from the various application vendors. Its designed for web-based application by nature hence needs to be “web field” in order to work properly in the corporate setup.

It was not designed with real-time applications in mind but rather assumes that all the traffic is TCP hence making it hard to support real-time applications. 

The cost of SSL certification for the recommended certificate is rather high. Depending on the type of certificate the pricing varies from one to the other.

In advance cases such as security for e-commerce that is highly targeted by interceptors and other malicious cyberattacks the introduction of a securing methodology called BlockChain has really aided the process.
4.2.2 Cyber Attacks
Now let's see some of the most common cyber-attacks, which can be relatively similar to each other and belong to the same typology. It should always be remembered that as far as an attack can be complex, what matters most is its efficacy even to an irrelevant complexity.
· MAC/IP Flooding, this is an attack where the hacker or intruder floods the Mac or IP addressing table with fake addresses that then causes denial of service to the real mark and IP addresses. The tunnel that connects the virtual end points to the network such as the Internet through a secure untraceable link. These tunnel is created at the various end points. To prevent such an attack, the network administrator can configure some fem back-end configurations that would render his network secure from such an attack. At the switch level the interface is configured to switch port mode access. To prevent the flooding of the switch the switch is configured to restrict violation by configuring switch-port port-security violation restriction and the maximum number of maximum violations available. Finally, so that this security configuration to take effect in the switch-port port-security is put in place.

· Denial of Service Attack: this is a type of attack that aims to make the services or resources of an organization unavailable for an indefinite period of time. This is in most cases attacks on a company's servers, so that they cannot be used and consulted. DoS attacks are a problem that can affect any company server or those who are particularly connected to the internet outside the intranet. The purpose of such an attack is not to retrieve or alter data, but to harm the reputation of the company on the Internet and possibly harm its functioning if its business rests on an information system. For the IoT the attack can be different about the methods of attacker. This malicious node in this attack hits on the accessibility of a node and all nodes in the whole of the network. Aim of this attack is to block the services of the sensor nodes. The attacker generally uses battery exhaustion method and radio signal jamming.

· Man-in-the-middle attack: This definition describes a method in which a malicious user fits into data traffic between two users who communicate and believe in both parties interacting with each other. Man in the middle attacks in computer networks are mainly bypassing encryption via SSL / TLS and gain access to secret information, passwords, or databases.
· Spoofing attacks, IP spoofing attack is an attack technique used to attack a network by sending packets through unauthorized use of a part of the network behind which the malicious mode that impersonates is hiding. This technique can be limited by creating a list of IP and physical device addresses validating or not the sender address.
4.2.3 Example of Worm for IoT

In recent years there has been a substantial increase in the number of attacks on devices classified in the IoT brackets. Much of these attacks have the goal of taking control of the IoT so that they can become part of the attacker Botnet. Let's remember that Botnet is a group of computers that move in unison as so many robots for a single common goal. They are often used to generate DDOS and keep communicative capacity from the attacked subject [70]. In this way, the IoT devices that are not carefully protected by username and password can be, without too much effort, compromised and used to form Botnet or intended for purposes other than the nature for which the IoT were created.
In this environment of possible Botnet, some researchers discovered new attacks that could trigger chain reactions and put out thousands of geographically linked IoT [71]. These IoT used an AES-CCM encryption key to establish authenticated connection with the firmware update server, consequently all the IoT used the same AES-CCM key and through continuous frequency analysis of all central communication channels later the AES key was obtained by exploiting a ZLL protocol vulnerability by getting the IoT communicated with the attacker, so it could install custom malicious firmware signed with AES key, compromising each affected IoT.
One possible solution to this kind of attack is the implementation and use of a public key encryption infrastructure authenticated for any interconnection between the IoT devices that the public key authenticity guarantee is made and maintained by exploiting the blocks. By exploiting a public key-based system, the result would probably be to stop such attacks or otherwise make it to the limit of discovering the contents of private keys. Consequently, even the worm would have had a very limited distribution of oil spills without growing exponentially, since many IoT devices would have a private key and not a single one and shared with everyone else, causing the attacker to hack individually every IoT.
4.2.4 Encryption algorithms in BlockChain

In the BlockChain, the elliptical curve elliptical curve (ECDSA) algorithm is similar to Digital Signature Algorithm (DSA) [72]. 
Unlike the common problem of discrete logarithm and the factorization problem, no exponential time algorithm is known for the discrete calculation of the elliptical curve. The ECDSA systems provide the same functionality as RSA algorithms, including digital signatures and signed packet control. However, there are some environments where it is impossible to implement the RMS 1024-bit system, while the 192-bit ECDSA system is working perfectly. For this reason, the strength of each bit in the key is substantially greater in an algorithm that uses elliptical curves [73]. Elliptical Curve Encryption (ECC) is a very efficient technology for creating public key encrypted systems and public key infrastructures (PKIs). The security of a public key system using elliptical curves is based on the extreme difficulty of calculating discrete logarithms in the group of finite field points as described here, the elliptical curve. If this key-generating algorithm then adds two HASH verification and concatenation systems, it reveals the extreme security and non-modification of BlockChain.
4.2.5 BlockChain for Security

The idea of applying security BlockChain technology is that its nature is constituted of non-modifiable concepts after adding action, united with the principle of transparency and visible to anyone, demonstrating that no one can scratch it.

4.2.5.1 Nature of BlockChain
The BlockChain is the base of operation for currency crypto, so it refers to digital currencies such as Bitcoin which have become very useful in today`s e-commerce due to the growth of online buying agencies such as amazon and online buying habits. It was developed to underpin the digital currency Bitcoin it allows transaction to be scrutinized and verified over a network of computers especially those without a central ledger [5].

However, these technology has been hard for financial institutions to put in place. This is because among other reasons is because of the difficulty of storing Digital currencies. This is different from the conventional method of storing currencies on ordinary banking methods of all in one pot and use of security boxes. 

Another major problem faced by BlockChain and any other digital currencies is that most of these cryptocurrency agents rely on newly written programming codes. These codes have no history of failure which for business is very risky since the is no appropriate risk management plan set in place. It is not very easy to anticipate what kind of flaws would be experienced.
The principle on which the BlockChain is based is that it maintains a distributed log of records on various computers (each node in the network), so that a record cannot be modified without the consensual modification of all subsequent blocks with the collusion of all network blocks. 
4.2.5.2 Advantages of BlockChain features
What is involved in this project is not the economic transactional capacity of electronic money, but the analysis of what allows the foundation on which the BlockChain is based to be a new and useful security protocol with operations and arrangements slightly different from use on money to be applied to the connection of the IoT and any other connection that may require this type of protection.
The biggest advantage of BlockChain is its public distribution. Everyone can see and verify the content and track the updates it brings. In the BlockChain network, there is no one authority to approve or decline new transactions. Network nodes must reach consensus for any transaction to be approved that it will become a record. Hence, network trust remains distributed among all the participating nodes in the armoured list of records in the ledges. The way blocks are placed in the BlockChain makes it impossible to modify the positions of the blocks themselves as well as the attempt to modify for reuse of data a timestamp block where the timestamp trusts. 
Each block contains records, which can be either a single transaction data, as well as other transaction information by other nodes to be stored in the blocks. Transactions are stored in serial terms under tree shapes. In the tree structure, the blocks are placed in such a way that the father must match all the child locks without which there would be no guarantee of operation, trust and safety. The parent blocks contain the hash of the content of their transaction and each child lock is inhaled at the father hash. A structure like this simplifies the network overhead for block content control. The parent node therefore maintains the complete hash of each child node and only in the case of a misalignment the nodes are further monitored. The previous parent block hash is always included in the child block, so that each block is securely and securely encrypted with the two-key elliptical encryption system, making it unmodifiable.
4.3 Design

To investigate and analyze how blockchain technology features will make the connection of the IoT more secure, it is necessary to simulate a classic situation where an IoT communicates. For example, a firmware update downloading where authentication occurs via File Transfer Protocol (FTP) protocol connection, or a communication connection information through HyperText Transfer Protocol (HTTP) protocols. In these situations, one invests in creating and comparing two scenarios, one where the communication is quietly done in plaintext while the other is encrypted, which can be compared to the features represented by the blockchain that will be implemented in the future. Both scenarios will be in an environment where a Man In The Middle attack will run. 

The type of attack that goes under the name Man in the Middle (MitM) is to hijack the traffic generated during communication between two users to an attacker who will be able to intercept the communication among them. Through this attack, the hacker fits between the two entities, by impersonating one or both of the users to the other by logging in this way to confidential information. Depending on the ability to monitor only one or both of the verses connection, the attack takes the name of Man in the Middle halfduplex or Man in the Middle full duplex.

To ensure that its presence is not perceived by the victims, the hacker, one when intercepted the message, you will have to worry about forwarding it to correct destination. A common type of MitM attack is the one where the hacker fits within a victim's host LAN or victim's wifi, intercepts the connections between the victims and their relative destinations and becomes himself the fake recipient When the victim connects to the fake recipient, he accesses sensitive data, such as the site of his bank or commercial pages. The hacker identifies the weakness in the configuration or network or router encryption system and exploits this weakness in intercepting communication between the user and the router. In this way, the hacker can spy on the sessions that the victim establishes with the router and steal a large amount of data. The MitM attack may take several forms, including a commonly called ARP cache poisoning. The ARP (Address Resolution Protocol) protocol has the task of maintaining in a PC cache all the IP-MAC Address Associations of all computers accessible from PCs located on the same local network segment.  Normally, communication between two nodes A and B has a situation of the type described in the following example in Figure 7 ARP cache:
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Figure 7 ARP cache
In ARP cache of user A, there is the right IP-MAC address association user B, and communication is smooth. If you have a case of ARP cache poisoning like show in Figure 8:
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Figure 8 ARP Cache three nodes
In Figure 8 ARP poisoning note that user A has associated the B user's IP with the MAC C's address, and similarly B has associated the IP address of A to C MAC Address. Any message sent by A or B will then be enclosed a MAC address is wrong and will reach the user C. The latter can intercept the packets that pass on its network card and eventually forward them to the correct recipients.
In a man-in-the-middle attack connection, the MITM host manages to convince A to be B and vice versa like showed in Figure 9 ARP cache before ARP poisoning.
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Figure 9 ARP cache before ARP poisoning.
A MITM host can read what is passing through the connection, e.g. password and sensitive data in plain (unencrypted) protocols. It can also retransmit packets, either integer or modified, to the two target hosts. In this sense, the MITM attack is just the prerequisite of more sophisticated attacks (e.g. DNS spoofing).
Each host maintains a table (ARP cache) of IP/MAC address association related to the hosts of the network with which it has already had interactions. The switch maintains a MAC / port association (CAM) table, and when it receives an Ethernet packet (addressed with a MAC address), it redirects it to the host connected to the port. The mechanism by which each host constructs its IP / MAC address association table is based on the ARP protocol. The protocol is based on two packets: ARP request and ARP response. When a host wants to communicate a message to another known to the IP but not the MAC address broadcasts an ARP request packet in which it asks who the IP belongs to question.

Who does not have that IP ignores the package, the owner instead responds with an ARP reply where he communicates his MAC address. The switch uses this information to update its CAM table. The ARP protocol is stateless. Hosts accept ARP reply even if they have not made any ARP requests (this improves performance). The MITM attack on the same network is based on this detail.
A MITM host can poll the ARP cache of hosts on a network by sending unsolicited ARP responses containing false information about IP/MAC address associations. This phase of attack preparation takes the name of ARP poisoning. In the example of Figure 9 ARP cache before ARP poisoning., A receives an ARP response saying that B's address is associated with the MAC address of the MITM. B receives an ARP response saying that A's address is associated with the MAC address of the MITM. It follows that when A communicates with B, it actually communicates with MITM, and vice versa. If MITM retransmits the integer packets the two hosts do not notice the attack and MITM can read the traffic between the two hosts like showed in Figure 10 ARP cache after ARP poisoning.
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Figure 10 ARP cache after ARP poisoning.
ARP poisoning is just the first step of a MITM attack, which puts the intruder host in a communication control position. At this point, several attacks can be carried out, including:
· DNS spoofing;
· password reading in unencrypted protocols;

· DoS (denial of service).
After simulation with clear FTP and HTTP protocols, the same experiment will be executed but using SSH-based socket encryption using the SSL layer using SFTP and HTTPS respectively to compare the results.
4.4 Conclusion
Before proceeding with the test, we track the guidelines for how the experiment will be performed.

There will be three equivalent 3-hour IoT machines, a switch-access point. On a machine, a File Transfer Protocol server service is activated, which simulates the server / cloud that the client machine connects to get its firmware update. The third machine will be that of the attacking user who goes to execute a man in the middle attack while hijacking all the traffic between the client and the server sniffing and analysing the pass data.

To run this test on the client machine, the MS Windows 7 system is installed, the server monitors the Apple OSX 10.11 system and finally the attacker's machine is the Kali Linux system.

This heterogeneous machine as well as being dictated by available resources is also suitable to be as near as possible to the heterogeneity of IoT devices.

At the end of the experiment, we will evaluate and consider how the intrinsic security features of BlockChain can make the IoT connections more secure.
Chapter 5 – TESTING AND EVALUATION  

5.1 FTP experiment
To run this experiment, we will use the Kali Linux operating system on the part of the attacker, using the following tools:
· ETTERCAP, to sniff the amount and address of hosts in the network;
· WIRESHARK, for a complete view of all the traffic you will want to sniff by reading each transit packet;
· MITM/MITMF, man in the middle, and man in the middle framework, are specific tools that allow you to generate targeted attacks on targets and observe as much as possible everything that is transmitted between the victim and his destination.
From the client and server implementation point of view, victim and destination, an FTP server service will be enabled on the server running Mac OSX, while a client will simply request a file transfer protocol connection request to the server. Because baseline MS Windows 7 clients do not run the FTP connection using SSH encryption, we will use a free tool called Cyberduck that will route the desired connection with the server.
The three machines, that is client, server, and attacker used in this experiment are connected via a switch/access point that provided them with DHCP auto-addressing respectively:
Table 2 Machines addresses

	MACHINE
	IP ADDRESS
	SUBNET MASK
	MAC ADDRESS

	Server
	192.168.0.105
	255.255.255.0
	00:1e:c2:03:42:3d

	Client
	192.168.0.104
	255.255.255.0
	14:da:e9:22:bd:24

	Attacker
	192.168.0.102
	255.255.255.0
	F0:de:f1:34:ef:b4

	Switch
	192.168.0.1
	255.255.255.0
	98:de:d0:53:84:a2


So let's start by activating the FTP service on the server like show in Figure 11 Activation Server FTP, Through this activation, the server is ready to receive either clear FTP connection requests or SFTP requests using the encrypted SSH protocol.
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Figure 11 Activation Server FTP

After activating the FTP service shown in the Figure 11 Activation Server FTP, we get married on the attacking machine, where we will check the correspondence of what the attacker can see and prepare the tools to execute the attack.
First, we run the ETTERCAP tool that will show the list of hosts and possible targets for the attack as shown in the Figure 12 Ettercap sniffing host lists, where it attacked the list of both machines on the client network, server and router.
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Figure 12 Ettercap sniffing host lists
Now with the target address list, Figure 12 Ettercap sniffing host lists, the attacker can proceed to prepare the man in the middle. The first step is to activate the service in the Kali Linux continuous packet forwarding machine, essential to performing an ARP poisoning. This forwarding service is activated by the command in Figure 13 Starting service of packet forward. Now it goes to the true construction of the attack or it goes through the poisoning of the ARP table to creep into the middle of the connection between client and server, receiving from the client and responding as if the server was and getting from the server, answering how if it was the client.
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Figure 13 Starting service of packet forward
In the Figure 14 Arp spoofing reply client, ARP spoofs all the traffic that the server goes to the client, thus reaching the attacker the traffic sent by the server to the client, as can be noticed in the use of MAC addresses where the MAC of the attacker is placed as the recipient for the IP address of the client.
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Figure 14 Arp spoofing reply client
Likewise, in Figure 15 Arp spoofing reply server, ARP spoof is executed with opposite directions to the previous one, so that client traffic to the server goes through the attacker that also places his MAC instead of that of the server associated with the IP address of the server. In addition to activating the ARP spoofing on the attacker's machine, listening sniffing has started with WIRESHARK which we will see later.
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Figure 15 Arp spoofing reply server
Now that the ARP spoofing system is working, it remains to wait for a client authentication credential connection to the server to be performed. That's why we go to the client machine and open an FTP connection with the server in clear as shown in the Figure 16 Open connection FTP client side. To run the experiment and have a more simple credentials, you have previously created an account with username "victim" and password "victimpassword".
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Figure 16 Open connection FTP client side
Now that the FTP connection with clear authentication has been set up let's see what the sniffer machine can show in the attacker's machine. In the Figure 17 Wireshark Sniffer FTP connection, WIRESHARK reports the connection made clear and without any problems following the TCP flow in the Figure 18 FTP stream credentials plain text, you can see the fully exposed username and password.
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Figure 17 Wireshark Sniffer FTP connection
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Figure 18 FTP stream credentials plain text

A file transfer test was then performed to simulate the upgrade of a firmware. Going to see the traffic read by WIRESHARK always clear in the Figure 19 FTP transfer firmware, even in this case it is possible to see without getting to the contents of the file, its features, by following TCP stream as shown in the Figure 20 FTP DATA file identification.
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Figure 19 FTP transfer firmware
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Figure 20 FTP DATA file identification
Now to get a comparison we'll go to the client / victim to run a new connection, but this time with encryption support then an SFTP. In the Figure 21 Open SFTP connection client side, you can notice the new type of connection that is requested by the server with the same credentials as used in the previous example.
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Figure 21 Open SFTP connection client side
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Figure 22 Encryption used for SFTP connection

In this case however, as shown in the Figure 22 Encryption used for SFTP connection, the server responds with the information about using the type of encryption that is the same as the elliptical type used in the BlockChain features. 
Upon completion of the connection, the same file transfer simulation test is carried out for firmware update; However, now that the connection has been encrypted, as far as it tries to trace credentials and analyse through the WIRESHARK on the attacker's machine, the data and the contents of the connections by observing all the TCP streams, as shown in the Figure 23 Wireshark sniffing SSH connection Figure 24 Useless sniffing of encrypted FTP connection Figure 25 Wireshark Sniffing of file transfer by SFTP, Figure 26 Useless Stream encryption of transferred file, only gets nothing made with failure of the attack even with poisoned ARP tables and unable to interpret encrypted data.
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Figure 23 Wireshark sniffing SSH connection
[image: image23.png]File Edit View Go Ca
4 = ® B

M |tcp.stream eq 1
No.

Time
200488124

209
211
215
217
221
227
229
235
245
249
251 45

42
a2
a2
a2
a2
a2
a2
a2
a5
a5

249713631
250614257
260270829
266275716
284458591
573801624
573855492
574497360
795082809
805784844
806575556

255 45 R3AA59130
» Frame 205: 82 bytes

» Ethernet II, Src: A:
» Internet Protocol va

> SSH Protocol

0020
0030
6040

o7

Transmission Control

Wireshark - Follow TCP Stream (tcp.stream eq 1) - 12

© o0

SSH-2.0-PuTTY_Release 0.7
SSH-2.0-0pensSSH_6.9

L...0 8[bA curve25519-sha256@1ibssh. org, ecdh-sha2-nistp256, ecdh-sha2-
nistp3sa, ecdh-sha2-nistps521, diffie-hellman-group-exchange-sha256, diffie-hellman-group-
exchange-sha, diffie-hellman-group1d-shai, rsa2048-sha256, rsa1024-sha1, diffie-hellman-
groupi-shai...Wssh-ed25519, ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa-sha2-
nistps21, ssh-rsa, ssh-dss. . ..aes256-ctr, aes256-chc, rijndael-cbc@lysator.liu. se, aes192-
ctr, aes192-chc, aes128-ctr, aes128-cbe, chacha20-poly1305@openssh. com, blowfish-ctr, blowfish-
cbe, 3des-ctr, 3des-cbc, arcfour2s6, arcfouri2s. . . .aes256-ctr, aes256-cbe, rijndael-
cbc@lysator . liu.se, aes192-ctr, aes192-chc, aes128-ctr, aes128-chc, chacha2e-
poly1305@openssh. com, blowfish-ctr, blowfish-cbc, des-ctr, 3des-
cbe, arcfour256, arcfour12s. . . . hmac-sha2-256, hmac-shai, hmac-shad-96, hmac-mds, hmac - sha2-256-
etm@openssh. com, hmac-sha1-etm@openssh.com, hmac-sha1-96-etm@openssh. com, hmac-mds-
etm@openssh.con. . . . hmac-sha2-256, hmac-shad, hmac-sha1-96, hmac-mds, hmac - sha2-256-
etm@openssh. con, hmac-sha1-etm@openssh.com, hmac-sha1-96-etm@openssh. com, hmac-mds-
etm@openssh. com none, z1ib none, z1ib |...m2}.u
$1-)....curve25519-sha256@1ibssh.org, ecdh-sha2-nistp256, ecdh-sha2-nistp3s4, ecdh-sha2-
nistps21, diffie-hellman-group-exchange-sha256, diffie-hellman-groupid-shai. ../ssh-rsa, ssh-
dss, ecdsa-sha2-nistp256, ssh-ed25519. . . lchacha20-poly1305@openssh. com, aes128-ctr, aes192-
ctr, aes256-ctr, aes128-gcn@openssh. com, aes256-gcm@openssh. com. . . lchacha20-
poly1305@openssh. com, aes128-ctr, aes192-ctr, aes256-ctr, aes128-gem@openssh. com, aes256-
gem@openssh. con. . . . umac-64-etn@openssh. com, umac -128-etm@openssh. com, hmac - sha2-256-
etm@openssh. com, hmac-sha2-512-etm@openssh. com, hmac-shai-
etm@openssh. com, unac-64@openssh. com, unac-128@openssh . com, hmac-sha2-256, hnac-
sha2-512, hmac-shai. . . .umac-64-etm@openssh. com, unac-128-etm@openssh. com, hmac-sha2-256-
etm@openssh. com, hmac-sha2-512-etm@openssh. com, hmac-sha1 -
etm@openssh. com, unac-64@openssh. com, unac-128@openssh . com, hmac-sha2-256, hnac-
sha2-512, hmac-

shai....none, zlib@openssh.con. .. .none, zZLib@openssh. com , >do
%.2 %V
014QuBqVP+.6StK. ..3.@.c 3....ssh-ed25519 By..!.i<zb
V.

A R av_a E . B E nemv S cchoaddsRia  aM 2 2 i
39 clent plts, 41 server ps, 70 tums
| Entire conversation (9097 bytes) s Show and save data as | ASCII s

Find:

Help | Filter Out This Stream | | Print || Save as. Back

X

-| Expression... +

E—

it
ply, New Keys

d time: 0:0.17 _ Profile: Default




Figure 24 Useless sniffing of encrypted FTP connection
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Figure 25 Wireshark Sniffing of file transfer by SFTP
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Figure 26 Useless Stream encryption of transferred file
5.2 HTTP experiment

Another small experiment was to launch a framework type man in the middle attack where Kali Linux's analysis and security capability is able to run an SSL layer strip associated with the HTTP connection, but this only in case the HTTPS has not been implemented and encapsulated in the safest way. In this situation, the attacker in the experiment is not placed between the client and server used earlier, but between the client and the router to an external connection. Similarly, the attacker filters inbound and outbound all that the client sends and receives to and from the server outside the network.
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Figure 27 Mail Server HTTPS
Observing the Figure 27 Mail Server HTTPS, you can notice that the connection is secure in HTTPS, but now we're running an ARP spoof command that makes this situation different.
The command in the Figure 28 Start Poisoning MITM Attack SSL strip went to create a continuous spoofing and sniff everything that passes between the client / victim and the router by holding ready and activating the ability to run an SSL strip on a weak HTTPS connection.
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Figure 28 Start Poisoning MITM Attack SSL strip
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Figure 29 MAIL server muted in HTTP not secure

After executing the command, we try to go back to the same mail server page earlier, this will not be in HTTPS but in non-encrypted HTTP, with the browser warning of the non-security of this protocol as shown in the Figure 29 MAIL server muted in HTTP not secure. However, this average user and above all an IoT would never notice this situation, without any doubt about the use of credentials for authentication.
[image: image30.png]root@Attacker: ~/MITMf

File Edit

2017-09-17 02:18 .168.0. Chrome-61 os:Windows 7] tiscaliadvel.webtrekk.net
2017-09-17 02:18 .168.0. Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:18 .168.0. Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:18: .168.0. :Chrome-61 os:Windows 7] uk-ads.openx.net
2017-09-17 02:18 .168.0. Chrome-61 os:Windows 7] adx.adform.net
2017-09-17 02:18 .168

2017-09-17 02:18 .0.0.

2017-09-17 02:18 .168

2017-09-17 02:18: .168.0. [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:18 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:18 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:18: .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:18 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:18 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:18 .168.0.104 [type:Chrome-61 os:Windows 7] fonts.googleapis.com
2017-09-17 02:18 .168.0.104 [type:Chrome-61 os:Windows 7] fonts.googleapis.com
2017-09-17 02:18: .168.0.104 [type:Chrome-61 os:Windows 7] fonts.googleapis.com
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19: .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19: .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] static.chartbeat.com
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] ping.chartbeat.net
2017-09-17 02:19 .168.0.104 [type:Chrome-61 os:Windows 7] ping.chartbeat.net

2017-09-17 02:19: .168.0.104 [type:Chrome-61 os:Windows 7] POST Data (mail.tiscali.it)
_token=c2cc289f1d1b6a9fdad1aB4e29866c9as_task=login& action=login&_timezone= default & url=§ user=Victims pass=victimpassword
2017-09-17 02:19:50 192.168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it

2017-09-17 02:19:50 192.168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19:50 192.168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19:50 192.168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19:51 192.168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19:51 192.168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
2017-09-17 02:19:52 192.168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it

2017-09-17 02:19:52 192.168.0.104 [type:Chrome-61 os:Windows 7] mail.tiscali.it
aRTT_RG.1T BT.-1G-87 189 1AM B 164 [Toas e & o

rooo0 000





Figure 30 MITM Attack Result
As described above, credentials have been sent with HTTP and the result shown in the Figure 30 MITM Attack Result is to have a perfectly clear victim's username and password. If the connection was encrypted in HTTPS, this tool would not reveal anything unless encrypted values or useless hashes.
5.3 Evaluation

In the test analysis using BlockChain features encryption, emerges as there is a solid ECDSA elliptical encryption algorithm for private and public key generation, HASH use both SHA256 as digital signature and HASH160 in controlling the block size plus adding the timestamp [72]–[74].

Comparing a block of data encrypted with other algorithms including AES, SSL, emerges that although these algorithms are among the strongest in data security, it can be improved by leveraging BlockChain features with the use of based control systems on HASH from which no backward sensitive data can be obtained in the cryptanalysis and at the same time through the previous and subsequent packet HASH control would render null any replay-attack attempt using the same packet, having it already present in the BlockChain system control. 
According to the principle that every communication operation must be validated by BlockChain system check, let's see what happens in the tentative of attacks:
· If a malicious knot declares that it is a node already in the network, and asks for an update to the public key miner, your request comes from a different address than originally registered for the node already present, resulting in a refusal of your key update request; However, the malicious node, you can use address spoofing, and make a public key update request, but in this case, the miner also uses a computation completion request where the node is called to use the private key that holds the node of which he did spoofing, and not being able to do this is not executed and the update is not done.
· In the case of Man in the Middle (MITM), intercepting an update request executed by a network node and attempting to modify itself by the malicious node is useless because it cannot modify it because of the public key encryption that holds the secure node.

Basically, in the attack models for IoT always uses the Man in the middle (MITM), in a situation where in any case all the communication messages are encrypted, making it quite useless, but if they are intercepted and circulated in the network, Replay-Attack conflicts could arise, which is why the timestamp declares already known transactions and therefore no longer listen to the requests that exploit them, transforming every ARP spoofing completely useless step.

Wanting to mention the Denial of Service, it would be possible for the IoT to find themselves in a situation of being incapable of communicating and, in this respect, the methods are basically two; or a disturbance attack created with a large number of connections by tilting the communication and capacity of the device and consuming precious energy in an attempt to re-establish the contacts. The second method is to apply a hardware disturbance jammer where basically no data is stolen, but it does make the communication physically disturbed so as to transform the IoT into unnecessary and isolated devices. 
Only To have a graphically example to understand the concept that BlockChain HASH concatenation is not editable, let us refer to the following representations in Figures 31-34 (generated by Brownworth site) [75].
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Figure 31 BlockChain Demo correct concatenation Hash
In Figure 31 BlockChain Demo correct concatenation Hash we can see a block concatenation, that is, a BlockChain version in which the blocks are in green colour with concatenation situation performed correctly. However, we see what happens if we try to change even one value;
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Figure 32 BlockChain Demo last block modification
In Figure 32 BlockChain Demo last block modification, having also changed only one bit in block 3, this varies its HASH and hence the chain HASH so much that the value of block 3 should be recalculated by the BlockChain system check to be replayed in safe chain terms. 
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Figure 33 BlockChain Demo Initial source modification
In Figure 33 BlockChain , the modification was made to the initial block causing a non-HASH acknowledgment problem on all subsequent blocks that must be recalculated from the start as shown in Figure 34 BlockChain Demo  in order to be correctly chained, and it is clear that it is not possible make changes to a block or record in a ledger without consensually rebuilding the entire BlockChain network.
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Figure 34 BlockChain Demo correct recalculated HASH
Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS
In this project, the ability of the BlockChain features system, which is used as a base for cryptographic valves, has been investigated to make improvements in the security of IoT devices connections to the cloud or in any case towards the datacentre affected by their connection. By analysing and testing cryptographic systems it has emerged that although with strong existing algorithms it is possible to think that the connections are very secure, BlockChain with its cryptographic and control system substantially leads to a breakthrough in how to see the encryption application for the connections; In essence, the important thing is not simply to prevent the data being protected from being intercepted and read, exploiting high-problem computational breaks with brute force systems where time is still computationally high and in the best cases it takes years to get this The difference is that with BlockChain, even if the data is intercepted, these are not editable and reusable, and the substantial difference is that in some ways it becomes almost useless to attack the chain. 

Surely analysing the public nature of BlockChain, this brings the benefits of being decentralized and since everyone's eyes are safe in their entirety. However, although it is ideal as an application for the connection of the IoT, it would be desirable that, with respect to the BlockChain model used for Bitcoins or other cryptographic valves, an ad hoc studied and engineered design and implementation would be desirable since most of the IoT, they are not personal computers or powerful mobile phones with high memory and computing capabilities, but are often environmental sensors with limited computational and storage capacities. Consequently, high processing loads for the security of a direct connection to the outside could deteriorate the ability to respond and maintain communication online. But it is definitely useful to think of a model that implements the BlockChain features in every small group of IoT, the BlockChain system check that takes charge of the protection, control and evaluation of each single IoT communication that resides in Safe BlockChain's own group of sensors. 

That said, if BlockChain had already been implemented, it would surely have avoided many of the attacks already occurring in the IoT, regardless of the computational capabilities, but with a strong and well-encrypted operation, even if sabotaged, it would have bothered many attacks. Undoubtedly, in the coming years, given the exponential increase in world-wide IoT in billions of devices, this concept of protection will be implemented in ever more refined terms by having digital signature control and public key cryptography wherever there is a chip.
6.1 Recommendations for Further Research

As future work, it would be great to be able to see BlockChain implemented in various network simulators with academic and professional IoT devices so that each connection protocol and every device known in detail and decidedly realistic can be verified.
In addition to this, surely, since the dawn of quantum encryption has been changing for several years without really getting into actual use beyond some particular test in the lab, it would be a great achievement for cyber security to one day have a BlockChain that takes advantage of quantum computing making itself, permitting exchange protocols, truly immune to attacks and any kind of malicious computation.
Chapter 7 – REFLECTIONS
7.1 Introduction

As part of my Postgraduate degree programme I had a period of three moths to develop my final project. This reflection is related to my experience working on my project. During my project process, I had a tutor that provide me a guide to follow and meetings to check the project development and various problems with what I faced. I had understood that was going to be a lot of work to combine a final result. The strong skills that I had to use was my motivation and deal with problems. I had a feeling of proud being able to understand and develop the project idea which was a big satisfaction for myself.

7.2 Barrier Experienced
At the beginning of this project I encountered plenty of difficulties. In this part, I expose my difficulties that I had encountered and what I had to do to overcome them. The beginning stage was very hard for me to focus on project ideas. IOT is enormous world where everybody’s talking about him, everybody has the idea that is vital for secure connection but a part of that I could not find much. A part of my language barrier, I found difficulties to stay on the right track and have more clear idea on what to focus. Beginning phase was emotional for the project subject, but from other side was very stressful for lack of time, find the right resources and get things done on time. Was very difficult to find apposite software to develop tests. I found difficulties to use the University Lab, for some reason the simulation software was inaccessible and in academic version with license limitations was not useful for my aims. 

Another barrier that I had experience was being an only full time student in my course.  Without having any confront, no one advice or a suggest with others students I was demotivating and confusing situation. 

For all the work that I had put together I was wish to have a real company to collaborate with them and do real test with them. I found that collaboration with external partners is more useful and it gives the opportunities to touch things with your hands, which for me is important to real situation.

I had overcome all these barriers when I understand that my own idea developed in my head was match with what other research was expose. I had the goal to do my best and to be proud of myself and make my parents proud I had worked hard constantly and put my heart to finish successfully this major project.
7.3 Positives

The positive things that I had during this period of project develop was the chance to grew my abilities and discover IoT world security. I was strongly positive and motivate by Project idea. Knowing that I can find some solution to implement the function was given me the force to drive this project. In addition to this I acknowledged to the point that I was working on one of the most modern project ideas where many others researchers working as well. Knowing to be in competition with the big experts was increasing the interest and curiosity to do the most deeper research not to lose any important points.
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