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A hypervisor is a piece of software, firmware, or hardware that sits between a host machine and a guest machine and can act as a regulator for a virtual machine,there are two main types of virtual machines, type1 and type2.[2]

Type 1 hypervisos,also known as native or bare-metal hypervisors, are characterised by the need for hardware support,the use of virtual machine monitors as the main operating system,and high operational efficiency. because of their isolation,type 1 hypervisors are generally more secure than type 2.[19]
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A type2 hypervisor which also called as a hosted or managed hypervisor.
As the name suggests, it usually runs as an application within the host environment and is generally less efficient than a type 1 hypervisor, although it is better suited for development and testing.Examples include VNware workstation,Xen versions prior to 3.0,Virtual PC 2004,and Virtual Box.[19]
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Comparing VMware ESXi (Type 1) and Oracle VirtualBox (Type 2),two different types of hypervisors that are relatively widely used in the market,we can see that VMware ESXi is more complex to deploy,requires various server hardware,and its commercial license cost 135$ per CPU.VMware vSphere costs $28,080each year.Oracle VirtualBox,on the other hand,is easy to install, can be installed on different hosts,and is completely free. However, VMware ESXi performs better and has a lot of special features that only enterprises need (e.g., dynamic migration (vMotion),distributed resource scheduling (DRS)) in addition to the basic features,whereas Oracle VirtualBox relies entirely on the host's CPU computing power,and its performance is greatly reduced compared to that of VMware ESXi on a machine with average hardware.Therefore, we can see that VMware ESXi excels in high-performance, secure enterprise environments with better stability and scalability than Oracle VirtualBox.
Oracle VirtualBox excels in development,testing,and educational scenarios,and its cross-platform flexibility and low cost make it the choice of more individuals.[18]


























IP address is a unique identifier assigned to each device connected to a network that uses the internet protocol for communication.[3]It not only ensure that data reaches its correct destination but also help in organizing the vast array of information flowing through the web.

Most of the data which float on the internet called packet,The IP address is like the door tag,navigating packet where it should go.A packet always has two IP address help packet to find the way.

There are two kinds of IP addresses so far. They are public and local IP addresses. The public IP address is often given by an internet service provider. This makes it possible for the internet to recognize your network. Every device on a local network has a unique IP address. It is assigned by your internal network or the router.

We have two primary version of IP address,they are IPv4 and IPv6 address.
Ipv4:
An IPv4 address has a size of 32 bits,it usually represented in dot-decimal notation, consisting of four decimal numbers, each ranging from 0 to 255, separated by dots. Each part represents a group of 8 bits of the address.[3]
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Ipv6:
By the early 1990s, the rapid exhaustion of IPv4 address space available for assignment,therefore at 1995,the IPv6 has been designed.it includes built-in support for IPsec, a security protocol that encrypts and authenticates communication, reducing the risk of cyber threats.
An IPv6 address size has a size of 128 bits,therefore providing up to 2128  addresses.It usually eight groups of four hexadecimal digits and consecutive zeros can be shortened by using “::”(colon) [3]
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Subnetting:
A subnet is a logical subdivisison of an IP network.It improves IP address efficiency by dividing a large network into smaller ,more manageable  subnets which reduces wastage of IP addresses,broadcast traffic,enhancing speed,and allows segmentation of networks to limit exposure.optimizing IP address usage and improving security by isolating different segments of a network
Subnet masking:
The subnet mask is a 32-bit number used to determine different part of the IP address belongs to the network and the host.It tells devices which portion of the address belongs to the network and which identifies individual devices[16].
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On the internet,router as a node device,forward data through the routing table,routing protocols are used to guide the path of the data to arrive![4]If the ip address is the door tag of your computer,the routing protocol is more like the courier dispatcher deciding how to deliver data.

Static routing is a manually configured and doesn’t change automatically making it more secure but harder to maintain in large networks.[5]
Dynamic routing is a routing method in which the router automatically builds a routing table and changes it in real time as network conditions change.[6]

When we compare static routing with dynamic routing,we find that static routing is safer,uses less bandwidth,does not require CPU usage,and the sending path is known.But at the same time,the configuration and maintenance of static routing is very cumbersome and will become more and more complex as the network size increases,while dynamic routing does not have such concerns[1].

With time passing by,routing protocols have developed in various versions,such as RIP OSPF IS-IS and BGP. 

RIP is a routing protocol that figures out the best path based on distance withmaximum15 hop count, so it's best for smaller setups. It shares routing info every 30 seconds, but it’s a bit slow to adjust. [10]

OSPF is a link-state protocol that can handle multiple areas and uses LSA updates. Lots of businesses and data centers use it because it updates fast, which keeps routing running smoothly. [7]

IS-IS is another link-state protocol, but it skips using IP addresses directly. It's similar to OSPF, but more flexible.commonly used in data centre networks.[8]

BGP is a path vector protocol that takes care of routing between different networks on the Internet. It picks the best route for all that global Internet traffic. It's the most secure of the above protocol, but it's also a prime target for attacks.[9]

Nowadays, different organisations have deployed different routing protocols due to its advantages and disadvantages.For example,Google and Internet Service Providers use BGP to exchange routing information between different Autonomous Systems,while Microsoft or Bank Networks deploy OSPF to prevent server outages.
For example, the following network topology will be used to configure BGP and have Router1 and Router2,where 1.1.1.1 is the loopback address for Router1 and 2.2.2.2 is for Router2.[17]
[image: IMG_256]
First,configure the physical and the loopback interfaces on both routers.
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Next,we use the ‘neighbor <ip-address> remote-as <as-number>’ command under the BGP router configuration mode.
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Thus, the BGP routing protocol is deployed


VPNs
Vpn is a remote access technology whose main function is to set up a private network using a public network and, at the same time, hide the user's identity, protect privacy and allow the user to access restricted content. It is commonly used for telecommuting, data security and bypassing geo-blocking.[11] For example, I can use WhatsApp to communicate with my classmates through Vpn at Shanghai.

DHCP
DHCP is an internet protocol that allows a server to assign ip addresses and configuration information to clients. there are three methods of assigning ip addresses, randomly assigning ip addresses to clients for a period of time，permanently,and of course, manually assigning ip addresses by an administrator. the first one is the most common. This protocol improves the efficiency of ip address management.[13]
AD DS
Active directory is an identity and access management solution that allows administrators to define who can perform what actions.domains in Active Directory that share a common root and trust relationships form a tree structure, and as a whole, all of these components form a forest. The forest acts as a security boundary, and other Active Directory forests can only access it if a trust relationship is configured between them.AD DS is the most widely used, and companies rely on it to manage their networks.[12]
CA
A CA is an entity that stores, signs, and issues digital certificates. Typically, it provides digital certificates that contain both public and private key components, and they are matched to real-life users. It guarantees the confidentiality, integrity and security of the digital document, and also ensures the reliability of the digital transaction as the public key keys are all tied to the entity, which also makes it impossible for the sender to repudiate what has been sent.[14]
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Routerl (config) #interface Loopback 0
Routerl (config-if) #ip address 1.1.1.1 255.255.255.0
Routerl (config-if) #exit

Routerl (config) #interface GigabitEthernet0/0

Routerl (config-if) #ip address 192.168.10.1 255.255.255.0

Router2 (config) #interface Loopback 0
Router2 (config-if) #ip address 2.2.2.2 255.255.255.0
Router2 (config-if) #exit

Router2 (config) #interface GigabitEthernet0/0

Router2 (config-if) #ip address 192.168.10.1 255.255.255.0
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Routerl (config) frouter bgp 1
Routerl (config-router) #neighbor

Routerl (config-router) fneighbor

Router2 (config) frouter bgp 2
Router2 (config-router) #neighbor

Router2 (config-router) fneighbor

192.168.10.2 remote-as 2
192.168.10.2 password STUDY-CCNP

192.168.10.1 remote-as 1
192.168.10.1 password STUDY-CCNP
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An IPv6 address (in hexadecimal)
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