	Project title
	Smart Campus and Internet of Things (IoT)


	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	The aim of the project is to have a live implementation in the School of Applied Computing that that will utilise WSNs to manage classroom environment; this may include automated heating, light and window control, attendance monitoring, manage and monitor lights, temperature, carbon dioxide, humidity in a room.
· The main objective is to implement a test a wireless sensor network in a physical environment, so that it can control light and heating systems.
· Create a simulation of the wireless sensor network, following the same blueprints of the physical design, so that fair simulated results can be obtained.
· Create a management device for the wireless sensor network, by using a Raspberry Pi.
· Implement a two phased experimental approach, so that single and dual channel scenario findings can be evaluated and compared.


	Project title
	Smart Campus and Internet of Things (IoT)


	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	The aim of the project is to use appropriate simulation tools: 
1. to implementation in the School of Applied Computing a WSNs system that that will manage classroom environment; this may include automated heating, light and window control, attendance monitoring, manage and monitor lights, temperature, carbon dioxide, humidity in a room
or 
2. use of wireless sensor networks to implement smart car parking

The overall aim is to create a better experience for students and staff, achieve cost and risk reductions, improve performance, flexibility and efficiency.
· 





	Project title
	Performance Comparison of routing Protocols


	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	The aim of the project is to use appropriate simulation tools: 
· To carryout performance comparison between two or more routing protocols such as AODV, DSR, DSDV etc. for either WLAN, MANet, WSN using metrics such as Delay, Jitter, Throughput, delivery ratio, etc.
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	Project title
	Comparison of 802.15.4 and 802.11 for Wireless Sensor Networks (WSN)


	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	· Simulate the performance of high data rate and small data size at long and short range.  Vary the number of nodes, distance and data size and compare according to different performance metrics such as aggregate throughput, delivery ratio and access delay for 802.15.4 and 802.11 
· For the MAC layer use the distributed coordination function for both 802.15.4 and 802.11
· The main aim is to investigate if WSN data can operate in 802.11 environment
· The use of Discrete Event driven simulator, such as QualNet, Riverbed Model, OPNET, OMNET++, Netsim etc. may be used.




	Project title
	Investigate, analyse and demonstrate the importance of network security and penetration testing.


	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	· Design a prototype network scanner that will help novice network users run basic scans to uncover network vulnerabilities. Give novice users the information they will need to overcome most common network attacks so that they can secure their network. Simulate the affect different attacks have on a home network using a relevant network simulation and modeling software.












	Project title
	Develop a Computer Network Test-Bed to compare security between firewall and Access Control List (ACL)


	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	· Use Linux to build own firewall. The Shoreline Firewall more commonly known as ‘Shorewall’ (a high level tool for configuring Net-filter to provide security, quality of service and network management) may be used or other Linux net-filter features for firewall configuration. The Webmin feature may also be installed to give a GUI.  A machine/computer will be given to design the Linux firewall of your choice. The firewall should entails all or most of the following components:
· Network Zone
· Network Interfaces
· Default Policies
· Firewall Rules
· Masquerading
· Static NAT
· Proxy ARP
· Set up test bed to carry out various penetration tests to examine the strength of security implementation and firewall entries. 
· Do a comparison of both Firewall and network boundary ACLs results (critically analyses them).  State the better method or should both work simultaneously?  Full justify your statement.
· Recommend action to be taken in order to fortify the network against similar threats.


	Project title
	Simulation or test-bed security utilities

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	With the use of simulation or test-bed explore two main security utilities such as firewalls and ACL’s in networking. To investigate how each methods works and identify the best option to be used on a certain network. Provide an investigation report outlining how the test has been implemented and final results.




	Project title
	Wireless ATM (W-ATM)

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD /CNT

	1. Simulate the effects of noise on choosing a channel 

2. Analyze the effects of mobility on a wireless ATM network




	Project title
	Physical Layer – Wireless Networks

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD / CNT

	
Student may wish to carry out simulation experiment based on the below criterion on wireless networks (Wireless Mesh Networks, Wireless Sensor Networks, Adhoc networks/MANET (Mobile adhoc networks), WIMAX, LTE)) 

Or Student may wish to carry out the experiment to compare any two wireless networks on any of the below criterion such as WiMAX vs WLAN performance based on bandwidth etc. 

· Performance
· Bandwidth
· Robust modulation
· Sensitivity
· Short preamble 
· Fast switch between channels
· Fast switch from Tx/Rx and back
· Other areas
· Mobility (potentially high-speed)
· Link adaptation
· Variable transmission power (details shortly)
· Multiple channels 
· Link quality feedback
· Smart Antennas
· Transmission Power Control

Optimization Criteria
· Network capacity
· Delay
· Error rates
· Power consumption

The ideal solution will depend on
· Network topology
· Traffic load
· Throughput







	Project title
	MAC Layer – Wireless Networks

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD /CNT

	Student may wish to carry out simulation experiment on:
· Multiple Channels (Can it be done at all?)
· With single radio
· With Multiple radios




	Project title
	Network Layer – Wireless Networks

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD /CNT

	Student may wish to carry out simulation experiment 
With the below criterion student may use simulation or test bed scenarios to compare Internet protocols (e.g. OSFP, BGP, RIPv2) and Ad-hoc routing protocols (e.g. DSR, AODV, OLSR).  Which type (Internet or Ad-hoc protocol) is suitable for Wireless Mesh Networks, Wireless Sensor Networks, Adhoc networks/MANET (Mobile adhoc networks)?	

· Routing, Fairness (equal share of resources) and QoS
· Scalability
· Overhead is an issue in mobile WNs.
· Fast route discovery and rediscovery
· Essential for reliability.
· Mobile user support
· Seamless and efficient handover
· Flexibility
· Work with/without gateways, different topologies
· QoS Support
· Consider routes satisfying specified criteria
· Multicast





	Project title
	Transport Layer 

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD /CNT

	With the use of simulation or test-bed investigate congestion control in multi-hop wireless networks. Provide an investigation report outlining how the test has been implemented and final results.




	Project title
	Intrusion detection Systems (IDS) and/or Intrusion protection system (IPS)

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD /CNT

	1. Set up an isolated network to carry out test that would observe/examine user's profile and system files. This test would last for three weeks.  Purpose of this test is to check for anomalies and intruders by observing: 
(a) The time files have been accessed
(b) Who accessed them 
(c) How long a file as been access for 
(d) The number of attempts used to log onto system. 
These findings could give an insight into further developments on intrusion detection systems that rely heavily on users’ profile and behaviour patterns. Specifically the statistical network intrusion detection systems.   

2. Set up an isolated network to carry out test to do a comparison of IDS and IPS
· Your experiment result should critically analyses which is the prefer choice to use on a network (small, medium, large). It may be that both are equally important, this must be fully justified based on the experiments carried out.  








	Project title
	Study of MANET Routing Protocols 

	Project type
(Delete as appropriate)
	Development/Experiment/Review:

	Target degree lines
(Delete as appropriate)
	CGD / SE / BIT /  CIS / CNets / WD 

	Description: In this project comparison the performance of MANET routing protocols such as Ad-hoc On Demand Distance Vector (AODV) and Destination Sequence Routing (DSR) at different conditions such as various Node mobility models and node density under different Traffic loads using a parallel discrete event driven simulator, QualNet Riverbed Model, OPNET, OMNET++, Netsim etc..



	Project title
	Study of WSN Routing Protocols for healthcare scenarios 

	Project type
(Delete as appropriate)
	Development/Experiment/Review:

	Target degree lines
(Delete as appropriate)
	CGD / SE / BIT /  CIS / CNets / WD 

	Description: In this project comparison of the performance of WSN routing protocols such as Location Aware routing (LAR) and LANMAR (LANMAR) at different conditions such as various network scalability and node density under different Traffic loads using a parallel discrete event driven simulator, such as QualNet, Riverbed Model, OPNET, OMNET++, Netsim etc.



	Project title
	Performance Evaluation of QoS parameters in 
UMTS Network Using QualNet 


	Project type
(Delete as appropriate)
	Development/Experiment/Review:

	Target degree lines
(Delete as appropriate)
	CGD / SE / BIT /  CIS / CNets / WD 

	Description: In this student will carry out a project performance study of a UMTS network scenario using various values of the precedence bits of the CBR application. The performance of the scenario will be analysed by four metrics: average jitter, end to end delay, throughput and UMTS signals received and forwarded to MAC. The comparative analysis of all the four metrics according to the precedence bit values will be carried out  using discrete event driven simulator, such as QualNet, Riverbed Model, OPNET, OMNET++, Netsim etc.



	Project title
	Characteristic Analysis of VoIP Traffic for Wireless sensor Networks In Comparison with CBR using QualNet Network Simulator

	Project type
(Delete as appropriate)
	Development/Experiment/Review:

	Target degree lines
(Delete as appropriate)
	CGD / SE / BIT /  CIS / CNets / WD 

	Description: In this project student will experimentally measure VoIP traffic and CBR or VBR traffic over the WiMAX network. Student can use the different routing protocols, quality analysis and discussion of the results is needed.  This project will be carried out using discrete event driven simulator, such as QualNet, Riverbed Model, OPNET, OMNET++, Netsim etc.



	Project title
	Design and Simulation of Wireless Sensor
Network scenario for underground coal mines

	Project type
(Delete as appropriate)
	Development/Experiment/Review:

	Target degree lines
(Delete as appropriate)
	CGD / SE / BIT /  CIS / CNets / WD 

	Description: In this project student will provide fully scripted scenario and they will an implement WSN network for underground coal mines using wireless sensor networks (WSNs). to produce accurate surveillance information and accident detection data.



	Project title
	Home Security Using Infrared and Ultrasound sensors

	Project type
(Delete as appropriate)
	Development/Experiment/Review:

	Target degree lines
(Delete as appropriate)
	CGD / SE / BIT /  CIS / CNets / WD 

	Description: in this project, students will build security systems to detect the motion in the surrounding environment by measuring the radiation emitted by the target bodies and changes in the frequencies of the reflected signals due to the motion of the bodies. They will use a combination of infrared and ultrasound sensors. The infrared sensors measure the radiation emitted from the bodies and the ultrasound Doppler sensors measure the apparent change in frequency by measuring the Doppler.



	Project title
	Eye Tracker to Help ALS Patients with Writing

	Project type
(Delete as appropriate)
	Development/Experiment/Review:

	Target degree lines
(Delete as appropriate)
	CGD / SE / BIT /  CIS / CNets / WD 

	Description: In this project two groups of students will work at 
1- developing an algorithm that tracks the movement of the pupils 
2- Design the hardware necessary to implement the algorithm.
 This system could then be used in order to allow sufferers of ALS write using their eyes.



	Project title
	Face Recognition Algorithms

	Project type
(Delete as appropriate)
	Development/Experiment/Review:

	Target degree lines
(Delete as appropriate)
	CGD / SE / BIT /  CIS / CNets / WD 

	Description: Face recognition can be a very basic tool for smart phone applications and also home security system. In this project, student will investigate the face recognition problem with massive data of human face images. Robust face recognition methods will be built based on classification techniques. Students will use matlab to implement several algorithms for comparison.



	Project title
	Neural Networks

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	Research how to reduce the long training time required for neural networks to operate effectively. This research would aim to ascertain how the high computation intensity inherent to neural networks could be reduced; so that the neural network system could capitalize on using its high effectiveness and its ability to correctly identify users who show similar patterns of use. These findings could help in resolving the overlapping problem associated with identifying users profiles behaviour in Statistical Intrusion Detection technique.



	Project title
	Real-time Network Intrusion Detection

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	Intrusion detection is a security measure that protects organizations from hostile attacks from outside and also from misuse or attacks from inside the organization.  The goal of intrusion detection is to detect illicit access and abuse of computer systems by both insiders and external intruders, in order to guarantee the system’s integrity, confidentiality and usability.
1. Presents an in-depth study of the intrusion detection techniques, the approaches and systems developed from these approaches as well as a number of issues and ways in which researchers have attempted to ameliorate them.  

	









	Project title
	Real-time intrusion detection in large corporation network

	Project type
(Delete as appropriate)
	Development / Survey / Experiment / Review

	Target degree lines
(Delete as appropriate)
	BIT / CG / CIS / CNets / SE / WD

	Electronic commerce (E-commerce) and electronic business (e-business) have enabled business to cater for all customers across the world in a cost effective and efficient way to remain competitive. This has forced organizations to open their information resources on their systems and networks to their business partners and customers over the Internet.
This creates the need for intrusion detection since organizations are exposed to various security threats.

1. Provide a detailed and comprehensive survey analysis of real-time intrusion detection in large corporation network.




2

